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INTERNATIONAL DATA FLOWS: PROMOTING
DIGITAL TRADE IN THE 21ST CENTURY

TUESDAY, NOVEMBER 3, 2015

HOUSE OF REPRESENTATIVES

SUBCOMMITTEE ON COURTS, INTELLECTUAL PROPERTY,
AND THE INTERNET

COMMITTEE ON THE JUDICIARY
Washington, DC.

The Subcommittee met, pursuant to call, at 1 p.m., in room 2141,
Rayburn House Office Building, the Honorable Darrell E. Issa
(Chairman of the Subcommittee) presiding.

Present: Representatives Issa, Goodlatte, Collins, Smith, Chabot,
Jordan, Poe, Marino, DeSantis, Nadler, Conyers, Chu, DelBene,
Jeffries, Cicilline, Peters, Lofgren, and Johnson.

Staff Present: (Majority) Vishal Amin, Senior Counsel; Eric
Bagwell, Clerk; and (Minority) Jason Everett, Minority Counsel.

Mr. IssA. The Committee will come to order.

Today’s hearing concerns digital trade, and specifically cross-bor-
ger 1data flows. The modern economy requires data flow and to flow
reely.

Individuals and businesses rely on technology and the efficient
and reliable movement of data across borders. The recent decision
by the European Court of Justice, invalidating the 15-year-old Safe
Harbor Agreement between the United States and the European
Union, created uncertainty that’s bad for business everywhere. We
hear that a new Safe Harbor Agreement is imminent. But if an
agreement is not reached by the end of January 2016, then the con-
Eeq(lilences for transatlantic data flow and business operations could

e dire.

To help us reach a new agreement with the EU, the House
passed a Judicial Redress Act last month. Though it still awaits
Senate action, it is a strong move by the House to support—in sup-
port of reaching this vital agreement.

But cross-border data flow are not simply a transatlantic issue.
They also figure prominently in the Trans-Pacific Partner Agree-
ment, or TPP. As we consider digital trade issues more globally, it
is important to view the tactics being used to restrict it as much
as any other point of it. The trade barriers being used to restrict
cross-border data flows are simply nontariff trade barriers. By any
other name, it is protectionism, and it hurts U.S. competitiveness;
it hurts the very countries who are implementing these protec-
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tionist agreements, and ultimately, it will hurt global trading with
all the partners who depend on data free flow in a 21st Century.

These trade barriers include localization requirements for cloud
computing. That means that instead of harnessing the economies
of scale that come from a cloud, companies will be forced to house
in facilities in individual countries, resulting in duplicative infra-
structure and higher costs. Let us bear in mind that a location any-
where on the face of the earth is a location everywhere on the face
of the earth. And many countries seem to ignore that in favor of
basically an infrastructure construction project being mandated in
their country.

And it’s not just technology companies that can be harmed by
these types of digital trade barriers. In the financial services indus-
try, banks use a security practice known as charting, that splits a
single customer’s information into discreet packets that are stored
in multiple locations to prevent a hacker from compromising it. By
its very definition, this practice would be impossible without the
free flow of data.

In July, we held a hearing on The Internet of Things, or IOT.
This new era of technology relies on sensors transmitting data to
a cloud for analysis. If the data cannot flow freely around the globe,
then The Internet of Things technologies will not be as successful
as they could be, and, in fact, could restrict many of the tech-
nologies already implemented in The Internet of Things.

If countries are allowed to unduly restrict data flow, what is to
stop them from creating new market access requirements that re-
quire companies to share source code, trade secrets, utilize—utilize
or source solely from local companies, and more absurdly, force
U.S. studios to alter their story line of a movie as a condition of
market access.

The last one isn’t that absurd. A report published just last week
by the U.S.-China Economic and Security Review Commission, ex-
plains just how China regulator—China’s regulators do just that as
a condition of market access.

As this Committee works to promote digital trade, we are con-
tinuing a long battle against market access barriers that take sur-
prisingly, and oftentimes, strange forms.

Though the issues can oft-times seem complex, the goal here is
to actually make this simple and understandable for the American
people to ensure free and fair trade, improving U.S. competitive-
ness globally.

Digital trade helps drive the modern economy, and I look forward
to our witnesses today and a healthy debate on these issues.

Last but not least, it goes without saying that no one owns data
in a global environment exclusively. An economic transaction for an
American who is traveling in a foreign country, requires a look-
back to their country. If the United States refuses to provide that
data, while another country refuses to provide the information as
to what is being bought or what service is being procured, then, in
fact, you have a standoff; I won’t let my data flow to you to tell
you what customer X is buying, and you won’t tell me if customer
X can pay for it. Can you imagine trying to travel with a
MasterCard or a Visa or an American Express that simply couldn’t
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cross international lines? Sounds absurd? Not if everyone says, my
data is mine, and I won’t share.

And with that, I recognize the Ranking Member for his opening
statement.

Mr. NADLER. Thank you, Mr. Chairman.

Today’s global economy is largely a digital economy. Thanks to
the Internet, massive amounts of data can be sent across the global
in an instant, connecting businesses and consumers alike. The abil-
ity to easily transmit data at low cost throughout the world has
spurred tremendous innovation and fostered significant economic
growth. But various countries have erected barriers to the free flow
of data across borders. Some of these restrictions are intended to
stifle dissent and free speech. Some are purely protectionist in na-
ture, or some are for other policy reasons, such as protecting the
privacy of a country’s citizens.

Today’s hearing presents a good opportunity to examine what
rules should govern the international flow of data, and what role
the United States can play in establishing and enforcing these poli-
cies.

When we talk about cross-border data flow, it could be something
as simple as someone in a New York office of a multi-national bank
and emailing a colleague in the bank’s Hong Kong office. It could
also be someone sitting in Paris accessing their Facebook account,
or logging onto iTunes and downloading movies and songs con-
tained on American servers.

But it also has much more complex applications. Cloud com-
puting allows businesses and consumers to store data and service
that could be located anywhere in the world. And some global busi-
nesses gather data across their worldwide operations to a central-
ized location where it can be analyzed to better stream their supply
chain or improve service to their customers.

Companies of every shape and size, and across nearly every in-
dustry, rely on data that crosses international borders at some
point along its journey. That is why it’s important that we carefully
examine any restrictions that might impede the free flow of data.

Some restrictions, like those that block access to social media or
filter out political dissent, are clearly improper, and threaten the
human rights of those countries and citizens. America should con-
tinue to lead the world in opposing oppressive regimes that stifle
the freedom of their people.

Other restrictions, like those requiring a company to process data
domestically, or to locate certain infrastructure in-country, are
often intended to bolster domestic companies. Many of these re-
strictions can be removed in the context of trade agreements.

But I have been a persistent critic of some such agreements, in
part, because of their devastating impact on American jobs, and we
should tread carefully in the digital realm before we make some of
the same mistakes we have made with physical goods.

More complicated to address the limitations on data flow, the
countries impose to advance other policy goals, like privacy protec-
tion. Finding the right balance between protecting the needs of
American businesses, respecting the legitimate policies of other Na-
tions, and to ensure that other countries respect ours is not an easy
task. That was made clear by the recent decision by the Court of



4

Justice of the European Union to invalidate the U.S. EU Safe Har-
bor framework. This important agreement enabled more than 4,000
American businesses to transfer the personal data of EU citizens
to the United States if the company certify that they would comply
with certain adequacy requirements to protect personal privacy.

The court, however, determined, in part, that because the Safe
Harbor scheme only applies to companies and not public authori-
ties, there was not adequate protection for EU citizens from U.S.
surveillance activities, and the entire agreement was, therefore, in-
validated.

The court also found that EU citizens do not have sufficient rem-
iedieg under U.S. law if their privacy rights after a transfer are vio-
ated.

The gentleman from Wisconsin, Mr. Sensenbrenner, and the dis-
tinguished Ranking Member of the full Committee, Mr. Conyers,
deserve great credit for working to address the second issue by
drafting the Judicial Redress Act, which will provide important pri-
vacy protections for EU citizens under U.S. law.

The Judicial Redress Act has already passed the House, and I
hope the Senate will take it up shortly. I also appreciate the U.S.
Department of Commerce, which is hard at work negotiating a new
Safe Harbor Agreement. I hope a new agreement is reached soon,
but I also hope that Congress will view this incident as a wake-
up call.

The USA Freedom Act took an important step in curtailing sur-
veillance activities, but we should go much further in strength-
ening our privacy protections. It should not take a European court
to prod us into protecting our own citizens.

To ensure that businesses have the flexibility they need, while
consumers have the protections they deserve, the United States
must work with its partners in the global community to set clear
standards governing cross-border data flow. I look forward to dis-
cussing what these standards ought to be with our esteemed panel
of witnesses today, and I yield back the balance of my time.

Mr. IssA. The gentleman yields back.

I now recognize the Chairman of the full Committee, Mr. Good-
latte, for his opening statement.

Mr. GOODLATTE. Thank you, Mr. Chairman.

Today’s hearing reflects a new twist on the same old song. U.S.
companies are at the forefront of the digital economy, and as our
companies look to operate globally, they face new and novel non-
tariff trade barriers that could make it costly, or near impossible,
to operate overseas. As we work to promote digital trade, we must
work to make sure that the international playing field is fair.
When foreign countries attempt to raise trade barriers ore put in
costly regulations as a cost of doing business, we need to call it out
for what it is, a barrier to free and fair trade.

We are now in a world where, on one side of the globe, the
United States has negotiated the Trans-Pacific Partnership Trade
Agreement, with rules promoting cross-border data flows and pre-
venting undue restrictions, such as localization requirements.

And on the other side of the globe, we look at Europe, which has
invalidated a 15-year-old Safe Harbor Agreement. This decision
translates into uncertainty for thousands of American companies
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doing business in Europe, which could have a ripple effect on our
economy.

As the United States and Europe continue to negotiate the new
Safe Harbor Agreement, we must understand that this is a complex
issue for all sides. And we are cautiously optimistic that the Ad-
ministration and our European allies will be able to come to an
agreement that eliminates uncertainty and allows transatlantic
commerce to continue.

In the House, we recently passed the Judicial Redress Act. This
bipartisan bill, awaiting Senate action, extends certain privacy pro-
tections to citizens of European countries, as well as other allied
Nations if the Federal Government willfully discloses information
in violation of the Privacy Act. Under this bill, citizens of des-
ignated countries will be extended the core benefits of the Privacy
Act, which already applies to Americans, with regard to informa-
tion shared with U.S. law enforcement authorities, including the
ability to bring a lawsuit for the intentional or willful disclosure of
personal information.

This hearing is important because the rules of the road that are
considered on digital trade and data flows will either promote or
impede the growth of the Internet. A recent BSA report stated that
90 percent of all of the world’s data was created in just the last
2 years. While an incredible statistic, it also shows how important
data and data flows are to innovation and economic growth.

Localization requirements, such as forcing companies to locate
data centers in a particular country, defeat the whole point of cloud
computing. New technologies, like The Internet of Things and cloud
computing, rely on cross-border data flows. Undue restrictions
could prevent companies like Boeing and GE from using IOT sen-
sors in jet engines to send back real-time data to their engineers
in the United States.

For global diversified technology and manufacturing companies,
they would face the absurd situation of not being able to move
their own R&D data from country to country.

Restrictions on data flows fail to recognize the importance of
interconnected global supply chains, and the need for the uninter-
rupted movement of data.

As this Committee continues to study this issue, it is important
gor us to keep in mind the effects on public policy today and in the
uture.

I am hopeful that the right policies will help fuel the engine of
American innovation, prosperity, and creativity. I think we have a
great panel assembled today, and I look forward to hearing from
all of our witnesses.

Thank you, Mr. Chairman.

Mr. IssA. The gentleman yields back. Thank you.

We now will hear from the Ranking Member of the full Com-
mittee, the gentleman from Michigan, Mr. Conyers.

Mr. CoNYERS. Thank you, Chairman Issa.

I think this is a more important hearing than a lot of people ap-
preciate it. Certainly, that’s the case of myself. And to our distin-
guished list of panelists, we welcome you all, particularly Dr. At-
kinson. But I just want to get something out about the digital
trade, because the growth of our economy relies on the expansion
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of the global digital economy, and efficient cross-border data flow
as digital trade becomes a larger portion of the global economy.
That’s the heart of my introductory comments.

According to the United States International Trade Commission,
a digital trade increased U.S. average wages and helped create
about 2.4 million full-time positions in 2011, the same year digital
trade also increased annual U.S. GDP by 4.8 percent.

As we hear from today’s witnesses, which I welcome, I'd like to
have considered the following points: To begin with, any discussion
on digital trade and unrestricted cross-border data flows requires
a serious discussion on surveillance reform. Earlier this year, a coa-
lition of companies, trade associations, civil rights organizations,
wrote to the leadership of both parties to outline the economic costs
of the significant erosion of global public trust in both the United
States Government, and the United States technology sector. Their
fears appear to have been prescient.

Last month, citing concerns about insufficient privacy safeguards
in the U.S. Court of Justice of the European Union suspended the
U.S. EU Safe Harbor framework that allows about 4,400 United
States-based companies to move digital information across the At-
lantic. The decision is a reminder that we need to have a thorough
conversation about surveillance reform. Without one, we cannot
fully address eliminating restrictions on cross-border data flow.

A couple of weeks ago, the House took a step toward a fuller dis-
cussion by passing H.R. 1428, the Judicial Redress Act, which our
colleague, Jim Sensenbrenner, introduced, and I was proud to be
a cosponsor of.

The bill extends to the citizens of certain foreign countries, pri-
vacy protection, and it will facilitate information-sharing partner-
ships with law enforcement agencies across the globe. This will
save lives.

Although there is far more work to be done, I hope that our allies
will take our work on the Judicial Redress Act as a sign of good
faith and a first step.

We must continue to work to restore the public trust necessary
for the continued success of the United States industry overseas,
while protecting individual rights. Digital trade and cross-border
data flows are transforming how American consumers and small
businesses operate and interact. For example, Ford Motor Com-
pany and Boeing, analyze, in real time, digital data from their ve-
hicles and aircrafts. This helps them diagnose problems and quick-
ly find solutions. This saves consumers money and saves lives.

Similarly, small businesses depend on having efficient cross-bor-
der data flow in digital trade. For example, digital trade affords
them the ability to expand into foreign markets. Consumers rely on
online payment processors, like PayPal, to process their payments
globally from purchases on online platforms and small businesses.

Finally, the flow of data across international borders presents a
unique regulatory setting. Congress, the Administration, foreign
governments, and nongovernmental actors, must provide solid con-
sumer protections that safeguard the development of these ever-in-
creasing data flows. The smart and thoughtful discussion I believe
we ought have today will be to illuminate barriers to future growth
that we need to consider and address. According to studies, restric-
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tions like data localization mandates hinder economic development
in those companies that erect barriers to digital trade. We should
examine how they affect consumers and the United States-based
businesses.

Still, some barriers are necessary to protect against the digital
trade of illegal goods and services, such as digital piracy and the
trafficking of child pornography.

I look forward with interest to having the witnesses at today’s
hearing, and I thank the Chairman.

Mr. IssA. Thank you. The gentleman yields back.

Without objection, all

Mr. CONYERS. Mr. Chairman.

Mr. IssA. For what purpose does the gentleman seek recognition?

Mr. CONYERS. For the record, I would like to enter into the
record an ACLU report concerning the Subcommittee on Courts,
Intellectual Property, and the Internet hearing dated November 2,
2015.

Mr. IssA. Without objection, placed in the record.

Mr. CoNYERS. Thank you.

[The information referred to follows:]
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Mr. IssA. You're most welcome.

Without objection, other members’ opening statements will be
made a part of the record. We now move to our distinguished panel
for today.

The witnesses’ written statements will be entered into the record
in their entirety, and I'd ask you to please summarize, within 5
minutes or less, your opening statement.

To help us stay within the timing, as you may be used to, you
will see a red, yellow, and green light in front of you. Please think
of them like you do the lights that you never, never run in your
daily driving habits.

Before I introduce the witnesses, I would ask that all witnesses
please rise to take the oath pursuant to the Committee rules. Raise
your right hands.

Do you solemnly swear or affirm that the testimony you’re about
to give will be the truth, the whole truth, and nothing but the
truth?

Please be seated.

Let the record reflect that all witnesses answered in the affirma-
tive.

Our witnesses today include Ambassador Peter Allgeier, presi-
dent of the Coalition of Service Industries; Dr. Robert Atkinson,
president of the Information Technology and Innovation Founda-
tion; Ms. Victoria Espinel, president and CEO of BSA, the Business
Software Alliance, or the Software Alliance now as we want to call
it; and Mr. Ed Black, president and CEO of the Computer and
Communications Industry Association; and certainly never least,
Mr. Mark McCarthy, senior vice president of Public Policy for the
Software & Information Industry Association.

And with that, we’ll go down, starting with the Ambassador. Oh,
and before you begin, I would note that we’re going to go about 5
or 10 minutes into when the bells ring, and then we’ll be gone for
roughly half an hour, but we’ll try to get through as many wit-
nesses as possible.

Ambassador.

TESTIMONY OF AMBASSADOR PETER ALLGEIER, PRESIDENT,
COALITION OF SERVICE INDUSTRIES (CSI)

Mr. ALLGEIER. Thank you very much, Mr. Chairman, Mr. Rank-
ing Member, and Members of the Subcommittee for allowing me to
participate in today’s hearing.

The global economy today is in the midst of two revolutions that
are inextricably linked: The digital revolution and the services rev-
olution. And the United States is in the best position to define the
courses of these revolutions, and to benefit from them if we follow
appropriate policies, especially in international trade.

Now, the services revolution is evident from the fact that service
is, by far, the largest source of jobs, of GDP, and of job growth. And
more importantly, they are the enablers of all other sectors of the
economy, including manufacturing, agriculture, and energy.

At the center of the service’s revolution, however, is the second
revolution, the digital revolution. And all services, indeed, all parts
of the economy, depend upon digital communication within their
own businesses, with their customers, and with their suppliers.
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And the Internet, of course, is emblematic of the digital revolution.
This revolution has enabled services to be delivered digitally across
borders to a degree that was unimaginable two decades ago. But,
the international rules and provisions governing trade and services
and digital trade have not kept up with these developments. So
they urgently need to be updated and brought into line with the
realities of a digitally-connected world.

Now, as a number of the members already have said, many coun-
tries do not share our entrepreneurial and technological aptitudes
and seek to get advantage by imposing legal restrictions on the
ability of a firm to manage and move its own data across borders,
or they impose requirements to store data on local servers. A com-
mon measure by such countries is for the government to require
that foreign firms establish facilities for storing and processing
their data in the jurisdiction that they are serving.

This tendency is particularly pronounced in regulated sectors
such as banking, insurance, and telecommunications.

These localization requirements essentially make cloud com-
puting services impossible. Examples of local data storage and
processing requirements abound, just, for example, in Greece, in
China, in India, in Russia, in Indonesia, and in Malaysia.

So it is essential that our government oppose attempts, in all sec-
tors, to impose localization requirements on local businesses. The
opportunity to do so lies in the various trade negotiations that are
occurring now. The Trans-Pacific Partnership, the Transatlantic
Trade and Investment Partnership, the Trade in Services Agree-
ment in Geneva, and also work in the World Trade Organization.

These negotiations should set the standards for digital trade by,
one, ensuring parties can transfer, access, process and store data
across borders; two, prohibiting parties from requiring the estab-
lishment or use of local servers; three, ensuring nondiscriminatory
treatment of digital products and services from other parties; and
four, allowing parties to regulate cross-border data flows for legiti-
mate policy reasons, but only within the accepted standards that
are included in the World Trade Organization in the GATS, the
General Agreement on Trade in Services.

So how are we doing with respect to using these trade agree-
ments? The TPP has made important progress in advancing the ob-
jective of freedom for cross-border data flows and prohibitions on
localization requirements. However, it includes one very disturbing
exception to the prohibition on localization requirements, and that
is that financial services, including banking and insurance, are ex-
cluded from the localization prohibition. Every other business has
that prohibition in this agreement. But most disturbing is that this
exception was at the insistence of the U.S. Government, and this
misguided position gives our trading partners the perfect political
argument to impose such requirements on our businesses.

What we need to do, in addition to fixing that, is to ensure that
we don’t repeat that mistake in the negotiations that are taking
place elsewhere in the transatlantic negotiations, and in the Trade
in Services Agreement.

I'll just make one point about Safe Harbor, because that also is
something that is extremely important. Everybody knows that that
decision was just handed down by the Court of Justice in Europe.
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Our member companies are very eager to work with the Congress
and the Administration to find a solution that preserves our com-
panies’ ability to move data across the Atlantic, but with appro-
priate respect for individuals’ privacy.

So thank you, Mr. Chairman and members. We very much appre-
ciate the opportunity to be part of this today, and congratulate you
on the attention that you are paying to this issue. It’s extremely
important to the service industry, but also to the economy more
broadly. Thank you.

[The prepared statement of Mr. Allgeier follows:]



15



16

Testimony of Peter Allgeier
President, Coalition of Services Industries (CSl)

Before the House Committee on the Judiciary
Subcommittee on Courts, Intellectual Property and the Internet

Hearing on
“International Data Flows: Promoting Digital Trade in the 21° Century”
November 3, 2015

Good Afternoon, Chairman Issa, Ranking Member Conyers and members of the
Subcommittee. My name is Peter Allgeier. | am the President of the Coalition of
Services Industries (CSI).

The Coalition of Services Industries (CSI) is the leading industry association
devoted exclusively to promoting the international objectives of the U.S. service
sector. Our members include the vast array of U.S. companies that provide
services domestically and internationally, such as banking, express delivery and
logistics, energy, insurance, media and entertainment, retail and wholesale
services, technology, telecommunications, and other services sectors. We work
globally to obtain solutions to significant international services issues, such as
interference in cross-border data flows, unfair competition from state-owned
enterprises, domestic content and localization requirements, and lack of
transparency and due process in regulatory regimes.

Two Revolutions

The global economy is experiencing two inextricably linked revolutions: the Digital
Revolution and the Services Revolution. The United States is in the best position

to define the courses of those revolutions and to benefit from them---if we pursue
the right policies, especially international trade policies.

The United States is at the forefront of both movements. Our innovations in
technology and in business models set the direction and pace of these
revolutions. As a result, we are the most competitive supplier of international
services in the world. Last year we exported services worth more than $700
billion, resulting in a services surplus of nearly a quarter trillion dollars.

Services Revolution

Page 2 of 7
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The Services Revolution is evident from the fact that services by far are the
largest source of jobs, output, and job growth. More important is that services are
the enablers of all other sectors of the economy, including manufacturing,
agriculture and energy. These sectors depend on banking, insurance, computer-
related services, logistics, engineering, communications, etc. to achieve their
production and income goals. All of these services and other sectors also depend
on digital communication within their businesses, with their customers, and with
their suppliers. Services and digital communications are critical elements in the
operation of global value chains, which are the principal phenomenon in
international trade today.

Digital Revolution

At the center of the services revolution is a second revolution: “The Digital
Revolution”, of which the Internet is emblematic. This has enabled services to be
delivered digitally across borders to a degree that was unimaginable twenty years
ago. Keep in mind that Amazon.com was only founded in 1994, and Facebook
was founded ten years later.

None of this was contemplated twenty years ago when people negotiated the
GATS (General Agreement on Trade in Services), the multilateral rules for trade in
services that was part of the Uruguay Round in the World Trade Organization.
The world has changed radically in the intervening years as a result of
technological advances, global data flows, global value chains, innovative
business practices, and the widespread use of the Internet by everyone.

The international rules and provisions governing trade in services and digital trade
have not kept up with these developments. They urgently need to be updated and
brought into line with the realities of today’s digitally-connected world.

Internet is the New Great Silk Road

The Internet is the Great Silk Road of the 21 century. Just as the Great Silk Road
provided the transmission route for trade among Asia, Europe and North Africa
during the 8" thru 14™ centuries, the Internet today plays that role for the entire
globe.

In this digital age, companies in international markets constantly need to move
data digitally across the globe for their own internal operations and in serving their
customers.

Page 3 of 7
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While this may be obvious in the case of insurance firms processing claims or
accounting firms verifying and reviewing audits, it is actually essential for any
international business. For example, think of express delivery companies tracking
packages across the globe, or an airline company remotely monitoring its engines
while the planes are in flight. Retailers have to manage their worldwide
procurement and inventory. Health professionals seek second opinions from
specialists across the globe.

Many countries that do not share our entrepreneurial and technological aptitudes
seek to gain advantage by imposing limits on our businesses’ ability to conduct
their operations in the most efficient ways possible. Governments increasingly and
routinely impose legal restrictions on the ability of a firm to manage and move its
own data across borders, or they impose requirements to store data on local
servers.

A common reaction by such countries is for the government to require that foreign
firms establish facilities for storing and processing their data in the jurisdiction that
they are serving. This tendency is particularly pronounced in regulated sectors
such as banking, insurance, and telecommunications. Imposing such server
localization requirements impede both efficiency and security in handling data.
They are the current millennium’s version of the Norse King Canute, trying to turn
back “the cloud”, as he claimed the power to turn back the tide.

Local storage requirements require data which is generated in a country to remain
stored on domestic servers. Companies operating in a country with local storage
requirements cannot remain competitive in the global market. Local storage
requirements increase business costs and induce delays, which make companies’
pricing less competitive and more costly for consumers.

Moreover, businesses typically backup data outside the country in which it is
collected to ensure that it remains safe and secure in the event of natural
disasters, power outages, and other situations that take a data center offline.
Preventing data from crossing borders will eliminate the ability to mitigate these
risks.

Examples of local data storage and processing requirements abound. For
example, Greece, China, India, Russia, Indonesia, and Malaysia all require data
generated within the country be stored on servers within the country.

Page 4 of 7
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Localization Means No Clouds

Localization requirements essentially make cloud computing services impossible,
as it is a portal to outsource both software and hardware in order to increase
efficiency, reduce costs, and provide better security of data. In addition, requiring
data centers to remain in the country of origin severely limits businesses, both
domestic and international, from serving foreign markets.

Digital Trade Must be Central to Negotiations

To be a truly 21 Century trade agreement, negotiations must open borders to
digital trade in the same manner in which they open borders to trade in goods and
services.

New negotiations should set the standard for digital trade by:

+ Ensuring parties can transfer, access, process, and store data across
borders;

« Prohibiting parties from requiring the establishment or use of local
servers;

« Ensuring non-discriminatory treatment of digital products and services
from other parties; and

+ Allowing parties to regulate cross-border data flows for legitimate policy
reasons only within accepted standards under the GATS Article XIV.

It is essential that our government oppose attempts in all sectors to impose
localization requirements on our businesses. The opportunity to do so lies in the
various trade negotiations occurring now---the Trans Pacific Partnership
agreement (TPP), Transatlantic Trade and Investment Partnership (TTIP), the
Trade in Services Agreement (TiSA) and in the World Trade Organization.
President Obama has stated clearly that a motivation for the TPP and other
negotiations is for the U.S. to exercise the lead in setting the rules for the 21
century. In all of these negotiations, therefore, we should insist on rules that
prohibit such localization requirements on any of our businesses.

Assessing Current Trade Agreements and Neqotiations

It appears that the TPP negotiations have made important progress in advancing
the objective of freedom for cross border data flows and prohibitions on
Page Sof 7
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localization requirements. These provisions are horizontal provisions, so they
apply to all economic actors unless one of the parties registers a non-conforming
measure (NCM), i.e., a specific legal exception to that obligation. At this point we
are not aware of such an NCM.

However, the TPP does include one very disturbing exception to the prohibition of
localization requirements. Financial services, which include both banking and
insurance, is excluded from the localization prohibition that covers every other
business. But most disturbing is that this exception has occurred at the insistence
of the United States. This misguided position gives our trading partners the
perfect political argument to impose such requirements on our businesses. Yet in
the world of cloud computing, the physical location of the data storage and
processing makes no difference in the timely access to data by regulators or law
enforcement officials. This position is particularly misplaced in that these are
among the most highly regulated businesses in our economy, so any delays in
providing data to financial regulatory agencies would jeopardize a recalcitrant
company’s very right to operate.

If we want to maintain our competitiveness and leadership in the midst of the
Services and Digital Revolutions, we need to stand firmly against localization
requirements in all of our trade relations. The U.S. services industry is eager to
work with the Congress and the Administration to ensure that the implementation
of TPP and the negotiation of other agreements prevent the various forms of
localization requirements.

Beyond the TPP, the U.S. is negotiating the plurilateral Trade in Services
Agreement (TiSA) in Geneva and the Transatlantic Trade and Investment
Partnership (TTIP) with the European Union. It is essential that we not repeat the
mistake in these negotiations that has occurred in the TPP with respect to
localization. | hope that this Subcommittee will register its strong opposition to
excluding any sector of the economy from the provisions on cross border data
flows and the prohibition of localization requirements. The Reports of both the
House Ways and Means Committee and the Senate Finance Committee on Trade
Promotion Authority state explicitly that financial services should not be excluded
from these provisions.

In addition to the challenges of ensuring open digital trade in these trade
negotiations, we face a serious threat to trans Atlantic digital and services trade as
a result of the recent ruling by the European Court of Justice that the Safe Harbor

Page 6 of 7
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Agreement between the U.S. and the European Union is invalid on the grounds of
being inconsistent with European data privacy law. The Safe Harbor arrangement
is the mechanism that sets the standard under which thousands of firms have
been able to transfer data back and forth between Europe and the United States
for fifteen years in compliance with European privacy requirements. The European
Data Protection Authorities have provided a 90 day moratorium on enforcement of
the ruling. It is essential that U.S. and European Commission authorities agree on
a legally valid and commercially workable alternative to the existing Safe Harbor.
Our member companies are eager to work with the Administration to find a
solution that preserves our companies’ ability to move data across the Atlantic.

Our competitiveness and prosperity depend upon embracing the Services and
Digital Revolutions in order to create the conditions in which all businesses can
benefit from these developments.

CSl and its member companies and their employees congratulate this
Subcommittee for its close attention to promoting digital trade and American
leadership in its further advancement.

Thank you for the opportunity to appear before the Subcommittee today. | look
forward to responding to any questions that Members may have.

Page 7 of 7
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Mr. IssA. Thank you, Ambassador.
Dr. Atkinson.

TESTIMONY OF ROBERT D. ATKINSON, Ph.D., FOUNDER AND
PRESIDENT, THE INFORMATION TECHNOLOGY AND INNOVA-
TION FOUNDATION

Mr. ATKINSON. Good afternoon, Chairman Issa, Ranking Member
Nadler, Members of the Subcommittee. It’s a pleasure to be here
today to talk about this critical issue. And in my written testimony,
I go into great length and detail on all the economic benefits to
both the global and the U.S. economy from cross-border data flows,
so I won’t go into that too much, but I want to make one point that
a couple of others have made, which is, this is not, quote, “just a
Silicon Valley thing.” Cross-border data flows are critical to a wide
variety of industry, mining, agriculture, automobile production, fi-
nance, retailers.

So this is really something that’s affecting all of our industries,
all sizes of companies. And, unfortunately, we don’t have the ability
to control our own fate here, because a growing number of Nations
are engaging in digital protectionism. Some of the policy reasons
for them are, perhaps, legitimate in the sense that they have this
concern for privacy. In other cases, privacy is a guise for just naked
protectionism; they don’t want data to flow outside their country in
order to benefit their own domestic companies. And in, still, other
cases, companies are requiring data to reside in their borders so
they can have unfetterred government access to that data without
the rule of law.

But whatever the rationale, this data protectionism hurts the
U.S. economy. It raises costs for our companies; it makes them
have less global market share. That’s why in 2013, ITIF estimated
that the cost to U.S. technology companies alone from all of the
Snowden revelations and the backlash against us and the restric-
tions that companies—countries were putting in place under the
guise of the Snowden revelations, we stood—our technology compa-
nies stood to lose anywhere between 21- and $35 billion by next
year in revenues, in global revenues. That hurts not just our tech-
nology companies, but the U.S. economy and U.S. workers.

So what do we need to do? I think one of the things we cannot
do for a lot of, I think, reasons, but one is we cannot simply say
that the way to solve this problem is to adopt the most stringent
privacy regime in the world. We can’t have another region, another
country, tell us what our laws and rules should be with regard to
privacy. Our view is our privacy rules and policies are actually the
reason we lead in the global digital economy, not the other way
around. So we cannot have one solution.

The good news is, we don’t have to have one solution. The way—
we've argued very, very strongly that when a foreign—when a U.S.
company operates on foreign soil, they’re subject to the laws of that
country. They can’t just—just by moving data back to the U.S.,
they can’t get out of their legal obligation. They can’t then say,
well, we're going to use U.S. privacy policies, even though we have
a branch in Brussels.

So in a lot of ways, I think this is a lot of much ado about noth-
ing. We can look just, for example, at the Canadian privacy com-
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missioner, who has filed a number of successful suits against U.S.
companies who have branch plants or facilities in Canada, who
have broken, or purportedly, broken Canadian privacy law by mov-
ing the data back to the U.S., processing it in a way that was
against Canadian rules. The Canadian Government had the ability
and the right to bring action against those U.S. companies. They
did so, and they prevailed. There’s no reason why Europe couldn’t
do the exact same thing.

So what do we need do? I agree with the Ambassador, we really
need to push forward on two steps: The first step being trade
agreements. TPP purportedly has—reportedly has strong agree-
ments, protections for digital trade there, TiSA as well. But I think
the key challenge there is really making sure that any national se-
curity or privacy exceptions are very, very narrow. The risk is that
the exceptions won’t be narrow, and countries will use this again
as a guise to restrict—to restrict data flows.

I also think the U.S. should not be overly defensive, at least on
the commercial side of the ledger. We have a right to do what we'’re
doing. Our companies aren’t really breaking any laws, by and
large. And I think it’s time for us to at least put on the table the
possibility of a WTO suit against Europe. Europe has, as we all
know, cut off our access to data flows to the U.S. because of the
Safe Harbor. They have not cut off data flows to Israel; they have
not cut off data flows to Argentina, neither—both of those countries
still have agreements with Europe, and yet, there is no evidence
that the national security protections for government access to that
data in Israel or Argentina are any less stringent than ours. If Eu-
rope wants to go down this path, they should cut off data flows
from every country in the world, not just the United States.

And lastly, we need to—one area we do need to act on is with
regard to government access of data. Our companies in America
can comply with foreign laws quite well, and when they don’t, they
can be prosecuted. What they can’t comply with is what govern-
ment does with data. That’s why we’ve proposed that we work with
Europe to craft what we call the Geneva convention on the acts on
data, where we come up with a set of norms and rules that we
would all agree with in terms of government access to data to re-
store that trust.

Thank you for the opportunity to appear before you today.

[The prepared statement of Mr. Atkinson follows:]
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Good afternoon Chairman Issa, Ranking Member Conyers, and members of the Subcommircee;
thank you for inviting me to share the views of the Information Technology and Innovation
Foundation (ITIF) on the path to promoting digital trade in the 217 century.

The Information Technology and Innovation Foundation is a non-partisan think tank whose
mission is to formulate and promote public policies to advance technological innovation and
productivity internationally, in Washington, and in the states. Recognizing the vital role of
technology in ensuring prosperity, ITIF focuses on innovation, productivity, and digital economy
issues. We have long been involved in the digital trade debate, advocating for policies which support
the free flow of data across borders as essendal to global trade and commerce and I very much
appreciate the opportunity to comment on this issue today.

Since 1944, when the Bretton Woods Conference established the framework for the post-war global
economy, there has been a strong, shared consensus that as long as governments do not engage in
mercantilist policies, global trade will improve economic welfare. In the manufacturing-based
economy of that time, this consensus mainly applied to trade in goods. Bu as services trade grew, so
too did the shared commitment to free trade in services. Now, with the rise of the data economy, it
has become clear that free trade in data is just as important to maximizing both U.S. and global
welfare as free trade in goods and services, if not more so. The Unired States holds a distinet
leadership role in the data economy because it has been a pioneering innovator and early adoprer of
information technology, so ensuring that there is global fiee trade in data will be an especially
important driver of U.S. economic competitiveness, job creation, wage growth, and consumer
benefits.

However, global free trade in data is under serious threat. Many nations, for a variety of
motivations—some relared ro privacy and security concerns, many related to naked protectionism—
are putting in place policies to balkanize rhe dara economy by limiting cross-border data flows. Even
here in the United States, some privacy advocates and opponents of trade are decrying the proposed
Trans-Pacific Partnership (TPP) for (rightly) including strong and enforceable provisions against
dara protectionisim.

My testimony will first review why free trade in data is so important to the U.S. economy. | will
then document the sizeable and growing threat to free trade in data and explore the different
motivations of countries involved. Finally, I will discuss where we stand in terms of progress (e.g.,
TPP) and setbacks (e.g., the recent decision by the European Court of Justice to reject the
longstanding U.S.-EU Safe Harbor Agreement) and propose a number of steps Congress and the
administration can take to advance free trade in dara.

In short, the task now is for policymakers to continue building on the progress in TPP—next in the
context of the Transaclantic Trade and Invescment Parcnership (T-TIP) and the Trade in Services
Agreement (TiSA)—while at the same time alleviating tensions in the law enforcement and national
security arena by embracing needed reforms.
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Why Data Innovation Is Important

In a growing digital economy, che ability of organizations to collect, analyze, and acc on dara
represents an increasingly important driver of innovation and growth. To start with, the
Internet broadly, and data specifically, are key drivers of growth. The McKinsey Global Institute
estimaces chac for 13 of che world’s latgest economies between 2007 and 2011, the Incernet alone
accounted for 21 percenc of aggregate CDP growth.! ITIF has estimated chac, all by icself, che
commercial activity that is concentrated under the Internet’s “.com” top-level domain will
contribute $3.8 trillion annually to the global economy by 2020.

Moreover, it is increasingly the case that many of the benefits from information technology come
from creating value and insights from daca. Virtually every sector of the U.S. economy benefics from
the data revolution; the applications for data processing and analytics are so vast that it is difficult to
grasp the magnitude of the potential benefits. And this value will only increase as the public and
private sectors alike become more data-driven.® For example, the McKinsey Global Institute
estimates that making open data available for public use, particularly government data, would unlock
up to $5 uillion in global economic value annually across just seven sectots, ranging from education
to consumer finance.” In the United States, the use of big data in health care can save $450 billion
per year.” Industry forecasters estimate that, by 2025, the Internet of Things will bave an economic
impact of up to $11.1 wrillion per year.® And for the glohal public sector, the Internet of Things is
expected to create $4.6 willion in value by 2022.7 According to a study by the Lisbon Council and
the Progressive Policy Institute, if six of Europe’s largest economies (France, Germany, ltaly, Spain,
Sweden, and the United Kingdom) could raise their “digital density” (the amount of data used per
capira) to U.S. levels, those countries could generate an additional €460 hillion in economic output
per year; a 4 percent increase in their GDP.®

Why Free Trade in Data Is Important

A key reality of the global digital economy is that a significant share of data needs to move across
borders. It is not unusual, for example, for Interner traffic to go through muldiple different
intermediaries in multiple nations. To paraphrase cyberspace advocate John Perry Barlow, who once
said “information wants to be free,” today, “information wants to be global.” As the OECD notes in
a recent report on the data economy:

The data ecosystem involves cross-border data flows due to the activities of key global actors
and the global distribution of technologies and resources used for value creation. In
particular, ICT infrascructures used o perform daca analytics, including che data cencres and
software, will rarely be restricted to a single councry, but will be distribuced around che globe
to take advantage of several factors; these can include local work load, the environment (e.g.,
temperature and sun light), and skills and labour supply (and costs). Moreover, many data-
driven services developed hy entrepreneurs “stand on the shoulders of giants” who have made
their innovative services (including cheir daca) available via applicacion programming
interfaces (APIs), many of which are located in foreign councries.’
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Indeed, the growing extent and value of cross-border dara flows is reflected in the fact that the data-
carrying capacity of transatlantic submarine cables rose at an average annual rate of 19 percent
between 2008 and 2012."

This is why—absent policy-created “data protectionism”—digical trade and cross-border daca flows
are expected to grow much faster than the overall rate of global trade. Indeed, Finland’s national
innovation organization, TEKES, estimates that by 2025, half of all value created in the global
economy will be created digitally."

As a result, the ability to move data across borders is a critical component of value creation for
organizations in the United States and other countries around the world. As the OECD states, “the
free flow of information and data is not only a condition for information and knowledge
exchange, but a vital condition for the globally distributed data ecosystem as it enables access to
global value chains and markets.”" Fully half of all global trade in services now depends on access
to cross-border data flows."* And digitally enabled services have become a key growth engine for the
U.S. economy, with exports reaching $356 billion in 2011, up from $282 billion just four years
earlier.”

This is why the U.S. International Trade Commission (ITC) estimates that digital trade increased
annual U.S. GDP by between $517 and $710 billion in 2011 (3.4 to 4.8 percent).” The ITC
further estimates that digital crade increased average wages and helped create 2.4 million jobs in
2011, U.S. firms in digitally incensive industries sold $935.2 billion in products and services online
in 2012, including $222.9 billion in exports. Similarly, based on 2014 estimates, the U.S.
International Trade Commission estimated that decreasing barriers to cross-border dara flows would
increase U.S. GDP by 0.1 to 0.3 percent.’® And even though the ITC’s analysis shows important
benefits from digital trade, those benefics are likely understaced. This is because the reporc limited its
analysis to “digitally intensive” sectors, which means that its numbers exclude concributions from
firms in industries that only use digital trade as a smaller part of their business.

The ITC also found digital trade to be crucial for digitally intensive small and medium-sized
enterprises, which sold $227 billion in products and services online in 2012. Indeed, small firms in a
wide array of sectors depend on digital trade. For example, in the $120 billion U.S. app industry,
small companies and startups account for 82 percent of the top-grossing applications. Consumers
throughout the world use these apps and any interruption in cross-border data flows will negatively
affect both firms’ revenues and cuscomers’ experiences.

One reason digital trade is so important to the U.S, economy is that U.S. informacion technology
companies lead the world. As of 2010, U.S. firms held a 26 percent share of the global information
technology (IT) industry and were the world’s largest producers of I'T goods and services."” Of the
top 20 enterprise cloud computing service providers in the world, 17 are headquartered in the
U.S."8 Of the top 10 Internet firms, seven are U.S.-headquartered."”
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But as important as free trade in data is to U.S, tech firms, it is even more important co traditional
industries, such as automobile manufacturers, mining companies, banks, hospitals, and grocery store
chains—all of which depend on the ability to move data across borders or analyze it in real-time as a
fundamental enabler of their supply chains, operations, value propositions, and business models.
Indeed, among the thousands of U.S. firms thac have operated under the U.S.-EU Safe Harbor
Agreement, 51 percent do so in order to process data on European employees—for example,
transferring the personnel files of overseas workers to the United States for human resource

In fact, the McKinsey Global
Institute estimates that about 75 percent of the value added by data flows on the Internet accrues to
“traditional” industries, especially via increases in global growth.*!

purposes—and most of these firms are in traditional industries

There are numerous examples of U.S. firms benefiting from cross-border data flows. For example,
Ford Motor Company gathers data from over four million cars with in-car sensors and remote
applications management software.” All darta is analyzed in real-time, giving engineers valuable
information to identify and solve issues, know how the car responds in different road and weather
conditions, and be aware of any other forces atfecting the vehicle. This data is returned back to the
factory for real-time analysis and then returned to che driver via a mobile app. Like other car
companies, Ford believes the data belongs to the owner and they are its “data steward.” For internal
purposes, performance data is de-identified and analyzed to track potential performance and
warranty issues.” Ford uses a U.S. cloud service provider to host this data.”

Likewise, Caterpillar, a leading manufacturer of machinery and engines used in industries,
established its fleet management solution to increase its customers’ performance and cut costs.
Sensor-enabled machines transmit performance and terrain information to Caterpillar’s Data
Innovation Lab in Champaign, Illinois where data can be analyzed, enabling Caterpillar and its
customers to remotely monitor assets across their fleets in real time. This also enables Caterpillar and
its customers to diagnose the cause of performance issues when things go wrong, For example, truck
dara at one worksite showed Caterpillar that some operators were not using the correct brake
procedures on a haul road with a very steep incline. Retraining the operators saved the customer
abourt $12,000 on the project, and company-wide driver incidents decreased by 75 percent. Cross-
border data flow restrictions could limic Caterpillar’s abilicy to offer these services in certain markets,
such as those that prevent the movement of GPS darta across borders.”

When nations impose restrictions on data flows, the U.S. economy is harmed in at least two ways.
First, requiring localization of data and servers will move activity from the United States to these
nations, reducing jobs and investment here and raising costs for U.S. firms. Second, if the
restrictions preclude U.S. firms from participating in foreign markets, then U.S. firms will lose
global market share to competitors that are based in those protected markets.

Some advocates asserc that the U.S. economy can thrive simply by having a healthy small business
sector and that policymakers can and should be indifferent to the competitive fate of U.S.
multinational corporations. But this is profoundly wrong,. Losing global market share because of
digital protectionism—regardless of whether it is in information industries or “traditional”
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industries—harms not just U.S. multinationals, bur also the U.S. economy and U.S. workers. A
large body of scholarly literature proves this point. Dartmouth’s Macthew J. Slaughter finds that
employment and capital investment in U.S. parents and foreign affiliates rise simultaneously.™ In a
study of U.S. manufacturing multinationals, Desai et al., find that a 10 percent greater foreign
investment is associated with 2.6 percent greater domestic investment.” Another scudy of U.S.
multinational corporation services firms found thar affiliate sales abroad increases U.S. employment
by promoting intra-firm exports from parent firms to foreign affiliates.”® In short, when U.S.

multinationals are able to expand market share overseas, it creates real economic benefits and jobs
here at home. These jobs run the gamut, including sales, marketing, and management—oparticularly
engineering, computer science, and technical jobs. And this matters because, as ITIF has shown, IT
workers earned 74 percent more than the average worker in 2011 ($78,584 versus $45,230). In
2011, the IT industry contributed about $650 billion to the U.S. economy, or 4.3 percent of GDP,
up from 3.4 percent in the early 1990s.”

Finally, digital trade is not just benefiting large companies like Amazon and Ford. Small and
medium-sized U.S. enterprises make up one-quarter of digital trade sales and fully one-third of
digital trade purchases.”

Free rrade in data is important not just for businesses and rheir workers, but for all Americans.
Imagine if data had a much harder time crossing borders. Americans traveling overseas would not be
able to use their credit cards or cell phones, because both require cross-border data flows. In face,
without cross-border data flows, people would not be able to fly overseas ac all, because airlines need
to transmit data on passenger manifests and flight operations and governments need to transfer
passport data on passengers. People would have a hard time shipping packages overseas. If they get
sick while traveling, there would be no way to access their medical records, much less receive remote
medical expertise or diagnostic tests, if medical data are not allowed to cross borders. Without data
flows, officials can’t pre-position travelers’ personal information to speed customs and border
crossings. And companies would not be able to provide international service or warranty protection
over the productive life of a product. For example, it would disrupt the increasingly common
practice in which automakers remotely upgrade the software in people’s cars.

By contrast, the free flow of data can improve the quality of goods and services, including public
goods. For example, cross-border data flows can be an essential componenc of pandemic disease
management and control. The free flow of data is also a key to providing remote diagnostics with
medical imaging systems, as there can be personally identifiable information in these systems.
Likewise, farmers can remotely receive personalized weather feeds that are based on big data analytics
(e.g., a mash up of data on weather forecast and history, soil moisture, soil content, river flows, etc.),
buc this requires daca to be able to flow across national borders.

As a case study, consider how cross-border data flows can impact quality and safety in the airline

industry. Aircraft manufacturer Boeing, headquartered in Chicago, relies heavily on data transmiceed
from planes operating around the world to improve safety and reduce flight delays and cancellations.
Boeing has created a system called Airplane Health Management that processes the large amounts of
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data thac its airplanes generate and transmic in real time while they are in flight.’! For example, a
Boeing 737 engine produces 20 terabytes of data per hour.* Commercial airlines that operate
Boeing aircraft, such as United Airlines, can monitor this data in real time and proactively dispatch
maintenance crews to await an airplane’s arrival and quickly address any problems that may have
arisen during a flight.? Since the very purpose of airplanes is to traverse borders, the success of such a
system hinges on Boeing’s ability to quickly and easily transmit daca from its planes to its airline
customers across the globe.?

The free flow of data will also enhance overall “data innovation,” which will play a key role in
improving the lives of Americans. A case in point is medical research. Diseases do not stop at
national borders, and the data chat are needed to help find cures need to cross borders, too. Powerful
data analytics applied to bigger global data sets can help speed the development of cures.
(Organizations can “de-identify” darta so that they do not release personally identifiable
information.) The rarer the disease, the more important it is to collect data on a global basis, since
dara from individual countries may not create a large enough database to reveal pattemns.
Unnecessary restrictions on data flows will make it harder for health care providers to save lives.

Finally, it is important to note that support for free trade in data does not have to mean support for
the free flow of all data, regardless of its legal status. Just as it is not a violation of free trade
principles to block trade in banned products, such as elephant ivory or rhinoceros products, it is also
not a violation of free trade principles to oppose digital trade in illegal digital goods, such as child
pornography, email spam, Interner malware, and pirated digical content. Numerous countries,
including the United Kingdom, Denmark, Greece, Italy, Portugal, and Singapore, have blocked
websites that trade in pirated digital content (either using their domain name or network address),
thereby preventing that data from flowing into the country.* In fact, according to the International
Federation of the Phonographic Industry, the global trade association for the music industry,
“[Internet service providers] in 19 countries have been ordered to block access to more than 480
copyright infringing websites.”* This is clearly not digital protectionism. Rather, it is indicative of
how the global trading system was intended to work, enabling trade in legal goods, services, and
dara, and prohibiting trade in illegal goods, services, and data. Moreover, just as taking a stand
against trade in products like ivory does not weaken America’s intellectual leadership in promoting
free trade, raking a stand against trade in illegal digital goods will not weaken our case in promoting
free trade in data.

Barriers to Digital Trade

Data will naturally flow across borders when it needs to, unless nations erect digical barriers. Such
barriers involve legal requirements on companies to either store and process dara locally or to use
only local data servers as a condition for providing certain digital services. These non-tariff barriers
undermine the benefits of digital trade and make it difficult for U.S. firms to compete with local
ones. Troublingly, an increasing number of nations are erecting digical trade barriers.
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In 2014, Nigeria put into effect the “Guidelines for Nigerian Content Development in
Information and Communications Technology (ICT).”*" Several of the provisions regard
restrictions on cross-border data flows and mandate that all subscriber, government, and

consumer darta be stored locally.*

Turkey passed a law in 2014 mandating that companies process all digital payments inside
its borders.

Two Canadian provinces, British Columbia and Nova Scotia, have implemented laws
mandating that personal data held by public bodies such as schools, hospitals, and public

agencies must be stored and accessed only in Canada unless certain conditions are fulfilled.”

Greece introduced data localization requirements in February 2011 through a law thac
states, “Data generated and stored on physical media, which are located within the Greek
territory, shall be retained within the Greek territory.” The European Commission criticized
the law as being inconsistent with the E.U. single market, but it remains in effect.*

Venezuela has passed regulations requiring that IT infrascructure for payment processing be
located domestically.

Malaysia has passed a local data server requirement, but has not yet implemented it."

Australia requires that local data centers be used as part of e-health record systems.”” The
rationale is to protect Australians’ privacy and security. However, as discussed below,
mandates on where data is stored do not improve privacy or securicy. Nevertheless,
Australian IT companies have used chis fear to promote protectionist policies that spare them
from having to compete with U.S. technology companies.

In 2014, Indonesia began considering a “Draft Regulation with Technical Guidelines for
Data Centres” that would require Internet-based companies, such as Google and Facebook,
to set up local data storage centers.® The Technology and Information Ministry is now
implementing this regulation under the country’s Electronic Information and Transactions

(ITE) Law.*

In Russia, amendments to the Personal Data Law mandate that daca operators that collect
personal data about Russian citizens must “record, systematize, accumulate, store, amend,
update and retrieve” data using databases physically located in Russia.” This personal data
may be transferred out, but only after it is first stored in Russia. Even the guidelines for this
law, which went into effect in September 2015, acknowledge that there are significanc
ramifications for foreign companies due to this law.
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Many are also concerned that Europe will introduce data protectionist policies as part of its
Digital Single Market, General Data Protection Regulation, and European Cloud
initiatives.*

In Vietnam, a Decree on Information Technology Services requires digital service providers
or websites to locate at least one server within Vietnam. Vietnam had also put forth a draft
I'T Services Decree that would include additional data localization requirements as well as
restrictions on cross-border data flows.

India has considered a measure that would require companies to locate part of their ICT
infrastructure within the country to provide investigative agencies with ready access to
encrypted data on their servers.”” In February 2014 the Indian National Security Council
proposed a policy that would institute data localization by requiring all email providers to
setup local servers for their India operations and mandating that all data related to
communication between two users in India should remain within the country.”

In South Korea, the Personal Information Protection Act requires companies to obtain
consent from “dara subjects” (i.e., the individuals associated with particular datasets) prior to
exporting that daca.*” The act also requires “data subjects” o be informed who receives their
data, the recipient’s purpose for having chac information, che period thac information will be
rerained, and the specific personal information to be provided. This is clearly a substantial
burden on companies trying to send their data across borders.

Nor surprisingly, given its history of rampant “innovation mercantilism,” China is puting
in place a wide array of protectionist measures on data. To start with, it has long limited data
“imports.” For example, the Ministry of Public Security runs the Golden Shield program
(commonly referred to as the “Greact Firewall of China”), which restricts access to certain
websites and services, particularly ones chat are critical of the Chinese Communist Party. But
more importantly from a trade perspective, China has made a number of moves in the wake
of the Snowden revelations to restrict the cross-border transfer of data.® For example,
Chinese law prohibits insticutions from analyzing, processing, or storing off-shore personal
financial, credic, or healch information of Chinese citizens. A recent set of draft
administrative regulations for the insurance industry included localization requirements,
both for data centers and cross-border data flows. Furthermore, China’s Counter-Terrorism
Law requires Internet and telecommunication companies and other providers of “critical
information infrastcructure” to store data on Chinese servers and to provide encryption keys
to governmenc authorities.” Any movement of daca offshore must undergo a “securicy
assessment.” And China’s draft cybersecurity law would require IT hardware to be located in
China. China’s policy framework to develop a domestic cloud computing capability also
refers to the importance of regulating cross-border data flows.
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Countries’ Motivations for Limiting Free Trade in Data

Despite the vast benefits to companies, workers, consumers, and economies thac arise from the
ability to easily share data across borders, dozens of countries—in every stage of development—have
erected barriers to digital free trade.*” There are three main motivations for this: privacy and security
concerns, national security and law enforcement concerns, and aspirations for economic growth. In
almost all cases, though, more than one motivation plays a role.

For example, Europe’s concerns abour dara trade stem in large part from its desire to protect citizens’
privacy (although as noted below there are some in Europe who want to use these concerns as a
justification for data protectionism in an effort to grow Europe’s [T sector). As discussed below,
effectively addressing privacy concerns should be the easiest of the three motivations to address. First,
as ITIF has shown, requiring data not to leave a nation does little to increase privacy.™ As long as the
company involved has legal nexus in a European nation, it is subject to EU laws and regulations;
moving daca outside the EU does not give the company a free pass to ignore EU law. Moreover, the
EU and the United States have long had a workable Safe Harbor agreement to address precisely these
kinds of privacy concerns. And the European Court of Justice overturned the Safe Harbor not
because of privacy concerns, but because of concerns about governmental access.

If privacy were the only motivation for Europe to restrict transadantic data flows, then there should
be no reason why Europe and America cannot work out a mutually agreeable solution. To be sure,
compared to the United States, Europe has different laws and values with regard to privacy. But
there are misconceptions about this on both sides of the Atlantic. Too many Americans believe EU
privacy rules exclude even the most basic uses of data for commercial purposes and innovation, and
wo many Europeans believe that the Unired States is a “wild west” of data privacy. Ln fact, both
sides share similar values with regard to privacy, the rule of law, and government access to data, and
both benefit enormously from globalization and data innovation.

A second motivation for governments to require data to stay in country concerns the ability of
governments to get access to data. This appears to be a motivation for many non-democratic
governments, such as Russia and China, requiring that data be stored inside their borders. There is
no question rhar localization policies such as these give government security services easier access ro
data. However, those nations do not need to mandate localization for their governments to legal
access to data. They are still able to compel companies doing business in their markets to turn over
data even if it is stored outside their nation. In truth, even this is not enough for some governments;
they want the power ro collect data without the knowledge of the company involved, and that is
easier if the data are stored locally. For democratic nations that abide by the rule of law, there is no
need for mandating data be stored domestically as long as there is a well-functioning and robust
system of mucual legal assistance treaties (MLATS) in place as described below.

Finally, a number of countries see “data mercantilism” as a path to economic growth, because they
believe (incorrectly) thac if they restrict data flows they will gain a net economic advantage from
data-related jobs." And all too often they are spurred on by domestic IT companies seeking an
unfair leg up over foreign competitors. For example, Australian businesses have used privacy and
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security fears to promote protectionist policies that spare chem from having to compete wich U.S.
tech companies. When Rackspace, a Texas-based cloud computing firm, built its first data center in
Australia, MacTel—a domestic competitor—tried to stoke fears of U.S. surveillance efforts under
the Patriot Act to push Rackspace out of the market.”” In fact, this same Australian company funded
a report calling on Australian policymakers to impose additional regulations designed to put foreign

36

cloud computing competitors at a disadvancage.

Similarly, some calls in Europe for data localization requirements aud procurement prefereuces for
European providers, and even for a so-called “Schengen area for data®—a system that would keep as
much data in Europe as possible—appear to be motivated by digital protectionism.*” For example,
Germany has started to create a dedicated national network, called “Schlandnet.”® And Deutsche
Telecom is pushing the European Commission to adopt rules making it harder for U.S. cloud
providers to operate in Europe in order for them to gain markec share. Similarly, the French
government has gone so far as to put €150 million into two start-ups, Numergy and Cloudwatt, to
build domestic cloud infrastructure that is independent of U.S. tech companies.” French Digital
Economy Minister Fleur Pellerin explains that France’s goal is to locate data servers and centers in
French national territory and to “build a France of digital sovereignty.™"

But any economic benefits for countries from digital protectionism are far oucweighed by the costs.
Such requirements raise ICT costs not only by forcing companies to locate servers in locations that
may not be the most cost-effecrive; they also force companies to operate ar sub-optimal economies of
scale, Barriers to cross-border data transfer for cloud computing add significant costs for local
companies. Studies show that local companies would need to pay 30 percent to 60 percent more for
their computing needs.®! Businesses that move their cloud computing outside the European Union
could save more than 36 percent because they could use global best in class providers.®

These increased costs are eventually passed along to dara users, including businesses. As ITTF has
shown, elasticity is quite high with information and communications technologies—ranging from 1
to 3—meaning that for every 1 percenc increase in ICT costs, there is a 1 percent to 3 percent
reducrion in 1CT consumprion.®?

Barriers ro cross-border dara flows can also stop research and development between a company and a
foreign partner as they are not able to share all the data relevant to developing new services or
processes. For example, companies may not be able to use cloud computing to connect different
research and development units. These barriers may force multinational companies to use second-
best research pareners. All of chese factors hinder innovadon.

This is why a 2013 report by the European Center for International Political Economy (ECIPE)
estimated that if cross-border data flows were seriously disrupted, the negative impact on EU GDP
would be between 0.8 percent and 1.3 percenc. ® This study also showed chac che negative economic
impact of recently proposed or enacted cross-border daca flow restrictions would be substantial in a
number of other nations, including Brazil, China, India, Indonesia, South Korea, and Vietnam.
Likewise, a study into the impact of Russia’s data localization laws shows an estimated economic loss
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0£0.27 percent of GDP, equivalent to $5.7 billion, and a 1.4 percent decrease in investment.* But
despite these costs, many nations persist in data protectionism.

Costs to the U.S. Economy of Foreign Digital Protectionism

As described above, the U.S. economy and U.S. workers benefit from cross-border data flows, in part
because the United States is the global leader in the data economy. Foreign restrictions will impose
costs on U.S. companies in a wide variety of industries. Bur particularly damaging are the costs to
U.S. IT companies. One reason is that a number of nations have used the Snowden revelations as an
excuse to impose protectionist data policies that will disproportionally hure U.S. tech firms. In 2014,
one survey of businesses in the United Kingdom and Canada found that 25 percent of respondents
planned to pull company data out of the United States as a result of the National Security Agency
(NSA) revelations.” As a result, U.S. tech firms have seen losses across the world. For example, the
U.S. cloud company Salesforce faced major short-term sales losses and suffered a $124 million deficic
following the initial NSA revelations.*® Cisco also saw its sales interrupted in Brazil, China, and
Russia because of reports that the NSA had secretly inserted backdoor surveillance tools into its
routers, servers, and networking equipment.*’ These reports damaged the company’s international
reputation and prompted it to take extra precautions to thwart surreptitious actions by the NSA.”
IBM, Microsoft, and Hewlett-Packard also have reported diminished sales in China as a result of the
NSA revelations.™

In 2013, ITIF estimated that if concerns about U.S. surveillance practices caused even a modest drop
in the expected foreign market share for cloud computing services, it could cost U.S. technology
companies between $21.5 billion and $35 billion by 2016.7 It has since become clear that not just
the cloud computing sector but the entire U.S. tech industry has underperformed as a result of the
Snowden revelations. Therefore, the economic impact of from the Snowden revelations will likely far
exceed ITIF’s initial $35 billion estimate.” Indeed, other estimates have put the figure somewhere
around $47 billion.” As noted above, these costs ate borne by U.S. workers and the U.S. economy
overall, not just by tech company shareholders.

Where Are We Now?

The last few months have seen mixed progress on establishing movement toward free trade in data.
On the one hand, the proposed TransPacific Partnership significantly advances the cause. But on the
other, the European Court of Justice’s invalidation of the U.S.-EU Safe Harbor agreement is a
significanc setback.

The digital trade provision in the Trade Promotion Authority Bill rightly puts the issue of cross-
border data flows at the top of U.S. trade negotiators’ agenda.”” Reflected in the U.S. Trade
Representative’s top priorities for digital trade, which it refers to as the “Digital Dozen,” these
disciplines are necessary elements for trade agreements to promote an open Internet and an Internet-
enabled economy.”
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The TPP’s e-commerce chapter is reported to contain rules explicitly prohibiting restrictions on
cross-border daca flows and data localization requiremencs. Ideally, che TPP should expand and
strengthen the trade rules achieved under the e-commerce chapter of the Korea-United States FTA
(KORUS), which included an agreement that both countries “shall endeavor to refrain from
imposing or maincaining unnecessary barriers to electronic information flows across borders.””
There has also been progress through the Asia Pacific Economic Community (APEC) process. In
November 2011, APEC Leaders issued a directive to implement the APEC Cross Border Privacy
Rules System (CBPR). The CBPR system balances the flow of information and data across borders
while at the same time providing effective protection for personal information. The system is one by
which the privacy policies and practices of companies operating in the APEC tegion are assessed and
certified by a third-party verifier (known as an “Accounability Agenc”) and follows a set of
commonly agreed upon rules, based on the APEC Privacy Framework. The Privacy Recognition for
Processors (PRP) was recently endorsed by APEC in January 2015 and will be operationalized in the
coming months. The PRP is designed to help personal information processors assist controllers in
complying with relevant privacy obligations, and helps controllers identify qualified and accountable
processors.

At the same time, when the European Court of Justice decided in early October 2015 to allow the
High Couut of Treland to invalidate the U.S.-EU Safe Harbor agreement, it signaled that the
Snowden revelations had called into question the mutual understanding that both parties share the
basic goal of protecting their citizens’ privacy in a digital world, even though they go about it
differently—the EU, by adhering to comprehensive legislation, and the United States by taking a
sector-by-secror approach that relies on a mix of legislation, regulation, and self-policing. Europeans
have become wary because their laws provide a fundamental right to privacy, and they now believe
that they are not getting an equivalent level of protecrion from the United Stares government. There
is now a real risk of contagion as other nations look at the EU decision and decide — for privacy or
protectionist motivations — to restrict data flows between the U.S. and cheir nacion. Indeed,
reportedly, Israel has also ruled that it would now not recognize that data transferred from Israel to
the United Srates was covered under the EU-US Safe Harbor, as it previously had.”

But while European citizens and policymakers are understandably concerned about government
access to their citizens’ dara, abruptly revoking the Safe Harbor agreement was the wrong way to
address those concerns. Tt is disrupting not just to the thousands of U.S. and European companies
that currently depend on the Safe Harbor to do business across the Aclantic, but also to the broader
digital economy. Policymakers in the United States and EU should instead work together to swiftly
implement an interim agreement so the court’s ruling does not continue to adversely affect
wransatlantic digital commerce. At stake is the furure viabilicy of the world’s most important
economic relationship: If ic is to continue fourishing in the age of digital commerce, then both sides
must make accommodations.
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Policy Steps to Enable Digital Free Trade

In many nations, trade negotiators are working to build an international consensus and enforceable
regime for the free flow of data across borders. However, at the same time, law enforcement and
intelligence communities are seeking to preserve or extend their access to data. These two goals are in
fundamental tension and unless nations can put in place a reasonable and consistent framework to
govern lawful government access to data, nations will be more likely to restrict cross-border dara
flows and trade, commerce, law enforcement, and intelligence gathering will all suffer. Indeed, the
turbulence in the system now underscores the urgency of addressing these issues, both in terms of
advancing new trade regimes to establish enforceable rules for free trade in data and in crafting
international standards for government access to data.

The first step in shaping this new system will be to ensure that the U.S. government works to embed
strong cross-border data flow protections in new trade agreements. The Obama administration has
worked to enshrine strong and enforceable cross-border digital trade provisions in the TPP. But that
agreement only applies to 12 nations. So the United States now needs to champion a Trade in
Services Agreement (TiSA) that builds upon chis language and to persuade as many nations as
possible to sign on. TiSA currently covers 23 countries that represent 75 percent of the world’s $44
trillion services market.

As the United States moves forward with Europe to negotiate the Transaclantic Trade and
Investmenc Partnership, it will be important for U.S. trade negotiators to insist that strong cross-
border provisions be included. Indeed, if the T-TIP is truly going to be a “21st century trade
agreement,” it must give data flows the same level of consideration it would have given
manufacturing in a 20th century agreement.

But because data is so critical to the modern global economy, the United States and European
Union should push further to protect the free and unfewered movement of data across the globe—
for example by championing a “Data Services Agreement” at the World Trade Organization, which
would commit participating countries to protect cross-border data flows and prevent signatory
countries from creating barriers to them. It would be akin to the Information Technology
Agreement (ITA)—which 54 countries commendably agreed to expand with 201 new product lines
carlier this year—for cross-border darta flows.

A key challenge to achieving a strong outcome in negotiations on upcoming trade agreements will be
ensuring that privacy and national security exemptions are specific and narrow enough to ensure chac
members are not able o use these as an excuse for digital protectionism. These exemptions under
existing international agreements, such as the General Agreement on the Trade in Services (GATS),
are so vaguely defined and poorly enforced as to provide a huge loophole for data protectionism.
Both issues are obviously legitimate public policy objectives for members and are common
exemptions in trade agreements, buc the challenge for negotiators is to ensure thac the various parts
of an agreement (such as on protecting personal information) are strong enough as o allow a
stronger regime on cross-border data flows and localizatiou.
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In addition, those who argue that free trade provisions for data abrogate national privacy rules, and
therefore should not be included in trade agreements, overlook the reality that data does not need to
be stored locally to be secure or to maintain privacy protections, as ITIF has shown in a detailed
report, The False Promise of Data Nationalism.”

With regard to privacy, it is important to understand that entities with legal nexus in another nation
must adhere to the privacy laws that nation imposes when they leverage consumers’ data in the
course of their business activities; thus, where that data is stored is immaterial. It is either in
compliance with the privacy laws and regulations of that nation, or it is not. For example, foreign
companies operating in America must comply with the privacy provisions of the Health Insurance
Portability and Accountability Act (HIPAA), which regulates U.S. citizens’ privacy rights for health
data, or the Gramm-Leach-Bliley rules regulating the privacy of financial data, whether they store a
customer’s data on their own server in the United States or on a third-party cloud server in another
nation.® Likewise, there is no benefit to data security by mandating local data storage. Just as
with privacy, companies cannot avoid a nation’s data security requirements by simply storing
data in another nation.

Ar the same time rhe United Stares pushes for srronger, broader, and more enforceable trade regimes
on cross-border data protection, it must also lead on reform of government access to data.
Otherwise, many nations will likely use the concern of government “snooping” as an excuse to
restrict cross-border data flows, even if they have signed a trade agreement covering the issue.

In the pre-Inrernet era, with Wesrphalian borders, it was much easier ro define a U.S. person versus a
non-U.S. person. But when data can be generared, stored, and accessed from anywhere in the world,
this old territory-based system is in need of significant modernizacion. If, for example, the U.S.
government asserts that it has authority to compel U.S. technology companies to turn over data on a
non-U.S. person that is stored overseas, then the end result will either be that countries will prohibit
dara from being stored with U.S. technology companies, or that market forces will lead in this
direction, as domestic I'T companies will market themselves as “NSA-proof.” In either case, che U.S.
intelligence communicy will have less access and U.S. technology companies will lose global market
share, costing jobs here at home.*!

To start with and to address European concerns about privacy protections for their citizens’ dara, the
U.S. Senate should follow the House of Representatives’ lead and pass the Judicial Redress Act,
which would allow non-U.S. citizens in select nations to bring civil actions against the U.S.
government if it violates the Privacy Act. Congress also should reform the Foreign Intelligence
Surveillance Act to improve oversight, transparency, and accountability whenever the government
gets a warrant to collect private dara for national security purposes.

The United Scates should also cake the lead in strengthening cthe Mutual Legal Assistance Treacy
(MLAT) process so that, where appropriate, law enforcement can gain access to data overseas.
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MLATS are agreements designed for law enforcement agencies to receive and provide assistance to
their counterparts in other countries. The United States has MLATS with 64 nations.*? Despite these
arrangements, U.S. law enforcement agencies have complained that MLATS involve a “slow and
cumbersome” process.” The best option for addressing these challenges is to strengthen the MLAT
process so thac it is not, as the government argues, too slow, and so that companies cannot take
actions to make it difficult for government investigators to gain lawful access to data. The U.S.
government should take the lead in creating a timely and efficient international framework for
allowing governments to request access to data stored abroad. This framework would help meet the
needs of law enforcement agencies operating in a digital world and keep the U.S. tech sector
competitive globally by making border distinctions inconsequential for legitimate law enforcement
requests. In addition, one immediate step in this direction is to bring the MLAT process into the
digital age by creating a streamlined, online docketing system for all MLAT requests.*

To build on that, the United States and European Union should also lead in creating a “Geneva
Convention on the Status of Data,” as I'TIF writes in The False Promise of Data Nationalism. The
purpose of such a convention would be to resolve international questions of jurisdiction and
transparency regarding the exchange of information. This would allow for the development of global
rules on data sharing and ensure that legitimate concerns regarding privacy and cybersecurity are
taken inro accounr as cross-border data flows increase.

This multilateral agreement would establish specific rules for government transparency, create beuer
cooperation for legitimate government data requests, and limit unnecessary access to data on foreign
citizens. It would also sertle questions of jurisdiction when companies encounter conflicting rules,
assist nations in reassuring individuals at home and abroad that the era of mass electronic
surveillance unencumbered by effective judicial oversight is at an end, and betrer hold nations
accountable for respecting basic civil liberties. And just as the principles of the Geneva Convention
are taughc to soldiers in basic training, the principles of a Geneva Convention for Data should be
taught to nerwork administrators and IT professionals worldwide, thereby ensuring that the ethics of
the agreement are embedded at all levels of industry and government.

Also, itis important for government to not oppose strong encryption to ensure consumers have
access to secure technologies without government backdoors. FBI director James Comey reignited a
long-running controversy recently when he argued that the encryprion U.S. technology companies
such as Apple and Google use on their devices could impede law enforcement’s ability “to prosecute
crime and prevenc terrorism.”® Comey wants U.S. tech companies to design a way for law
enforcement officials to access the data stored on those devices. In addition to raising the obvious
privacy and government overreach issues, this proposal would also weaken the security and global
competitiveness of U.S. tech products.

It is understandable that law enforcement agencies, accustomed to a world where chey can open mail
and monitor phone calls easily, are nervous about unbreakable encryption. However, these agencies

must accept the premise that some communication networks, especially those used by the most elite
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criminals and terrorists, will inevitability “go dark.”® If the U.S. government insists on backdoors in
domestic products, those criminals and terrorists intent on avoiding surveillance will simply use
devices made in countries that allow less vulnerable encryption. Rather than fight the tide of
progress, law enforcement officials should work to find viable alternatives, such as analysis of other

dara sources and metadara, to solve and prevent crimes.

Europe has reforms to make, too, including fully embracing its planned digital single market.
Individual members of the EU should not be able to set their own privacy rules or other digital
policies, nor should they be able to overrule laws and regulations established at the European level,
because that would fragment the digital marketplace and raise costs for consumers and businesses, as
is happening now with the rejection of the safe harbor. More broadly, the purpose of establishing a
digital single market cannot be to create a “fortress Europe” where European technology companies
have an unfair leg up on foreign competitors. It should instead be the first step toward a more
seamlessly integrated transatlantic market.

If the United States and Europe do not come together to resolve their differences on these data
privacy and security issues, then both sides will suffer. U.S. companies need to be able to store and
process European data in the United States, and vice versa, or it will harm all sorts of technology
users, including small businesses and consumers. The berter alternative is to build a durable privacy
framework that provides the necessary safeguards and instills the requisite trust and confidence to
drive long-term growth on both sides of the transatlantic digital economy.

Most urgently, now that the United States and Europe have settled the Umbrella Agreement for
exchanging darta related to criminal activities, policymakers should also finish the process of creating
a Safe Harbor 2.0 with terms that give comfort to all parties. In particular, the updated agreement
should reflect the EU request that a national security exception is used only to the extent chac ic is
strictly necessary and proportionate for a given incident.

At the same time U.S. policy makers should insist that other nations not use variations in privacy
laws as a justification for limiting free crade in daca, whether policy makers in these nations are doing
so out of a sincere concern for privacy or whether they are using privacy as a guise for daca
protectionism. 1f the EU precedent stands only one of two outcomes are possible. The first is that all
nations will have to purt in place domestic privacy rules as strict as Europe’s, or in facr, as strict the
nation with the strictest rules in the world. Otherwise, the nation with the strictest rules will simply
say that data cannot leave its nation. To be sure, chis is an outcome thar most U.S. privacy advocates
relish, for they have long advocated chat the United States adopt EU-style privacy laws, ignoring che
real economic and inuovation costs that would come from doing so. Aud now they are using this
breakdown to push their innovation-restricting policy agenda. But as noted above, it is a “red
herring” to assert that the only way to protect commercial privacy and security of a mation’s citizens’
dara is to restrict the export of that data. Moreover, the United States should not allow other nations
to dictate U.S. laws and regulations abouc the Internet—doing so sets a dangerous precedent for
other policy issues such as freedom of expression. The second possible outcome is that nations will
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effectively levy a privacy rariff” on all companies in nations that do not adope their rules, as they will
have to use more complex and costly arrangements to transfer data across borders. Neither solution
is acceptable in a global economy.

As such, if European policy makers are not willing to expeditiously come to a new agreement thac
allows data to flow relatively easily across the Adlantic, the United States Trade Representative should
consider filing a WTO case against Europe. Striking down the Safe Harbor agreement protection
was not only arbitrary and capricious but wrong. Europe has invalidated the Safe Harbor agreement
with the United States on the grounds that EU citizen data is not safe from government access, but
it still maintains that other nations with similar laws and practices provide adequate protection.
Moreover, if anything, EU citizen daca is safer from government access in the United States than it is
in nations like Argentina and Israel, yet European privacy authorities and courts have not revoked
data sharing agreements with either of those nations.

In conclusion, we need to protect the ability of individuals and companies to engage in data-driven
commerce without geographic restrictions. Companies are using data in creative and wondrous ways
to create new value for the global economy. Policymakers must be equally visionary in shaping rules
that protect citizens’ rights to privacy, without unduly encumbering data’s catalytic economic
growrh and innovation potential. America’s ability to grow its economy and jobs will depend on it.

Thank you again for this opportunity to appear before you today.
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Mr. IssA. And thank you.
Ms. Espinel. Sorry. Ms. Espinel. I do that. I apologize. Thanks.
Victoria.

TESTIMONY OF VICTORIA ESPINEL, PRESIDENT AND CEO,
BSA | THE SOFTWARE ALLIANCE

Ms. EsPINEL. Thank you, Mr. Chairman, Ranking Member, and
Members of the Subcommittee.

Mr. IssA. Try—Victoria, pull it a little closer to see if that works.

Ms. ESPINEL. Maybe mine is off. Can I borrow yours? Thank you.

Mr. IssA. These are very effective.

Ms. EsSPINEL. Thank you. My name is Victoria Espinel, and
thank you for the opportunity to testify today on behalf of BSA |
The Software Alliance. Promoting international trade by elimi-
nating barriers for cross-border data flows is a top priority for us
and for our members. And today’s hearing presents a tremendous
opportunity to explore three areas: First, the growing importance
of data and digital trade; second, forward-looking efforts to expand
such trades through agreements like the Trans-Pacific Partnership,
and troubling recent developments in Europe and other markets
that could derail these potential opportunities.

International trade is critical to our members, and as is the case
for many other sectors, international trade for our members in-
creasingly involves data services and digital, rather than physical
transactions. The economic implications of the software-enabled
data revolution are enormous. Economists predict that making bet-
ter use of data could lead to a data dividend of $1.6 trillion in the
next 4 years. And that efficiency gains alone could add almost $15
trillion to the global GDP by 2030. That’s an amount that’s equal
to the current economy of the United States.

But beyond the economic implications, data is central to the lives
of billions of people around the world. Farmers use data to reduce
pesticides in water use while increasing yields; families are cutting
down on their commute times; cities are redesigning transportation
routes that save time and reduce pollution; doctors are using data
to save the lives of premature babies and do research on Alz-
?eimer’s; people around the world are using data to improve their
ives.

Because the actual processing and analysis of data often takes
place in various locations that are miles, or even continents apart,
it is critically important to be able to move data freely across na-
tional borders. And as excited as BSA members are about the po-
tential for software and data-driven innovation to spur growth, we
are deeply concerned about steps that several U.S. trading partners
have considered, or taken to erect barriers to digital trade and
cross-border data flows, including Brazil, Nigeria, China, Russia,
and many others.

These barriers take many forms. Sometimes they expressly re-
quire the data stay in country, or they impose unreasonable condi-
tions in order to send it abroad, and other cases, they require the
use of domestic data centers or other equipment.

In light of the troubling growth and barriers to data flows, BSA
members welcome the recently concluded TPP. We understand,
based on briefings and discussions with U.S. and TPP partners,
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that the agreement include several commitments that are vital to
digital trade.

First, robust commitments on cross-border data flows, including
explicit prohibitions on data and server localization mandates; sec-
ond, a prohibition against imposing custom duties on digital prod-
ucts; and third, prohibitions against requiring companies to dis-
close software service code as a condition of competing in the mar-
ket.

This is the first time that strong enforceable rules on data have
been included in the FTA agreement, and it is a historic oppor-
tunity. We look toward to studying carefully the final text, and to
working with the Administration and Members of Congress as the
agreement moves forward.

While we are pleased by the important rules that the TPP will
provide with many of our transpacific trading partners, we are con-
cerned about potential new obstacles that have recently arisen with
our biggest transatlantic trading partner, the European Union.

As the Subcommittee is aware, the European Court of Justice re-
cently handed down a decision that invalidates the Safe Harbor, a
mechanism that nearly 5,000 U.S. companies of all sizes have re-
lied on for more than a decade, to facilitate digital commerce with
customers, suppliers, and partners in Europe. The invalidation of
Safe Harbor has broad ramifications with transatlantic trade, not
only for software, but for many other sectors of the economy as
well.

The current situation has led to uncertainty for Europeans and
American individuals and the businesses that serve their needs
and the millions of customers that are served by them. We encour-
age Congress and the U.S. Government to respond with urgency
and focus. And we thank each and every member of this Committee
for their vote or Judicial Redress Act, and we hope that the Senate
follows your lead.

Our members work hard to build privacy and security into their
products and services, and are committed to protecting the data in
their care, regardless of where that data originates. We are ready
to work with Congress and the U.S. Government and with the EU
and its member states, to ensure that data continues to move
across our borders for the benefit of both Americans and Euro-
peans.

Thank you, again, for providing this opportunity to share our
views on these important matters, and I look forward to your ques-
tions.

[The prepared statement of Ms. Espinel follows:]
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Testimony of Victoria Espinel
President and CEO, BSA | The Software Alliance
Hearing on “International Data Flows: Promoting Digital Trade in the 21st
Century”
November 3, 2015
Washington, DC

Good morning Chairman Issa, Ranking Member Nadler, and members of the Subcommittee. My name is
Victoria Espinel, and | am the President and CEO of BSA | The Software Alliance (“BSA”).

BSA is the leading advocate for the global software industry in the United States and around the world.”
Promoting international trade by eliminating barriers to cross-border data flows is a top priority for BSA
and its members. | commend this Subcommittee for holding a hearing on this important topic, and |
welcome this opportunity to testify on BSA's behalf.

Digital Trade and Data

For several BSA members, half or more of their revenues today come from overseas—a figure that
will almost certainly grow as more developing markets move up the economic ladder. Removing
barriers to trade is therefore essential to BSA members’ long-term success. As in many other
sectors, international trade for our members increasingly involves data services and digital rather than
physical transactions. Data services, including, storage, processing, analytics are the fastest growing
elements of digital trade. And even how software is used and delivered is changing rapidly. Whereas
BSA members once delivered their software to consumers on CD-ROMs or pre-installed on PCs,
today software is more often downloaded online or provided remotely, such as through cloud
computing services.

The transformation to data services and digital delivery model provides tremendous benefits to users.
Data services and software delivered online tends to be extremely flexible, highly scalable, and allows
customers to access massive computing power quickly and at a small fraction of what they would pay
to store and process the data or run the software themselves. It also gives even small firms the
ability to reach a global customer base and engage in cutting-edge innovation. As a result, we—and
the billions of customers across the world who rely on our software to run their businesses—
increasingly depend on digital trade in order to compete and succeed.

In fact, these software and data services already have become central to the lives of millions of
people around the world. Farmers are reducing use of pesticides and water, while improving yields
by five or 10 bushels an acre. Families are cufting down their drive times, and cities are designing
transportation routes that save time and reduce emissions. Doctors are using data analysis to speed
up diagnoses for their patients and make treatments more accurate. People rely on these services to
improve their lives.

These myriad transformations also make the ability to move data freely from one place to another of
critical importance. That’s because most software applications that people use today—whether
mobile apps, online productivity tools, or enterprise cloud computing services—involve the user
creating or receiving data on his or her device, but the actual processing and analysis of that data
occurring elsewhere—somewhere that may be miles or even continents away. This can only happen,
however, if data can move freely from one location to another.

" BSA’s members include Adobe, Altium, ANSYS, Apple, Autodesk, Bentley Systems, CA Technologies,
CNC/Mastercam, DataStax, Dell, IBM, Intuit, Microsoft, Minitab, Oracle, salesforce.com, Siemens PLM Software,
Symantec, Tekla, The MathWorks and Trend Micro. See www.bsa.crg,
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Likewise, as BSA explains in a recent paper,2 as the cost of data collection and storage have plunged
and innovations in data analytics software have accelerated—innovations that BSA members are
actively driving—people and organizations across the economy are finding powerful new ways to use
data to produce valuable insights that save time, money and even lives. This too requires data to
move freely—whether across town or across the globe.

Indeed, when one looks at the sheer quantity of data that is produced, transferred, and processed
today, the numbers are staggering. Already an estimated 2.5 quintillion bytes of data are generated
every day.3 That's enough in a year to fill a stack of DVDs that would stretch from Earth to the moon
and back* In fact, more than 90 percent of all the data in the world has been generated in just the
last two years.” We also are now doubling the rate at which data is produced every two years.6 By
2019, g;obal IP traffic is projected to exceed 2.0 zettabytes per year—that's over two friffion gigabytes
of data.

Of course, all this data has little value if it doesn’t lead to new knowledge. But by combining human
ingenuity with innovative software, people increasingly are able to use these massive volumes of data
to find new insights and discover new trends and relationships.

The implications of this software and data revolution are enormous. Economists predict that making
better use of data could lead to a “data dividend” of $1.6 trillion in the next four years, and that data-
enabled efficiency gains could add almost $15 trillion to global GDP by 2030.% 'As noted in a recent
report by the McKinsey Global Institute, “[t]he ability to monitor and manage objects in the physical
world electronically makes it possible to bring data-driven decision making to new realms of human
activity—to optimize the performance of systems and processes, save time for people and
businesses, and improve quality of life.”

In addition to driving economic growth and improving the quality of life, these developments will also
create jobs. Already, 61 percent of senior executives in the United States say that data analytics is
important to their companies’ plans to hire more employeesﬂO And for every data-related IT job
created, another three jobs are estimated to be created for people outside of IT—creating millions
more jobs throughout the economy. "

Il. Barriers to Digital Trade

As excited as BSA members are about the potential for software and data-driven innovations to spur
growth, we are deeply concerned about steps several U.S. trading partners have taken to erect
barriers to digital trade and cross-border data flows. In countries from Australia, Brazil, Nigeria, and
China to Russia, Switzerland, and Vietnam—along with many others—we are seeing a growing trend
by governments to impose requirements that make it difficult or impossible to transfer data outside
the country.

2 See BSA, What's the Big Deal With Data? (Oct. 2015), at hitp.//data.bsa.orgiwp-
content/uploads/2015/10/hsadatastudy_en.odf.
/d.at7.
‘1d. at8.
°Id. at6.
.
7 Cisco, Cisco Visual Networking Index: Forecast and Methodology, 2014-2019 White Paper (May 2015), at
hitp: /iy cisco.comic/eniusisolutions/collateral/service-provider/ip-ngn-ip-next-generation-
networkiwhite paper c11-481380.himi.
See BSA, supran. 2, at 14.
@ McKinsey Global Institute, The Internet of Things. Mapping the Value Beyond the Hype 1 (June 2015), at
htto:fivwew. mekingey. comfinsiahts/business technologyithe internet of things the value of digitizing the shysical
world.
v BSA, supran. 2, at 14.
" 1d. at 14.
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These data market access barriers requirements take many forms. Sometimes they expressly
require data to stay in-country or impose unreasonable conditions in order to send it abroad; in other
cases, they require the use of domestic datacenters or other equipment. Sometimes they are justified
as necessary to spur the local economy, or protect privacy, or to obtain jurisdiction over these
services. But too often, there is also an element of protectionism, as the means chosen by these
governments tend to be significantly more trade-restrictive than necessary to achieve any legitimate
public policy goal.

Given our nation's competitive advantage in data services and software, there is no doubt that these
data localization measures hurt U.S. businesses and workers. By prohibiting U.S. companies from
transferring the data they collect in one country to a datacenter in another, or combining that data with
other data, these measures undermine the enormous efficiencies of scale that online sofiware and
data analytics make possible. They also make it more difficult for U.S. companies to offer services
that necessarily involve cross-border transfers of data. And because the analysis of large datasets
oflen reveals insights that smaller datasets do not, these measures undermine data innovation and
the many economic and social benefits that can flow from such innovation.

As harmful as data localization measures are for U.S. companies and workers, they are equally if not
more harmful to the economies of the governments that impose them. By depriving local companies
of unfettered access to the tremendous innovations that U.S. companies have to offer, and limiting
these companies’ ability to engage in data-driven innovation, these governments risk isolating their
own businesses, consumers, and economies from the full benefits of the global economy.

Recent Developments: TPP and the EU-U.S. Safe Harbor

A. Trans-Pacific Partnership Agreement

In light of the troubling growth in data localization measures and other barriers to digital trade,
BSA members welcome the recently concluded Trans-Pacific Partnership Agreement (TPP).
Although we have not yet seen the final text, we understand that the Agreement includes several
commitments that are vital to digital trade:

= Cross-border data flows. First, we understand the text includes robust commitments on
cross-border data flows, including explicit prohibitions on data- and server-localization
mandates. We also understand that these commitments are subject to narrow exceptions, so
that measures impeding cross-border data flows can be justified only if required to achieve a
legitimate public policy objective. These commitments would mark a significant milestone in
international law and set a new global standard for promoting trade in digital and data-driven
products and services.

= No digital customs duties or discrimination. We also understand that the final text prohibits
TPP countries from imposing customs duties on digital products, and from imposing
measures that discriminate against digital products as compared to physical products. Given
the strength of the United States’ digital economy and the competitive advantage we enjoy in
many sectors that rely on digital commerce and data flows, this prohibition will be of
tremendous benefit to U.S. companies, workers, and consumers.

= No forced source code disclosure. We understand that the final TPP text also prohibits TPP
countries from requiring companies to disclose software source code as a condition of
competing in the market. For many companies today—not just those in the software sector—
the innovations they offer to customers and through which they gain a competitive edge are
embodied in software. Protecting these innovations against misappropriation through forced
source code disclosure will help ensure that U.S. companies can compete fairly and on a
level playing field across all TPP markets.
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= Promoting a free and open Internet. Finally, we understand that the final text enshrines the
United States’ strong commitment to a free and open Internet by affirming the principle that
consumers should be able to access online content and applications of their choice for
legitimate commercial purposes. Given the Internet's growing importance to economic
growth across all sectors of the economy, preserving the free and open Internet is vital to
both our values as a nation and to our economic future.

In an innovation-driven economy such as ours, these protections are vital. We look forward
to studying carefully the final text of the Agreement once it is released, and to working with
Members of Congress and the Administration as the Agreement moves forward.

B. EU-U.S. Safe Harbor

While we are pleased by the important protections that the TPP will provide with regard to trade
with many of our trans-Pacific trading partners, we are concemned by potential new barriers that
recently have arisen with our biggest trans-Atlantic trading partner, the European Union.

As this Subcommittee is aware, the EU’'s Court of Justice recently handed down a decision that
invalidates the EU-U.S. Safe Harbor, a mechanism that thousands of U.S. companies have relied
on for more than a decade to facilitate digital commerce with customers, suppliers, and partners
in Europe. Under longstanding EU law, personal information—which includes a wide range of
data—generally can be moved to third countries only if the data is subject to "adequate”
protections in those countries, and the EU does not consider the U.S. to be “adequate.” The
U.S.-EU Safe Harbor Framework, which was adopted in 2000, was designed to allow companies
to self-certify that they would provide these “adequate” protections to EU-originating data stored
in the United States.

In striking down the Safe Harbor, the Court of Justice focused on issues around national security
and law enforcement access to data. Troubled by the Snowden leaks, the Court concluded that
countries that permit “indiscriminate surveillance and interception” and “mass and undifferentiated
accessing” of personal data could not be deemed “adequate” under EU law.

The invalidation of the Safe Harbor has broad ramifications for trans-Atlantic trade, not only for
the technology sector, but for many other sectors of our economy as well. For 15 years,
thousands of American and European companies relied on the Safe Harbor mechanism to do
business with each other and to set up operations and serve customers in each market. This
included companies from a wide range of industries, among them pharmaceutical, aviation, retail,
consumer goods, automotive and even agri-business firms. These companies utilized the Safe
Harbor to serve European customers and do business with European partners, as well as to
make use of our world-class datacenter capabilities and innovative data analytics services. Many
routine commercial dealings between the U.S. and European companies have now been
disrupted, and customers in Europe are asking hard questions about their ongoing ability to do
business with the United States.

Significantly, the European Court's judgment relates only to the Safe Harbor. There are a
number of other mechanisms available under EU law that enable the lawful transfer of data from
Europe to the United States that our companies are relying on today. Worryingly, however, the
long-term stability of these alternative mechanisms is unclear. European data protection
authorities have indicated that they are scrutinizing these mechanisms for compliance with EU
law following the Court’s judgment. German data protection authorities recently announced that
they will no longer authorize certain transfers to the United States that they were previously
willing to authorize. Countries outside the EU are watching closely; Swiss authorities, for
example, have now said that the U.S.-Swiss Safe Harbor, which mirrors the U.S.-EU Safe
Harbor, no longer constitutes a sufficient legal basis for data transfers under Swiss law.
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The current situation has led to uncertainty for European and American businesses. If the United
States and European Union do not act quickly to address this uncertainty, the impact on trans-
Atlantic trade could be significant. One study predicts that if data flows from Europe were brought
to a near-halt, imports of services into the European Union from the United States could decrease
by between 16.6 and 24 percent.12

We encourage Congress, and the U.S. Govemment broadly, to respond with urgency and focus.
European data protection authorities are reviewing the overall framework for EU-U.S. data
transfers now and will issue their findings shortly; they have announced a grace period on
enforcement until January 31, 2016. Many companies today are working hard to put in place
alternatives to transfer data lawfully without certainty that these alternatives will not later be
challenged.

U.S. policymakers need to engage immediately with their European counterparts to restore trust
and efficiency to trans-Atlantic data flows. Specifically, we need three things: rapid consensus on
a new agreement to replace the Safe Harbor, ideally delivered within 90 days; sufficient time to
come into compliance with new rules; and a framework in which the European Union and United
States can develop and agree a sustainable, long-term solution that reflects and advances the
interests of all stakeholders. This will require active engagement, trans-Atlantic dialogue, creative
thinking, and a willingness on both sides to listen and meaningfully respond to each other's
concerns.

BSA’s members are totally committed to protecting data in their care, regardless of where that
data originates, and to providing solutions that give individuals robust control over their
information. Our members work hard to build privacy and security into their products and
services from day one. We are ready to work with Congress and the U.S. Government, and with
the governments of Europe, to ensure that data continues to flow across our borders to the
benefit of both Americans and Europeans.

LR

Thank you again Chairman Issa, Ranking Member Nadler, and members of the Subcommittee for
providing this opportunity to share BSA's views on this important matter. | look forward to answering any
questions you might have.

2 ECIPE, “The Economic Importance of Getting Data Protection Right: Protecting Privacy, Transmitting Data, Moving
Commerce” (March 2013); available at
https: /e, uschamber.comfsites/defauitffiles/documents/files/020508 Econcmicimporance Final Revised rodf
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Mr. IssA. Thank you.
Mr. Black.

TESTIMONY OF ED BLACK, PRESIDENT & CEO, THE
COMPUTER & COMMUNICATIONS INDUSTRY ASSOCIATION

Mr. BLACK. Mr. Chairman, Ranking Member, and Members of
the Subcommittee, thank you for your focus on this important
issue.

Mr. IssA. I'm afraid now you’re not quite loud enough.

Mr. Brack. Thank you for your focus on this important issue.
CCIA members and our industry are directly impacted by barriers
to international data flow, as are many other industry sectors that
utilize our services. CCIA members alone generate revenues in ex-
cess of $540 billion, and employ over 750,000 workers. Inter-
national data flows are critical to U.S. economic interests. While
the top Internet brands are American-based, the majority of their
users are abroad. And increasingly, our most important exports are
access to platforms and provision of services. Internet platforms
uniquely empower businesses to participate in the global economy.

Small businesses in the U.S. would be the biggest winners if we
can eliminate digital trade barriers. This is not a zero-sum game,
but a win-win one. Global citizens and economies would also ben-
efit if other governments eliminate digital trade barriers, which ef-
fectively lock their own citizens out of the 21st century economy.

U.S. policies have not adequately adapted to the new reality. We
excel at the export of bits, but under current trade rules, countries
can far more easily block bits than bananas. While TPP begins to
make progress on digital trade, the situation worsens faster than
U.S. policy can respond. We must do more. We should bring trade
cases against countries who block bits.

Unless the trade system meaningfully responds to Internet trade
barriers, our industries have little to gain from the trade agenda.
Five issues must be prioritized: Internet blocking; forced localiza-
tion; intermediary liability; balanced copyright; and data protec-
tion. TPP should make progress on blocking and forced localization,
but the problem is worsening. A third of the world’s 3 billion-plus
Internet users live where social media or messaging apps have
been blocked, and adoption of forced localization policies abroad
keeps accelerating.

Sensible intermediary liability rules are essential. Internet busi-
nesses have thrived here because of carefully-crafted legal safe har-
bors, but foreign liability rules frequently favor domestic plaintiffs.
Foreign courts often shoot the messenger when users express unfa-
vorable views online about government, royalty, or national heroes.
This has to change.

Particularly troubling is so-called EU right to be forgotten. Euro-
pean data regulators are prohibiting online services from simply
linking to published news accounts about individuals. Some have
even prohibited linking to stories that reported on these cases, and
have even demanded removal of such links worldwide. If foreign of-
ficials punish U.S. companies, for pointing U.S. citizens to lawfully
published news articles, we must stand up for free trade and free
speech.
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Another barrier for digital exports is unbalanced copyright. We
have failed to export strong copyright limitations along with strong
protections. Thus, we are seeing demands for snippet taxes to be
paid for the privilege of quoting news. Such taxes on U.S. services
subsidize foreign news publishers and violate international law.
Since U.S. policy hasn’t made them a priority, we're seeing such
laws metastasize in Spain, Germany, and elsewhere.

Finally, data protection barriers are a problem. Recently, the EU
Court of Justice, as my colleagues have mentioned, struck down
the Safe Harbor framework. This has been used by thousands of
U.S. companies to lawfully transfer data between Europe and the
U.S. This decision forces thousands of businesses to find alter-
native tools to ensure they can lawfully transfer data from the EU.
Current alternatives are costly, piecemeal, and difficult to imple-
ment for all companies, especially smaller ones. It is essential that
a Safe Harbor framework be implemented promptly.

For the Internet to flourish as a tool for innovation, expression,
and commerce, we must commit to showing that users worldwide
continue to have confidence in the services of U.S. Internet compa-
nies. Passage of the U.S. Freedom Act was a step in the right direc-
tion, as will be the hoped-for passage of the Judicial Redress Act.
Our domestic policies must also reinforce our own commitment to
the free flow of data. For example, since cross-border access to com-
petitive telecommunications is essential to facilitating the free flow
of data, eliminating bottlenecks in U.S. telecom networks via pro-
ceedings, such as FCC’s current special access reform review will
enhance our global credibility.

In conclusion, our economy’s future is intertwined with the Inter-
net, but threats to Internet commerce proliferate. We must
prioritize protecting this vital part of U.S. commerce. Thank you.

[The prepared statement of Mr. Black follows:]
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Chairman Goodlatte, Ranking Member Conyers, Subcommittee Chairman Issa, Ranking
Member Collins, and Members of the Subcommittee, my name is Ed Black, President & CEO of
the Computer & Communications Industry Association. We appreciate the committee’s
attention to the important matter of international data flows. CCIA represents large, medium and
small companies in the high technology products and services sectors, including computer
hardware and software, electronic commerce, telecommunications and Internet products and
services. Many CCIA members are directly affected by barriers to international data flows, and
many other industry sectors who depend on their services are indirectly harmed by the growing
problem of digital trade barriers. There is a lot on the line here: CCIA members employ more
than 750,000 workers and generate annual revenues in excess of $540 billion."

The modem Internet is the comerstone of cross-border trade in goods and services.
Cross-border e-commerce is estimated to represent between 10 to 15 percent of total global e-
commerce, and could grow from a 2014 figure of $80 billion to as high as $350 billion by 20252
This trade is critical to U.S. economic interests. International markets are important growth
opportunities;® while the top global Internet brands are made in America, the vast majority of
their users are now outside the United States.* We are not talking only about the digital

transmission of things that could be shipped physically, like digital media. Increasingly, the

LA Tist of CCIA members is available at hitps:/Awww ccianelLorg/members.

21.8. Intemational Trade Comm’n, Recent Trends in 1.8, Services Trade: 2015 Annual Report, May 2015, at 116,
hitp:/fwww . usite. gov/publications/332/pub4526.pdl, (hereinalter “Recent 1rends in (1.5, Services Trade™).

3U.S. International Trade Comm’n, Digital Trade in the U.S. and Global Economies, Part 1 (July 2013),
http://www . usite. gov/publications/332/pub44 15 pdt.

*Mary Meeker, Internet Trends 2014, May 28, 2014, at 130, http://www kpcb.com/blog/2014-internet-trends. By
way of specific example, Google’s total international revenue was 39% of its overall sales in 2005, whereas today
56% of its revenue comes from overseas. Compare Press Release, Google, Google Announces Fourth Quarter and
Fiscal Year 2005 Results, Jan. 31, 2006, https://investor.google.com/earnings/2005/Q4_google_earnings.html with
Press Release. Google, Google Announces Fourth Quarier and Fiscal Year 2014 Resulls, Jan. 29,2013,
https:/finvestor.google.com/eamings/2014/Q4_google_eamings.html. Similarly, 83% of F'acebook’s users lie
outside of the U.S. and Canada, while fewer than 50% of Facebook users were international as of 2008. Compare
Tacebook Company Info, http:/mewsroont.fb.com/company-info/ with Miguel Helft, Facebook Makes Headway
Avound the World, N.Y. 'I'imes, July 7, 2010,
http:/fwww nylimes.com/2010/07/08/technology /companies/08laccbook. html.



58

most important aspects of our trade involve access to platforms and provision of services.
Internet platforms and services not only export services to users abroad; they also empower
small- and medium-sized U.S. businesses to participate in international trade like never before.’
Small businesses and individual craftsmen can use platforms like eBay and Etsy to sell their
wares globally without the need for an international presence. Data shows that small- and
medium-sized businesses on eBay who focused on international markets grew 57% faster than
their more domestic-focused counterparts.® Similarly, payment processors like PayPal and
Google Wallet allow the same small firms to process payments globally, and global Internet
advertising networks like those offered by Facebook, Twitter, Google, and Amazon allow these
companies and individual sellers to target potential customers across borders. Thus, breaking
down barriers to digital trade would also help small business exporters who rely on global
Internet services. But to be clear, eliminating trade barriers isn’t a zero-sum, “us-versus-them”
issue. When governments impose digital trade barriers, they deny their own citizens crucial tools
to advance their own economic welfare, and risk being left behind in the 21st-century economy.
Breaking down these barriers would be a win-win outcome.

But to achieve this, we have to recognize that blocking or interfering with users’ access
to online platforms and services is no different then blockading a port, and we must respond
accordingly.

Unfortunately, U.S. trade policies haven’t adapted to the new reality. While trade policy

has dramatically reduced barriers to trade in goods, the liberalization of trade in services has

* See. e.g., Andreas Lendle et al., There Goes Gravity: How ¢Bay Reduces Trade Costs, World Bank Research
Paper No. 6253. Oct. 2012. http://www-
wds.worldbank.org/external/default/ WDSContent Server/IW3P/I3/2012/10/25/000158349_20121025161729/Render
ed/PDT Avps6253.pdf, McKinsey Global Institute, Internet Matters: The Net's Sweeping Impact on Growth, Jobs
and Prosperity, supra note 11.

® Brian Bicron, et al., 2015 1S Small Business Global Growth Report, ¢cBay Public Policy Lab, 2015, aL 11,
https://www.chaymainstreet.com/sites/delaul Ul es/2015-us-small-biz-global-growth-report_O.pdl

w
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lagged behind. Yet the United States is increasingly a services economy.” In fact, the United
States is the largest global exporter of services, exporting $662 billion in 2013.* Recent data also
shows continued growth in our services trade, with the United States’ surplus in services trade
growing 2.2 percent to $5 billion from 2013 to 2014.”

The result is one of our most important exports—Internet services—do not get the same
protection as what we import from other countries. Today, countries can far more easily block
bits than bananas at the border, and that’s a huge problem when much of our exports are bits.
This has to change.

To protect the global trading economy and to protect our economic interests, U.S. trade
policy must modernize. We need to give top priority to barriers to Intemet trade and
impediments to Intermet-enabled services. We need to start considering bringing trade disputes
against countries who are blocking bits. If nations want to argue that giving their populace
access to social media raises national security matters, we need to bring the most extreme claims
to the WTO. If the modern trade system cannot meaningfully respond to the needs of the
Internet sector, then that industry has little to gain from backing the trade agenda.

My testimony highlights principle obstacles to digital trade, including filtering, blocking,
and localization mandates, onerous intermediary liability regimes, unbalanced intellectual

property laws, and the recent developments regarding the U.S.-EU Safe Harbor Framework.

* Burean of Tabor Statistics, Current Fmplovment Siatistics, Emplayees on nonfarm payrolls by indusiry sector and
selected industry detail seasonally adjusted, http:/fvww bls.goviweb/empsit/ceseeblahtm (last modified Oct. 2,
2013).

“ World Trade Organization, International Trade Statistics 2014 (2014), at 17, 28,
hitps:/fwww. wio.orgfenglish/res_e/statis_¢/its2014_¢/is2014_c.pdl.

® Recent Tvends in 1.S. Services Trade ul 32.
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FILTERING AND BLOCKING

The most conspicuous barriers to digital trade are the outright filtering and blocking of
U.S. Internet platforms and online content.’’ These are hardly isolated events. Some estimates
predict that 38% of the world’s 3 billion-plus Internet users live in countries where popular
social media or messaging apps were blocked in the past year.!! These practices have clear
trade-distorting effects. For example, when a social media or video platform is blocked, it is not
only harmful to the service and users in question,; it also immediately affects content providers,
advertisers, and small businesses using the service to find and interact with new and existing
customers.

Censorship methods most often consist of network-level blocking and filtering achieved
through state control of or influence over communications infrastructure. Known offenders
include Afghanistan, Burma, China,'? Cuba, Egypt, Guatemala, Indonesia, Iran," Kazakhstan,
North Korea, Pakistan,' Russia,'* Saudi Arabia, Syria, Tunisia, Turkey,16 Turkmenistan, the

United Arab Emirates, Uzbekistan, and Vietnam.'”

' Sanja Kelly et al., Freedom on the Net 2014: Tightening the Net: Governments Expand Online Controls,

Freedom House, 2014,
https:/lrecdomhouse.org/sites/delanlt/iles/resources/FO'TN202014% 20 Summary %200 % 20F indings.pd!.

"' Sanja Kelly e al., Freedom on the Net 2013 Privatizing Censorship, Eroding Privacy, Treedom House, 2015, at
15, https:/freedomhouse.org/sites/default/files/TH_FOTN_2015Report pdf.

12 See Malthew Schruers, I'estimony before the U.S.-China Keonomic & Sceurity Review Commission,
Commercial Espionage and Barriers to Digital Trade in China, Junc 15, 2015 ar
http:/Awww . usce. govisites/delaul U/ les/Schruers% 20 Testimony . pdl;, ULS. Intemational Trade Commission, Digital
Trade in the U.S. and Global Economies, Part 2, August 2014, at 98,
http://www usitc. gov/publications/332/pub4485. pdf (hereinatter “Digital Trade in the U.S. and Global Economies,
Part 27). In China alone, informal estimates suggest that this blocking has easily cost American firms billions of
dollars as they are pushed out of the market. Julie Makinen, Chinese censorship costing U.S. tech firms billions in
revenue, LA, Times, Sep. 22, 2015, http:/Avww latimes.com/business/la-fi-china-tech-20150922-story html.

'3 Lorenzo Franceschi-Bicchierai, Iran Takes dim at Google, Wikipedia in Latest Internet Censorship Effor,
Mashable, May 16, 2014, http://mashable.com/2014/05/16/iran-gaople-wikipedia/; Michelle Moghtader, 7ran
expands ‘smart Internet censorship, Reuters, Dec. 26, 2014, http:/Avww reuters.com/article/2014/12/26/us-iran-
internet-censorship-idUSK BNOK 40820141226,

" Rob Crilly, Pakistan threatens to ban Google unless it cleans up FouTube, The Telegraph, June 11, 2013,
http:/fwww.lclegraph.co.uk/mews/worldnews/asia/pakistan/10112655/Pakistan-threatens-lo-ban-Google-unless-it-
cleans-up-You'l'ube.himl: See Gibran Ashral, Facebook censored 34 posts for ‘blasphemy’ in Pakistan in second

o
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DATA AND INFRASTRUCTURE LOCALIZATION

Many countries abroad continue to show interest in implementing data localization
policies, which include mandated server localization and data storage. Accelerated by the impact
of the Snowden revelations, the number of countries imposing or considering data and
infrastructure localization requirements has increased in recent years. Stated motivations for
these policies include the desire to ensure domestic privacy protections, to protect against foreign
espionage, to guarantee law enforcement access to personal data, and to promote local economic
development, but at root these policies are inspired by protectionist instincts. These regulations
are often vaguely construed, inadequately articulated and, therefore, nearly impossible to
effectively implement.'®

Yet even as tools of protectionism, which the global trade system was built to oppose,

data localization policies are likely to hinder economic development, rather than promote

half of 2014, Express Tribune, Mar. 18, 2015, http://tribune.com. pk/story/855030/facebook-censored-54-posts-for-
blasphemy-in-pakistan-in-second-half-of-2014/.

5 Miriam Elder, Censorship row over Russian internet blacklist, Guardian, Nov. 12, 2012,
http://Awww theguardian.com/world/2012/nov/12/censorship-row-russian-internet-blacklist; Sanja Kelly ef of.,
Ireedom on the Net 2013, Freedom House, Oct. 2013, at 592,
http:/freedomhousc.org/sites/default/files/resources/FOTN%202013_Full%20Report_0.pdf, Amar Toor, Russia
banned Wikipedia because it couldn’t censor pages, The Verge, Aug. 27, 2015,
http:/Awww theverge.com/2015/8/27/9210475/russia-wikipedia-ban-censorship; Rob Price, Reddit is now censoring
posts and communities on a country-by-country basis, Business Insider, Aug. 14, 2015,

hutp://www businessinsider.com/reddit-unbanned-russia-magic-mushrooms-germany -watchpeopledic-localised-
censorship-2015-8.

1€ Joc Parkinson et al., Turkey’s Krdogan: One of the World’s Most Determined Internet Censors, Wall S I, May
2, 2014, http://online. wsj.com/articles/SB100014240527023046263045795059125 18706936 Reporters Without
Borders, Turkey, Enemy of the Interner?, Aug. 28, 2014, http://en.rst.org/turquie-turkey-enemy-of-the-internet-28-
08-2014,46856.html; Emre Peker, Joe Parkinson & Sam Schechner. Google, Others Blast Turkey Over Interner
Clampdown, Wall St. I, Apr. 1, 2014,
http:/online. wsj.comv/articles/SI310001424052702303978304579473190997035788; Zeynep Karatay, Ongoing
censorship blocks Kurdish, critical, data-based media during time of crisis, Today’s Zaman, Aug. 15, 2015,
http:/Avww today szaman.com/anasay fa_ongoing-censorship-blocks-kurdish-critical-data-based-media-during-time-
of-crisis_396569 html.

lj’ Digital Trade in the U.S. and Global Economies, Part 2 at 98.

'¥ See Anupam Chander & Uyen P. Le, Breaking the Web: Data Localization vs. the Global Internet, UC Davis
L.egal Studies Research Paper No. 378, Apr. 2014, hitp://papers. sst.com/sol3/papers.clm?abstract_1d=2407858
(hereinalter “Chander & 1.¢7); see also Digital Tvade in the 1.S. and Global Economies, Part 2.
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domestic industry.” As the McKinsey Global Institute documented in 2011, 75% of the value of
the Internet accrues to traditional, non-Internet centric businesses through productivity gains and
easier access to foreign markets.”” As a result, such policies will invariably harm global
competitiveness.”'

We have see such policies arise in countries including Russia,”? India,” China,?*
France,2

26

. <27 .. 28 . 29
Germany,”” Nigeria,”" Indonesia, ™ and Vietnam,”” among others.

'® Leviathan Security Grp., Quantifying the Costs of Forced Localization (2015).
http://staticl.squarespace.com/static/556340ece4b0869396121099/t/559dad 76e4b0899d97726a81/14363969 18881/
Quantifying+the+Cost+of+Torced+Localization. pdf.

* Matthieu Pélissié du Rausas et o, McKinsey Global Institute, Internet Matiers: The Net's Sweeping Impact on
Growth, Jobs and Prosperity (2011),
http:/fwww. mekinsey.com/insights/high_tech_telecoms intermnet/internet_matlers.

A Foar example, foreign investment will likely decline. Given the high cost of constructing data centers, many
companics will simply opl out ol serving markets with onerous data localization requirements, espectally small- and
medium-sized businesses. In 2013, the average cost of dala centers in Brazil and Chile were $60.3 million and $43
million, respectively. Lorella Chao & Paulo I'tevisani, Brazil Legistators Bear Down on Internet Bill Push for Data
Localization, Wall SL. J., Nov. 13, 2013,
hllp Honline.wyj. u)m/drlm]u/%l%l()()( 1424052702304868404579194290325348688.

= Paul Sonne, Russia Steps Up New Law to Control Foreign Internet Companies, Wall St. I, Sept. 24, 2014,
http://online. wsj.com/articles/russia-steps-up-new-law-to-control-foreign-internet-companies- 1411574920; Sergei
Blagov, Russia Clarifies Looming Data Localization Law, Bloomberg BNA, Aug. 10, 2015,
http://www bna.comn/russia-clarifies-looming-n1717993452 1/, Matthias Baver, Hosuk Lee-Makivama, & Crik van
der Marel, Data Localisation in Russia: 4 Self~imposed Sanction (Curopean Centre for International Political
Lconomy June 2015).http://ecipe.org/publications/data-localisation-russia-self-imposed-sanction/.

B Chander & T.c at 16-19; Avoiding NSA clutches: India to launch internal email policy for government
communications, R'1'. Oct. 31, 2013, http://rl.com/news/india-nsa-internal-cmail-994/; Thomas K. ‘Thomas, National
Security Council proposes 3-pronged plan to protect Internet users, Hindu Business Line, Teb. 13, 2014,
http:/Awww thehindubusinessline. com/info-tech/national-security -council-proposes-3pronged-plan-to-protect-
internel-users/article5685794.cee; Malthias Baucr er al., The Casts of Data Lacalisation: Friendly Five on Kconomic
Recovery, ECIPE Oceasional Paper No. 3/2014, hip:/www.ceipe.org/app/uploads/2014/12/0CC32014_ 1 .pdl.

#1J.8.-China Keonomic & Sceurity Review Commission, Red Cloud Rising: Cloud Computing in China, Sept.
2013, revised Mar. 2014, at 5,
http://origin. www.usce. gov/sites/detault/files/Research/DGI_Red%20Cloud%20Rising 2014.pdf; AmCham China,
Protecting Data Flows in the US-China Bilateral Investment Treaty, Apr. 2015, at 4,
http://www.amchamchina.org/policy-advocacy/policy -spotlight/data-localization; Gillian Wong, China to Ger
Tough on Cybersecurity, Wall St. J., Tuly 9, 2015, http:/www.wsj.com/articles/china-to-get-tough-on-cvbersecurity -
1436419416; Austin Ramzy, What You Need to Know About China's Draft Cybersecurity Law, N.Y. Times, July 9
2015, http://isinosphere blogs nytimes.com/20 1 5/07/09/xhat-you-need-to-know-about-chinas-draft-cybersecurity-
1EIV\/

> Appel public & commentaires sur le véfeventiel d exigences applicables aux prestataires de services sécurisés
d'informatique en nuage, Aug. 11, 2014, http:/Avww ssi.gouv, fl/autuahte/appel public-a-commentaires-sur-le-
relerenticl-dexigences- dpphmb]m aux-prestataires-de-services-sceurises-dinformatique-en-nuage/, Chander & e at
12-13.
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INTERMEDIARY LIABILITY

CCIA has long argued that the failure to modernize liability rules abroad has increasingly
contributed to U.S. Internet companies being held liable abroad for conduct that has long been
construed as lawful in the Internet ecosystem. These penalties deter direct investment and
market entry by Internet companies, and as a consequence deny local small- and medium-sized
enterprises Internet-enabled access to the global marketplace. They similarly discourage

investment in and growth of domestic startups.”

We know that increasing liability on
intermediaries decreases venture capital investments. While U.S. Internet businesses have
thrived domestically under carefully crafted legal frameworks in U.S. law, like the Digital
Millennium Copyright Act safe harbors and Section 230 of the Communications Decency Act,

31

international asymmetries in liability rules frequently favor domestic plaintiffs.” U.S. exporters

. Cqers . . . . 32
encounter unreasonably hostile liability rules in numerous countries abroad, including France,

2 Alison Smale, Merkel Backs Plan to Keep Furopean Data in Kurope, N.Y. 'limes, Feb. 16, 2014,
http://www.nytimes.com/2014/02/17/world/europe/merkel-backs-plan-to-keep-european-data-in-europe itml;
Michael Birnbaum, Germany looks ar keeping its Internet mail traffic inside its borders. Wash. Post, Nov. 1, 2013,
http://www.washingtonpost.com/world/europe/germany -looks-at-keeping-its-internet-e-mail-traftic-inside-its-
borders/2013/10/31/981104fe-424f-11e3-a751-£032898f2dbc_story.html; Glyn Moody, Germany’s data veiention
bill requires metadata 1o be kept in the country, Ars Technica UK, May 19, 2015, http://arstechnica.co.uk/tech-
policy/2015/05/germanys-data-retention-bill-requires-metadata-to-be-kept-in-the-country/.

TS, Department of State, Nigeria Investment Climate 2015, May 2015, at 13,
hilp://www slale. gov/documents/organization/24 1898 pdl

* Chander & Le at 19-20.

P 1d at 24.

* Matthew Le Merle et al., The Impact of 1.S. Internet Copyright Regulations on Farly-Stage Investment: A
Quantitative Study, Boor. & Co. (2011),
htp://statie] squarcspace.com/stalic/548 The79e4b01c4blB3eccd 80A/54877560¢4b07 16¢0c088¢34/1418163552585/1
mpact-US-Internet-Copyright-Regulations-Early -Stage-Investment. pdf.

*1 For a general overview of these issues, see Ignacio Garrote Ferndndez-Diez. Comparative Analysis on National
Approaches to the Liability of Interner Intermediaries for Infringement of Copyright and Relared Rights.
http://www . wipo.int/export/sites/www/copyright/en/doc/liability _of_internet_intermediaries_garrote.pdf
(comnparative analysis on national approaches to the liability of Internet intermediaries for infringement of copyright
and related rights).

*2 Cour d"appel [C A ] Paris, Feh_ 4, 2011, dndré Rau v. Google and Aufeminin.com; Cour d’appel [C.A ] Paris,
Tan. 14, 2011, Google Inc. v. Bac Iilms, The Factory et al.; Robert Audrews, Google Fined In [rrench Court For
Not Stopping Video Copyright Abuse, paidContent, Mar. 9, 2011, af http://paidcontent.org/2011/03/09/419-google-
fined-in-french-court-for-not-stopping-video-copyright-abuse; Cour d’appel [C.A.] Paris, Sept. 3, 2010, LVMH v.
eBay, (aff g Commercial Courl Paris Junc 30, 2008); Cour d’appel [C.A.| Reims, July 20, 2010, /lermes v. el3ay
(aff’g 1.G.1. Troyes, June 4, 2008); see, e.g., Tribunal de grande instance |'1.G.1.] Panis, Nov. 14, 2011, Qlivier
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Gennany,33 Italy,34 India,* Thailand,*® Vietnam,” Estonia,*® among others. Foreign courts are
all too willing to “shoot the messenger” when foreign users express unfavorable views about the
government, royalty, or national heroes, for example. This has to change. If U.S. services

exporters are going to have meaningful access to foreign markets, we need to ensure that courts

Martinez v. Goagle and Prisma Presse, Sarl Louis Feraud Int'l v. Viewfinder Inc., 489 ¥.3d 474 (2d Cir. 2007)
(non-Frenceh sile ordered 1o remove the pholographs [tom New York servers or [ace penalties ol 50,000 [Tanes per
day).

* Karin Matussek, Google Loses German Copyright Cases Over Image-Search Previews. Bloomberg, Oct. 13,
2008, http://www.bloomberg.com/apps/news?pid=newsarchive&sid=a_ClwVkCvPww (reversed on appeal); See
also Hamburg Regional Court, Sept. 26, 2008, /orn v. Google, Partial Verdict, Rell No. 308 O 42/06; Anna Zeiter,
German Supreme Court Finds eBay Liable for Actively Promoted Third Party Copyright Infringements, Stanlord
Center for Internet & Society, Dec. 18, 2013, http://cyberlaw stanford. edu/blog/2013/12/german-supreme-court-
tinds-ebay-liable-actively-promoted-third-partv-copvright; LG ITamburg, Apr. 20, 2012, GEAMA v. YouTube, Ret.
No. 310 O 461/10; Karin Matussek, (roogle 's YouTube Must Help Detect Illegal Uploads, Court Says, Bloomberg
News, Apr. 20, 2012, http://www.businessweek.com/news/2012-04-20/google-s-youtube-nust-help-detect-illegal-
uploads-court-says.

** The TFinocchiaro Law Firm, Yahoo! Announces its intention 10 appeal against the order of the Court of Rome,
Apr. 13, 2011, hitp://www blogstudiolegalefinocehiaro. com/wordpress/2011/04/y ahov-announces-its-intention-to-
appeal-against-the-order-ol-the-court-ol-rome; Giulio Coraggio. Yahoo! Liable for Searchable Contents!, DILA
Piper, [P Italy, Apr. 3, 2011, hitp://blog.dlapiper.com/1P l'1taly fentry /yahoa_liable_lor_scarchable contents. See
also Béatrice Marlinel Farano, Internet Intermediavies’ Liability for Copyright and T'rademark Infringement:
Reconciling the EU and U.S. Approaches 134 (Slanford-Vienna Transatlantic Tech. Law Forum (I'I'LF) Working
Paper No. 14, 2012), at
http:/fwww law stanlord.cdu/sites/delault/(1les/publication/300252/doc/slspublic/(arano_wpl4-4.pdl (noting that
“most UGC [user-generated content| websites relying on an advertisement business models [sic] should be denied
hosting protection”™ under recent court decisions).

% Rishabh Dara, Intermediary Liability in India: Chilling Effects on Free Expression on the Internet (2011),
http://cis-india.org/intemet-governance/intermediary -liability-in-india. pdf; Amol Shamma, Facebook, Google to
Stand Trial in India, Wall St. J., Mar. 13,2012, at
http://online. wsj.com/article/SB10001424052702304537904577277263704300998 html; Amol Sharma, /n Search
of Justice al the Goagle. Facebook Trial. Tndia Real Time, Mar. 13, 2012, a¢
http://blogs. wsj.com/indiarcallime/2012/03/13/in-scarch-ol-justice-at-the-google-lacebook -trial.

* James Hookway, Conviction in Thailand Worries Web Users, Wall St. J., May 30, 2012, at
http://online. wsj.com/article/SB10001424052702303674004577435373324265632.html (noting that this “sets a
concerning preeedent for prosceuting website owners [or what their users say online.”). See also Cenler for
Democracy & 'Technology, Comments on Thailand’s Proposed Computer-Related Offenses Commission Act, March
2012, at hups://edt.org/Nles/pdls/Comments-'Thailand-CCA-Dralt.pdl; Jeremy Malcolm, Intermediary Liability in
Thailand Done Right and Done Wrong, Electronic Frontier Foundation. Apr. 3, 2015,
https://www.eff.org/deeplinks/2015/04/imermediary-liability -thailand-done-right-and-dene-wrong.

%7 James Ilookway, Vietnam Rights Record Cools U.S. Ties, Wall St. I, Aug. 8, 2013, ar
http://online.wsj.com/article/SB 10001424 12788732383820457900016096204 1046 html; Thuy Nguven, Online
Itermediaries Case Studies Sevies: Roles and Liabilities of Online Intermediaries in Vietnam — Regulations in the
Mixture of Hope and Iear, The Global Network of Internet & Society Research Centers (2015) at 8, ez
http://papers.sstn_com/sol3/papers.cfm ?abstract_id=2566364

* Mark Scott, Estonian News Site Can Be Held Liable for Defumatory Comments, Court Rules, N.Y . Times, June
17, 2015, http://www nytimes.com/2015/06/18/business/media/estonian-news-site-can-be-held-liable-for-
defarnatory-comments-court-rules.html; see afso Heather Greenfield, Zuropean Court Rules Online News Sites
Liable For Online Comments, CCIA News, Jun. 17, 2015, hitp:/Awww.cctanctorg/2015/06/curopean-court-rules-
online-news-sites-liable-for-online-comments/.
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in those markets cannot penalize intermediaries for what third parties say on the Internet. This is
particularly significant when the speech at issue would be protected by the First Amendment.
One particular aspect of this that deserves mention is European data regulators’
enforcement of the so-called “right to be forgotten.” Various courts have prohibited online
services from linking to published news accounts about individuals, and in some cases even
prohibited linking to stories that reported on court orders to disappear content.” Tt is problematic
that courts might entertain an individual’s desire to suppress their fellow citizens” access to
media accounts of past criminality and corruption.*” Tt is even more worrisome that some
European data regulators have demanded the removal of such links worldwide *' When foreign
officials threaten to fine U.S. companies for allowing U.S. citizens to read lawfully published

media accounts, it is time to take a stand, not only for free trade, but free speech as well.

COPYRIGHT LIMITATIONS AND EXCEPTIONS
Balanced copyright rules such as fair use and related limitations and exceptions have
been critical to the growth of the U.S. technology and Internet economy. We’re increasingly
finding that U.S. trade policy’s failure to export strong limitations and exceptions along with
strong copyright protections is hamstringing our businesses abroad and impeding U.S. exports.
For example, legislatures in Europe and elsewhere have increasingly proposed or

implemented new publisher subsidies that are used against U.S. services, including social media,

% Daphne Keller, Intermediary Liability and User Content Under Europe 's New Data Protection Law, Stanford
Center for Internet & Society, Oct. 8, 2015, http://cyberlaw.stanford.edu/blog/2015/10/intermediary -liability-and-
user-content-under-europe%L2%80%99s-new-data-protection-law; Samuel Gibbs, Google ordered 1o remove livks
to ‘right 10 be forgotten’ removal stories, Guardian, Aug. 20, 2015,
http:/Awww theguardian. com/technology/201 5/aug/20/google-ordered-to-remove-links-to-stories-aboutright-to-he-
forgotten-removals.

* Tane Wakefield, Politician and pacdophile ask Google 10 “be forgotien’, BBC News, May 15, 2014,
http://Awww . bbe.com/mews/technology-27423527

" Samucl Gibbs, French data regulator rejects (Google s vight-to-be-forgotten appeal, Guardian, Scpt. 21, 2015,
http://www.lheguardian.com/technology /2015/sep/2 1/rench-google-right-to-be-lforgotten-appeal .
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news aggregation, and search providers. U.S. and other providers of online search, news
aggregation, and social media platforms are compelled to pay for the “privilege” of quoting from
news publications. This proposal is often referred to as a quotation or snippet tax. Restrictions
on the quotation right violate international obligations, including Article 10(1) of the Berne
Convention,* and the TRIPS Ag,reemen‘[.43

But because U.S. trade policy has not made balanced copyright a priority, policymakers
across Europe, in national capitals and Brussels, have now taken interest in using imbalanced 1P
laws as a vehicle to tax services exported by American Internet companies and thereby subsidize
local publishers.* At present, laws in Spain and Germany pose the most significant barriers to
U.S. exporters.

Germany enacted a so-called ancillary copyright law (Leistungsschutzrechf) in August
2013, extending copyright protection to news snippets, i.¢. small text excerpts in search results,
notwithstanding international obligations that require free quotation.** The German statute
expressly holds search engines liable for making available to the public snippets in search
results, thereby creating direct liability for the automatic processes by which search results are
generated. The German Copyright Arbitration Board recently suggested that if the length of

such ‘snippets’ exceeds seven words (excluding ‘keywords’), then search engines and other news

“Berne Convention for the Protection of Literary and Artistic Works, art. 10(1), amended Oct. 2, 1979.

“ TRIPS Agreement, art. 9 (“Members shall comply with Articles | through 21 of the Berne Convention (1971)7).

HUEUs Qettinger mulls levy on Google - Handelsblar, Reuters, Oct. 28, 2014,
http:/Awww reuters.com/article/2014/10/28/eu-commission-oettinger-idUSL SNOSN34020141028; Oettinger Floats
Proposal for EU-wide ‘Google-tax’, CurActiv, Oct. 29, 2014, htp:/www.euractiv.com/sections/innovation-
enterprise/oettinger-floats-proposal-eu-wide-google-tax-309568; I/ plant Urheberrechisabgabe im Internet,
Handesblatt, Oct. 28, 2014, http://www handelsblatt. com/politik/international/schutz-geistigen-eigentums-bis-2016-
eu-plant-urheberrechtsabgabe-im-internet/10900130.html (... Wenn Google intellektuelle Werte aus der EU bezieht
und damit arbeitet, dann kann die U diese Werte schiitzen und von Google eine Abgabe dafiir verlangen™).

15 See generally Special 301 Comments of CCIA, Dkt No. USTR-2012-0022, liled Feb. 8, 2013, ar
hitp:/fwww.cclanct.org/wp-content/uploads/library/C CIA %20Comments% 200n%208pecial %20301%20( 2013 ] .pdl.
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aggregators should be liable for the “snippet tax™**—in short, U.S. services have to pay to quote
more than 8 words. This is inconsistent with U.S. copyright norms, and more significantly for
this discussion, Berne and TRIPS.¥

Spain’s recent IP reforms imposed a similar “snippet tax,” which also subjects normal
quotations to a tax. The Spanish approach actually prohibits news producers from waiving
compensation rights, meaning that news publishers cannot opt out even if they want to. Faced
with this measure, Google suspended its Google News service in the Spanish market. Like the
German [eistungsschutzrechi, the Spanish IP revision not only undermines market access for
U.S. companies and distorts established copyright law, but it also violates the EU and Spain’s
treaty and WTO commitments.*®

If U.S. exporters of Internet services are going to enter crucial markets abroad, we need
to ensure that the copyright law in those jurisdictions protects our businesses. So far, we have

failed to do that.

U.S.-EU SAFE HARBOR
The economic importance of the free flow of data across borders is best demonstrated by
the scale of the benefits derived from transatlantic digital trade. The transatlantic relationship

between the United States and European Union is a significant component of both economies, as

* Tennifer Baker, You want a 6% Google Tax? Get lost, German copyright bods told: Only snippeis longer than
seven words are chargeable, The Register, Sept. 28, 2015,
http://www theregister.co.uk/2015/09/28/gaogle_tax_6_pe_cent_gennany_{tails/.

47 See, e.g., Faulkner Literary Rights v. Sony Pictures Classics, 953 F. Supp. 2d 701 (N.D. Miss. 2013) (finding
quotation of nine words to be non-infringing). See also CCIA White Paper, Understanding “dncillary Copyright’in
the Global Intellectual Property Fnvironment. at 5-6, at http://edn._ceianet.org/wp-content/uploads/2015/02/CCTA-
Understanding-Ancillary-Copyright.pdf (February 2015) (explaining Berne authors rejection of requirement that
quotations be “short™).

* See Raquel Xalabarder, The Remunerated Statutory Limitation for News Aggregation and Search Ingines
Proposed by the Spanish Government - Its Compliance with International and KU/ Law, IN3 Working Paper Serics
(Sepl. 30, 2014), az hitp://papers.ssm.com/sol 3/papers.clm?abstract_id=2504596.
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each is the other’s largest market for goods and services.* Within that vital relationship, digital
trade continues to increase in relative importance as digitally delivered services become more
and more essential to overall economic activity. In 2012, the Brookings Institute estimated that
U.S. exports of digitally deliverable services to the EU were worth $140.6 billion, or 72% of
services exports, and the EU’s share of digitally deliverable exports to the U.S. comprised 60%
of services exports, amounting to $106.7 billion. ™

However, recent developments have called into question the ongoing health of the
transatlantic digital relationship. There are serious concerns about the continued viability of the
EU-U.S. Safe Harbor Framework, which has been the primary mechanism enabling commercial
data flows across the Atlantic over the last 15 years.”' The Safe Harbor Framework has been
historically used by more than 4,000 U.S. companies, along with the U.S. subsidiaries of EU
companies, to lawfully transfer data about EU citizens from Europe to the United States in
compliance with European data protection regulations.™ Tn addition to being a direct contributor
to the economic benefits that inure from transatlantic digital trade, the Safe Harbor has been a
boon to transatlantic digital innovation. The efficiency gains from unimpeded cross-border data
flows have enabled small businesses on both sides of the Atlantic to enter previously inaccessible

markets and compete at scale. In fact, a full sixty percent of the companies who have certified

** See Joshua P. Meltzer, The Importance of the Internet and Transatlantic Data Flows for U.S. and EU Trade and
Investment 4 (Brookings Institute, Global Leonomy & Development Working Paper No. 79, 2014), ar
http://www brookings.edu/~/media/research/files/papers/2014/10/internet-transatlantic-data-flows-meltzer/internet-
transatlantic-data-flows-version-2.pdf.

O dat 12

3! Ixport.gov, U.8.-EU Safe Harbor Overview, hitp:/fexport.gov/safeharbor/en/eg_main_018476 asp (last visited
Oct. 29, 2013).

*? Departnient of Commierce International Trade Administration, Key Points Concerning the Benefits, Oversight,
and FEnforcement of Safe I1arbor. at hitps://business. usa. gov/export-
portal ?static/Sale%20Harbor% 20K ey %20Points%2012-2013_Latest_cg main_068867.pdl
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compliance with the requirements of the Safe Harbor Framework are small- and medium-sized
enterprises.”

Unfortunately, early last month in the Schrems case, the Court of Justice of the European
Union (CJEU) ruled against the legal underpinnings of the EU-U.S. Safe Harbor Framework.**
The Schrems case was brought in the wake of the first disclosures of widespread electronic
surveillance by the United States’ intelligence apparatus. The Court argued that the European
Commission, in its original finding that the Safe Harbor was adequate under EU law, failed to
appropriately weigh the national security and surveillance practices of the United States relative
to the limitations and exceptions found in the Safe Harbor.> In particular, the Court focused on
a lack of transparency, oversight, and legal remedies for European citizens.™

What does this decision mean for transatlantic data flows? In the near term, it means that
the thousands of businesses—small and large—that have transferred data from Europe in
compliance with the Safe Harbor will have to find alternative mechanisms to ensure that they can
continue to do so in compliance with EU law. The currently available alternatives to permit EU-
compliant data transfers are complex legal mechanisms, including binding corporate rules and
standard contract clauses.> Both options are costly, piecemeal, time-consuming, and difficult to
implement for even the most sophisticated companies. Expecting small- and medium-sized
enterprises to successfully adopt these alternatives, particularly in the short term, to comply with

the varying requirements of the data protection authorities of each EU member state would seem

g

M Case C-362/14, Maximillian Schrems v. Data Protection Commissioner, Court of Justice of the Curopean Union,
http://curia.europa.eu/juris/document/document. jsf;jsessionid=9%a7d2de30dd028£03 1979543 5bbb33d 16236 14d833
e34K axil.c3gMb40R chOSaxuRhN90text=&docid=169195 (2015)

is See id.

iﬁ See id.

¥ See Press Release, Article 29 Working Party, Statement on Schrems Tudgement (Oct. 16, 2013), e
http:/ee.curopa.cufjustice/data-protecion/article-29/press-material/press-
release/art29_press_material/2015/20151016_wp29_statement_on_schrems_judgement.pdf.
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unlikely. Moreover, these alternative mechanisms may also be called into question by future
regulators, just as the Safe Harbor was.*®

In the long term, the absence of a clear, reliable mechanism for lawful transfer of data
across the Atlantic will lead to significant economic consequences. Larger companies may
attempt to comply by building costly local facilities for processing and storage of data in the EU.
Smaller firms may not be able to bear this burden, and could be forced to exit European markets.
All told, in 2013 it was estimated that a serious disruption of this very kind to cross-border data
flows with the EU would likely cost the EU between 0.8% and 1.3% of its GDP.* Those costs
are likely to be considerably higher today—on both sides of the Atlantic.

Fortunately, a revised Safe Harbor Framework between the U.S. and the EU has been
under negotiation by the Department of Commerce and European Commission since 2013 and is
close to completion.*® In the wake of the Schrems decision, it is important that the commitments
in a new agreement be responsive to the concerns that the Court raised in their opinion. The new
agreement must strike a delicate balance between the ongoing need for data-driven innovation to
benefit consumers and small businesses and to drive economic growth, and a responsible,
principles-based framework to ensure consumer protection. And most importantly, it must do so
in a way that can be maintained in the long term, as legal certainty is a key ingredient for
sustained transatlantic investment and growth in digital services. Where the revised agreement

cannot be responsive to concerns of government access to data in the U.S. and the EU, national

38 See Michelle Gyves, German DPAs Announce Policy Severely Limiting Mechanisms for Lawful Germany-to-
U.S. Data Transfers, Proskauer Privacy Law Blog, Oct. 26, 2015,
http://privacylaw proskauer.com/2015/10/articles/european-union/german-dpas-announce-policy-severely-limiting-
mechanisms-for-lawful-germany -to-u-s-data-transfers/.

¥ Matthias Baver. e/ al , The Feonomic Importance of Gelting Data Protection Right: Protecting Privacy,
Transmitting Data, Moving Commerce, LCIPE (2013), at
https://www.uschamber.com/sites/default/files/documents/files/020508_LiconomicImportance_[inal_Revised_lr.pdf

% See Vera Jourov4, Curopean Commissioner for Justice, Consumers, and Gender Cquality, Remarks on Safe
Harbour EUJ Court of Justice judgement before the Committee on Civil Liberties, Justice and Home Allairs (Oct. 26,
2015), at hip:/feuropa.cu/rapid/press-release_ SPEECH-15-5916_cn him.
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governments must work together to develop a lasting solution that ensures individual rights are
appropriately balanced with targeted requests.

The uncertainty that companies now face with respect to continued transatlantic data
flows is merely the most recent and acute result of the significant trust deficit that U.S. digital
service providers have struggled to overcome in the wake of the last two years of disclosures
about the United States’ electronic surveillance programs. For the United States to continue to
reap the substantial benefits of those data flows, it must take steps to rebuild the confidence of
Internet users in Europe and worldwide.

1 want to commend this Committee for the work it has already done in this regard. It led
the way by being the first body to pass the USA Freedom Act earlier this year, and recently
favorably reported the Judicial Redress Act, which then passed the House just two weeks ago.
The USA Freedom Act contained a number of long-overdue oversight and transparency reforms
to the electronic surveillance apparatus of the United States, while still preserving limited
essential tools. The Judicial Redress Act would grant citizens of certain allied countries specific
rights to ensure the accuracy and proper handling of their data®—rights that our own citizens
already enjoy here and abroad. The Act’s passage in the Senate is critical to the viability of
future law enforcement and commercial data transfers. It is both a matter of basic fairness to
reciprocally extend these rights, and a showing of good faith to allies and Internet users in
Europe that we are committed to reasonable privacy standards with respect to data held by our
government.

The lifeblood of our Internet-based industry—which today has grown to include a
substantial component of all the United States’ industries—is the trust that global Internet users

have in online platforms. The private sector and government, both here and in the EU, must

® See Judicial Redress Act, H.R. 1428, 114th Cong. (2015).
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work together to demonstrate to users worldwide that they should continue to place their
confidence in the services of our Internet companies, which will in turn allow the Internet to

flourish as a tool for innovation, expression, and commerce.

CONCLUSION

As the global Internet continues to grow and becomes even more tightly intertwined with
international commerce, digital trade barriers will proliferate if left unchecked. To push back
against these barriers, U.S. trade policy and enforcement priorities must be updated to reflect the

growing significance of the Internet to the U.S. economy and U.S. trade performance.
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Mr. IssA. Thank you.
Mr. MacCarthy.

TESTIMONY OF MARK MacCARTHY, SENIOR VICE PRESIDENT,
PUBLIC POLICY, SOFTWARE & INFORMATION INDUSTRY AS-
SOCIATION

Mr. MACCARTHY. Chairman Issa, Ranking Member Nadler——

Mr. IssA. Once again, we'd like to hear you better.

Mr. MACCARTHY. Is that better?

Mr. IssA. Pull it a little closer, and let’s see.

Mr. MACCARTHY. Is that better?

Mr. IssA. Yes. Sequestration gets us all.

Mr. MACCARTHY. On behalf of the technology trade association,
thank you for your equipment.

I want to make a few points in my testimony. First, cross-border
data flows fuel 21st century trade and investment across all sectors
of the economy, not just technology or Internet companies.

Second, one goal of U.S. policy is to reduce barriers to trade—
to traditional flows around the world. We should stay the course
on this wise policy.

And third, the recent European decision on the Safe Harbor is
a step backwards for open data flows. A new, workable, Safe Har-
bor must be put in place as soon as possible.

Mr. Chairman, digital trade involves tech products like software,
where exports are growing at about 9 percent a year. But digital
trade also involves business services generally, financial sector,
royalties and licensing revenue, and communication services. It is
60 percent of all trade and services, it’s growing three times faster
than other service exports.

Digital trade increases our economic output by up to $711 billion
a year. As Mr. Conyers mentioned, that’s 4.8 percent of our gross
domestic product, and it increases employment by 2.4 million work-
ers. We have a global surplus in digital trade of $150 billion. A loss
of open data flows would not be a minor sector-specific irritant.
Data localization mandates have been studied for other economies.
They would impose large welfare losses up to $63 billion for China,
and $193 billion for the European Union.

Mr. Chairman, one goal of the U.S. trade policy is to promote
cross-border data flows. Congress has instructed U.S. trade nego-
tiators to dismantle measures that impede digital trade in goods
and services that restrict cross-border data flows, or require a local
storage or processing of data. Any exceptions have to be narrow,
the least restrictive on trade and nondiscriminatory.

The United States has largely achieved these goals in the TPP
agreement, although I concur with Ambassador Allgeier’s remarks
on financial services. That’s an unfortunate exception, but we must
seek similar outcomes in TTIP and TiSA.

Mr. Chairman, the demise of the Safe Harbor is a setback for
open data flows. It has been in place since 2000, and the invalida-
tion just this month left 4,400 companies in legal limbo, and that’s
not just technology companies. The list of Safe Harbor companies
include many SIIA members, companies in online publishing and
information services. In fact, the list of Safe Harbor companies
reads like a Who’s Who of American brand name corporations, in-
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cluding Ford Motor Company, Starbucks, and the Walt Disney
Company.

We need a new Safe Harbor. We need a Safe Harbor 2.0. Con-
gress can help your passage of the Judicial Redress Act with a step
forward. It’s a modest step, but one that we need to follow in the
Senate. We're hopeful that the Senate will act quickly on this bill
and move forward with it.

Mr. Chairman, we urge this Committee to stay the course on pro-
moting data flows and to help establish a new Safe Harbor for
transatlantic data sharing. I stand ready to answer any questions
you might have.

[The prepared statement of Mr. MacCarthy follows:]
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Mr. Chairman and Ranking Member, I am Mark MacCarthy, Senior Vice President
for Public Policy for the Software & Information Industry Association (SIIA).
Thank you for the opportunity to share our views on International Data Flows.

The Software & Information Industry Association (SI1A) is the principal trade
association for the software and digital information industries. The more than 700
software companies, data and analytics firms, information service companies, and
digital publishers that make up our membership serve nearly every segment of
society including business, education, government, healthcare and consumers. As
leaders in the global market for software and information products and services,
they are drivers of innovation and economic strength—software alone contributes
$425 billion to the U.S. economy and directly employs 2.5 million workers and
supports millions of other jobs. For more visit the SILA Policy Home Page.

I want to make three points in my testimony. The first is that cross border data
flows fuel 21* Century trade and investment across all sectors of economic
activity, affecting not just Internet companies but all enterprises and organizations
that have come to rely on modern information and communications technology.
Second, one goal of U.S. trade policy is to reduce unwarranted barriers to digital
flows. We have achieved substantial success in the recently concluded Trans-
Pacific Partnership Agreement, and can look forward to similar achievements in
other trade negotiations such as the Trade in Services Agreement and the
Transatlantic Trade and Investment Partnership. Third, the recent decision by the
European Court of Justice to invalidate the U.S.-EU safe harbor arrangement for
transatlantic data sharing is in tension with our trade objectives for reducing
unnecessary barriers to digital trade. If a workable new safe harbor framework is
not put in place soon, the transatlantic data flows that fuel the world’s largest
trading and investment relationship could be at risk.

Many of SIIA’s 700 member companies use the now-invalidated safe harbor
arrangement for their transatlantic data transfers. The loss of the Safe Harbor
Framework as a legal basis for the transfer of personal information from Europe
creates substantial legal uncertainty and has required them to begin a process of
seeking alternative mechanisms for these transfers that is likely to be extended and
expensive. Our immediate goals include the provision of a reasonable transition
period and interim guidance by European regulators. Longer term, we need the
legal certainty that can be provided by a modernized Safe Harbor Framework.
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We are supportive of the Committee’s inquiry into these matters and gratetul for
their support of our efforts and those by U.S. Administration officials to
accomplish these goals.

Economic Benefits of Cross-Border Data Flows

Open digital trade is critical to U.S. tech industries, which are major contributors to
job creation and economic growth. According to a recent report from the Software
& Information Industry Association, about 12 percent of American software
production is exported, totaling up to $57 billion in 2012. Moreover, exports of
software and related services have grown by at least 9 percent each year since
2006—mnearly 50 percent faster than all other U.S. exports. These exports helped
fuel a steady increase in software employment, from 778,000 jobs in 1990 to 2.5
million in 2014.

And software jobs are good jobs. In fact, through the recent recession the average
computer system design worker made $86,457 per year—three times as much as
the average wage offered by the other four industries that also created large
numbers of jobs during the downturn.

But digital trade is important for the broader economy as well. In 2011, the Global
McKinsey Institute published a ground breaking study on the impact of the new
information and communications technologies on growth and jobs.! Key findings
were that the Internet contributes 34 percent to gross domestic product in the 13
countries studied. In the developed countries studied, it accounted for 21 percent
of GDP growth over the most recent five-year period. It also found that most of
the economic value created by the Internet falls outside of the technology sector,
with 75 percent of the benefits captured by companies in more traditional
industries, and it created 2.6 jobs for each lost to technology-related efficiencies.

This study was followed by a Commerce Department assessment of international
trade in the business services, communications services, royalty and licensing
flows, and financial services, where digital technologies are thought to play an
important role in facilitating trade.® The study found that trade in these “digitally-
enabled services” grew from 45 percent of all trade in services in 1998 to 61
percent in 2010, rising at a rate of 9 percent per year, while all other services grew
at only 3 percent a year.

! McKinsey Global Institute. Internet Matters: The Net's Sweeping Impact on Growth, Jobs, and
Prosperity, May 2011.

? Maria Borga and Jennifer Konez-Bruner Trends in Digitally-Enabled Services, Bureau of
Economic Analysis US. Department of Commerce
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The Commerce Department updated this study for 2011, finding that:”

¢ The United States exported $357.4 billion in digitally-deliverable services.
This represented over 60 percent of U.S. services exports and about 17
percent of total U.S. goods and services exports.

o The United States imported $221.9 billion in digitally-deliverable services.
This represented 56 percent of U.S. services imports and about 8 percent of
total U.S. goods and services imports.

¢ The United States had a digitally-deliverable services trade surplus of $135.5
billion.

o The total value of digitally-deliverable services in the supply chain of total
U.S. goods and services exports was $627.8 billion, or about 34 percent of
total export value.

o The majority of U.S. digitally-deliverable services exports went to Europe
and to the Asia and Pacific region.

e Specifically, the United States exported the highest value of digitally-
deliverable services to the United Kingdom, Canada, Ireland, and Japan. The
highest values of digitally-deliverable imports came from the United
Kingdom, Bermuda, Switzerland, and Canada.

In response to a Congressional request, the International Trade Commission
conducted two studies on digital trade, documenting the size and economic
importance of cross border data flows for the global economy. The first study4
confirmed the growth of “digitally-enabled services” from from $282.1 billion in
2007 to $356.1 billion in 2011, with exports exceeding imports every year. In the
second study”, the TTC found that digital trade contributes to economic output by
improving productivity and reducing trade costs. These efficiencies meant that
digital trade increased U.S. GDP by up to $710.7 billion or 4.8 percent and
increased employment by up to 2.4 million full time workers. The Commission
also estimated that removing global digital trade barriers could raise U.S. GDP by
up to $41.4 billion, or 0.3 percent.

? Jessica R. Nicholson and Ryan Noonan, “Digital Economy and Cross-Border Trade: The Value
of Digitally deliverable Services”, US Department of Commerce, Economics and Statistics
Division Issue Brief # 01-14, January 27, 2014

* United States International Trade Commission, “Digital Trade in the U.S. and Global
Economies, Part 17, Pub.4415, Investigation No.332-531, July 2013

* United States International Trade Commission, “Digital Trade in the U.S. and Global
Economies, Part 27, Pub.4485, Investigation No.332-540, August 2014
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A recent Brookings report found that cross-border data flows between the U.S. and
Europe are the highest in the world.® They are 50 percent higher than data flows
between the U.S. and Asia and almost double the data flows between the U.S. and
Latin America. These data flows underpin many aspects of the transatlantic
economic relationship.

¢ In2012, the United States exported $140.6 billion in digitally-deliverable
services to the European Union. That same year, the EU exported to the
U.S. $106.7 billion worth of digitally-deliverable services.

e The U.S. and the EU are globally competitive exporters of digitally-
deliverable services. In 2012, the EU trade surplus with the world in this
category was 168 billion. The U.S. trade surplus was $150 billion.

¢ Today, almost 40% of data flows between the U.S. and EU are generated by
commercial and research needs and these uses account for a majority of the
growth in transatlantic traffic.

¢ The potential for data flow growth is strong as the Internet of Things
increasingly grows. Given the EU’s $125 billion trade surplus with the U.S.
in goods, data flows originating from Europe will likely increase.

According to the Brookings Report, digital flows are important for investment as
well as trade. Since 2000, Europe has attracted 56 percent of U.S. global
investment and the United States receives 56.2 percent of global European
investment. Much of this investment consists of U.S. subsidiaries and affiliates
doing business in Europe and European subsidiaries operating in the United States.
In 2011, U.S. foreign affiliates in Europe delivered $312 billion worth of digitally
deliverable services and European businesses in the U.S. provided $215 billion
worth of digitally deliverable services. Continued uninterrupted data flows are
essential to maintaining economic integration of this size.

Recent studies from the European Centre for International Political Economy show
that a loss of open data flows would not be a minor, sector-specific irritant. One
study estimates that data localization mandates in Russia would reduce their GDP
by 0.27 percent, even taking into account possible positive economic benefits of
local data storage.

Another study from ECIPE estimates that recently proposed or enacted data
localization measures would reduced GDP by 0.2% in Brazil, 1.1% in China, 0.4%
in the EU, 0.1% in India, 0.5% in Indonesia, 0.4% in Korea and 1.7% in Vietnam.

¢ Joshua Meltzer, The Importance of the Intemet and Transatlantic Data Flows for U.S. and EU
Trade and Investment, Brookings Global Economy and Development Working Paper 79,
October 2014
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Actual economic losses by the citizens amount to up to $63 billion for China and
$193 billion for the EU. For India, the loss per worker is equivalent to 11% of the
average month salary, and almost 13 percent in China and around 20% in Korea
and Brazil

It is sometimes thought that digital flows and trade benefit the exporting country
more than the importing country. In this view, a strategy of digital protectionism
can be seen as economically rational. But digital flows and trade improve
economic performance in importing countries in a number of ways:

¢ Domestic productivity increases when firms are able to import the best
computing and information services at the lowest prices.

¢ Online information services, Interet-based services, and computer services
supply strategically important inputs for all sectors, goods, and services.

¢ A country that wants to excel in the provision of banking and financial
services, education, tourism, construction, and healthcare services needs to
allow its businesses and citizens to obtain the best possible inputs from
information and computer service providers regardless of location.

e Worldwide suppliers of online and computer services provide the spur of
competition to ensure that all service sectors excel. These suppliers help
domestic exporting and manufacturing companies.

¢ Having a seamless flow of information and a flexible location of servers
leads to increased price competition, better quality, and wider choice for
CONSUMETS.

¢ Lower prices and a wider availability of information services and computer
services lead to greater product and process innovation throughout a
domestic economy.

¢ Lowering digital barriers would provide producers, investors, workers, and
users with a clear idea of the rules of the game, thereby encouraging long-
term investment and commitment to local markets.

U.S. Trade Policy on Cross-Border Data Flows

In principle, trade in digitally-enabled services is addressed in the General
Agreement on Trade in Services (GATS). This multilateral trade agreement,
signed in 1994 at the same time as the establishment of the World Trade
Organization, commits signatory nations to reduce barriers to trade in service and
to treat international service suppliers in the same way it treats its domestic service
providers.
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However, GATS is limited in several respects as a tool for enforcing open digital
flows. Signatory nations are committed to open a particular service only if they
have specifically agreed to do so. This creates a nightmarish complexity in
determining which services are really open, a difficulty that is even greater since
many of the key digital services did not exist in 1994 when the treaty was signed.

Moreover, under the general exceptions provided for in Article 14, even countries
who have committed to a market opening measure in a particular service are
permitted to adopt or enforce measures necessary to secure compliance with
consumer protection laws and laws or regulations related to “the protection of the
privacy of individuals in relation to the processing and dissemination of personal
data and the protection of confidentiality of individual records and accounts.””

These privacy and consumer protection measures cannot be applied in a
discriminatory manner or as “a disguised restriction on trade in services.” But still
this general exception can serve as a way for countries to step back from full
commitment to open data policies, if they want to do so.

As aresult, U.S. trade policy has sought to establish more explicit principles of
openness in digital trade. A good start was made in the U.S. Korea Free Trade
Agreement, but the text in the electronic commerce chapter was hortatory,
requiring the signatories merely to “endeavor to refrain from imposing or
maintaining unnecessary barriers to electronic information flows across borders.”

In the Trans-Pacific Partnership negotiations, the U.S. sought binding
commitments for cross-border data flows. In particular, USTR sought
“requirements that support a single, global Intemet, including ensuring cross-
border data flows, consistent with governments” legitimate interest in regulating
for purposes of privacy protection...(and)... rules against localization requirements
that force businesses to place computer infrastructure in each market in which they
seek to operate, rather than allowing them to offer services from network centers
that make business sense.™

In 2011, USTR succeeded in negotiating an agreement with Europe that contained
prohibitions on data and server location.” One provision provided that

7 Article X1V, General Agreement on Trade in Services at

hitps.//www.wio.org/english/docs e/legal ¢/20-gats 01 ehim

$ USTR, Trans-Pacific Partnership: Summary of U.S. Objectives https://ustr.gov/tpp/Summary-
of-US-objectives

° USTR, United States-European Union Trade Principles For Information and Communication
Technology Services, April 2011 at

hitp://trade. ec.europa.ew/doclib/docs/201 Vapril/tradoe 147780 pdf
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“governments should not prevent service suppliers of other countries, or customers
of those suppliers, from electronically transferring information internally or across
borders, accessing publicly available information, or accessing their own
information stored in other countries.” Another provision said, “Governments
should not require ICT service suppliers to use local infrastructure, or establish a
local presence, as a condition of supplying services.”

Congress approved these policy initiatives on cross-border data flows in trade
promotion authority legislation. One provision of the law is a directive to U.S.
trade negotiators “to ensure that governments refrain from implementing trade-
related measures that impede digital trade in goods and services, restrict cross-
border data flows, or require local storage or processing of data.”

The trade promotion authority law also address the concern that domestic policy
objectives might sometimes affect digital trade, specifying that U.S. policy on this
point is that such exceptions needed to be narrow: “where legitimate policy
objectives require domestic regulations that affect digital trade in goods and
services or cross-border data flows, to obtain commitments that any such
regulations are the least restrictive on trade, nondiscriminatory, and transparent,
and promote an open market environment.”

The United States has largely achieved these negotiating goals in the recently
concluded Trans-Pacific Partnership (TPP) Agreement. According to the USTR:

“In the Electronic Commerce chapter, TPP Parties commit to ensuring free flow of
the global information and data that drive the Internet and the digital economy,
subject to legitimate public policy objectives such as personal information
protection. The 12 Parties also agree not to require that TPP companies build data
centers to store data as a condition for operating in a TPP market...”"

SITA is strongly supportive of this development. Clearly, given the importance of
data flows for modern economies, the United States must seek similar outcomes in
the Transatlantic Trade and [nvestment Partnership (T-TIP) negotiations.

For the TTIP negotiations, USTR has already set out cross border data flow
objectives, seeking to “include provisions that facilitate the movement of cross-
border data flows” on the grounds that “free flows of data are a critical component

19 USTR, Summary of the Trans-Pacific Partnership Agreement at htips://ustr.gov/about-
us/policy-offices/press-office/press-releases/201 S/october/summary-trans-pacific-partnership
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of the business model for service and manufacturing enterprises in the U.S. and the
EU and key to their competitiveness.™"

The Trade in Service Agreement (TISA) will also consider cross border trade in
services and data flows. Recently, SITA held a discussion for the TISA negotiators
and others in Geneva focused on the data flows and discussing ways in which
countries could have both strong privacy rules and modern data flows.'?

The European Court of Justice Invalidation of the Current Safe Harbor Data
Sharing Arrangement

The European Data Protection Directive of 1995 prohibits commercial data
transfers abroad unless the country to which the data is being sent has an
“adequate™ level of data protection."* In 2000, the European Commission ruled that
company adherence to a set of negotiated privacy practices would be adequate for
data transfers to the United States.'* These privacy practices include notice, choice,
onward transfer, access, security, data integrity and enforcement. Companies self-
certify that they follow these practices and their name is published at a Department
of Commerce website.'> Their promise to follow these practices is enforceable by
the Federal Trade Commission, which has taken 10 enforcement actions from 2009
t0 2013 and has stepped up enforcement substantially since then.'®

This Safe Harbor Framework has provided a convenient and effective legal basis
for U.S companies and subsidiaries of European companies to comply with
European regulations on commercial data transfers, which typically include data

L USTR, T-TIP Issue by Issue Information Center at https://ustr.gov/trade-agreements/free-
trade-agreements/transatlantic-trade-and-investment-partnership-t-tip/t-tip-15

12 Software & Information Industry Association, The Cross-Border Data Flow Discussion Comes
to Geneva, at http://blog siia net/index php/201 5/10/the-cross-border-data-flow-discussion-
comes-to-geneva/

3 European Data Protection Directive 1995 at hitp:/eur-lex.europa.eu/legal -

content/EN/TX T/ 2uri=CELEX; 52012PC0010

 European Commission, Commission Decision of 26 July 2000 pursuant to Directive 95/46/EC
of the European Parliament and of the Council on the adequacy of the protection provided by the
safe harbour privacy principles and related frequently asked questions issued by the US
Department of Commerce at littp://eur-lex. curopa.cw/lezal-
content/en/ALL/Turi=CELEX:32000D0520

I U.S. Department of Commerce, Welcome to the EU — US Safe Harbor Framework at
http//www.export. gov/safeharbor/

' Future of Privacy Forum, The US EU Safe Harbor, December 2013 at

hitp/fwww futureofprivacy.org/wp-content/uploads/FPF-Sate-Harbor-Report. pdf
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from employees, such as payroll information, and information about a company’s
European customers, suppliers, vendors, and partners.

Two years ago, to help restore public trust in the aftermath of revelations about
U.S. surveillance activities, the European Union and the United States began
negotiations for a modemized commercial data sharing arrangement.

On October 6, however, just as these discussions were coming to a conclusion, the
European Court of Justice issued a ruling that invalidated the existing Safe Harbor
on the grounds that U.S. privacy protections relating to mass surveillance of
European citizens were not adequate.

Suddenly, the roughly 4,400 European and U.S. companies that have been using
the Safe Harbor were thrown into a kind of legal limbo. After a meeting on
October 16, the European data protection regulators said that other legal bases for
transfers are still available including model contractual clauses and binding
corporate rules. But moving to these alternatives cannot be done quickly or easily.
In some cases, thousands of existing contracts have to be renegotiated.

The European regulators as a group urged EU negotiators to reach a new
modernized safe harbor agreement with the United States by the end of January
2016. After which, they felt obliged to consider enforcement actions.

Some individual regulatory authorities, however, announced that they are
considering enforcement proceedings even earlier than January. One data
protection officer authority suggested to a magazine that companies might want to
“consider storing personal data only on servers within the European Union.”

European Commissioners in charge of negotiations have publicly said that they are
close to a final agreement in principle on the new framework, a message echoed by
U.S. Commerce Department officials. Passage of the Judicial Redress Act, they
say, will facilitate the negotiation of a new safe harbor that will pass European
court review.

On October 20, the House of Representatives passed the Judicial Redress Act by a
voice vote. The House leadership, House Judiciary Chairman Bob Goodlatte,
Ranking Member John Conyers, and Representative Jim Sensenbrenner all joined
forces in a show of bi-partisan support for this vital legislation.

The legislation, which is supported by U.S. law enforcement and a broad industry
coalition, is narrowly targeted to allow citizens of European nations and other

designated allies the ability to request corrections of inaccuracies in data held by a
number of U.S. agencies, verify their data has not been improperly disclosed, and

10
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seek civil judicial recourse in certain circumstances. It is a modest step toward
giving citizens in other countries procedural privacy protections similar to — but
not exceeding - those available to U.S. citizens.

In passing the Judicial Redress Act, the House acted to advance U.S. international
interests in globally effective law enforcement and the free flow of data across
borders. The leadership of the Senate and the Senate Judiciary Committee should
act quickly to pass the Senate version the legislation co-sponsored by Senators
Chris Murray and Orrin Hatch.

The perception that the Safe Harbor is of use only or primarily for technology
companies is false. Many of the online publishing and information service
companies in SIIA use the Safe Harbor as well. The list of Safe Harbor companies
reads like a who’s who of American brand name corporations including Ford
Motor Company, Starbucks and the Walt Disney Company.

The perception that the Safe Harbor is important only for U.S. companies is also
false. Over 150 subsidiaries of European companies use the Safe Harbor,
including well-known brands like Adidas, BMW, Bayer, Ericsson, Nokia,
Bertelsmann, and Vodafone."” The demise of the Safe Harbor is bad news for these
European companies.

Conclusion

Cross-border data flows are an intrinsic feature of the 21% century global
information economy, as essential to today’s economic, social, and political
activity as air travel and electricity. Studies assessing the economic importance of
data flows all agree that their benefits for growth, jobs and inclusive prosperity are
large and growing. Conversely, attempts to turn back the technological tide
through server or data localization requirements will impose tangible economic
costs on the lives and economic activity throughout society.

The Congress has endorsed U.S. objectives to negotiate reasonable cross-border
data provisions in trade agreements, including the successful outcome in the Trans-
Pacific Partnership Agreement and the upcoming efforts in the Trans-Atlantic
Trade and Investment Partnership and the Trade in Service Agreement. We urge
this Committee to work with the Administration to stay the course.

Y Future of Privacy Forum, EU-US Safe Harbor Essential To Leading European Companies at
http/www futureotprivacy ore/2014/04/30/eu-us-safe-harbor-essential-to-leading-european-
companies/
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The invalidation of the safe harbor transatlantic data sharing agreement is a set
back. A failure to establish a modemized transatlantic data sharing agreement
would be in some tension with the digital trade principles that the U.S. is seeking
to implement in international trade agreements. It would greatly complicate
negotiations on the upcoming TISA and TTIP trade agreements. [t would be a
step back from the openness of the past which allowed U.S. companies a
convenient, effective and enforceable method to engage in cross border data flows
while demonstrating compliance with data protection rules. A new data sharing
arrangement is urgently needed to ensure that the transatlantic digital trade market
stays as open and free as it has in the past.

12



87

Mr. IssA. Thank you.

With that, Mr. Nadler has responsibility on the floor with his
votes, so he will do the round of questioning, and then we will re-
cess until after three quick votes.

Mr. NADLER. Thank you, Mr. Chairman.

Dr. Atkinson, in your testimony, you urge the U.S. to lead on re-
form of government access to data, so that other Nations do not
have an excuse to restrict cross-border data flows. You also note
that after the Edward Snowden revelations about the U.S. Govern-
ment’s expansive intrusive surveillance programs, a number of
countries pulled data out of the U.S., and imposed restrictions on
the flow of data to this country.

Can you describe the impact that the Snowden revelations had
on American companies? And can you expand on what sorts of re-
forms? we should put in place, if we lead on reform, as I agree we
must?

Mr. ATKINSON. Sure. Thank you.

For a long time, countries were wanting to do these kinds of
things, but never had the sort of public excuse or rationale. And
a case in point is China. China, in the last year and a half, as I
document in my testimony, has put in place a number of restrictive
policies that negatively affect U.S. companies. And the goal there—
and the reason they say they are doing it is because exactly be-
cause of the Snowden revelation. They talk about secure and con-
trollable technology and other kinds.

And these are, just frankly, just an outright guise on their part.
This is a policy they've long wanted to do to punish, or to favor
their own domestic companies at the expense of U.S. companies.
We see that in Germany, for example, where you have some major
German technology companies that are marketing themselves as
NSA free, and pushing the European Commission to adopt policies
like the, quote, “European cloud,” so that NSA or other law enforce-
ment agencies in the U.S. couldn’t get access to the data.

And there have been a number of cases that have been docu-
mented where U.S. technology companies have actually lost market
share. We see that in Australia, where one of the leading cloud pro-
viders, domestic cloud providers in Australia, has been arguing the
exact same thing; in fact, funding a report, trying to convince the
Australian Government to ban storage of data outside the country
with U.S. providers.

So in our view, it has been a systemic effort to target the leader-
ship of U.S. technology companies. And what do we do about it? As
I said, I really—I think it’s a two-part process. It is that we do
need—there are some reforms that we need to make domestically,
a number of people talk about judicial redress, other steps that we
could take. But at the same time, I would agree with a couple of
other panelists who said I think we just have to get tougher on
trade enforcement and negotiations with these countries, particu-
larly China, which is getting away with murder on many, many
fronts engaged in a systemic effort to take market share away from
U.S. companies.

Mr. NADLER. Thank you. And as you know, FBI Director Comey
and other law enforcement officials have argued that the govern-
ment must maintain a backdoor into technology, and have opposed
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strong encryption measures. Do you think that would be a mistake?
And if so, why?

Mr. ATKINSON. I do think that’s a mistake. I think it’s a mistake
for several reasons: Number one, if the technology is inextricably
going in the direction of unbreakables, encryption where the key is
not public, it’s just between two parties, the technology provider
doesn’t have the key, the government doesn’t have the key, that’s
where the technology is going. I think the FBI is fighting a losing
bat‘cl?1 there, as they fought a losing battle in the '90’s with the clip-
per chip.

The second problem with that is if they mandate—try to man-
date that, they are setting, I think, a dangerous precedent, for ex-
ample, by letting the Chinese Government do the exact same thing.
The Chinese Government is trying to do the same thing right now
to prevent encryption in China for U.S. companies.

And, finally, weakening our encryption technology that U.S. com-
panies would use, why give the FBI more access? We would also
give the Chinese and the Russians and anybody else who wants to
do harm to us, it would give them access as well.

Mr. NADLER. Thank you. My last question to you, and I think for
this series is, as you explained in your testimony, support for free
trade and data does not mean we must allow the free flow of illegal
content like child pornography or email stem or pirate creations
and other banned products. But what if two countries have dif-
ferent standards of what is illegal or objectionable? You may have
a country that thinks political dissent is objectionable, but pirated
movies are perfectly acceptable. Even in a less extreme case, coun-
tries may treat certain content differently under the law. How
should countries determine what data should be permitted to flow
freely between them in cases of disagreement on these standards?

Mr. ATKINSON. Because, as I said earlier, I think it’s an un—es-
sentially, an untenable project that we would end up with global
harmony on every single rule with regard to the Internet. We're
not going to be able to do that. And we’re certainly not going to
be able to do that with free speech. There are certain countries,
particularly more traditional, religious countries that find pornog-
raphy objectionable. We dealt with our—at least we have free
speech, we might found objectionable, but we allow it. We are not
going to be able to agree on that. And for certain things like that,
countries are going to do that, and I think we are just going to
have to be okay with that.

Another example was in Germany, youre not allowed to
download a copy of Mein Kampf. In the U.S., we can. Again, we're
not going to change the German view. I don’t know whether they
are right or wrong, it doesn’t make any difference. Where we can
and should, though, take action is there are certain things that are
clearly illegal under the WTO0 framework for intellectual property.

For example, piracy and intellectual property, thus, can be pros-
ecuted. So when countries engaged in steps, for example, to block
certain Web sites that are clear piracy sites, like, for example, a
domain called the Pirate Bay, that should be quite—you know, we
should be encouraging that. That’s quite different than blocking,
say, you know, Facebook or something like that, or blocking some
site just because you don’t want competition.
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I think the key step, though, is we have to understand, just in
free trade—in good free trade, there’s certain things that we don’t
allow trade in. Like elephant ivory, we signed a global agreement,
we shouldn’t trade in that. It doesn’t mean we don’t support free
trade. I would argue we should apply the same standards, things
like malware or a pirated content and the like.

Mr. NADLER. Thank you very much.

Mr. Issa. I thank all of you. We’re going to—we’ll stand in recess
until 5 minutes after the last of 3 votes begin, because I will vote,
and I will walk. So 5 minutes after that, I will be here, and we will
pick up with those who are present.

We stand in recess.

[Recess].

Mr. IssA. The Committee will come to order. I'll now recognize
myself for my 5 minutes or longer, if people doddle getting back.

Ambassador, when you talked about—I believe you talked about
the carveout for banks. Can you go through one thing with me?
What could possibly prompt the United States Government to want
to carve out banks?

Mr. ALLGEIER. Well, our understanding, from having met with
various agencies in the U.S. Government, is that the Treasury De-
partment wants to maintain the flexibility that sometime in the fu-
ture, it might want to impose a localization requirement. We do not
understand that because the issue is, will data be made available
for prudential reasons, security, for law enforcement. And in this
world, it doesn’t matter where the data is. You can get it instanta-
neously, as you know.

Mr. IssA. Well, let me ask you a rhetorical question: Localization
versus duplication. If the United States Government had said that
on all American persons and/or all accounts, whether owned by
non-U.S. persons or U.S. persons, there must be maintained a copy
in the United States, thus not requiring localization but simply the
ability to get a copy related to U.S. bank accounts, wouldn’t that
have met all of their requirements?

Mr. ALLGEIER. Well, that certainly does add an element of addi-
tional cost to the operation, and so in that sense, theyre not
happy—wouldn’t be happy about that.

Mr. Issa. Well, I hear you, but I want to have a dialogue for a
moment, because I think part of the data question for all of us is
cost. I hear you say cost, but in the—with the possible exception
of the IRS, it doesn’t seem they’ll maintain 6 weeks of backups. In
the ordinary course, backups are a relatively cheap mass storage.

So, again, the question I have for you is, regardless of where live
data is hosted, realistically, the only American interest, the only
U.S. interest was, for purposes of the IRS, 7 years worth of data,
right? So let me ask again, wouldn’t any country, for purposes of
sufficient information to allow them to make the appropriate track-
ing for tax purposes, either demand that it be maintained, a copy
be maintained where they could reach it by a U.S. law enforcement
agency, or an agreement that would allow a long-arm relationship?

So, for example, if you’re going to host in Britain, Germany,
somewhere, there has to be an ability for the IRS to be able to ask
for and receive that. Would that be an example—as a former trade
ambassador, would that be an example of these carveouts that you
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think are limited but appropriate as long as you can demonstrate
the need, the specific need that is being preserved?

Mr. ALLGEIER. Well, certainly, it is an improvement in the sense
that it’s limited. But I guess the question again I say is, first of
all, these businesses, insurance and banking, are highly regulated.
If they don’t provide the data, they can lose their license, and
SO——

Mr. IssA. Okay. You've made my case in a sense. Isn’t it true
that without the U.S. having imposed this, they already had other
requirements, the FDIC, and so on, that would have required
banks and other financial institutions for various reasons to have
a copy available for their observation and review, right?

Mr. ALLGEIER. Well, they have to make it available. The question
is if the server is in Singapore and the IRS or the Fed or anybody
else comes and says I want this data, how long does it take them
to get it from Singapore? It doesn’t take them any faster

Mr. IssA. It depends on the bandwidth of the pipe.

Mr. MacCarthy.

Mr. MACCARTHY. Mr. Chairman, I used to work at Visa, the pay-
ment card company, and so I'm familiar with how:

Mr. IssA. Visa? Payment card?

Mr. MACCARTHY. Yeah.

Mr. IsSA. Small company. Okay.

Mr. MACCARTHY. Small company.

Mr. IssA. I've heard of it.

Mr. MACCARTHY. I left there in 2008, but before that, we were
familiar with the rules that the Federal regulators had in place,
and they actually provided for outsourcing of bank records, and
they had rules and guidance for how it should be done, making
sure that U.S. law followed the records. And under existing case
law, they have a full authority to reach out wherever the bank
records are stored, and have the bank produce them for

Mr. IssA. So your position is that the United States asking for
this in the trade agreement was unnecessary and counter-
productive?

Mr. MACCARTHY. Unnecessary, counterproductive, and——

Mr. Issa. Is there anyone that disagrees with it being unneces-
sary and counterproductive? Okay. Then we’ll consider that it was
unnecessary, counterproductive.

I'll close—because I want to get to the other folks that are now
coming back—with a very simple question: To the best of your
knowledge—and, you know, Mr. Snowden helped us have some of
this knowledge, but—and WikiLeaks did, too, for that matter—isn’t
it true, that, for example, Nigeria, a country that loses half a bil-
lion dollars a month of oil, which is tangible and hard to steal, is,
in fact, a place where if the United States wanted to get any and
all records hosted there, they would be able to do so easier in Nige-
ria, and be able to do so without the court’s supervision at all? Be-
cause ultimately, once something leaves the United States, the
United States is under no obligation not to—the NSA, which has
been mentioned here previously, can simply take what they want,
assuming they have the technology.

Isn’t that true that the countries who demand that the data be
kept in their country and out of the U.S. actually lose protection
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that is granted in the United States for under the Fourth and other
amendments?

Okay. We'll assume that I knew the answer to that one. Ms.
Espinel?

Ms. ESPINEL. I was just going to point out that there is a certain
irony in a country like Nigeria, which is one of the countries that’s
putting in place things like data localization laws.

Mr. IssA. I used them because they can’t even keep track of their
own oil.

Ms. EsSPINEL. When I think the processes that we have in the
United States to protect due processes and civil liberties. I think
our system would stand up well against their system. So Nigerial
is one of the countries of the concern, and there is a certain irony
there.

Mr. IssA. But let me do a final, and it’s a rhetorical question, but
isn’t it true, really, that Nigeria hosting their Nigerian information
really simply means that, like China and other countries, they
have the ability to take, without due process potentially, the infor-
mation of their citizens where if it’s hosted in the U.S., there would
be due process?

Yes, Dr. Atkinson.

Mr. ATKINSON. I completely agree with that. There are a lot of
countries that have nowhere near the due process, the rule of law
that we have, and in that sense, data stored in those countries can
be quite problematic. That’s why I raised my earlier point about
the European Commission cutting us off in the Safe Harbor, but
leaving in some other countries that have at least the same, if not
more dubious protections for government access to data.

Mr. IssA. Thank you. And I look forward to additional questions.

And with that, I'd like to go to the Ranking Member of the full
Committee, the gentleman from Michigan, Mr. Conyers.

Mr. CoNYERS. Thank you, Mr. Chairman.

I am struck by the unanimity among the five witnesses today,
and I commend them all.

Let me start with Dr. Atkinson. And keeping in mind the privacy
concerns of Americans and our allies, how can the United States
and its trade partners move forward to advance free data trade?
And I understand you have some regrets about strong encryption.

Mr. ATKINSON. Is the question—I'm sorry—about encryption? Is
that

Mr. CoNYERS. No. It’s how they advance free data trade. That’s
the main idea here in this question.

Mr. ATKINSON. Well, I think the challenge is that countries will
use the guise of privacy as an excuse for protectionism. And as I—
I think the Chairman’s comment—question alluded to this, I think,
central point, which is, as long as countries—as long as companies
have nexus in a country, if theyre doing business in a country,
they cannot get out from under that country’s privacy and commer-
cial security rules and laws by moving data to a third country.

They still have to comply with those laws no matter where the
data are located. And I think that’s really the fundamental prin-
ciple that we have to go by with this. So you can protect—you could
have—you can protect the privacy of your citizens, and you don’t
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have to require the data be located there, as long as you have juris-
diction over the company doing business there.

Mr. CoNYERS. Thank you.

Mr. Allgeier, with regards to privacy, what’s been done, and what
do you think still needs to be done in order to ensure the viability
of cross-border data flows?

Mr. ALLGEIER. Well, there is a structure in place already in the
WTO, the World Trade Organization, and the agreement there on
trade and services. And what it says explicitly is that governments
may put in various restrictions on data to achieve certain ends.

And one of them, specifically, is to protect the privacy of individ-
uals in the processing and dissemination of personal data. And so,
all of the countries are obliged to recognize that. And so, if a coun-
try does put in place certain privacy rules, that’s legitimate.

Mr. CONYERS. Absolutely.

Now, we passed the Judicial Redress Act. We are hoping that the
other body will act with appropriate swiftness. But I think we may
have something else to think about.

Mr. MacCarthy, can you elaborate on how the Judicial Redress
Act affects the companies that you represent?

Mr. MACCARTHY. Thank you for that question. The Act doesn’t
directly affect our companies. What it does do is to create a reason
for the European negotiators in Safe Harbor to move ahead with
finalizing the agreement. And when the agreement is finalized,
then it would create enormous benefits for our companies and for
Europe as well.

The second reason is that there’s a separate agreement called the
umbrella agreement, which is a law enforcement agreement, where
the Judicial Redress Act is actually an intrinsic part of that agree-
ment and has to be finalized before the agreement is itself going
into effect.

If T might, Mr. Chairman, if I could ask unanimous consent,
there’s an op-ed that I published in today’s Hill on this very issue,
if I could ask unanimous consent that it be included in the record
of the Committee hearing.

Mr. CONYERS. As soon as I see it.

Mr. MAacCARTHY. Okay.

Mr. CONYERS. Ms. Espinel, how does the recent invalidation of
the U.S.-European Safe Harbor agreement impact the software in-
dustry?

Ms. EsPINEL. Thank you. So we are very concerned about the
revocation of the Safe Harbor, and it has implications not just for
software, but across our economic sectors. The cross-border data is
used by nearly 5,000 companies, some of them large, many of them
quite small, that use it to do all sorts of things, including process
payrolls so that their employees get paid at home.

So we have significant concerns about the European Court of
Justice decision that undermine the process put in place by the
Safe Harbor. That said, we do think there is a path forward, and
we think there are three things that need to happen: The first is
that we need as, quickly as possible, to have the U.S. and the Euro-
pean negotiators come to agreement on a new Safe Harbor; the sec-
ond thing is we need to have some reasonable, appropriate period
of time for companies to be able to come into compliance with the
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new rules under that Safe Harbor; but third, because we know this
will continue to evolve and change, we need to work together, the
United States and Europe, industry and Congress, on coming up
with a global, sustainable long-term solution. It’s clear that we
need a new global framework for data and how it moves. And that
needs to be an important part of the process as well.

I'll just say lastly, going to the point that Mr. MacCarthy made,
passage of the Judicial Redress Act by the House is tremendously
helpful, and so we thank all of you for your vote on that, and we
hope the Senate follows your lead. That is, you know, important,
both for our own domestic system, but is also helpful in terms of
concluding negotiations on the Safe Harbor with Europe.

Mr. CONYERS. Thank you.

Thanks, Chairman Issa. I yield back.

Mr. IssA. Thank you.

We now go to the gentleman from Ohio, Mr. Chabot.

Mr. CHABOT. I thank the Chairman for yielding, and also for
holding this very, I think, important and very interesting hearing
this afternoon.

It has been mentioned that barriers to free trade in the digital
arena have a particularly adverse impact on small businesses, and
I happen to be the Chairman of the House Small Business Com-
mittee, so I'd just like to ask—give each of the witnesses an oppor-
tunity to address what steps should be taken, specifically, to ad-
dress this adverse impact on small businesses.

And T'll start with you, Mr. Allgeier, Ambassador Allgeier. If
that’s okay, and I'll just go down the line. If you don’t have any-
thing to say, that’s okay, too, but——

Mr. ALLGEIER. No. Thank you very much.

What we find, of course, is that the digital technology has opened
the world to small businesses. I mean, in the past, let’s say a small
business wanted to go overseas, well you'd have to find an agent,
and you’d have to have a presence overseas. Now you put your
product up on the Internet, whether it’s a good or a service, and
it’s called random exporting. You don’t know whether your next
customer is coming from Boise, Idaho, or Bangladesh.

And then with the combination of express delivery and electronic
payments, you're in the international market. And so it’s extremely
important that the movement of data remain open, and that people
be able to have access to the Internet, and particularly small busi-
nesses or people in poor areas.

Mr. CHABOT. Thank you.

Dr. Atkinson.

Mr. ATKINSON. With the way the European Commission is nego-
tiating the Safe Harbor, it’s possible and hopeful that that will hap-
pen. But if it doesn’t, people are talking about other possible ways
that companies can get access to finding corporate rules and other
types of model agreements. Those are clumsy, they’re expensive,
they’re time-consuming, but large corporations can do that. Small
companies really can’t, and that would be the real harm here, or
the biggest harm.

And so that’s why I think we have to really insist that we put
these very strict rules in trade agreements so that companies don’t
have to do these very expensive workarounds with—particularly in
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Europe where they’d have to go to 28, or if you include the German
lander or the states there, perhaps almost 40 different jurisdictions
to be able to move data. And if you're a small company that’s doing
business in all of those jurisdictions in Europe, it’s going to be al-
most impossible for you to be able to do that.

Mr. CHABOT. Thank you.

Ms. Espinel.

Ms. ESPINEL. So I think the risks and some of the options for
small companies can be even more serious than for the large com-
panies. So I would say a couple of things: One is specifically with
respect to the Safe Harbor, as I said, the United States and Europe
need to come together on a new agreement as quickly as possible.
There needs to be some appropriate period of time for companies
to come into compliance.

And then we need a long-term sustainable solution. But picking
up on what Dr. Atkinson said, part of that is making sure that we
have a good global framework for how data moves around and
pushing back on restrictions of data.

You know, when I think about kind of the moment that we’re in
with data, and, you know, we live in a world where data is increas-
ingly important, not just to big companies, but to small companies,
not just to software, but to all of our sectors, it is an interesting
fact that there is no comprehensive enforceable trade rules on data.

So it’s kind of—you know, we’re sort of at the moment that intel-
lectual property was back in the Uruguay round, when the WTO
was being established. There were no global rules on intellectual
property in the trading system. That was a very difficult negotia-
tion, but it was also very farsighted, on behalf of the United States
and the other trading partners, to come together at the end of the
Uruguay round, and agree to a global framework for intellectual
property rules.

And I think that is exactly the moment that we are in right now
with data. It is clear that it is a complicated new issue. It is also
clear that it is going to be a driver of the U.S. economy and the
global economy, and we need U.S. and other countries to lead on
this issue and establish a global framework.

I think TPP, we understand, it could be—based on what we know
about it, it could be the beginning of that. I think it’s a real historic
opportunity. But we are going to need to have those rules applied
broadly across the world.

Mr. CHABOT. Thank you.

Mr. Black and Mr. MacCarthy, I've only got about 30 seconds
left.

Mr. BLACK. My colleagues have been very articulate. Let me just
stress that we are in a new era, and digital trade, if we want to
make a metaphor back to original trade, blocking a Web site, doing
various kinds of barriers or like blocking a port, and the openness
of the trading system and going forward is so much tied to data
and digital activity.

And Ms. Espinel is absolutely right. We need—our laws are
based on historical outdated concepts of what trade is about. And
we really need to see—and that’s why we call for some precedent-
setting efforts in the WTO to bring some cases to start relaying
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sonille criteria and ground rules for how the problem should be dealt
with.

Mr. CHABOT. Thank you. Mr. Chairman, is it okay if Mr.
MacCarthy answers real quickly?

Mr. IssA. Without objection.

Mr. CHABOT. Thank you.

Mr. MACCARTHY. The one point I'd add to everything else my col-
leagues have mentioned is that in this global framework for data,
which I think is a great idea, we have to make sure that whatever
rules affect the flow of data, whether they are privacy rules or con-
sumer protection rules, or whatever, they're narrowly crafted, that
they’re least restrictive of trade. We can’t take away the option for
countries to enforce their privacy of consumer protection laws, but
they can’t unnecessarily trample on cross-border trade.

Mr. CHABOT. Thank you.

I yield back, Mr. Chairman.

Mr. IssA. I thank the gentleman.

We now go to my colleague, the gentlelady from California, Ms.

u.

Ms. CHU. Thank you, Mr. Chair.

Dr. Atkinson, you state that several countries around the world
are limiting free trade in data, and you argue they are motivated
by privacy and security concerns, national security and law en-
forcement concerns, and the desire for economic growth. The Euro-
pean Court of Justice recognized that the U.S. lacks an adequate
level of protection for EU data amongst other privacy concerns.

Within this context, can you tell me how the EU views individual
privacy and data security, and to what laws or principles do they
have in place and what do we have in place here in the U.S.?

Mr. ATKINSON. Thank you. The Europeans culturally look at pri-
vacy differently than Americans do. As a general rule, they look at
privacy as a fundamental human right. We look at it as a con-
sumer right that has to be balanced against a number of other
issues.

There’s a lot of good scholarly evidence that shows that the Euro-
pean privacy directive and the rules that they have there actually
significantly limit the Internet economy in Europe. There’s a rea-
son why the Europeans don’t have global leaders in the Internet
space, by and large. The effectiveness of their companies is signifi-
cantly limited because of their privacy rules, and there’s a very
good study by Catherine Tucker at MIT who has demonstrated
that.

Having said that, there’s also another broad generalization that,
I think, has some merit to it, which is, that we have less stringent
rules, but we do a better job through the FTC and the State AGs
of enforcing them than the Europeans do. They have stronger
paper rules, but less real enforcement.

Having said that, I'll just close by saying, I don’t think that we’re
miles apart. We generally share the goal of privacy. We share the
goal of the rule of law, and I do think that we can work this out
in a cooperative manner as long as the Europeans are willing to
be reasonable, as we need to be reasonable.

Ms. CHU. So what, then, do you think should be done by Con-
gress or by the Administration in these ongoing negotiations with
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the EU to ensure that we’re providing adequate privacy protections
for our citizens, and for those whose data travels to our country
from across the Atlantic?

Mr. ATKINSON. So I think there’s two key points there: One is,
I believe that we shouldn’t sign a trade—a TTIP agreement with
the Europeans unless it includes strict and enforceable rules
around the free trade-in of data. I don’t see why we should have
that trade agreement if we don’t have that component in there.

At the same time, there are steps that we need to take with re-
gard to government access of data in the U.S. that have made the
Europeans rightly uncomfortable, and I do think we need to do a
better job there. And the Judicial Redress Act was one step in that,
but I think there are other steps we can and should take.

Ms. CHU. Can you describe which countries have the most strin-
gent regulations when it comes to setting limitations on data flow-
ing in and out of their country? And what effect does that have an
American companies’ ability to compete?

Mr. ATKINSON. Sure. So we listed a number of countries in the
written testimony, and what’s troubling about that is if you look at
that list, say in 2010, it would be significantly smaller: Nigeria,
Turkey, Greece, Malaysia, Australia, Indonesia, Russia, China.
China, just within the last year, for example, has put in place a
set of—a numerous set of policies that would—that will signifi-
c}z;ntly limit the ability for American companies to process data
there.

So it really is something that’s growing. There’s a couple of Ca-
nadian provinces that do this as well. And I think one of the chal-
lenges really is their—they falsely believe that by doing this, that
they will enhance security and privacy, commercial privacy. And I
just simply reject that notion. I don’t believe that’s the case.

Ms. CHU. Ms. Espinel, you argue that as a result of that invali-
dation of the EU-U.S. Safe Harbor, many routine commercial deal-
ings between the U.S. and European countries have now been dis-
rupted. Can you give us an example of this?

Ms. ESPINEL. An example of the impact that it’s having?

Ms. CHU. The disruptions that are occurring today?

Ms. ESPINEL. So, you know, an example of an impact that could
happen if data stops moving back and forth is the ability to process
payroll, as an example. Warranty information that U.S. consumers
rely on would be at risk. So there are a number of real-life develop-
ment—real-life impacts.

In cybersecurity, one of the maxims is that information is to fol-
low the sun. So if you have information about a threat, you want
to have that in the hands of cybersecurity experts, wherever they
are in the world while they are awake, and restricting the data
moving back and forth in the United States and Europe could put
that at risk.

So I think there are a number of real world impacts. But, you
know, even at a more macro level, the promise and the efficiencies
that are brought about by cloud computing and by data analytics
simply do not work if information cannot move around as effi-
ciently as possible.

And I think one of the things that the trade barriers in the var-
ious countries that we see around the world, and the situation in
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Europe is putting at risk, is putting a shadow on an industry that
has enormous potential, but is still at a relatively early stage. And
I think putting a shadow on the development of where remote com-
puting can go and where data analytics can go at this early stage
of its development is extremely troubling.

Ms. CHU. Thank you. I yield back.

Mr. IssA. I thank the gentlelady.

We now go to the Vice-Chairman of the Subcommittee, the gen-
tleman from Georgia, Mr. Collins.

Mr. CoLLINS. Thank you, Mr. Chairman. I appreciate it.

Ms. Espinel, I want to go back to something, and then I've got
others, too. Back in October last year, 2014, many of my colleagues,
including myself, wrote a letter to the U.S. trade representative
about the TPP. And just to review, first—we had several things:
First, we wanted to include provisions that specifically keep bor-
ders open to free flow of data; second, it must prohibit countries
from acquiring the use of local data servers and computing infra-
structure as a condition for providing digital service; third, it must
ensure nondiscriminatory treatment of digital products and serv-
ices.

Based just on the reports that have come out so far from the Ad-
ministration and others, where do you think we are in that right
now?

Ms. ESPINEL. So, again, with the caveat that we have not seen
the final text, our understanding is that the TPP has strong com-
mitments on all of those provisions. First, on cross-border data
trade and on pushing back on data localization; obviously, we
would like that to be as comprehensive as possible. But our under-
standing is that, overall, the commitments there are strong. Our
understanding is that there are prohibitions on imposing Custom
duties on digital services, which is also important.

And our understanding is that, I believe for the first time ever,
there are prohibitions on forcing companies to disclose source code
in order to compete in a market. Those are all very important to
us. And, again, based on the reports that we have heard, TPP con-
tains strong and enforceable rules in those areas.

Mr. CoLLINS. And granted, I think we will see those, and that’s
part of our whole process. But if that was not there, and probably
a short answer is, if these protections were not there, given the
new marketplace of the future that we’re looking at, that being
much more in this round, than it is for rounds and others, would
that be a serious hindrance to enactment of this agreement?

Ms. EsPINEL. Well, I hope and expect that they are there. If they
were not there, I think it would be an enormous missed oppor-
tunity. We were talking earlier about the fact that this is really the
future, not just of the U.S. economy, but of the global economy as
a whole. There are also enormous societal benefits that come from
data analytics in cloud computing.

Mr. CoLLINS. I agree.

Ms. ESPINEL. And in order for us to see the potential of those,
it’s enormously important that we have a global system of trading
rules that gives clarity and predictability to the system.

Mr. CoLLINS. Thanks.
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Mr. Atkinson, real quickly, could you please describe for the
Committee the problem of forced localization, and how this impacts
member companies and your ability to create American jobs? Mr.
Atkinson.

Mr. ATKINSON. So one of the real advantages the U.S. has is in
cloud computing, for example, where we have north—it’s in my tes-
timony—north of 70 or 80 percent of—maybe even more—of the
global market, partly because we have scale in our own domestic
market that’s given our companies the ability to scale up and get
capabilities.

Other countries look at the cloud computing industry as a core
strategic industry for their countries. And one of the ways that
they’re trying to gain market share is by simply saying that you
have to store data out, not just in country, but, in some cases, in
country with a domestic company. And that——

Mr. CoLLINS. It could present a load of problems on many dif-
ferent levels?

Mr. ATKINSON. Pardon me?

Mr. CoLLINS. It could present a load of problems on many dif-
ferent levels?

Mr. ATKINSON. Yeah. Even if it is just simply localization to tell
an American cloud provider you have to put a server in a country,
that essentially raises cost. If it was cost effective, they would have
already done it, by definition.

Mr. CoLLINS. Right. Okay.

Mr. ATKINSON. Not only does it raise cost, but something people
haven’t talked about, it has environmental impacts. Cloud com-
puting, by putting it all in one place, you can save a lot of energy
by requiring servers all over the world. So either way, whether it’s
forced server localization or domestic company preferences, it’s
going to hurt U.S. companies and the U.S. economy.

Mr. CoLLINS. Mr. Atkinson, I appreciate that.

Mr. Black, very forceful in this Committee discussing some
issues, but I've noticed something. We do read through all of your
printed text before you appear. And on page 8 of your written testi-
mony, you seem to want to have it both ways, and I think it’s a
concern.

The first way is you basically say that U.S. Internet intermediary
liability and copyright rules discourage investment in growth and
domestic startups. Yet, two sentences later in the same paragraph,
you say U.S. businesses have thrived domestically under carefully
crafted legal framework of U.S. law.

Now, you’re basically contradicting yourself there. I don’t know
why you would do that, but I think one of the things that goes back
for me is, is something I have said in this Committee from the day
I came on, strong copyright, strong protective laws are not a bar-
rier, but they’re a creative incentive. I believe that what we—the
framework that we have here has allowed U.S. Internet businesses
to thrive, and they become a growth for your association and for
many others that grow this industry.

So my question is, why are we presenting what seems to be a
false narrative here, on one hand, saying that it discourages, and
on the other hand, two sentences later, saying it encourages?
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Mr. Brack. Thank you very much for the question. Barriers to
international trade data flows are a problem that we all talked
about how important the economy of the future is.

Mr. CoLLINS. Whoa, whoa, whoa. Your word says “domestic.”

Mr. BLACK. We look at what made our society, what in the U.S.
law has worked to help build our industry. Part of it is the bal-
anced copyright. We have a very important, well-developed, well-re-
fined system that provides both strong copyright protection and sig-
nificant limitations and exceptions. That is a key to the health and
vitality of what has allowed the Internet to flourish here.

And we believe it is, likewise, and it is appropriate, for the U.S.
Government as we try to persuade others in the world to have
strong copyrights, that they also reflect the boundaries and limita-
tions that have proved so important to the ability of Internet and
Internet companies to flourish.

Mr. CoLLINS. It’s an interesting question because -it’s an inter-
esting answer, because it frankly doesn’t answer my question. Why
would you contradict yourself? I understand that you want to say
that—but when you said domestically U.S., it’s either hindering or
it’s helping. You can’t have it both ways in the same four sen-
tences.

Mr. BLACK. Maybe I'm not

Mr. CoLLINS. You cannot say the U.S. Internet liability and copy-
right rules discourage investment and growth in domestic startups,
and then two sentences later say, “U.S. Internet businesses have
thrived domestically under carefully-crafted legal framework in the
U.S.” Either the legal framework we have here is bad, or the legal
framework we have here is good. I believe it to be good. I'm not
sure why it would be contradictory there.

Mr. IssA. Would the gentleman yield?

Mr. COLLINS. Yes.

Mr. IssA. If T heard that, Mr. Black, were you saying that the
international conundrums are causing problems, while the domes-
tic well-crafted has allowed us to thrive. Is that what your intent
was in that paragraph?

Mr. BLACK. Yes, that’s correct.

Mr. CoLLINS. Well, the problem is—and that would be fine if un-
derstood, except that the footnote is to a footnote to a domestic—
you know, saying which gives you the realization that it was for
that. And this isn’t something that our—you know, we’ve had many
meetings on this from different various interests.

So I think the biggest thing is—the safe way to put this is, I be-
lieve that as we look at this, this is crafted in a well way. We con-
tinue to craft our copyright laws. It’s going to help us all in this
bigger picture, and not settling for what is a weaker system in
other parts of the world, and I think we can

Mr. BLACK. I would just suggest, weaker is the wrong termi-
nology. A strong system is a balanced one. Just the same way as
a three-legged stool versus a two-legged stool. The fact that you
have balance and limitations in your system makes it stronger, not
weaker.

Mr. CoLLINS. Mr. Chairman, I yield back.

Mr. IssA. I thank the gentleman.
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And without objection, Mr. Black, if you want to revise and ex-
tend that portion to clarify it, I'm sure the Committee would be
happy to have that record be full and complete.

And with that, we go to the gentlelady from Washington State,
Ms. DelBene.

Ms. DELBENE. Thank you, Mr. Chair. And thanks for calling this
important and timely hearing.

And thanks to all of you for being here with us today.

First, I want to start with Ms. Espinel. As you state in your tes-
timony, quote, “In striking down the Safe Harbor, the Court of Jus-
tice focused on issues around national security and law enforce-
ment access to data. Troubled by the Snowden leaks, the court con-
cluded that countries that permit indiscriminate surveillance and
interception, and mass and undifferentiated accessing of personal
data could not be deemed adequate under EU law,” end quote.

While the national security piece is certainly something familiar
to members of this Committee, could you elaborate a bit on why
the EU might be concerned about current U.S. law on law enforce-
ment access to data?

Ms. ESPINEL. Yes. And I think it’s, in part, because the rules in
that area, as in other areas, are unclear. So, you know, one of the
things that I think is clear is that we need a new global frame-
work. And part of that needs to be addressing the fact that the
rules right now on how U.S. law enforcement and foreign law en-
forcement can access data in the trading partners are unclear.

You are one of the cosponsors and introducers of the LEADS Act.
We think that that would be—that approach would be a helpful
part of the solution. We think it would be helpful, both, because it
would give our businesses, but also their customers, whose data
they keep, and law enforcement, a clear and predictable framework
for how to access information.

We additionally think it would be helpful because without that,
we fear our current system in the United States will open the door
for foreign governments to be able to reach back into the United
States for the data of our citizens, and that is a situation is that
we would like to avoid.

Ms. DELBENE. And are there examples right now that you've
seen in terms of how the lack of certainty has impacted businesses
today?

Ms. ESPINEL. Yes. So there are a number of examples. There’s a
case that is actually being litigated right now in the U.S. courts be-
tween Microsoft and the Department of Justice involving data that
is held in an Irish data center. The Department of Justice, making
a request to get that data, and Microsoft’s view that the request
is inappropriate under U.S. law.

That is a real-life example that is being litigated in the courts
right now. We will see what the outcome from the courts are, but
we are concerned that if the outcome of that case is inconsistent
with the position that Microsoft has taken in which the software
industry is supportive of, as a whole, that this will open the door
tSo other governments being able to reach back into the United

tates.

And so there is a domestic issue that we need to resolve abso-
lutely, but part of the reason that we are so concerned about that
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is because of the international implications of that and what that
would mean for our system and the privacy of our citizens back at
home.

Ms. DELBENE. Thank you.

You know, I had a meeting with a group visiting from the EU
a few weeks ago, and someone—part of that group from the EU
said that he felt like Americans don’t care about privacy. And so
are we contributing to that negative narrative about how privacy
is viewed in the U.S. by failing to address some of these questions
and policy ourselves?

Ms. EsPINEL. I think there are differences in approaches between
the United States and Europe. But I reject the notion actually that
United States and Europe are that different on privacy. Yes, Euro-
peans care deeply about privacy. Americans care deeply about pri-
vacy, too. It is enshrined in our Constitution. We have a long his-
tory of protecting privacy.

I think there are improvements to our laws that have been made,
or are in the process of being made. So I think the USA Freedom
Act was a significant step forward, and I thank all of you for that.
I think Judicial Redress Act is also a step forward, and hopefully,
again, the Senate will pass it.

I think one of the things that will be really helpful in the envi-
ronment that we live in today is for there to be a constructive dia-
logue between the United States and Europe to truly understand
our different systems. Because as I said, I don’t think the dif-
ferences are as far apart as people sometimes portray them.

And if T could respectfully make a request of the members of this
Subcommittee, I think when you’re in discussions with your Euro-
pean counterparts, I think one of the things that would be very
helpful is to explain to European counterparts how our privacy sys-
tem works in the United States, some of the recent improvements
that have been made in the privacy system, and try to lessen the
amount of misunderstanding that I think exists today.

Ms. DELBENE. Thank you.

I wanted to get one more quick question in for Dr. Atkinson. You
spoke earlier about things that you thought we could do to bolster
our credibility and standing to fight data protection, and you talked
about kind of some of the other steps we could do beyond judicial
redress, which we just did. And I wonder if you could be more spe-
cific and tell us about some of those other steps we could take with
our own privacy laws.

Mr. ATKINSON. Sure. I would second what Ms. Espinel just said,
and go to the case in the court right now with the Microsoft Ireland
case. And I think it’s a very important case, because if the principle
in the U.S. is that we can access data on a foreign person without
going through that country’s law, just because it’s hosted by an
American company, there will only be one result and that will be
American companies will not host foreign person data in other
countries. That will be the result.

The Europeans, the Irish, they will just simply say, you cannot
put your data on an American cloud provider, regardless of where
it’s located. That can’t be the result we want, and that’s why the
LEADS Act is important. That’s why as part of the LEADS Act,
one of the components in that is strengthening the MLAT process.
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If the Justice Department wants access to that data, they should
go through the MLAT process. The MLAT process could and should
be better and faster and more streamlined, but that really has to
be the direction we go, otherwise it just means that countries will
just say you can’t put data with an American company anymore.

Ms. DELBENE. Thank you.

Thank you, Mr. Chair. I yield back.

Mr. IssA. Thank you.

We now go to the gentleman from Pennsylvania, Mr. Marino.

Mr. MARINO. Thank you, Mr. Chairman.

I know my colleague and coauthor, Ms. DelBene, asked direct
and pointed questions concerning the LEADS Act, so I don’t want
to get into rehashing that. But is there anyone on the panel that
wants to respond even further because of—given the fact that Ms.
DelBene ran out of time? Please.

Mr. MACCARTHY. Thank you for that. The LEADS Act is an im-
portant piece of legislation. If the court case that——

Mr. IssA. I'm afraid you're going to have to use Mr. Black’s
microphone.

Mr. MACCARTHY. Is that better?

Mr. IssA. Yeah.

Mr. MARINO. Much.

Mr. MACCARTHY. So the LEADS Act is a very important piece of
legislation. And if the court case that Microsoft is involved in goes
the wrong way, there would, indeed, be disastrous consequences for
U.S. companies.

But I wonder if a small amendment to the LEADS Act to make
sure that it doesn’t inadvertently encourage data localization
wouldn’t be in order. To the extent that it says to companies store
the information in this country, and it’s safe from the U.S., that,
I think, would encourage people to store data in one location rather
than the other.

Instead, the real stand, or issue, would be the nexus between the
government and the data subject. If theyre citizens or residents,
then local laws should apply; if theyre not, then local law should
not necessarily apply.

Mr. MARINO. Okay. I'll ask that our staffs review your statement
and others to see how we can make this more effective.

Anyone else? Ms. Espinel.

Ms. EsPINEL. I would just say briefly that I think these are clear-
ly new issues, and they are complicated issues. I think the intro-
duction of the LEADS Act and the work that’s done—and I thank
both you and Ms. DelBene for your work on that—demonstrates
that while they are new issues and they are complicated issues, we
as the United States, can still show leadership on these issues and
try to move forward with various ways to approach them.

And I think that’s extremely important. I do think that we need
to bring other governments into that. I think having international
consensus around these issues is going to be very important. But
the United States, I think, will inevitably need to show the way.
And T thank members for their leadership that has already been
shown on this issue.

Mr. Brack. If T could just jump in briefly. I think we are all on
agreement an MLAT and LEADS. To understand the complexity
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and why we have to be careful, whether it’s EU or us, trying to
come up with the solution, the answer of is data owned or located,
a conversation among the five of us, if we were sitting in different
countries and it was a video capture of that, it would, in fact, be
stored around the globe on different servers, be in the cloud. So do
each of us own it? To what rights do the others have to stop it,
block it, disseminate it? We get into very complex issues.

We believe we can find answers, but quick, easy, simple answers
in this area is very difficult. Ownership of data is a very tricky con-
cept, and trying to precisely identify—the Microsoft case is very in-
teresting because they’'ve identified that the data has a location. A
lot of people view the data they have on their servers disseminated
through multiple servers, partly for security purposes.

So the answers—the questions here are very tricky. The answers
need collaborative between governments, multiple governments
and private sector players to come up with solutions, which is why
we're nervous about imposed solutions, kind of rigidly applied in a
regionally-limited area.

Mr. MARINO. I'm not sure if my colleague went into this area. If
she did, perhaps you could expand on it; if not, take a shot at it.
Give me your impression or what you've heard or what you see or
think about the LEADS Act potentially having an adverse effect on
U.S. law enforcement, compared to the abilities that they have now
to obtain information from other countries? Dr. Atkinson.

Mr. ATKINSON. Well, I think it’s a question of do they look at
their access in a short-term or long-term perspective. In the short
run, at the margin, it makes it slightly harder for them to get ac-
cess to that data. In the long run, it will make it impossible to get
it, or much more difficult to get access to that data.

Because as I said before, the dynamic will be, if the rule is that
the U.S. can compel a U.S. company to turn over data with the
lower standard on a foreign person that’s stored in their country,
countries will just mandate that that data cannot be stored with
the U.S. company, and that will make it harder, not easier, for a
law enforcement to get that data.

Mr. MARINO. Ms. Espinel, you have 9 seconds.

Ms. ESPINEL. Sorry?

Mr. MARINO. You have 9 seconds.

Ms. EsPINEL. I would just say, the Department of Justice right
now is in a situation where they don’t know exactly what the rule
is. And that lack of clarity, predictability is not helpful for law en-
forcement either. I think the LEADS Act would be helpful in mak-
ing it clear and predictable for everyone involved, including law en-
forcement.

Mr. MARINO. Thank you. I yield back.

Mr. IssA. Thank you.

Gentleman from New York is next, I think, or from Rhode Island.
Which one of you is ready to go first? The gentleman will yield to
the gentleman from New York.

Mr. JEFFRIES. Thank you, Mr. Chair.

And T want to thank the witnesses for their presence here today
and for very thought-provoking testimony.

Let me start with Ms. Espinel. There have been some concerns
that have been raised by some of the people that I represent, and,
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indeed, many aspects of the American public about sort of the
downside of development of big data, the privacy concerns with re-
spect to this data being misappropriated, abused, and misused.

But I was wondering if you could speak to some of the potential
upsides, the transformative nature of big data as it develops to im-
prove, you know, the quality of life, or address social conditions or
improve the functioning of the economy as we move forward.

Ms. ESPINEL. I would be happy to. I will start by saying that our
company take the privacy issues very seriously, so those do need
to be addressed.

But, you know, I think we are living in exciting times. So here
is a kind of incredible fact: If you look at all the data that exists
in the world today, 98 percent of it was created in the last 2 years
alone. That is extraordinary. That is obviously without precedent,
and that is a rate of change that is going to continue to increase.

That has enormous implications for businesses, but it also has
enormous implications for human beings who can use that data.
And already today, even though this is an early stage, I think, for
data, we’re seeing enormous societal impact. So we’re seeing them,
you know, in cities that are using them to reduce pollution. Doctors
are using data to make diagnoses more quickly.

There’s an example that relates to saving lives of premature ba-
bies that are in NICUs that is, sort of, personally very meaningful
to me. There is research being done on Alzheimer’s. Farmers are
using them to increase their yields while reducing the use of pes-
ticides. So I think the societal benefits from data, data used prop-
erly, are enormous.

And beyond that, there are enormous economic benefits. So a
conservative estimate of the gains from efficiency—so one of the
things that businesses in the United States and Europe and around
the world say is that using data helps them to be more efficient.
And generally speaking, they report sort of a 5- to 6 percent in-
crease in efficiency.

If you take a very conservative estimate and assume that there
will be a 1 percent gain in efficiency, we are talking about creating
$15 trillion to the world economy by 2030. That is equivalent to an-
other U.S. economy. So both from the economic point of view, from
the ability of small businesses, as panelists talked about before, to
have access to international markets in a way that was never pos-
sible before, and in terms of some of the societal benefits we've
seen, there is enormous promise.

And I will just conclude by saying, while there is enormous
promise, it is early days. And so one of the reasons that we are con-
cerned about some of the trade barriers that we see around the
world is because we fear it will cast a shadow on innovation to
come.

Mr. JEFFRIES. Now, the international concerns that many on the
panel have spoken to in the context of trade, and some of the court
decisions that we’ve seen come out of Europe, I want to turn in-
ward for a moment and ask you, Ms. Espinel, do you think that
the United States, in the face of this exponential growth of data in
such a short period of time, as it relates to that 98 percent figure,
do we have an adequate legal and regulatory framework in place
right now, or are there things that this Committee, that this Con-
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gr;)ss should be thinking about in this new data era that we exist
in?

Ms. EsPINEL. I think it’s inevitably the case that legal systems
around the world are going to need to adjust to the world that we
live in. You know, there’s country’s individual laws, and then
there’s sort of the global trading system that also needs to address.

And we've talked about some of the pieces of legislation that we
think could be helpful, like the Judicial Redress Act, in trying to
repair—be part of the solution to getting us to a new Safe Harbor.
We've talked about the LEADS Act. You know, I think this is a
rapidly-evolving landscape, so I think it’s entirely possible that we
will need further legislative change in the United States, and I am
very confident that we will need legislative change in other coun-
tries of the world.

And I will close by saying, I think it is imperative that we have
a global trading system that sets up strong and enforceable rules
or data. Without that predictability around the world, I think it
will be very difficult, not just for U.S. companies, but for all compa-
nies.

Mr. JEFFRIES. And in the limited time that I have, you men-
tioned the importance of American leadership, but you also said
that it was important to develop international consensus. Could
you speak to what some of the international challenges may be as
it relates to how other international actors look at big data, which
perhaps may differ than our view here in the United States?

Ms. ESPINEL. So I could talk about this almost indefinitely. I will
try to be very brief. So I'll just highlight a couple of things: One
is, I think, you know, other countries, sometimes the motivations
are about trying to grow their domestic industry or trying to keep
U.S. industry out of their markets. And so that is a reason, or can
be a motivation for why countries put in place restrictions to keep
barriers out.

But I think, you know, as I alluded to before, I think part of the
issue is that these are new cutting-edge issues. And so I think not
just the United States, but countries around the world are strug-
gling with how do you balance security and privacy appropriately?

And so that is why I think, while I believe the U.S. will and
needs to show leadership on this, I also think it’s incredibly impor-
tant that it’s not the U.S. going out and saying this is our solution,
and we think this should be imposed on the rest of the world. I
think there does need to be international consensus.

I am fully aware of the fact that not every country in the world
is going to want to be, or be able to be at that table right away,
but I do think there are a number of countries where the United
States could start having discussions about what norms of those
areas should look like, and that would be very productive.

Mr. JEFFRIES. Thank you, Mr. Chairman. I yield back.

Mr. Issa. We now go to the gentleman from Texas, who has been
patiently at the end of the dais.

Mr. PoE. Thank you, Mr. Chairman.

Thank you all for being here.

I want to talk about a specific issue of privacy: Surveillance by
government. That’s what I'm talking about. Not cybersecurity or
any of those issues. Let’s focus on that one issue.
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To me, the United States has always been the world leader in
privacy. We have a Fourth Amendment that you’re all familiar
with. Many countries, maybe most don’t have such a concept as the
Fourth Amendment, protection against unreasonable searches and
seizures by government.

Mr. Atkinson, you talked about the Europeans use privacy as an
excuse for really protectionism. I want to delve in this a little fur-
ther and, talk about and ask you your opinion. There are three
issues that we have regarding government surveillance on Ameri-
cans. And if the perception of the Europeans is that America
doesn’t protect the right of privacy, perception, whether it’s reality
or not, is part of the reason we have this issue with the Europeans.

And one of those is the concept of the FISA courts; the second
is surveillance under 702 warrants; the third is backdoor searches,
and encryption that government may encourage our businesses to
have into their systems; and the fourth is EPCA, whether it should
be reformed or hasn’t been reformed.

Those four issues to me, and I'm a former judge, are issues
where it seems that government intrusion in those four areas and
the failure for us, Congress, to redefine or define the Fourth
Amendment to make sure it applies in those four areas or not may
be part of the problem we have with dealing with foreign countries
on the issues that you've all talked about.

So my question is—and I want all five of you to weigh in on this,
I just want your opinion—does Congress, in your opinion, need to
look at each of those four issues, those four areas where govern-
ment surveillance on citizens is allowed, and fix that problem, or
look at those four issues? What do you think about that issue as
regarding government surveillance on citizens and the effect it has
on businesses being able to have the free flow of data around the
world?

So that’s really the only question I have, and I'd like to just start
and go down the row and see what you all think about that.

Mr. ATKINSON. I would agree with that. I'm less familiar, not an
expert on the FISA court issue, but on all the other issues you
brought up, I fully agree with you that we do need FISA reform
on 702.

EPCA, we’ve been a long supporter of it. It really is illogical that
there is a lower standard of government access to data that’s stored
in the cloud than data that’s stored on my home computer. It just
doesn’t reflect technological reality that we would treat those dif-
ferently. If we—so I fully agree with you on that.

And I do think all of that, and including the backdoor issue and
the intentional weakening of U.S. systems, that all of those things
have hurt our ability to be a global technology leader, and they're
going to continue to hurt us until we take steps on it.

I will just say, though, and I think we need to be a little bit more
vocal about saying that is, there are other countries that are doing
things like that. If I were the Irish data protection authority, I
wouldn’t let Irish data go to France. In other words, there are other
countries that do these as well, and I think it’s important that we
make that, that we’re not the only country that has challenges
there.
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Mr. POE. I know other countries don’t observe the concept of the
Fourth Amendment, but we do in this country.

Mr. ATKINSON. Exactly.

Mr. POE. And I just want to know if that is a factor in this entire
discussion.

Any others? We've got just about a minute left or less than that
to weigh in on that.

Ms. ESPINEL. Just briefly. Yes, I think those are all areas that
Congress should consider. I would speak to two of them. We are
concerned about movements undermining encryption and we've
made that clear. And we also very much support EPCA and would
urge its quick passage by Congress. Thank you.

Mr. POE. Anybody else?

Well, I'm going to yield back my 9 seconds.

Mr. IssA. And I'm going to take the 3 seconds back and treasure
them always.

Oh, I'm sorry. I think—the gentleman is recognized for a short
addition to his now expired time.

Mr. BLACK. Thank you. Very good points. Frankly, the world
looks at what we do, not just what we say. If we’re going to be a
moral leader for an open, free Internet, we need to walk the walk
as well as talk the talk. And those are all areas where we need to
do more.

Without a doubt, I should point out there was a story that ap-
peared today about the United Kingdom that just basically—appar-
ently it was either finally passed, or very close to passing, a re-
quirement that companies turn over—or have encryption that can
be broken. That would be a terrible precedent, and the U.K. does
it. Other countries are doing

Mr. IssA. Ms. Espinel, are you familiar with that?

Mr. BLACK. We're the only ones that do some things. Govern-
ments want to have access to information that’s global.

Ms. EsPINEL. Yes. I should just say—and I will check on this—
but we have been concerned about the U.K.’s moves toward requir-
ing backdoors to encryption and have raised that with the U.K.
Government. My understanding is that most recently, the U.K.
Government has stepped back from that and has said that they are
not going to be requiring backdoors to encryption in the legislation
that is moving through the U.K. system.

So I will check to confirm that and come back to you. But we
view that as a very positive step, because, not to take too much
time, but part of the reason that we are concerned about
encryption here in the United States is not just because of here in
the United States, but because of the precedent overseas.

And so if my understanding is correct, and the U.K. Government
yesterday said they would move forward with their legislation
without those requirements to backdoors, we view that as, at least,
one positive step in this discussion.

Mr. IssA. Mr. MacCarthy, if the gentleman would—okay. Please.

Mr. MACCARTHY. Very briefly. I agree with——

Mr. IssA. Again, you've got to use Mr. Black’s microphone. We've
denied you full access, I'm afraid.

Mr. MACCARTHY. Equal access to microphones.
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Mr. Poe, I agree that those are issues that need to be addressed.
I agree that back doors are a problem. We would oppose further
movements in that area for the reasons that have been articulated.
We're strong supporters of EPCA. But my point is that none of
those things need to be preconditions for a successful resolution of
the negotiation for a new workable Safe Harbor.

Mr. PoE. Thank you, Mr. Chair.

Mr. IssA. And with that, I'll take those 3 seconds and pass them
on to the gentleman from Rhode Island for an additional 3 seconds.

Mr. CiciLLINE. Thank you, Mr. Chairman.

Thank you to the witnesses for this very useful testimony, as we
sort of struggle with this question of how do we preserve cross-bor-
der data flows, and if we'’re really making the point of how impor-
tant this is to our economy, and how unsustainable a system that
interrupts those flows would be in the long term.

And you've all spoken about the need for a narrowly-crafted, but
least-restrictive-of-trade kind of standard. And I want to sort of
press you a little bit on that, and beginning with you, Mr. Ambas-
sador. You make the same argument, of course, in your written tes-
timony that we need a workable, and commercially-viable and le-
gally-valid alternative to the Safe Harbor provision.

I wonder if you could just expand on this a little bit, and describe
what you think should be included in such an alternative. And
also, how do your member companies plan to take privacy concerns
into account until such a new standard is developed?

Mr. ALLGEIER. Well, thank you very much.

Yes, it is very important for all of our companies, because they’re
all dealing with cross-border data flows, that there be a successor
to the now invalidated Safe Harbor. And I think it goes a lot back
to what Rob Atkinson was saying, is that there’s going to have to
be a workable way of recognizing some of the differences in privacy
laws, but also make it viable for companies to actually comply with
it without making it completely chaotic.

I'm not a lawyer, so I don’t have specific suggestions on how do
we work that, but I think that—as Victoria said, that once there
is a successor, there needs to be sufficient time for companies to
come into compliance.

So I think there should be a recognition that, all right, if we've
reached agreement, we leave the existing system in place for a rea-
sonable period of time. And then these 4,000 companies—and some
of them are small companies, a lot of them are—need time to then
show that they can meet the new requirements of Safe Harbor 2.0,
or whatever it’s called.

Mr. CICILLINE. Does anyone else have a suggestion? Yes. Dr. At-
kinson.

Mr. ATKINSON. I would agree with that, although I think ulti-
mately, we're going to have to move beyond the Safe Harbor to a
formal trade agreement. I know people have alluded, for example,
to the WTO protections—or exemptions around—in the services
agreement around moving from privacy and security. Unfortu-
nately, what we’re seeing are countries that are using that as a
guise for protectionism, China being a case in point.

I have talked to Chinese Government officials who tell me that
they’re justified in doing what they’re doing because of national se-
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curity concerns, which is just simply false. Under the way the WTO
rules are set up, it’s hard to bring that case. And I don’t see any
evidence that we’re going to change the WTO rules anytime soon.

That’s why it’s important to put this in trade and services agree-
ment, and a TTIP agreement with a very, very, very narrow excep-
tion so that countries can’t use that to drive the truck of
mercantilers through

Mr. CiciLLINE. May I just follow up, Dr. Atkinson. One thing you
said in your written testimony is that the European Court of Jus-
tice overturned the Safe Harbor agreement, not because of privacy
concerns, but because of concerns about governmental access. Does
it then sort of follow that either as part of the Safe Harbor, the
new agreement, or in conjunction with it that we put into place ad-
ditional surveillance reforms to respond to that concern raised by
the court? Sort of building on Judge

Mr. ATKINSON. I would argue that it does follow from that. I
would say two quick things, though: One is, they made that deci-
sion without any real judicial review. They must have just watched
some videos from—you know, that was shown, you know, what
NSA did or something. There was no real collection of evidence
when they made that decision, and I think that should be very
troubling.

Secondly, as I said earlier, they haven’t cut off other countries
who have more problematic access, government access rules than
we do. But having said that, I do think it’s incumbent upon us to
make some reforms that would go in that direction, as you said.

Mr. CICILLINE. And just one final question for the panel. Does
Congress have a role to play, and if so, what is it, in establishing
this sort of modernized Safe Harbor framework? Is there a useful
role that Congress can play in the development of that?

Ms. ESPINEL. Sure. So I would say, there’s a short term and a
long term. I think short term, we need to encourage the United
States and Europe to come to an agreement on new Safe Harbor.
We don’t believe—we do not believe we need new U.S. legislation
to do that, although we do hope the Judicial Redress Act passes as
soon as possible. And I think Congress has a role to play in work-
ing with your European counterparts to encourage Europe to come
to the table and to reach an agreement as quickly as possible on
a Safe Harbor 2.0.

But then looking at the long term, I think it is also clear that
is not our long-term solution. We’re going to need a global solution.
We're going to need something that is flexible and principled-base,
and I think Congress absolutely should play a role in working with
the Administration and working with industries and working with
your counterparts around the world and helping to determine what
that long-term solution is going to look like.

Mr. CICILLINE. Thank you. I yield back, Mr. Chairman.

Mr. IssA. Thank you.

We now go to the gentlelady from San Jose.

Ms. LOFGREN. Well, thank you. This has been very interesting,
and I appreciate the insight shared by all the witnesses to the
Committee.

You know, I think that we are in for a very tough time, actually
long term, in trying to reconcile very different approaches to free-
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dom, essentially. If you take a look at what the European Court of
Justice did, they basically said that the 2000 Commission had
erred by failing to take into account the interaction of U.S. domes-
tic law and U.S. international policy and the framework; in other
words, it didn’t take in the whole picture, and it’s going to allow
the data protection agencies in each country to investigate viola-
tions. Well, where does that lead us?

I mean, you’ve got a situation in Europe, and I—as Ms. DelBene
mentioned, many of us meet with the parliamentarians from Eu-
rope, who feel that their decision on right to be forgotten is ex-
tremely important to them and very valuable. And when you get
into it with them, you say—I mean, recently, an agency in France
ruled that links in content removed under their right to be forgot-
ten has to be removed worldwide. And when you talk to them
about, Hey, we have a First Amendment. Even if we agreed with
you, we can’t agree with you. I mean, we can’t allow elimination
of First Amendment rights.

So when you talk about data, I think it’s—it depends on which
kind of data you're talking about. I mean, if you have a database
that is the product of the health study, and it’s completely owned
by, you know, a university, it’s possible to control the sharing of
that data in a very different way than a posting on Facebook. You
know, I think we’re looking—we’re looking down the road at some
very severe—and I'm not sure how we get to a situation that’s
going to be suitable. But getting to that, I'm wondering—you know,
Mr. Black, you mentioned the right to be forgotten and others have
talked about it, is a major barrier to data flow. How do you see this
ending up when you've got the First Amendment that protects
Americans’ right to free speech, and a Europe that has no equiva-
lent respect for speech, but has an equivalent right to—to sensor?
How are we going to resolve this?

Mr. BLACK. Well, as I tried to indicate, it’s a very troubling con-
cept. And when you think about it, if it becomes an established
precedent, and we are seeing other countries in other parts of the
world are considering similar versions, it is an amazing shield for
basically hiding data, distorting history, limiting the ability to pre-
vent, frankly, honest information transfer. We talked about “data,”
and we all use “data,” and it’s important we do, but we’re talking
about information and knowledge, and the ability to block informa-
tion and knowledge, to block people’s ability to communicate part
of communication is getting information. It’s a very serious prece-
dent.

And unless it is whittled down, and we find some way to back
off of its broad reach—I mentioned the editorial aspect that’s excep-
tionally troubling, but frankly, even if you don’t go to that step, the
breadth of the concept of the right to be forgotten, the ability—and
we all want database to be cleaned up of erroneous fact, but, again,
it is, once again, imposing a liability on players, intermediaries,
that is fundamentally a flaw, and you can do it on—for so many
purposes. You can

Ms. LOFGREN. Right.

Mr. BLACK. And we had this discussion earlier, but if you have
intermediaries liable for what users do, or for what information or
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data that flows over the networks, you will have a crippling of the
open Internet as we know it today.

Ms. LOFGREN. Well, what I see, I mean, going—I'm sorry Mr.
Marino had to leave, but we have Safe Harbors in the DMCA, and
we have section 230 of the Communications Decency Act. We have
some provisions that is would allow the Internet to flourish. They
don’t have that in Europe. And so I think that’s part of the reason
why they don’t have an Internet economy. They have crippled their
tech sector in that way and maybe a few others.

And to think that you can control the flow of data and have an
Internet, that’s not how the Internet works. So I—I think that we
have a fundamental misunderstanding with some of our colleagues
in parliaments across the world. That’s not to say there aren’t
countries that are just using this as an excuse. I mean, you take
a look at countries that want to have localized data; Russia, China,
Turkey, these are not companies that—countries that are, you
know, wallowing in free speech. They have a different agenda.

I just want to make one final comment on—or maybe even a
question, on copyright. Because, you know, we've also got a prob-
lem there, and it’s a crossover with free speech. We recently had
a situation where European book publishers are saying that you
can’t actually index their books, and that if you index their books,
there would be an index tax. Which is—I remember when people
wanted to do an email tax. That’s not going to happen. And so I've
been telling the parliamentarians, if they look ahead in Europe,
they’re going to be like China, because we're going to have to cut
them off, because we’re not going to lose our freedom because they
don’t value theirs.

Do you see it going in that direction?

Mr. BrAack. This is an excellent area for action to actually be
taken by the U.S. Government. Under the Berne Convention, okay,
it is very clear there is a right in order to basically have access to
news. We think if the U.S. Government wishes to, some of these
snippet tax approaches are, in fact, challengeable under existing
law. We all want—we’ve all said we want to improve the rules gov-
erning data flow around the world, but there are some rules that
are in effect now that are not being utilized. And in this area, we
think there’s room for action immediately to go after some of these
more egregious attempts to, frankly, alter the rules of access to in-
formation.

Ms. LOFGREN. Mr. Chairman, could I just have 1 second more to
make a comment?

When Spain said you can’t link to news articles, and Google just
withdrew, and then none of the newspapers could find readers. So
I think to some extent, there’s a role for the government to play,
but I think, also, companies are going to have to take actions them-
selves, because they can’t live with some of these rules. And I think
when the European public can’t actually access information, there’s
going to be reaction among the public themselves.

Thank you, Mr. Chairman. I yield back.

Mr. IssA. Thank you. And I thank you for that salient point. I
think it is one of those where be careful what you wish for. May
Spain always have the dark ages back, if that’s what it wishes for.
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Dr. Atkinson, I'm going to ask you sort of a question that I know
the answer to, but—but it may be a will question as much as it
can.

Would be it helpful and/or appropriate and/or possible to sue the
EU under the WTO in light of their decision?

Mr. ATKINSON. So, I'm not a trade lawyer, and I know when Ira
Magaziner made those veiled threats back in the late '90’s to get
the Europeans to come to the table on Safe Harbor, he did suggest
that we file a suit with the WTO. I think the case is stronger now,
as I said earlier, because they haven’t just said theyre cutting—
they’ve only cut us off. They haven’t cut off other countries who
have even less governmental protection. So I think there is possi-
bility. And I think we shouldn’t back down from holding up the—
as Teddy Roosevelt in—speak softly but carry the big WTO stick.

Mr. IssA. I'm sure WTO was in that.

Let me ask a broader question. I had the opportunity to be in
Antarctica last year. Fifty-three Nations—I had to look that up to
remember—53 Nations are all part of an international treaty that
says you can go there; you can have things there; you can’t—you
can’t mine and take the resources, and nothing could be done there
that essentially isn’t agreed to by the party as a whole. It’s a non-
country by international agreement.

As this Committee goes forward with the number of pieces of leg-
islation, and we’re looking at privacy, domestically, and then we’re
looking at a global world, do—I'd like each of your comments brief-
ly, just as we have around our Custom systems, if you will, sort
of free trade zones, they have places where you can bring your
goods to the United States, but they’re not in the United States for
any practical purpose. And there’s no tariff, and quite frankly, they
are still considered to be not in the country. So they can only be
seized or looked at as a ship might be bordered in international wa-
ters.

Should we use, if you will, a combination of these two models,
the pretrade zone in the U.S. and the idea just like Antarctica,
there have been to be places, in this case, the cloud, in which all
countries have to view it as outside their reach, and as such, not
so easily taken whether it’s in the U.S., and Europeans are con-
cerned that their privacy will be breached, or vice versa, inside an-
other country where somehow the standard would be artificially
higher or lower to enforce whatever is subject to what I would envi-
sion as an international trade agreement that mirrors, if you will,
the best of the protections of, let’s say, the Europeans and our-
selves and other partners.

Can I have your comments on that?

Mr. ATKINSON. Sure. One of the reasons we’re having this debate
right now over privacy, it’s emblematic of a broader set of questions
a number of the panelist members have brought up. And, really,
what we lack is we lack a consistent, readily understandable and
shared global framework for thinking about governing the Internet.
And by that, I don’t mean ICANN governance. I mean, all of the
policy questions that countries face with regard to the Internet. We
don’t have a shared view of what’s appropriate, what’s not appro-
priate. And I think we have to—we’ve proposed in that a recent re-
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port called the “Framework For Resolving Cross-border Internet
Policy Conflicts.” And I think we—I think it’s incumbent upon

Mr. IssA. And I appreciate that, and I'd love you to answer fur-
ther, and I'll read any material you send me. My question was
more narrow, is should we take away in some hosting environ-
ments, if you will, a cloud and say it does not reside inside the
U.S., even though it’s in Toledo, but, in fact, it doesn’t reside in any
Nation, and all Nations have to observe at the same level of respect
as though one might do an extradition, rather than a simple sub-
poena, no greater, no less than—than that? And that’s one of my
questions is, if we're going to make the cloud a free trade zone, do
we have to begin looking at it as not ours, even if it’s in the U.S.
and not theirs, even if it’s hosted there. And I'll just go down the
list. But please stay narrowly focused, because I want to get to Mr.
Johnson.

Mr. ATKINSON. I disagree. I'm not sure that is exactly the right
way to go, because there are legitimate things government has ac-
cess to and concerns that are legal. And if it’s in the cloud, it
shouldn’t be extraterritorial, in my view, should be covered by a
trade agreement.

Mr. IssA. Just so you know, the Chairman of the full Committee
made it very clear in the last round of legislation that this Com-
mittee was tired of our country knowing more about us than us
knowing less about them. So you may—you may find the definition
of legitimate interest to the government is on the wane from this
Committee rather than the ebb it had after 9/11.

Ambassador.

Mr. ALLGEIER. I thought your metaphor was very interesting, be-
cause the free trade zone, as you say, the products are in there and
you can do all sorts of things with them. But once they leave that
zone, they are subject to whatever the duties are and the regula-
tions are of the markets they are going into. So I don’t know if it’s
perfect, but in a sense, the cloud is where it resides, and then only
when it leaves the cloud for a particular reason does it become sub-
ject to, well, whatever the jurisdiction is of whatever is being used.
It’s an interesting thought.

Ms. ESPINEL. So I would just say, I'll take that to be a serious
proposal, and I would like to give it serious consideration. But I
could just make two observations, free trade zones work, in part,
because they fit inside of a global trading system that has rules.
And so, I think part of—a prerequisite to this would be to have
that global trading system of rules for data.

Mr. IssA. By the way, I think it was about 1959 that we started
trying to get Antarctica. We are only at 53 countries. So I have no
illusions that this would necessarily be quick and easy, but it is—
it begins to appear to me that if we do not begin to think of the
cloud as not America’s, then the rest of the world will say, if it’s
going to be yours when it’s in America, then it’s going to be mine
if I have the ability to mandate it. And that’s—that’s exactly what
this hearing today was about, is how do we get that free flow to
be not a bias toward a country of residence to the detriment of oth-
ers concerned?

Mr. Black.
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Mr. BrLACK. I think it’s an intriguing idea. I agree it should get
some serious considerations, look at the ramifications. I hate to use
metaphors I haven’t thought out ahead of time. But, you know,
when we talk about the oceans, we have territorial waters, and
then we have the open sea. And it may well be there’s a certain
appropriateness here to think of things that are not—should not be
geographically, and therefore, governmentally tied to one Nation. I
would like to explore that more.

Mr. IssA. Mr. MacCarthy, as you answer it, I want to tell you—
yeah, grab the right one—I did not use the high seas, because
there’s too much seizing of things on the high seas, but rather,
places in which the world has agreed to a common set of protection,
a common set of respect for other countries. Nobody can go into
Antarctica and do something where other countries are not essen-
tially consulted in the process. So it is a little more like extradition
and a little less like the high seas.

Mr. MacCarthy.

Mr. MACCARTHY. So I think the idea is worth exploring in great
detail. 'm worried that even our own regulators who have a re-
sponsibility to protect the privacy and the anti-fraud interests of
our own consumers would want to gain access to information in
order to enforce local law. And so the idea that there could be a
place of the cloud, the Internet, that is literally a place without
law, that probably is the right way to go.

But the next step of trying to harmonize the rules probably is
difficult. We've heard the difficulties in the First Amendment.
We’ve—privacy is also a very, very difficult issue to get harmonized
laws. We have got a sectorial approach. The Europeans have a dif-
ferent approach. But you can make those rules interoperate. That’s
what the Safe Harbor was supposed to be all about, and that’s why
we have to get it back into place as soon as possible.

Mr. IssA. Okay. I'm going to go to Mr. Johnson. But I will leave
you with this, because we can certainly, many of you we regularly
have a dialogue with. If the United States is to lead, we certainly
have exclusively, within our jurisdiction, the ability to create these
zones. We have the ability to lessen our own authority over a site
hosted under this concept that it is not America without specific
protections. In other words, a foreign hosting site, to use a term
that may not exist yet.

But, you know, the United States could, tomorrow, decide that
we're going to have foreign hosting sites, and that a foreign hosting
site is, by definition, one of which the Department of Justice and
others must treat it as a non-U.S. and use an open and transparent
process in order to go after it, and not treat it quite the same as
we would a U.S. In other words, give it all the protections of being
in the U.S. from a standpoint of the NSA not being able to hack
it, and yet, give it additional protections.

This is not a new concept to think about, can we do better? The
question is, will America lead? And that’s what I'd like to have in
the days and months to come.

Your comments on can America lead by creating something
which the rest of the world could have a higher belief on, and if
we do this, the same as we created the Internet, and we set the
standards and then we gave it as a gift to the world, at least as
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to entities which are hosted within our borders, but are hosted
under some enhanced protection and assurances for the rest of the
world, we could lead a standard that I doubt that Russia and
China would follow, but I certainly would like to reach a standard
that the EU would admire and emulate.

Mr. Johnson, I apologize for going a little long, but the gen-
tleman is recognized.

Mr. JOHNSON. Well, no. In fact, 'm—I'm prompted to yield what-
ever time that the gentleman would extend to me, the 5 minutes.
I tend to think that I might be better off by just simply yielding
to you and listening to your questions. There’s a lot that I missed
having been absent at an Armed Services Committee meeting, and
I don’t want to go over plowed ground. I'm just kind of here to
learn. And so with that, I will yield back to the Chair.

Mr. IssA. I thank the gentleman.

Is there anyone who wants to make any closing remarks that,
from the whole host of questions that you would like to have briefly
in the record, and then we can—you can extend, and I'll say in that
my closing remarks.

Mr. MacCarthy.

Mr. MACCARTHY. So very briefly. It’s very good news that the Eu-
ropean Commission has suggested that there’s an agreement in
principle on the Safe Harbor. We have every reason to expect it
will see a rapid conclusion of that. Commissioner Jourova is coming
over here in a couple of weeks, maybe he will do something there.

They have every incentive to get this right. Digital trade between
the United States and Europe is huge. We have a global trade sur-
plus of $150 billion in digital trade. They have a global surplus of
163. They know that their fundamental interests are at stake here,
and I think they are going to try to act to try to put in place a Safe
Harbor to make transatlantic data flows work again.

Mr. Issa. Mr. Black.

Mr. BLACK. Very short.

Mr. IssA. Reclaiming your mike.

Mr. BLACK. Very short. A lot of consensus I think you heard
today. The reality is that we’re going to have a lot of these prob-
lems linger for a while. There are no easy solutions. The Internet
is a tremendous part of our future. I would—I guess I would urge,
as a U.S. citizen, that we had a huge role in creating the Internet.
We have a tremendous history and essential one to the First
Amendment, freedom of speech, as we go forth and set rules do-
mestically or internationally, that we keep it to a forefront of our
principles, that commitment to openness, the freedom to access in-
formation, and that has, frankly, created a climate that has al-
lowed the Internet to flourish.

If we do that, we’re gonna still have a lot of problems to wade
through, but keeping our eyes on that fundamental set of principles
will lead the way. Thank you.

Mr. IssA. Ms. Espinel.

Ms. EsPINEL. Thank you. Well, I would start off by thanking you
for holding this hearing and focusing on attention on this issue.
Having been given the extra time, I would just reiterate two things
I said before.
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Mr. IssA. You can just tell us, what was it like being at E&C
versus here? Which Committee did you think better of? You can be
impartial here.

Ms. EsPINEL. Clearly, this one.

Mr. IssA. Of course.

Ms. ESPINEL. I think in terms of the trade barriers that we have
talked about, we have been playing policy Whac-a-Mole for over 5
years. There are countries around the world that have been consid-
ering trade barriers, putting trade barriers forward, and our hope
and expectation is that TPP will be, at least, a start of a mecha-
nism to push back on those. And so if it does what we believe that
it does, it is a truly historic opportunity.

The second thing is just, if I could go back to the U.S. EU’s Safe
Harbor, because it is sort of an issue of immediate concern. I agree
with Mr. MacCarthy. All indications are that that we will—the
United States and Europe will be able to come to a quick conclu-
sion on the Safe Harbor 2.0, but anything that Congress can do to
encourage U.S. and Europe to come together on that would be—
would be great, but we need to bear in mind that if the Safe Har-
bor is concluded, and if there’s an appropriate period of time for
U.S. companies to come into compliance, that—that will only get us
so far, and then we are going to immediately need to turn to work-
ing out what our long-term solution will be. Because I do not be-
lieve that the next Safe Harbor will be that long-term solution.

Mr. IssA. Anyone else? Doctor.

Mr. ATKINSON. I think one of the things that’s been happening
in the last few years is that the policy realities have finally caught
up to the nature of the global Internet and not in a good way. And
I think the challenge that we face, both here and around the globe,
is we have to figure out a way to balance the differences that we
have between countries, legitimate differences in values and cul-
tures. We're not all going to agree. We can never do that. And so
we have to figure out a way to allow the Internet to thrive and
flourish in a system where people are going to have different rules
and different policies.

At the same time, we have to be able to have a way that global
free trade and data goes on, and goes on in a robust way. And I
think we can square that circle, but it’s really gonna require not
just all the specific actions that we’ve talked about, which are im-
portant; it’s going to require a larger conversation along the lines
of what you’ve proposed. A much bigger way to think about this
and the way to bring in countries, like the Antarctica problems
that we tried to solve. We need something like that at the global
level now.

Mr. IssA. Ambassador, you get to close.

Mr. ALLGEIER. Thank you very much. Well, these issues that
we’ve been talking about, cross-border data flows, localization, open
Internet, and so forth, should be subject to rules that are multi-lat-
eral, and the place normally to do that would be the World Trade
Organization.

The World Trade Organization is not operating at this point in
a way that we can do that. And so our second best alternative is
to get these issues right in each of the negotiations that we’re un-
dertaking, whether it’s the TPP, the one with Europe, the one on
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services, bilateral investment treaties with China. At least try to
get a cohesive and right approach in all of those to create de facto
the template. The advantage of the WTO, if we can get it there,
is that there is dispute settlement. It’s legally binding, and so, for
example, if there’s a dispute about whether somebody is using a—
a health reason or a prudential reason for protectionism, you can
at least battle it out within a legal framework there.

So I think that’s what we should ultimately be looking for, but
in the meantime, we need to get it right in the other negotiations.

Mr. IssA. Well, I want to thank you all of you for a delightful
conversation back and forth. I think to all of us who attended, this
was very useful.

As promised, I will leave 5 legislative days to submit additional
written materials on any subject, but particularly the ones that I
brought up. And if you have any additional extraneous material,
we also would accept that.

And with that, we stand adjourned.

[Whereupon, at 3:54p.m., the Subcommittee was adjourned.]
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I. Introduction

Good Morning, Chairman Issa, Ranking Member Nadler, and distinguished Committee
Members. Thank you for the opportunity to submit written testimony about the U.S.-EU Safe
Harbor Framework. I have welcomed the high-level attention Committee Members have
brought to Safe Harbor since the October 6 European Court of Justice (ECJ) decision. Your
statements, letters and outreach have highlighted the importance of Safe Harbor to U.S.-EU trade
and the need to promptly endorse the strengthened Framework that we have negotiated with the
European Commission during the past two years. With over 4,400 companies in the United
States utilizing the program, it is a cornerstone of the transatlantic digital economy enabling
growth and innovation in the United States and in Europe. As a result, it is my top priority and is
a top priority of our Secretary of Commerce and the Administration as a whole.

In my capacity as Deputy Assistant Secretary for Services in the International Trade
Administration, I oversee the team administering the Safe Harbor Framework at the Department
of Commerce and have led our consultations with the European Commission over the past two
years to update Safe Harbor. In this testimony, | will provide a brief history of the Safe Harbor
Framework and our engagement with the European Commission. 1 will then discuss the ECJ
decision, its implications and our work to ensure data flows between the United States and EU
can continue.

I1. History of the U.S.-EU Safe Harbor Framework

The Safe Harbor Framework has, for 15 years, served as a model for the protection of

privacy while facilitating data flows that fueled growth and innovation on both sides of the
Atlantic. Safe Harbor was developed by the U.S. Department of Commerce and European
Commission following the adoption in 1995 of the EU Directive on Data Protection (EU
Directive 95/46/EC). The EU Directive came into effect in 1998, restricting the transfer of
personal data to non-EU countries that did not meet the EU “adequacy” standard for privacy
protection, While the United States and the EU share the goal of protecting the privacy of our
citizens, the U.S. approach to privacy, which includes sectoral privacy legislation, state laws, and
robust enforcement by the U.S. Federal Trade Commission, has not been deemed adequate by
the EU.

In order to bridge these differences in approach and provide a means for U.S.-based companies
to receive data from the EU in compliance with the EU Directive, the U.S. Department of
Commerce in consultation with the European Commission developed the Safe Harbor
Framework. The Safe Harbor Framework was designed as a voluntary, enforceable code of
conduct based on globally-recognized privacy principles to which U.S.-based companies could
self-certify. Under Safe Harbor, U.S.-based companies voluntarily certify their commitments to
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Safe Harbor’s data protection requirements. In doing so, those companies’ public commitments
and attestations became enforceable by the U.S. Federal Trade Commission. The Safe Harbor
Framework was deemed “adequate” by the European Commission and EU Member States in
2000. The Department of Commerce has worked closely with the European Commission since
the program’s inception to strengthen the operation of program within the parameters of the
existing Framework.

By the time of the European Court of Justice ruling, over 4,400 companies in the United States
were participating in Safe Harbor and relying on the European Commission’s determination that
it provided adequate protection to process data in the course of transatlantic business. These
4,400 participants come from nearly every sector of the economy. 61% of the companies are
small and medium sized businesses with 250 or fewer employees. They include U.S.-
headquartered companies, as well as U.S.-based subsidiaries of EU companies. While media
focus has centered on data exchanged through social networks and as part of cloud services, Safe
Harbor participants process a wide variety of data from Europe to conduct business. This
includes human resources data of EU-based employees, shipping and billing information for the
purchase of goods and services, and transactional data necessary to support 24/7 customer
service. In short, the global trading and financial system today depends on the ability to
seamlessly send and receive personal data without regard for national borders. This dependence
is revealed by the more than $240 billion worth of digitally deliverable services trade between
the United States and Europe. Safe Harbor ensured that this data could move both efficiently
and in compliance with EU law.

111. Recent Developments and DoC Engagement

Following the surveillance disclosures in 2013, the European Parliament and some EU Member
State officials called for suspension of the Safe Harbor Framework. The European Commission
responded with a review of the Framework followed by the release of a Communication with 13
recommendations to improve the Framework. The first eleven related to commercial data flows
and the last two pertained to national security issues. Following the release of the Commission’s
Communication in November 2013, the Department of Commerce initiated consultations with
the Commission to address their recommendations.

Before describing the negotiations, it is worth saying a few words about the broader political
context in Europe around these issues. Since Safe Harbor had become linked to the surveillance
disclosures, it became a target for continued criticism largely based on misunderstanding and
false assumptions about its purpose and operation and the important privacy benefits it provided.
At their heart, many of these criticisms were based on false accusations that the United States
was engaged in “mass, indiscriminate surveillance” of the data transferred to the United States
under Safe Harbor.

For the past two years, the Department, along with the U.S. Federal Trade Commission and
Department of State, has engaged in consultations with the European Commission. We have
also worked with officials from the Intelligence Community and the Department of Justice to
discuss the national security-related recommendations. Recognizing the importance of data
flows and the challenging political context in which we were operating, we worked hard to
strengthen the framework and address concerns raised in the EU. In our view, it was appropriate
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to modernize the 15-year old Framework, and there were improvements and changes we could
make that enhanced privacy protections while continuing to facilitate data flows. Throughout
this process, we consulted regularly with U.S. stakeholders to discuss both the privacy benefits
and commercial feasibility of potential changes. We were mindful of areas that might cause new
compliance costs for U.S. firms and pushed back in our negotiation when we felt that any change
might unduly burden U.S. firms relative to other companies. These were difficult negotiations,
but over the summer we reached a tentative agreement that was subject to review and approval
by the European Commission’s political leadership. At that point, the Commission chose not to
move forward given the pending issuance of the European Court of Justice Decision.

In its October 6 ruling, the European Court of Justice invalidated the European Commission’s
determination in 2000 that Safe Harbor provides adequate protection for personal data. This
determination by the Commission was the legal foundation for Safe Harbor. The ECJ decision
did not examine or make findings regarding the adequacy of U.S. protections; rather, it faulted
the European Commission for examining Sate Harbor but not the broader U.S. legal context in
2000. Unfortunately, the ECJ decision did not allow a transition period for companies to make
alternate legal arrangements, creating even greater legal uncertainty.

We are deeply disappointed in the ECJ decision, which creates significant uncertainty for both
U.S. and EU companies and consumers, and puts at risk the thriving transatlantic digital
economy. The ruling does not give adequate credit for the robust protections of privacy
available in the U.S. or all that the Framework has done to protect privacy and enable economic
growth. We are focused on and fully committed to resolving the uncertainty that the decision
has created and thus end the significant, negative consequences that flow from such uncertainty.

We fully understand how harmful uncertainty can be to a business, its growth, employees,
customers, and vendors, and have been hearing directly from companies, large and small, about
the real world impact of the ECJ decision. We have stressed to the Commission that real harm is
presently being borne by companies that have committed in good faith to protect privacy in
accordance with globally recognized principles. It is worth emphasizing that the ECJ decision
does not question whether U.S. companies provided their consumers with the protections
promised under the Safe Harbor.

To illustrate just how harmful the uncertainty created by the ECJ decision has been, I offer two
illustrative examples:

e A small company, which provides support services relevant to clinical research trials, has
already lost significant business across Europe. The company’s clients are suspending
and shutting down projects, while its EU-based main competitor has reached out to other
existing clients recommending they switch providers in light of the court ruling.

e Alarge U.S.-based hotel chain with properties across the EU would in the absence of
Safe Harbor have to either: put in place EU model contracts with each of its vendors —
something it described as a logistical nightmare — ; or, take on the EU’s binding corporate
rules process, which is very expensive and has an 18-month lead time.
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While model contracts, binding corporate rules, and other options for compliance with European
privacy law do exist, the ECJ ruling has also raised questions about their viability. For example,
following the ECJ ruling, a German DPA released a position paper indicating that model

contracts and consent might also be considered invalid for transferring data to the United States.

We believe the best way to protect privacy and restore confidence in transatlantic data flows is to
promptly endorse and put in place the strengthened Safe Harbor Framework that we have
negotiated with the European Commission during the last two years. We have provided a very
strong basis for the European Commission to make the findings discussed in the ECJ decision,
including on the national security issues. That being said, we are continuing to discuss ways to
improve and strengthen the overall package now, and to be sure that it addresses the specific
issues raised by the court.

This is a priority for me, for Secretary Pritzker and for the Administration as a whole. We have
welcomed many of your own calls for this important step. Secretary Pritzker, senior officials at
the White House and across the interagency community have been in close and regular contact
with the European Commission, as well as other partners across Europe, including within
individual Member States, and have expressed the need for urgent resolution of this issue. T was
in Europe during each of the past three weeks meeting with the European Commission, EU data
protection authorities, EU Member State officials and affected U.S. and EU businesses to discuss
the path forward. Our Secretary, Deputy Secretary, and the Under Secretary for International
Trade among other senior officials have also traveled to Europe during this time. Each has
engaged on this issue both during their trip as well as from Washington.

1V. Conclusion

We remain committed to doing everything we can, as fast as possible, to move forward with a
new Safe Harbor Framework. We are prepared to focus full time on this issue in order to bring
greater certainty around the critical issue of data flows. We are hopeful that our partners in the
Commission will be willing to approach this with the same sense of urgency, and we appreciate
the focus you and your colleagues here in Congress can bring to this important issue.
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{Submitted November 13, 2015)

Chairman Issa, Vice-Chairman Collins, Ranking Member Nadler, and Members of the
Subcommittee:

The Center for Democracy & Technology (CDT)' submits the following statement for the
record summatizing the necessary reforms to U.S. surveillance and privacy laws that
must be made in order fo ensure the viability of any future Safe Harbor agreement
between the U.S. and the E.U. In Schrems v. Data Protection Commissioner,? the Court
of Justice of the European Union {CJEU) not only struck down the Safe Harbor
agreement {an agreement vital to fransatiantic trade on which over 4,000 U.S.
companies had relied for fifteen years); it aiso found that national Data Protection
Commissioners (DPCs) in the E.U. are gbligated to investigate complaints that a country
that receives E.U. users’ data ~ such as the U.S. — does not provide adequate protection
for data privacy rights.

As a result, the Schrems decision will have lasting and, without reforms to U.S. law,
recurring consequences for international data flows and digital trade. CDT acknowledges
the vaiue of approving a short-term “Safe Harbor 2.0” agreement in order to provide
temporary relief. in addition, the Judicial Redress Act and Presidential Policy Directive
28 (PPD-28), which provide limited privacy protections for Europeans located abroad,

! The Center for Democracy & Technology is a nonprofit public interest organization dedicated to
keeping the Internet apen, innovative and free. Among our priorities is preserving the balance
between security and freedom.

2 Case C-362/14, Maximillian Schrems v. Data Protection Comm'{Qct. 6, 2015}, available at.
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is clearly legal in the United States. This deletion will likely be global, affecting the
information available to Internet users everywhere including the United States. Key
terms in the Regulation remain ambiguous and open to interpretation. But because
local or national regulators will be able to assess fines of up

to €100,000,000.00, those regulators’ decisions will effectively govern US
companies without deep cofters and an appetite for protracted legal battles in
Europe.

The GDPR reflects values and priorities that are simply different from the ones we
protect under US law. European legislators are choosing to impose regulatory
burdens on innovation and commerce because of the high value they place on
personal data protection rights — rights that in many cases have no equivalent under
US law. Those rights are also often deemed strong enough to trump free speech
rights, when the US First Amendment would mandate a different outcome. While
this may be the right balance for the EU, it is not the one US law has ever struck.
Applying the GDPR to US companies with US-facing businesses will effectively
push those values across borders to affect innovation and free speech here,

Perhaps the most troubling aspect of the GDPR for US companies is its jurisdictional
reach. The GDPR requires compliance from any company that “monitors” users in
the EU - regardless of whether the company intended to attract EU customers, or
even knew about them. Thus, it appears to give EU regulators jurisdiction over any
American business that tracks user information using tools like accounts or cookies,
and that has even a few European users. For example, the New York Times online
would be regulated by the GDPR because of its user accounts and recommended
articles feature. The same could be true for American content distributors, hobbyist
websites, and small online goods vendors, and other businesses. Large Internet
companies like Facebook, Twitter, and YouTube are covered as well. The GDPR’s
jurisdiction grab will be most surprising, and probably most damaging, for small and
growing enterprises that achieve commercial viability at home only to discover they
must undertake costly compliance with European laws.

Compliance with the GDPR is a heavy and expensive burden. Companies that may
be operating out of garages in the US and fully compliant with US law will find
themselves part of an intensively regulated industry in Europe — and likely already in
violation of European law by the first time they hear about it. Penalties are

steep: €100,000,000.00 or 5% of global annual turnover, in some drafts of the
Regulation. To come into compliance, companies would start by stationing a
designated representative in the EU; responding to any inquiries or requirements
from regulators; curtailing collections and uses of data that are legal in the US but
illegal in Europe; re-designing back-end data storage systems and front-end user
interfaces; and petitioning European regulators for permission prior to launching
particularly novel, “high risk” products or businesses.

To avoid violating the GDPR, companies must also comply with EU “Right to Be
Forgotten” laws — by deleting content that is clearly protected under the US First
Amendment, An existing version of the “Right to Be Forgotten” is already being
enforced for Google’s web search, and has eliminated" hundreds of thousands of

! https://www.google.com/transparencyreport/removals/curopeprivacy/
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search results in Europe. According to the Washington Ppﬁ[,z results that disappeared
include news articles about a banker involved in the financial crisis and an article
about a dishonest soccer referee. The Post also received” a demand that the paper
remove a negative concert review from its own website — a demand the paper will
have to take more seriously under the GDPR.

Extension of EU “Right to Be Forgotten” laws threatens US Internet users, as well as
US companies. French privacy regulators already maintain that deletions required
under their data protection law must be carried out globally — that French law should
determine what information users in the US can find online. The only company
currently affected, Google, has so far opposed this demand. But standing up for the
rights of American Internet users to see information that is legal here requires a risk-
tolerance (and legal budget) that smaller companies will not easily muster. The
easiest and safest course for companies newly regulated by the GDPR will be to
simply comply with deletion demands — to let EU law determine what information
Americans see on the Internet.

T attach with this letter three short blog posts describing the GDPR’s exact provisions
and political background. They are also available online hece?, here® and here® The
regulation stands to be finalized in under two months, and has so far received little
attention from lawmakers or media in the US. Given its foreseeable impact on
American businesses and on free speech and innovation online, that should change.

Sincerely,
A3
P

Y f"
LRV S PR,
o

i

SR
Daphne Keller
Director of Intermediary Liability

Aboui the Center for Internet and Society

The Center for Internet and Society (C1S) is a public interest technology law and policy
program at Stanford Law School and a part of Law, Science and Technology Program at
Stanford Law School. CIS brings together scholars, academics, legislators, students,
programmers, security researchers, and scientists to study the interaction of new
technologies and the law and to examine how the synergy between the two can either
promote or harm public goods like free speech, innovation, privacy, public commons,
diversity, and scientific inquiry. CIS strives to improve both technology and law,
encouraging decision makers to design both as a means to further democratic values. CIS

* hitps:/Avww.washingtonpost.com/opinions/ungoogled-the-disastrous-results-of-the-right-to-be-forgotten-
ruling/2014/07/12/91663268-07a8-11c4-bbfl-cc531275¢7£3f_story html

* https:/www.washingtonpost.com/news/the-intersect/wp/2014/10/3 /pianist-asks-the-washington-post-to-
remove-a-concert-review-under-the-e-u-s-right-to-be-forgotten-ruling/

“ http://cvberlaw stanford.cdu/blog/2015/10/intenmediary-liability-and-user-content-under-
europe%E2%80%99s-new-data-protection-law

* hitp://evberlaw stanford cdu/blog/2015/10/gdpr%E2%80%99s-noticc-and-takcdown-rulcs-bad-news-frec-
cxpression-not-bevond-repair

©https://cyberlaw stanford .cdu/blog/2013/10/noticc-and-takcdown-under-gdpr-opcrational -overvicw
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provides law students and the general public with educational resources and analyses of
policy issues arising at the intersection of law, technology and the public interest. C1S also
sponsors a range of public events including a speakers series, conferences and workshops.
CTS was founded by Lawrence Lessig in 2000.
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Question 2:

The ECJ and German conclusions that the US conducts “massive and indiscriminate
surveillance™ of communications appears to be the focus of the prohibitions on data transfer.
Setting asidc for now any debate about the accuracy of the ECJ°s characterization of data
protection in the US, it seems that the focus of these limits on e-commerce is exclusively on the
US. Tlowever, there is wide spread awareness that many countries have national security
survcillance mandates. There arc also studics that highlight the existence in many countrics of
sweeping mandates that lack procedural safeguards found in the US. But the ECJ and Germany
solely focus on the US, and T want to better understand if there is a risk here of economic
discrimination. [s there any indication that German Officials would prohibit Data transfers to
France or the US, which are EU Member States, bul known to have expansive legal powers [or
surveillance? Is there any indication that German officials will apply these restrictions to German
companies that operate in Russia or China, or to Russian and Chinese companies that operate in
Germany? T have not heard discussion about potential EU or German restrictions in any of these
mnslances, and it makes me worry aboutl economic discrimination — dala protectionism dressed up

as data protection.

Answer 2:

SHA is not awarc of whether German officials might prohibit data transfer to the UK or France.
SUHA has no information on whether German officials might apply data tflow restrictions to
German companies that operate in Russia or China or to Russian or Chinese companies that
operate in Germany, We agree with your assessment that many countries have national security
mandates and some of them lack the procedural safeguards found in the U.S. SIIA’s view on
whether there is cconomic discrimination is that whatever the motive or legal reasoning is for
restricling data [Tows, there is an economic cost. Ultimalely that cost is borne by consumers.
Moreover, restrictions on data flows undermine the concept of one open Internet, which the

European Union and European countries say they support.
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Question 3:

Given the ECJ concern about alleged mass surveillance thal it conlends exist in the US and the
limits on Furopcan citizens to scck redress of their privacy rights in the US, do you think thesc
concerns would dissipate if and when (1) bulk collection ends in December pursuant to the terms

of the PATRIOT Act reauthorization; and (2) if the Judicial Redress Act is adopted as law?

Answer 3:

As you know, the USA TREEDOM Act, enacted into law earlier this year, made significant
reform to Section 215 of the PATRIOT Act regarding bulk collection of Americans’ telephone
records and Tnlernet metadata. The USA FREEDOM Act elfectively banned ihe bulk collection
of data, beginning December, 2013, by requiring specific criteria for government access to these
records. We believe that this change and other changes presented by the USA FREEDOM Act
should go a long way lowards alleviating concerns ol foreign governments and the European
Court of Justice (ECT) that the broad authority provided under Section 215 could be exiended (o

include call records and data from non-American citizens and foreign businesses.

We also believe that the enactment of the Judicial Redress Act would help to alleviate concerns
of foreign governments, particularly those stemming from the EU and the recent ECJ

decision. European oflicials have indicaled that providing European citizens with limited
remedies similar to those Americans enjoy under the Privacy Act is a critical element to
providing adequate privacy rights to European citizens. ‘The JRA represents a leveling of the
playing field ol sorts, as U.S. citizens currently have redress rights (o ensure the accuracy ol data

held about them in most EU member states.



