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Executive Summary

On October 21, 2019, Facebook announced the takedown of 50 Instagram accounts posting
about US social and political issues and the 2020 election. Facebook concluded that the
operation “originated from Russia” and “showed some links to the Internet Research Agency
(IRA)", the Russian “troll farm” that previously targeted US audiences and the United States
presidential election in 2016."

These accounts, all linked to the same operation, claimed to represent multiple politically active
US communities: black activist groups, advocates speaking out against police violence, police
supporters, LGBTQ groups, Christian conservatives, Muslims, environmentalists, gun-rights
activists, southern Confederates, and supporters of Senator Bernie Sanders and President Donald
Trump. A minority of posts focused directly on the 2020 election. Multiple accounts praised
Bernie Sanders or Donald Trump. Accounts from both sides of the political spectrum attacked
Joe Biden; some also attacked Kamala Harris and Elizabeth Warren. Almost half the accounts
claimed to be based in “swing states,” especially Florida.

This choice of targets and content echo the campaigns previously deployed by the IRA.
Additionally, a few of the posts in this set reused or recreated IRA memes: this is why we named
this campaign “IRACopyPasta”. That these accounts reused and recreated IRA content is
insufficient grounds on its own to provide a firm attribution, but it aligns with Facebook’s own
analysis that the operation showed some links to the IRA.

The operators went to great lengths to hide their origins, prioritizing operational security (OPSEC)
over audience growth. Many of their posts consisted only of memes, without accompanying text.
Posts that included text were usually sourced from viral posts made by American accounts.
Facebook noted of this operation that it “had the hallmarks of a well-resourced operation that
took consistent operational security steps to conceal their identity and location.”

Most of these accounts had low numbers of followers: over half had fewer than 5,000 followers,
and only one, focused on environmental issues, had over 20,000. The total number of posts for
this operation was just under 75,000. The campaign appeared to be a recent creation, using
purpose-made accounts rather than accounts compromised from real users. Some posts gained
hundreds of likes but typically obtained orders of magnitude fewer than the American
personalities they copied. The operation appears to have been active almost exclusively on

T See Indictment 1:18-cr-00032-DLF, “United States of America v. Internet Research Agency,” U.S.
Department of Justice, February 16, 2018, https://www.justice.gov/file/1035477/download



Instagram. Nevertheless, it made heavy use of Twitter by posting screenshots of tweets from
genuine American users to Instagram.

IRACopyPasta Assets: Posing as Americans, Posting
on Divisive Issues

These accounts posed as supporters of specific US social or political groups:
e 11 Conservative accounts focused on praising President Donald Trump
e 9 "black activism” accounts, with a focus on police violence
e 4liberal accounts, with a focus on praising Senator Bernie Sanders
e 3 Conservative accounts focused on gun rights
e 3 LGBTQ+ accounts
e 3 “feminist” accounts
e 2 "thin blue line" pro-police accounts
e 2 "Confederate” accounts
e 1 environmentalist account?

T “Muslim” account

1 “Christian” account

The majority of posts by each account was not directly election related but focused on general
news and political commentary. These posts were most likely used for persona development and
branding. Multiple accounts in each subgroup repeatedly shared the same content over the space
of a few hours or days, reinforcing the impression that they were part of a network.

2 The environmental focus here appears somewhat new, but reminiscent of a previous Russian operation
uncovered on Instagram and Facebook and targeting French audiences. See: Ben Nimmo and Camille
Francois, “#TrollTracker: Glimpse Into a French Operation” DFRLab, November 28, 2018,
https://medium.com/dfrlab/trolltracker-glimpse-into-a-french-operation-f78dcae78924.
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@ bernie.2020__ « Follow
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Posts by black.slayzz and bernie.2020__. Neither account posted text alongside the memes. All screenshots
were taken in September 2079 unless indicated otherwise. Graphika has blanked the reactions of users not
associated with the operation on all screenshots.

"Sometimes | think we judge Jaden and
Willow Smith because they are free black
children and we don't know what free
black children look like."

@ _everything_black__ « Follow

. __everything_black__ I love everything
about this because | 100% agree but
couldn't ever put it into the words. But

some people are not ready for this
conversation yet.
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#blackpeople #blackculture
#blacklivesmatter #blackmen
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#blackgirimagic #blackpeople
#blacklove #blackpower #problack
#melanin #blackpride #blackeconomics
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Posts by __everything_black__ and blacks_only__
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riseagain#heritagenothate#yankees#di
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Posts by confederate_florida and rebel.va, several weeks apart. Note the minimal use of language alongside
the memes, other than hashtags.

Divisive Content

Much of the content posted by these accounts was divisive and served to reinforce each target
group’s hostility toward other groups or individuals. Often, the sets of accounts posted on both
sides of divisive issues. For instance, police violence was a topic addressed by accounts in the
set, some of them posting with hashtags such as #policebrutality and #blacklivesmatter and
others with #bluelivesmatter and #backtheblue.
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Posts by __everything_black_ and wisconsin.blue.line on the police.

Accounts across the “progressive” spectrum attacked President Donald Trump; accounts across

the “conservative” spectrum attacked Democratic congresswomen Alexandria Ocasio Cortez
("AOC”") and lhan Omar.
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Stay qU|et on Hong Kong protes‘ts |f helps crush American democraicy.
' 2 #fucktrump #dumptrump #resist #
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Posts by law.abiding.citizen (top) and progressiveview (bottom) on contemporary politics.

This practice of targeting both sides on divisive issues is characteristic of the campaigns initially
conducted by the IRA to target American audiences in 2014-2018.°

% See the US indictment of the IRA: Indictment 1:18-cr-00032-DLF, “United States vs. Internet Research Agency et al,”
US Department of Justice, February 16, 2018, https://www justice.gov/file/1035477/download. See also Philip Howard,
Bharath Ganesh, Dimitra Liotsiou, John Kelly, and Camille Frangois. The IRA, social media and political polarization in the
United States, 2072-2018. University of Oxford, 2018.


https://www.justice.gov/file/1035477/download
https://comprop.oii.ox.ac.uk/research/ira-political-polarization/

Leveraging Authentic Content from American Users

These accounts primarily reposted political content produced by American users on social media
rather than creating their own. This is likely to have served two ends: it allowed the accounts to
embed more firmly into their target audiences by sharing in-group content, and it reduced the
amount of language they would have to produce, thereby reducing the scope for telltale language
errors like the one shown in the screenshot above.

A high proportion of the content posted by these accounts were screenshots of tweets. These
often featured an aspect ratio inappropriate for Instagram, reducing their visual impact. Despite a
heavy use of Twitter content, the Instagram accounts in this operation did not have equivalent
accounts on Twitter.

progressive.voice (LD

1,230 posts 2,255 followers 5,197 following

PROGRESSIVE VOICE
Love cats, not catcallers &
Standing for #diversity and #equality for ALL =

# POSTS TAGGED

The @BernieSanders campaign says
that now, every single one of its teams
— management, political, policy,
organizing, communications, advance,
digital, and fundraising — has women,
and predominantly women of color, in
leadership positions.

K

raise your hand if you could easily meet
this standard at 18

@ Angus Johnston @ @studentactivism - 1d

Ben Shapiro says Harvard's “don't use the n-word"
admissions stance is "an insane, cruel standard no
one can possibly meet."

Show this thread

"Equal" doesn't mean "identical".
Saying women and men are equal
doesn't mean one is saying men and

women have no differences.

It simply means those differences
should not translate to different levels
of access to benefits and
opportunities in society.

I've been helping to baby-sit my year old
grandson this past week & it's brought home to
me the stark reality of this image. | salute every
working woman & acknowledge that their
successes have required a much greater
amount of effort than their male counterparts

A woman got 3 million more votes
than Trump in 2016. Women powerec
the resistance starting the day after
Trump's inauguration. Women
candidates won up and down the
ballot in 2018. Democrats should not
question whether a woman can win ir
2020.

Profile page of progressive.voice shortly before the takedown: note how all its most recent posts were
screenshots of tweets. The image also shows the followers to following ratio: the account had 2,255
followers but followed 5,197, suggesting an ongoing audience-building effort.



The “conservative” accounts in the set had a particular fondness for the conservative partisan
group Turning Point USA, often sharing its memes and comments (a trait also observed in

previous campaigns run by the Internet Research Agency). “Progressive” accounts in the set drew
from a wider range of sources.

R V- \ @ adOrable_deplOrable « Follow
< *
' \
\ adOrable_deplOrable #maga #maga2020
\,

#conservative #republican #trump
#trump2020 #liberal #libtards #democrat
#usa

1) | BELIEVE IN FREEDOM < '

2) | BELIEVEIN THE RIGHT
T0 BEAR ARMS

3) I THINK FOR MYSELF

4) | TAKEPRIDE IN
PROVIDING FOR
MY OWN FAMILY

5) |LOVEAMERICA

302 likes

Login to like or comment.

Meme watermarked “Turning Point USA” posted by adOrable_deplOrable

Again, the selection of content appears to have been designed to push both sides of divisive
issues and to inflame supporters and detractors of American political figures.
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Alexand ria ocasiO'cortez o s& progressive.voice « Follow
@AOC

i} progressive.voice | support #0AC no
\ matter what others say® ¥

| find it revealing when people mock e IO
where | came from, & say they're

going to “send me back to

waitressing,” as if that is bad or

shameful.

It's as though they think being a
member of Congress makes you ©QqQn 0
intrinsically “better” than a waitress. 126 fhees

But our job is to serve, not rule. Login

Posts attacking and defending AOC (or “OAC”). Top, free.dom.choice,; bottom, progressive.voice. Note the
numbers of likes. The original posts performed far better than these reproductions, perhaps because the
operators looked for viral posts to copy from.

Election Messaging

Interspersed with these general audience-building and divisive posts, the accounts posted
memes and comments about the 2020 elections. The overall alignment of these posts paralleled



the IRA’s strategic messaging in 2016,* especially by expressing support for Donald Trump and
Bernie Sanders, while attacking other presidential candidates.

Among the accounts focused on black activism, there was strong support for Bernie Sanders
along with a moderate amount of content opposing Kamala Harris. Education reform and student
debt relief were two of the most commonly mentioned reasons for supporting Sanders, while
Harris's record as a California DA was mentioned as a reason to oppose her candidacy. Mixed in
with these was a small amount of content attacking Joe Biden, primarily due to gaffes related to
his previous handling of racial issues.

Black Couple Has $718K In Student Loan Debt!
(‘Bernie Sanders Help Us')

‘ PR ) aae ‘ support_black_fl There are a lot of
couples like this. Millions of people in
America want to get an education. And
Bernie Sanders is their last hope.
#Bernie2020 #blackcommunity
#BernieSanders2020

‘ support_black_fl « Follow

6w

VEGRU N
106 likes

AUGUST &

Add a comment

Post by support_black_fl on Bernie Sanders

4 Indictment 1:18-cr-00032-DLF, “United States vs. Internet Research Agency et al,” US Department of Justice, February
16, 2018, para 43, https://www.justice.gov/file/1035477/download. See also Philip Howard, Bharath Ganesh, Dimitra
Liotsiou, John Kelly, and Camille Frangois. The IRA, social media and political polarization in the United States,
20172-20178. University of Oxford, 2018.
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. black.queen.chloe - Follow

Black People Won't Win With
HBCU Grad Kamala Harris" Student
Loan Forgiveness Program —

By HECU EdRors - L -

nment

@ michigan_black_communii * Follow ==+

"Poor kids are just as bright and just as @ michigan_black_community_ The

truth came out i He couldn't hide it

talented as white kids" Really Biden? ikt it

#fuckracism #blackbusiness #melanin

ADMAR A LAIING | ADIAN @ LMiImw g 4w

COALITIO OAI'..I:I’_Im

x ¥ %asiana LaTING | © | ASIAN & LATINOG
pé : + SOALITION CQ;ALI‘IIQN

718 views

Posts by black.queen.chloe and michigan_black_community_ on Harris and Biden. The Biden quote
referenced a remark he made on August 9, 2079, a week before the post was published.® The Harris comment
referenced her education at the historically black HBCU.®

On the progressive side of the spectrum, considerably more accounts attacked Joe Biden. This
contrasted starkly with IRACopyPasta’s support for Sanders and is reminiscent of the original
IRA’s strategy of attacking Clinton while they supported Sanders.” On the other side of the political

® Stevens, Matt, “Joe Biden says ‘poor kids' are just as bright as ‘white kids'” New York Times, August 9, 2019,
https://www.nytimes.com/2019/08/09/us/politics/joe-biden-poor-kids.html.

® Ramirez, Stephanie, and Mitchell, Lacrai, ‘How Kamala Harris’ education at a black college shaped her,” CBS News,
September 12,2019, https://www.cbsnews.com/news/how-kamala-harris-education-at-a-black-college-shaped-her/.

7 Indictment 1:18-cr-00032-DLF, “United States vs. Internet Research Agency et al,” US Department of Justice, February
16,2018, para 43, https://www.justice.gov/file/1035477/download.
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spectrum, the “conservative” accounts routinely praised and supported Trump and his family.

They, too, focused their attacks on Biden.

AW ASTAN

= JOE BIDEN
L2SX
T o S " i

Log in to like or comment

Post explicitly contrasting Biden and Sanders, by bernie.2020__
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Anti-Biden posts by law.abiding.citizen and free.dom.choice



Overall, election-related content made up a minority of IRACopyPasta’s posts, but the accounts’
geographical targeting also suggest a focus on electoral dynamics. Of the 40 accounts that
Graphika reviewed, 19 gave a location in a state: Arizona (1), Colorado (2), Florida (5), lowa (1),
Michigan (3), Nevada (1), Ohio (3), Pennsylvania (1), Virginia (1), and Wisconsin (1). It is
noteworthy that all of these have been reported online as “swing states” that will be critical in the
2020 presidential election. The focus on “purple” states, specifically Colorado, Florida, and
Virginia, is also consistent with the instructions received by the IRA in July 2016 and their
subsequent election targeting in the 2016 election, per the Mueller IRA indictment ®

Recreating Content

The parallels between the IRACopyPasta campaign and previous campaigns attributed to the
Internet Research Agency go beyond a similarity of targeted communities, tactics, and issues.

Memes originally posted by accounts attributed to the IRA’s previous campaigns are reused (or
recreated) throughout this set’ The examples below illustrate this, with the IRACopyPasta
account “wisconsin.blue.family” posting a meme watermarked to the original IRA account
“Veterans US” and with the IRACopyPasta “rebel.va” account posting a meme watermarked to the
original IRA account “South United.”

8 Indictment 1:18-cr-00032-DLF, “United States vs. Internet Research Agency et al’, U.S. Department of Justice,
February 16,2018, para 31, https://www.justice.gov/file/1035477/download

¢ For more data points, see www.io-archive. The Information Operation Archive hosts publicly available and rigorously
attributed data points from known Information Operations on social media platforms.

14


https://www.justice.gov/file/1035477/download

wisconsin.blue.family « Follow

6d

wisconsin.blue.family #thickblueline
#bluelivesmatter

#holdtheline #backtheblue
#swolepatrol #fitforduty
#wefightwhatyoufear #weownthenight

We don't
#relentlessdefender #lawenforcement
k n OW 1h m u | I #thinblueline #actofkindness
: #aboveandbeyond

#oathofhonor #officersafety
#leadbyexample #sheepdog
b #stayvigilant #alwaysstrapped
U 1' we owe i o
#wisconsinpolice #police #wisconsin
#uspolice #policeofwisconsin
#k9 #k9dog #k9shepherd

Th e m u I I 2 T‘f!gpé'iCeoffice;

©ad 1like Reply

o Qd A

121 likes

Log in to like or comment

IRA watermarked meme posted by wisconsin.blue.family. Posts by “Veterans US” can be seen in the
‘UsHadrons” archive.”®
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https://medium.com/@ushadrons/this-space-is-a-repository-for-content-from-the-russian-social-media-account-veterans-us-8c1beb0aa607

ORIGINAL IRA IRACOPYPASTA

S'I‘]UTH‘ERN PRIDE B SOUTHERN PRIDE B

-
A
IS COLOR BLINIJ
Let's restore the honor of our IS E["-DR BLIND
kin. Keep Southern Heritage Login olike or comment.

586 likes

alive! southunited gocsa

Left, post by known IRA account “South United’, from the UsHadrons archive;"" right, post by IRACopyPasta
account confederate_florida

Sharing original IRA memes is a weak signal on its own: a number of spam operations are known
to have done the same, since IRA memes have been preserved online in various archives.'” On a
handful of occasions, however, these assets went further: two ostensibly “Confederate” accounts,
rebel.va and confederate_florida, posted memes that were almost identical to memes shared by
known IRA account South United, but recreated them rather than simply copying them, taking
steps to delete the original watermark.

Such memes featured the same background image and wording as the earlier IRA posts, but with
a different font or layout, and without the South United watermark originally present when used by
the IRA in previous campaigns. To make them, the operators must have found the original source
photo and rebuilt the meme on it, a more labor-intensive process than a simple “copy-paste.”

M

https://medium.com/@ushadrons/this-space-is-a-repository-for-content-from-the-russian-social-media-group-south-u
nited-35bcdeaa6b29

2 See for instance that of researcher “@USHadrons” on Twitter, available at https://medium.com/@ushadrons
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Keep on trucking! southunited

ORIGINAL IRA IRACOPYPASTA

@ confederate_florida » Follow

- lue..
#1861#rebelflag#history#dixie#rebelpri
de#backwoods#south#trump#trump20
20#veterans#ireespeech#1stamendme
nt#confederate#confederateflag#confe
deratetruth#csaf#confederacy#tyeeyee
#hellyeah#redneck#conservative#repu
blican#2nd#2ndamendment#seconda
mendment#heritagenothate

24w

299 likes

MARCH 30

Log in to like or comment

Left, post by South United, watermarked, from the US Hadrons archive.” Right, post by confederate_florida

without the watermark and in a different font, March 2079.

ORIGINAL IRA IRACOPYPASTA

oQaun A

Confederate Pride! Heritage .
Not Hate! southunited gocsa

Log in ta like or comment

Left, post by South United, watermarked, from the US Hadrons archive.'” Right, post by rebel.va without the

watermark, September 2019. Graphika has blurred the faces of the individuals in the picture.

3 Ibid.
™ Ibid.
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Yet another account, @islamination, posted a meme arguing that there is no racism in Islam. This
was an IRA-watermarked meme from an account called United Muslims of America,'® but the
@islamination post blurred out the lettering almost completely, leaving the final -a in place.

ORIGINAL IRA IRACOPYPASTA

e — = =
l of nmenna] islamination « Follow

ORIGINAL IRA

IRACOPYPASTA

Posts by “United Muslims of America” (top left) and @islamination (top right), together with detail boxes
showing the placement of the original watermark and the blurred area with final -a in the recreated meme.
Graphika has blurred the faces of the individuals in the picture.
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ms-of-america-h4d9b88dda65.
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Throughout this investigation we identified almost 20 instances in which different accounts in the
target set shared images and memes that had also been posted and watermarked by the IRA, but
without the watermark. This represents only a tiny proportion of the total volume of content
posted, but it nonetheless provides a clear indication that the operation was trying to repeat the
IRA’'s performance, without looking like it was doing so.

Copy-Paste-Hide

The operation went to remarkable lengths to hide its presence and reduce its online footprint,
perhaps at the expense of efforts that would have yielded higher engagement with the content
posted.

The accounts posted very little in the way of linguistic content. Many posts consisted of nothing
but a meme; others included a meme and a string of hashtags. Some had one or two sentences
of colloquial text. Very few included more substantial passages. This may have been an attempt
to reduce the volume of original language posted and therefore to reduce the risk of grammatical
English errors betraying the operation’s Russian origin.

A few accounts did post longer texts, but these were usually copy-pasted from other online
sources. The copy-pasting was done with some care: often, posts would select paragraphs from
separate sections of their sources and rearrange their order or omit large sections, rather than
copying the entire text.

@ ugotreasure.wordpress.com,

@ rictioon biock commu- Foon

ou u 3
accused of trying to assimilate to white standards of beauty. It means they
aren't sellouts. These women look down on other black women who wear
weaves or relax their hair, I's like they turned into the spokespeople for natural
hair and black pride the minute they began spotting a fro. Really?

@ ugotreasure.wordpress.com)

goes on, literally. Choosing to wear weaves, extensions or relaxing your hair
doesn't make you any less pro
background, just like wearing

mean you're oozing with black pride.

Left, blog post from 20176 on black hairstyles; right, post by michigan_black_community_
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‘ gun.toting.tom « Follow

1urpin, and EN Tor enrield. Uver rour
million Stens in various versions were
made in the 1940s.

The Mark Il was the most common
variant, with two million units
produced. It was a much rougher
weapon than the Mk I. The flash
eliminator and the folding handle (the
grip) of the Mk | were omitted. A
removable barrel was now provided
which projected 3" beyond the barrel
sleeve. Also, a special catch allowed
the magazine to be slid partly out of
the magazine housing and the housing
rotated 90 degrees counter-clockwise
(from the operator's perspective),
together covering the ejection opening
and allowing the weapon and magazine
both to lie flat on its side.

The barrel sleeve was shorter and
rather than having small holes on the

oQn N
145 likes

GO

Log in to like or comment.

Mark Il | edit]

The Mark Il was the most common variant, with two million units produced. It was a much rougher weapon than the Mk |. The flash eliminator and the folding handle (the grip) of the Mk | were
‘omitted. A removable barrel was now provided which projected 3 inches (76 mm) beyond the barrel sleeve. Also, a special catch allowed the magazine to be slid partly out of the magazine
housing and the housing rotated 90 degrees counter-clockwise (from the operator's perspective), together covering the ejection opening and allowing the weapon and magazine both to lie flat
on its side.

The barrel sleeve was shorter and rather than having small holes on the top, it had three sets of three holes equally spaced on the shroud. To allow a
soldier to hold a Sten by the hot barrel sleeve with the supporting hand, an insulating lace-on leather sleeve guard was sometimes issued.# Sten Mk
II's in German possession were designated MP 749(e), the "e" signifying "englisch". Some Mk lls were fitted with a wooden stock as this part was
desirable and interchangeable with the Mk V. Also, the Spz-kr assault rifle uses the receiver and components from the Sten Mk I1.

Regular Mark I1:

© Overall length: 762 mm (30.0 in)
o Barrel length: 197 mm (7.8 in)
« Weight: 3.2 kg (7.1 Ib)

Mark Il (Canadian) | edit]

il wi &
During World War Il a version of the Sten gun was produced at the Long Branch Arsenal in Long Branch, Ontario now part of Toronto, Ontario. This was m"g:::bﬁ:'y“"::‘s”;“t:';ﬁ:z‘";‘:1"
very similar to the regular Mark Il, with a different stock (‘skeleton’ type instead of strut type) and improved quality of manufacture. It was first used in 2

Top, post by gun.toting.tom on the STEN gun. Bottom, the original on Wikipedia.’® The Instagram post copied
passages from the Wikipedia article verbatim, but in abridged form.

1©“STEN", Wikipedia, https://en.wikipedia.org/wiki/Sten.
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ib Like X\ Follow 4 Share
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"Because | love my family — and because | don’t want to be dependent
on a sometimes shockingly incompetent government for my family's
security — | carry a weapon. My wife does as well. We're not scared,
We're prepared, and that sense of preparation is contagious. Confidence
is contagious. People want to be empowered. That's how gun culture is
] -m m built. Not by the NRA and not by Congress, but by gun owners, one free

- citizen at a time." -

bui.... by gun oy
ata time.

m — O:s

oan H

109 likes:

oY Like () Comment /> Share

Home

Write a comment ©O0@

Posts

Reviews

Left, Facebook post on a genuine page. Right, the identical wording posted by IRACopyPasta asset
gun.toting.tom. The text originally appeared in “The Atlantic” in 2018, written by David French.'”” The woman in
the photo was featured on a separate Facebook page belonging to a gun instructor in January 2019.

This plagiarism extended to political campaigns, especially that of Bernie Sanders. On a number
of occasions, “progressive” accounts in the cluster copy-pasted both memes and comments

originating directly from Sanders’ own Instagram account.

Last year, &) vermiesanders o « Folow Last year, @ vemiez020_- i
South Carolina spent S : South Carolina spent —T—

$21,756  $11,552 [N i

per prison inmate per student 105 likes

$21,766 $11,6562

per prison inmate per student

oQaQh H

65,739 likes

Bernie

Login o lik

Left, post by Bernie Sanders.’® Right, the same post by IRACopyPasta asset bernie.2020__. Note that the
IRACopyPasta account gathered 105 likes, while Sanders’ posts gathered over 65,000 likes.

7 French, David, "What critics dont understand about gun culture,” The Atlantic, February 27, 2018,

https://www.theatlantic.com/politics/archive/2018/02/gun-culture/554351/.
1 Post by Bernie Sanders'’ verified account, Instagram, August 25, 2019,

https://www.instagram.com/p/B1me35yhez4/.
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COLT: OUR PRICES ARE JUSTIFIED
BY OUR QUALITY CONTROL

ALSO COLT:

-

Follow

_ots of QC issues
are hard to spot or are internal, This is
awful, obvious, and never should have
made it to a dealer. #colt #1911 #2a
#gunmeme #gunmemes
#2ndamendnent #igmilitia #instaguns
#gunchannels #gunsdaily
#weaponsfeed #weaponsdaily #igguns
#gunstagram #556 #tactical
#secondamendment #gunsofinstagram
#memeteam8 #waynemustge

@

oad W

3,899 likes.

Login to like or comment

COLT: OUR PRICES ARE JUSTIFIED
BY OUR QUALITY CONTROL

ALSO COLT:

oQd

mygunshinestate « Follow

mygunshinestate Lots of QC issues
are hard to spot or are internal. This is
awful, obvious, and never should have
made it to a dealer.

mygunshinestate #firearms #2a
#Florida #FloridaGunOwners #guns
#rmr #pewpew #secondamendment
#gunmenmes #gunstagram #gunsofig
#gunsofinstagram #dankmemes
#tactical #tacticalgear #selfdefense
#bangbangbang

#igunfanatics #pewpewpewlife
#igunowner #trijicon
#Defendthesecond

W Tlike Reply

118 likes

Login to like of comment

Left, post by a genuine guns-focused account’?; right, the identical post from Florida-focused IRACopyPasta
account mygunshinestate.

As noted earlier, the accounts also posted a high proportion of screenshot tweets, significantly
more than in any other operation we previously analyzed.

9 Post by fromtheguncounter, Instagram, July 29, 2019, https://www.instagram.com/p/B0ghqVJgOPA/.
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how dangerous men are and in the
el FIITGNL S2yirig WO ang yng
et agsaults. This is fucking
madness.

told my boyfriend | wes going to stert
my period and he sad, "AGAINZT"

it's lke, you know what, you're right, I'm
cantalling rmy subscription.

P

| Ghareet was brotally mundersed by
T lather and brather for going out with
& man che wag so0n 1o ba angaged 1o,
The recondings af Pear screaming
oocuried in a heapital, and no ona
nushed 10 helo har, Thisis why we need
eminizm

e el it el el Eg

szl ranted about how LGBTQIA+
lerilities wers getting too confusing i
=en up with, my 88 year old grandma
it hirm dewn, “The way things ane
owe i batter than when people had to
icker anarary of Killed themsehes becaus

ki iy boyiriend | was going 1o stan
iy peniod and be said, WGEAR "

ifs ke, o ko what, you'ne nghl, fm
| canceling my subscription.

L -f
a'moral responsibility to
gy system away from foss obody undarstood who they were.
efficiency, and sustainable espect costs you nathing.”

Posts by feminismdomination, from the account’s profile page. Note that seven of the nine posts are
screenshots of tweets.

This technique blurred the operation’s fingerprint by reducing the scope for linguistic errors and
maintaining a high stock of genuine American content appropriate to the political groups it
targeted. However, it also gave each asset less of a discernible personality and therefore may
have reduced the IRACopyPasta asset’s ability to build audiences. It is not the first time that the
platforms and researchers have exposed information operations that prioritized operational
security over audience. The “Secondary Infektion"* operation that emanated from Russia went to
extreme lengths to hide its traces, but as a result, almost none of its stories gained traction.

0 DFRLab team, “Top Takes: Suspected Russian Intelligence Operation,” DFRLab, June 22, 2019,
https://medium.com/dfrlab/top-takes-suspected-russian-intelligence-operation-39212367d2f0.
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Linguistic and Cultural Clues

Despite the lengths the operators went to to obscure their linguistic footprint, both texts and
memes posted by the operation employed grammatical constructions and
uncharacteristic of speakers whose native language is American English.

when u wake up before ur man and u
about to disturb his peace so he can
keep u company

d
\’@ myblackohioblog « Follow

myblackohioblog DO you also do same?
Lmaof® &

#myblackohioblog

#blackwomen

View all 10 comments

oQd N

741 likes
4 DAYS AGO

Log in to like or comment.

idioms

‘Do you also do same?” The correct idiom would end “do the same.” Post by IRACopyPasta asset

‘myblackohioblog.”
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Israel WIII "ol Even nllnw 57 law.abiding.citizen  Follow
-—
Ir ﬁ law.abiding.citizen What a bullshit

— 4
10h

195 likes

And Yet We've AIIIIWB(I
Them Into Our Congress IS

rebel.va These people don't even care
about their own immediate families.

What the future for their children will be?
View all 5 comments

== When a civi
forgets its ancestorss

they soon stop'thinking
of their descendants. S R

-‘-’,‘

“What the future for their children will be?” Note the inaccurate word order. Post by IRACopyPasta asset
rebel.va.



SENATOR FOR 36 YEARS [Fvms
VICE PRESIDENT FOR 8

free.dom.choice What a poor logic that
Fooft g % he has.

5w

free.dom.choice #conservative
#republican #trump #trumptrain #maga
#patriot #funny #memes
#conservativememes

#trump2020 #buildthewall #trumptrain
#raisedright #freedom
#freedomofspeech #proudamerican
#rightwing

dh

5W Reply

’g il @ Q li] m

¥
b

BUAMES TRUMP
FOR AMERICA'S PROBLEMS EESEREaS

“What a poor logic that he has.” Post by IRACopyPasta asset free.dom.choice.

In addition to odd linguistic constructions, this operation also echoed specific cultural references
favored by the IRA in previous campaigns to target Southern Pride/pro-Confederate audiences.
For instance, an abundance of content referenced the early-80's TV show “Dukes of Hazzard"
(also previously frequently shared by the formerly active IRA account South United®') and showed
an over-reliance on content borrowed from accounts and websites operated by the Redneck
Nation network.
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https://medium.com/@ushadrons/this-space-is-a-repository-for-content-from-the-russian-social-media-group-south-u
nited-35bcdeaabf29.
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@ rebel.va * Follow
‘ rebel.va Which one?
You already know my answer, do you?

‘ confederate_florida - Follow

oQaQun A

1,550 likes

oQug W

492 likes

i Loginioli

‘Dukes of Hazzard” Content from rebel.va (left) and confederate_florida (right);
Note the language on the left: more idiomatic would be, “don’t you?”

The IRA Connection

Facebook attributed IRACopyPasta to operators “originating from Russia” who showed “some
links” to the IRA.

Previous analyses of the IRA's campaigns targeting American audiences between 2014 and 2018
pointed to a set of issues and communities similar to those targeted by the IRACopyPasta
campaign. “Socially divisive issues, such as race, immigration, and Second Amendment rights,”*
which were the focus of the IRA’s previous campaigns, appear clearly throughout this set. The
targeting, the language and content clues, and the recreation of original IRA content, all
underscore the resemblance between the original IRA and IRACopyPasta.

If IRACopyPasta was, indeed, the work of the IRA or an affiliated group, they have continued
evolving, placing an ever greater emphasis on remaining undetected. The high level of operational
security throughout this campaign stands in sharp contrast to the various non-Russian clickbait
and spam operators who have recycled known IRA content since 2017, blatantly, in high volume,
and with no attempt at disguise.” The operation tried hard to hide, even at the expense of building
its audience, and took the trouble to rebuild some of its earlier memes, rather than simply reusing
them. Facebook concluded that the operation “had the hallmarks of a well-resourced operation
that took consistent operational security steps to conceal their identity and location”. The
open-source evidence supports that conclusion.

22 “Report of the Select Committee on Intelligence United States Senate on Russian Active Measures Campaigns and

Interference in the 2016 U.S. Election,” Vol. 2, available at:
https://www.intelligence.senate.gov/sites/default/files/documents/Report_Volume?2.pdf.
2 See for instance the recently discussed and Ukraine-based ‘I Love America” Facebook page.
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Appendix: List of Assets

Assets in this set are listed below. If you have been in touch with one of the accounts in this set,
or have additional context to share, feel free to reach out at info@graphika.com

Username

__everything_black__

michigan_black_commu

nity_
support_black_fl
myblackohioblog
black.queen.chloe
blacks_only_
black.slayzz
alpha.union

blackenterprisemi

rebel.va

confederate_florida
protect.environment
power_to_women_
feminist_agenda_
feminissndomination
islamination
Igbt_foxes
Igbt.florida
equality_state_
progressive.voice
stop.trump2020
bernie.2020__
progressiveview
jesus.by.my.side
gun.toting.tom
jowa.patriot

mygunshinestate

Target Community| Theme

Black Activism

Black Activism
Black Activism
Black Activism
Black Activism
Black Activism
Black Activism
Black Activism

Black Activism

Confederate|Southern heritage

Confederate|Southern heritage
Environmentalism
Feminist

Feminist

Feminist
Muslim|lslamic unity
LGTBQ+

LGTBQ+

LGTBQ+

Liberal
LiberallAnti-Trump
Liberal|Pro-Bernie
Liberal|Pro-Bernie
Religious|Iinspirational
Conservative|Gun rights
Conservative|Gun rights

Conservative|Gun rights
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rightwing__memes
_conservative.minds
nofreeload

right_fl
law.abiding.citizen
adQOrable_deplOrable
freedom_first_1776
arizonan_american
ohio_conservative_
free.dom.choice
conservative.pa
nevada_blue_line

wisconsin.blue.family

Conservative|Pro-Trump
Conservative|Pro-Trump
Conservative|Pro-Trump
Conservative|Pro-Trump
Conservative|Pro-Trump
Conservative|Pro-Trump
Conservative|Pro-Trump
Conservative|Pro-Trump
Conservative|Pro-Trump
Conservative|Pro-Trump
Conservative|Pro-Trump
Thin blue line

Thin blue line
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