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I can say this -- and we had spoken prior -- about the sophistication of
adversaries that we see now and their ability to remain obfuscated and to be
surreptitious for long periods of time, and there are nation-states that we've
witnessed that have that type of capability.

MR. QUIGLEY: So | know you're being very careful and cautious, and |
appreciate and respect that. But you have a general understanding of the
sophistication of local governments, | would assume. And are most State boafds
of election capable of having the sophistication you spoke of earlier to know when
they've been hacked?

MR. HENRY: | don't know because | haven't done an evaluation of those
organizations.

MR. QUIGLEY: Okay.

Thank you. | yield back.

MR. SWALWELL: Thank you.

And just to clarify as to Ms. Speier's questions and Mr. Quigley, you had
stated earlier that you worry about all infrastructure, as far as vulnerability to a
hack. Is that correct?

MR. HENRY: Correct.

MR. SWALWELL: And that would include election infrastructure?

MR. HENRY: Yes.

MR. SWALWELL: And just a few questions about APT-28 and APT-29.
It's correct -- and | know you've turned over the report, but just for our
record -- that it was April 18th, 2016, when APT-28 first appeared on the DNC
servers. Is that correct?

MR. HENRY: What we call Fancy Bear, yes, APT-28.
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MR. SWALWELL: Okay. And the system --

MR. HENRY: Wait. l'm'sorry. To clarify, you said when they first
showed up there? |

MR. SWALWELL: Yes.

MR. HENRY: | thought that the date was April 11th.  Again, it's in the
report. | want to make sure that we're accurate.

MR. SWALWELL: And the systems compromised in your report included
domain controllers, IT workstations, backup servers, donor information, voter file
data, email, Voice Over Internet Protocol, shar_ed drives, party affairs, accounting,
marketing, and research. Is that right?

MR. HENRY: Yes, sir.

MR. SWALWELL: And Mr. Brown -- do you know Andrew Brown?

MR. HENRY: | know who he is, yes.

MR. SWALWELL: Okay. He has stated that "we didn't see any evidence
that the attackers had gone after the data warehouse environment. They seemed
to be completely focused on the DNC corporate network."

Do you agree or disagree with that statement?

MR. HENRY: | don't know what he was referring to.

MR. SWALWELL: And as far as activity that you would attribute to
APT -- let me withdraw that.

And, Mr. Chair, | believe that we're assuming a lot of facts about this report,
but can we enter the report as exhibit 1 for the record, the CrowdStrike report
that's been referred to?

MR. CONAWAY: Without objection, it's admitted.

[Hénry Exhibit No. 1
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was marked for identification ]

MR. SWALWELL: Okay. Thank you.

One of the questions we're supposed to answer for the public is the
sufficiency of the government response to the attack, meaning once the FBI
learned about the attack, once the Obama administration learned about the attack,
and then actions that were taken.

And just in your expertise as a former FBI agent with cyber expertise and
working on the private sector, are there any recommendations you would make to
the committee, based on your public knowledge and intimate knowledge, having
worked partially in this investigation, as to what the government response could
have been to have been more effective to stop this intrusion?

MR. HENRY: I'd be happy to have that conversation. | don't know -- |
want to focus on the DNC here, if that's all right.

MR. SWALWELL: Sure.

MR. HENRY: And | would be happy to have that conversation.

MR. SWALWELL: And is that, in part, because it would involve conveying
to us classified information?

MR. HENRY: Yes.

MR. SWALWELL: Okay. Thank you.

Anything else, Ms. Speier?

| yield back.

MR. STEWART OF UTAH: Thank you, Mr. Henry. And | have to say
you've been an outstanding witness. You've been patient with us. Thank you for
that. And you've been, | think, as forthright as you could be.

And it's been a couple hours now, so | think we'll be -- at least | think we'll
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be concluding fairly shortly. I'd like to go through four questions, and they might
be as simple as yes/ho. It may not take much time, but elaborate, if you would.

Among your many clients, are you also under contract with the FBI to
perform technical services for them?

MR. HENRY: No.

MR. STEWART OF UTAH: And never have been?

MR. HENRY: No.

MR. STEWART OF UTAH: Okay.

MR. HENRY: We have not provided them technical services. We have
provided them intelligence in the past.

MR. STEWART OF UTAH: Okay. As part of a contract or just part of a
professional courtesy that you share that type of information?

MR. HENRY: We did it as part of a contract.

MR. STEWART OF UTAH: Okay. Are you currently under contract to
provide that information to them?

MR. HENRY: [ do not think so.

MR. STEWART OF UTAH: Okay.

You said something, and | want to restate it -- and tell me if I'm wrong -- if |
could. You said, | believe, talking about the DNC computer, you had indications
that data was prepared to be exfiltrated, but no evidence it actually left.

Did | write that down correctly?

MR. HENRY: Yes.

MR. STEWART OF UTAH: And, in this case, the data | am assuming
you're talking about is the email as well as everything else they may have been

trying to take.
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MR. HENRY: There were files related to opposition research that had
been conducted.

MR. STEWART OF UTAH: Okay. What about the emails that everyone
is so, you know, knowledgeable of? Were there also indicators that they were
prepared but not evidence that they actually were exfiltrated?

MR. HENRY: There's not evidence that they were actually exfiltrated.
There's circumstantial evidence --

MR. STEWART OF UTAH: Okay.

MR. HENRY: -- but no evidence that they were actually exfiltrated. But
let me also state that if somebody was monitoring an email server, they could read
all the email.

MR. STEWART OF UTAH: Right.

MR.V HENRY: And there might not be evidence of it being exfiltrated, but
they would have knowledge of what was in the email.

MR. STEWART OF UTAH: But they wouldn't be able to copy that email;
they could only watch it in real-time.

MR. HENRY: There would be ways to copy it. You could take
screenshots. You could copy it.

MR. STEWART OF UTAH: All right. So | think that's one of the more
interesting things that we've learned from you today, again, that there is no
evidence it was actually exfiltrated.

Is it -- it seems unlikely to me that in the real-time that they're watching
these emails that they'd be able to collect the hundreds or thousands that they had

but with screenshots or whatever.

MR. HENRY: So there is circumstantial evidence that it was taken.
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MR. STEWART OF UTAH: | understand, but not conclusive.

MR. HENRY: We didn't watch it happen. There's nota network sensor
that actually saw traffic actually leaving, but there's circumstantial evidence that it
happened.

And, also, the Cozy Bear actor that | mentioned earlier that was in the
environment going back to July of 2015, there were many months beforé we ever
got there‘where data may have --

MR. STEWART OF UTAH: Okay. Allright.

MR. HENRY: Again, speculating, but --

MR. STEWART OF UTAH: But you have a much lower degree of
confidence that this data actually left than you do, for example, that the Russians
were the ones who had breached the security?

MR. HENRY: There is circumstantial evidence that that data was
exfiltrated off the network.

MR. STEWART OF UTAH: And circumstantial is less sure than the other
evidence you've indicated. Circumstantial evidence is less sure than definitive.

MR. HENRY: So, to go back, because I think it's important to characterize
this. We didn't have a network sensor in place that saw data leave. We said that
the data left based on the circumstantial evidence. Thatwas a conclusion that we
made.

When | answered that question, | was trying to be as factually accurate. |
want to provide the facts. So | said that we didn't have direct evidence. Butwe
made a conclusion that the data left the network.

MR. STEWART OF UTAH: Okay. That's fair. But it gives us, kind of,

context. Some things are more sure than others. And we appreciate that.
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Any evidence that any entity other than Russia had access to the DNG
servers?

MR. HENRY: We have no evidence of that.

MR. STEWART OF UTAH: Okay.

And then | think this is my last question. CrowdStrike cofounder -- I'm sure
he's a friend of yours -- Dmitri Alperovitch, if I'm saying his name correctly, |
understand he has a Russian background.

MR. HENRY: Yes.

MR. STEWART OF UTAH: Does that give him insights or background that
helps in these types of investigations, or is he far enough removed from that that it
doesn't really benefit you?

MR. HENRY: He left there when he was a boy.

MR. STEWART OF UTAH: Oh, okay. So he maybe speaks the language
or something else, but no other --

MR. HENRY: VYes, sir.

MR. STEWART OF UTAH: -- no other real benefit. Okay. All right.

Mr. Chairman?

MR. CONAWAY: Okay.

MR. STEWART OF UTAH: Thank you. I'm going to have to leave, but,
again, thank you for being here.

MR. HENRY: Thank you.

MR. CONAWAY: So the mechanics of Cozy Bear being set up there, they
could be watching traffic go across in real-time? Is that the way that works?

MR. HENRY: Yes, éir.

MR. CONAWAY: And the Voice Over Internet Protocol, they could be
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listening to the conversations like that?

MR. HENRY: Yes, sir.

MR. CONAWAY: Okay.

You know there was a body of data ready to go April 22nd, | think you said.
Could that have happened previously during that timeframe and they erased the
footprint of that having happened so you just -- or is it --

MR. HENRY: Yes.

MR. CONAWAY: Okay. So you're just aware of that one block that was
ready to go, but you can't tell whether it went or not. But as long as they'd been
on there, they could have periodically come in and gotten data?

MR. HENRY: Yes.

MR. CONAWAY: Because we didn't have any monitors on it, there wasn't
any evidence?

MR. HENRY: Yes.

MR. CONAWAY: Okay.

Eric, anything else?

MR. SWALWELL: Mr. Henry, | know it's been about 5 years since you left
the Bureau, but throughout the 20-some-odd years that you were an agent, did
you ever testify in court?

MR. HENRY: Grand jury.

MR. SWALWELL: Okay. And do you remember ever presenting to the
grand jury or being a part of jury instructions that told them that, in the court of law,
circumstantial evidence can be treated the same as direct evidence if you believe
that circumstantial evidence?

MR. HENRY: Have | heard that been said?
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MR. SWALWELL: Yes.

MR. HENRY: Yes.

MR. SWALWELL: And DNA evidence is circumstantial evidence, isn't it?

MR. HENRY: In this case, we reached a conclusion that the
evidence -- that the data left the network. That's the conclusion we came to.

MR. SWALWELL: And | just want to be clear, based on the last line of
questioning, that you're not saying that circumstantial evidence in this case was
weaker than direct evidence. It's just it was only circumstantial evidence that you
could rely upon. s that right?

MR. HENRY: Sir, | was just trying to be factually accurate, that we didn't
see the data leave, but we believe it left, based on what we saw.

MR. SWALWELL: And the report that you provided to the DNC on August
24th, 2016, is there any information that you've learned since that report, based on
dumps that have occurred, that inform you any further as to your findings in this
case?

So, you know, time has passed since August 24th, 2016. Have you
learned anything else, based on anything in the public realm, about what
occurred?

MR. HENRY: I've heard the U.S. Intelligence Community say that this was
Russia --

MR. SWALWELL: Okay.

MR. HENRY: -- after our report was completed.

MR. SWALWELL: Butjust so we're clear, there's nothing that you or your
team have analyzed or looked at from, like, public dumpings by the Russians or

Guccifer or WikiLeaks that changes youf opinion or has supplemented your
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opinion?

MR. HENRY: There's nothing that changes our opinion. We stand on our
analysis, and we stand on our assessment --

MR. SWALWELL: Great.

MR. HENRY: -- that the Russian Government hacked the DNC.

MR. SWALWELL: !l leave it at that, Mr. Chair.

MR. CONAWAY: Mr. Henry, thank you so very much. Appreciate that. It
doesn't look like we have any other questions, but if we do, we might have to call
you back. |

But thank you. We're adjourned.

[Whereupon, at 4:18 p.m., the interview was concluded.]
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