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“ts7m™r The President: Congratulations on a great victory. We all
watched from the United States and. you did a terrific job. The
way you came from behind, somebody who wasn't given much of a
chance, and you ended up winning easily. It's a fantastic
achievement. Congratulations. ‘

“eumrebregident Zelenskyy: You are absolutely right Mr.
President. We did win big and we worked hard for this. We worked
a lot but I would like to confess to you that I had -an
opportunity to learn from you. We used quite a few of your
skills and knowledge and were able to use it as an example for
our elections and yes it is-_t:rue that these were unique
elections. We were in a unique situation that we were able to

‘CAUTION: A Memorandum of a Telephone Conversation (TELCON) is not a verbatim transcript of a
discussion. The text in this document. records the notes and recollsctions of Situation Room Duty
- Officers and NSC policy staff assigned to listen and memorialize the conversation in written form
‘as the conversation takes place. A number of factors can affect the accuracy of the record,
including poor telecommunications connections and variations in accent and/or interpretation. i
The word “inaudible” is used to indigate portions of a conversation that the notetaker was unable

to hear.
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@7y The President: I would like you to do us a faﬁor though

. because our country has been through a lot and Ukraine knows a '

lot about it. I would like you to find out what happeéned with
this whole situation with Ukraine, they say Crowdstrike.. I guess
you have one of your wealthy people.. The server, they say
Ukraine has it. There-are a lot of things that went on, the
whole situation. I think you’re surrounding yourself with some
of the same people. I .would like to have the Attorney General
call you or your people and I would like you to get to the
bottom of it. As you saw yesterday, that whole nonsense ended
with a very poor performance by a man named Robert Mueller, an
incompetent performance, but they say a lot of it started with
Ukraine. Whatever you can do, it's very important that you do it
if that's possible.

?8#&!*-President Zelenskyy: Yes it is very important for me and
everything that you just mentioned earlier. For me as a
President, it is very important and we are open for any future

-cooperation. We are ready to open a new page on cooperation' in

relations between the United States and Ukraine. For that
purpose, I just recalled our ambassador from United States and
he will be replaced by a very competent and very experienced
ambassador who will work hard on making sure that our two
nations are getting closer. I would also like and hope to see
him having your trust and your confidence and have personal
relations with you so we can cooperate even more so. I -will
personally tell you that one of my assistants spoke with Mr.
Giuliani just recently and we are hoping very much that Mr,
Giuliani will be able to travel to Ukraine and we will meet -once
he comes to Ukraine. I just wanted to assure you once again that
you have nobody but friends around us. I will make sure that I
surround myself with the best and most experienced people. I
also wanted to tell you that we are friends. We are great
friends and you Mr. President have friends in our country so we
can continue our strategic partnership. I also plan to surround

‘myself with great people and in addition to that investigation,

I guarantee as the President of Ukraine that all the
investigations will be done openly.and candidly. That I can
assure you. o .

t84¥"~ The President: Good because I héard you had a prosecutor
who was very good and he was shut down and that's really unfair.
A lot of people are talking about that, the way they shut your
very good prosecutor down and you had some very bad people
involved. Mr. Giuliani is a highly respected man. He was the

. mayor Qf.New York City, a great mayor, and I would like him to
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future. I algo wanted to thank you for your invitation to visit
the United States,'specifically Washington DC. 6n the other-
hand, I also want to - ensure you that we will be very serious

~about- the case and will work on the investigation. As to the

économy, there is much botential for our two countries and one
of the issues.that ig very important for Ukraine is energy
independence. 1 believe we can be very successful and
cooperating on energy independence with United States. We are

your support

{84%R= The President: Good. Well, thank you very much and I
appreciate that. I will tell Rudy and Attorney General Barr to -
call. Thank you. Whenever you would like to come to the White
House, feel free to call. Give us a date and we'll work that.
out. I look forward to seeing you.

Poland hopefully. After that, it might be a very good idea for

- You to travel to Ukraine. We can either take my plane and go to

Ukraine or we can take your plane, which is probably much better
than mine. -

{8/M™~The President: Okay, we can work that out. I look forward
to seeing you in Washington and maybe in Poland because I think
wWe are going to be there at that time.

, 18#N§+*President-Zelenskyy: Thank you very much Mr. President.

“tB7NSTh o President: Congratulétionsvon a faritastic job yoﬁ've
done. The whole world was watching. I'm not sure it was so much -

of an upset but congratulations.

“O¥2®™ President Zelenskyy: Thank You Mr. President bye-bye.

-- End of Conversation --
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PRESIDENTIAL TRANSITION
Ukrainian efforts to sabotage Trump backfire

Kiev officials are scrambling to make amends with the president-elect after quietly working
to boost Clinton.

By KENNETH P. VOGEL and DAVID STERN | 01/11 /2017 05:05 AM EST

President Petro Poroshenko’s administration, along with the Ukrainian Embassy in Washington, insists that

Ukraine stayed neutral in the American presidential race. | Getty

Donald Trump wasn't the only presidential candidate whose campaign was boosted by
officials of a former Soviet bloc country.

Ukrainian government officials tried to help Hillary Clinton and undermine Trump by
publicly questioning his fitness for office. They also disseminated documents implicating a

https://www.po|itico.com/story/20 17101 /ukraine-sabotage-trump-backﬁre—233446 118
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Russia’s meddling has sparked outrage from the American body politic. The U.S.
intelligence community undertook the rare move of publicizing its findings on the matter,

_and President Barack Obama took several steps to officially retaliate, while members of
Congress continue pushing for more investigations into the hacking and a harder line
against Russia, which was already viewed in Washington as America’s leading foreign
adversary.

Ukraine, on the other hand, has traditionally enjoyed strong relations with U.S.
administrations. Its officials worry that could change under Trump, whose team has
privately expressed sentiments ranging from ambivalence to deep skepticism about
Poroshenko’s regime, while sounding unusually friendly notes about Putin’s regime.

Poroshenko is scrambling to alter that dynamic, recently signing a $50,000-a-month
contract with a well-connected GOP-linked Washington lobbying firm to set up meetings
with U.S. government officials “to strengthen U.S.-Ukrainian relations.”

Revelations about Ukraine’s anti-Trump efforts could further set back those efforts.

“Things seem to be going from bad to worse for Ukraine,” said David A. Merkel, a senior
fellow at the Atlantic Council who helped oversee U.S. relations with Russia and Ukraine
while working in George W. Bush’s State Department and National Security Council.

Merkel, who has served as an election observer in Ukrainian presidential elections dating
back to 1993, noted there’s some irony in Ukraine and Russia taking opposite sides in the
2016 presidential race, given that past Ukrainian elections were widely viewed in
Washington’s foreign policy community as proxy wars between the U.S. and Russia.

“Now, it seems that a U.S. election may have been seen as a surrogate battle by those in
Kiev and Moscow,” Merkel said.

The Ukrainian antipathy for Trump’s team — and alignment with Clinton’s — can be traced
back to late 2013. That’s when the country’s president, Viktor Yanukovych, whom Manafort
had been advising, abruptly backed out of a European Union pact linked to anti-corruption
reforms. Instead, Yanukovych entered into a multibillion-dollar bailout agreement with -
Russia, sparking protests across Ukraine and prompting Yanukovych to flee the country to
Russia under Putin’s protection.

https:/lwww.politico.com/story/ZO17/01/ukraine-sabotage-trump-backﬁre-233446 3/18
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Embassy. According to someone briefed on the meeting, Chaly said that Manafort was very
much on his radar, but that he wasn’t particularly concerned about the operative’s ties to
Trump since he didn’t believe Trump stood much of a chance of winning the GOP
nomination, let alone the presidency.

That was not an uncommon view at the time, and, perhaps as a result, Trump’s ties to
Russia — let alone Manafort’s — were not the subject of much attention.

That all started to change just four days after Chalupa’s meeting at the embassy, when it
was reported that Trump had in fact hired Manafort, suggesting that Chalupa may have
been on to something. She quickly found herself in high demand. The day after Manafort’s
hiring was revealed, she briefed the DNC’s communications staff on Manafort, Trump and
their ties to Russia, according to an operative familiar with the situation.

A former DNC staffer described the exchange as an “informal conversation,” saying
“briefing’ makes it sound way too formal,” and adding, “We were not directing or driving
her work on this.” Yet, the former DNC staffer and the operative familiar with the situation
agreed that with the DNC’s encouragement, Chalupa asked embassy staff to try to arrange
an interview in which Poroshenko might discuss Manafort’s ties to Yanukovych.

While the embassy declined that request, officials there became “helpful” in Chalupa’s
efforts, she said, explaining that she traded information and leads with them. “If I asked a
question, they would provide guidance, or if there was someone I needed to follow up
with.” But she stressed, “There were no documents given, nothing like that.”

Chalupa said the embassy also worked directly with reporters researching Trump,
Manafort and Russia to point them in the right directions. She added, though, “they were
being very protective and not speaking to the press as much as they should have. I think
they were being careful because their situation was that they had to be very, very careful
because they could not pick sides. It’s a political issue, and they didn’t want to get involved
politically because they couldn’t.”

Shulyar vehemently denied working with reporters or with Chalupa on anything related to
Trump or Manafort, explaining “we were stormed by many reporters to comment on this
subject, but our clear and adamant position was not to give any comment [and] not to
interfere into the campaign affairs.”

Both Shulyar and Chalupa said the purpose of their initial meeting was to organize a June
reception at the embassy to promote Ukraine. According to the embassy’s website, the
‘event highlighted female Ukrainian leaders, featuring speeches by Ukrainian

https:l/www.politico.com/story/201 7/01 Iukraine-sabotage—trump-backﬂre-233446 5/18
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Almost as quickly as Chalupa’s efforts attracted the attention of the Ukrainian Embassy
and Democrats, she also found herself the subject of some unwanted attention from

overseas.

Within a few weeks of her initial meeting at the embassy with Shulyar and Chaly, Chalupa
on April 20 received the first of what became a series of messages from the administrators
of her private Yahoo email account, warning her that “state-sponsored actors” were trying
to hack into her emails.

She kept up her crusade, appearing on a panel a week after the initial hacking message to
discuss her research on Manafort with a group of Ukrainian investigative journalists
gathered at the Library of Congress for a program sponsored by a U.S. congressional
agency called the Open World Leadership Center.

Center spokeswoman Maura Shelden stressed that her group is nonpartisan and ensures
“that our delegations hear from both sides of the aisle, receiving bipartisan information.”
She said the Ukrainian journalists in subsequent days met with Republican officials in
North Carolina and elsewhere. And she said that, before the Library of Congress event,
“Open World’s program manager for Ukraine did contact Chalupa to advise her that Open
World is a nonpartisan agency of the Congress.”

Chalupa, though, indicated in an email that was later hacked and released by WikiLeaks
that the Open World Leadership Center “put me on the program to speak specifically about
Paul Manafort.”

Republicans pile on Russia for hacking, get details on GOP

targets
By MARTIN MATISHAK and AUSTIN WRIGHT

In the email, which was sent in early May to then-DNC communications director Luis
Miranda, Chalupa noted that she had extended an invitation to the Library of Congress
forum to veteran Washington investigative reporter Michael Isikoff. Two days before the
event, he had published a story for Yahoo News revealing the unraveling of a $26 million
deal between Manafort and a Russian oligarch related to a telecommunications venture in
Ukraine. And Chalupa wrote in the email she’d been “working with for the past few weeks”
with Isikoff “and connected him to the Ukrainians” at the event.

Isikoff, who accompanied Chalupa to a reception at the Ukrainian Embassy immediately
after the Library of Congress event, declined to comment.

/
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interior was ransacked, with papers and the garage openers scattered throughout the cars.
Nothing was taken from the vehicles.”

Then, early in the morning on another day, a woman “wearing white flowers in her hair”
tried to break into her family’s home at 1:30 a.m., Chalupa said. Shulyar told Chalupa that
the mysterious incident bore some of the hallmarks of intimidation campaigns used against
foreigners in Russia, according to Chalupa.

“This is something that they do to U.S. diplomats, they do it to Ukrainians. Like, this is how
they operate. They break into people’s homes. They harass people. They’re theatrical about
it,” Chalupa said. “They must have seen when I was writing to the DNC staff, outlining who
Manafort was, pulling articles, saying why it was significant, and painting the bigger
picture.”

In a Yahoo News story naming Chalupa as one of 16 “ordinary people” who “shaped the
2016 election,” Isikoff wrote that after Chalupa left the DNC, FBI agents investigating the
hacking questioned her and examined her laptop and smartphone.

Chalupa this month told Politico that, as her research and role in the election started
becoming more public, she began receiving death threats, along with continued alerts of
state-sponsored hacking. But she said, “None of this has scared me off.”

While it’s not uncommon for outside operatives to serve as intermediaries between
governments and reporters, one of the more damaging Russia-related stories for the
Trump campaign — and certainly for Manafort — can be traced more directly to the
Ukrainian government.

Documents released by an independent Ukrainian government agency — and publicized by
a parliamentarian — appeared to show $12.7 million in cash payments that were earmarked
for Manafort by the Russia-aligned party of the deposed former president, Yanukovych.

The New York Times, in the August story revealing the ledgers’ existence, reported that the
payments earmarked for Manafort were “a focus” of an investigation by Ukrainian anti-
corruption officials, while CNN reported days later that the FBI was pursuing an
overlapping inquiry.

https:/ww.politico.com/story/201 7/01/ukraine-sabotage-trump-backfire-233446 9/18
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A former Ukrainian investigative journalist and current parliamentarian named Serhiy
Leshchenko, who was elected in 2014 as part of Poroshenko’s party, held a news conference
to highlight the ledgers, and to urge Ukrainian and American law enforcement to
aggressively investigate Manafort.

“I believe and understand the basis of these payments are totally against the law — we have
the proof from these books,” Leshchenko said during the news conference, which attracted
international media coverage. “If Mr. Manafort denies any allegations, I think he has to be
interrogated into this case and prove his position that he was not involved in any
misconduct on the territory of Ukraine,” Leshchenko added.

Manafort denied receiving any off-books cash from Yanukovych’s Party of Regions, and
said that he had never been contacted about the ledger by Ukrainian or American
investigators, later telling POLITICO “I was just caught in the crossfire.”

According to a series of memos reportedly compiled for Trump’s opponents by a former
British intelligence agent, Yanukovych, in a secret meeting with Putin on the day after the
Times published its report, admitted that he had authorized “substantial kickback
payments to Manafort.” But according to the report, which was published Tuesday by
BuzzFeed but remains unverified. Yanukovych assured Putin “that there was no
documentary trail left behind which could provide clear evidence of this” — an alleged
statement that seemed to implicitly question the authenticity of the ledger.

2016

Inside the fall of Paul Manafort
By KENNETH P. VOGEL and MARC CAPUTO

The scrutiny around the ledgers — combined with that from other stories about his Ukraine
work — proved too much, and he stepped down from the Trump campaign less than a week
after the Times story.

At the time, Leshchenko suggested that his motivation was partly to undermine Trump.
“For me, it was important to show not only the corruption aspect, but that he is [a] pro-
Russian candidate who can break the geopolitical balance in the world,” Leshchenko told
the Financial Times about two weeks after his news conference. The newspaper noted that
Trump’s candidacy had spurred “Kiev’s wider political leadership to do something they
would never have attempted before: intervene, however indirectly, in a U.S. election,” and
the story quoted Leshchenko asserting that the majority of Ukraine’s politicians are “on
Hillary Clinton’s side.”

https:/iwww.politico.com/story/2017/01/ukraine-sabotage-trump-backfire-233446 11/18
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Valentyn Nalyvaichenko, a Ukrainian former diplomat who served as the country’s head of
security under Poroshenko but is now affiliated with a leading opponent of Poroshenko,
said it was fishy that “only one part of the black ledger appeared.” He asked, “Where is the
handwriting analysis?” and said it was “crazy” to announce an investigation based on the
ledgers. He met last month in Washington with Trump allies, and said, “of course they all
recognize that our [anti-corruption bureau] intervened in the presidential campaign.”

And in an interview this week, Manafort, who re-emerged as an informal advisor to Trump
after Election Day, suggested that the ledgers were inauthentic and called their publication
“a politically motivated false attack on me. My role as a paid consultant was public. There

was nothing off the books, but the way that this was presented tried to make it look shady.”

He added that he felt particularly wronged by efforts to cast his work in Ukraine as pro-
Russian, arguing “all my efforts were focused on helping Ukraine move into Europe and the
West.” He specifically cited his work on denuclearizing the country and on the European
Union trade and political pact that Yanukovych spurned before fleeing to Russia. “In no
case was I ever involved in anything that would be contrary to U.S. interests,” Manafort
said.

Yet Russia seemed to come to the defense of Manafort and Trump last month, when a
spokeswoman for Russia’s Foreign Ministry charged that the Ukrainian government used
the ledgers as a political weapon.

“Ukraine seriously complicated the work of Trump’s election campaign headquarters by
planting information according to which Paul Manafort, Trump’s campaign chairman,
allegedly accepted money from Ukrainian oligarchs,” Maria Zakharova said at a news
briefing, according to a transcript of her remarks posted on the Foreign Ministry’s website.
“All of you have heard this remarkable story,” she told assembled reporters.

Beyond any efforts to sabotage Trump, Ukrainian officials didn’t exactly extend a hand of
friendship to the GOP nominee during the campaign.

The ambassador, Chaly, penned an op-ed for The Hill, in which he chastised Trump for a
confusing series of statements in which the GOP candidate at one point expressed a
willingness to consider recognizing Russia’s annexation of the Ukrainian territory of
Crimea as legitimate. The op-ed made some in the embassy uneasy, sources said.

https:/fwww.politico.com/story/2017/01/ukraine-sabotage-trump-backfire-233446 13/18
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Andriy Artemenko, a Ukrainian parliamentarian associated with a conservative opposition
party, did meet with Trump’s team during the campaign and said he personally offered to
set up similar meetings for Chaly but was rebuffed.

“It was clear that they were supporting Hillary Clinton’s candidacy,” Artemenko said. “They
did everything from organizing meetings with the Clinton team, to publicly supporting her,
to criticizing Trump. ... I think that they simply didn’t meet because they thought that
Hillary would win.” '

Shulyar rejected the characterizations that the embassy had a ban on interacting with
Trump, instead explaining that it “had different diplomats assigned for dealing with
different teams tailoring the content and messaging. So it was not an instruction to abstain
from the engagement but rather an internal discipline for diplomats not to get involved
into a field she or he was not assigned to, but where another colleague was involved.”

And she pointed out that Chaly traveled to the GOP convention in Cleveland in late July
and met with members of Trump’s foreign policy team “to highlight the importance of
Ukraine and the support of it by the U.S.”

Despite the outreach, Trump’s campaign in Cleveland gutted a proposed amendment to the
Republican Party platform that called for the U.S. to provide “lethal defensive weapons” for
Ukraine to defend itself against Russian incursion, backers of the measure charged.

The outreach ramped up after Trump’s victory. Shulyar pointed out that Poroshenko was
among the first foreign leaders to call to congratulate Trump. And she said that, since
Election Day, Chaly has met with close Trump allies, including Sens. Jeff Sessions, Trump’s
nominee for attorney general, and Bob Corker, the chairman of the Senate Foreign
Relations Committee, while the ambassador accompanied Ivanna Klympush-Tsintsadze,
Ukraine’s vice prime minister for European and Euro-Atlantic integration, to a round of
Washington meetings with Rep. Tom Marino (R-Pa.), an early Trump backer, and Jim
DeMint, president of The Heritage Foundation, which played a prominent role in Trump’s
transition. | |

Many Ukrainian officials and operatives and their American allies see Trump’s
Inauguration this month as an existential threat to the country, made worse, they admit, by
the dissemination of the secret ledger, the antagonistic social media posts and the
perception that the embassy meddled against — or at least shut out — Trump.

https:/Aww.politico.com/story/2017/01/ukraine-sabotage-trump-backfire-233446 ‘ 15/18
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is being blamed by critics in Kiev and Washington for implementing — if not engineering —
the country’s anti-Trump efforts, according to Ukrainian and U.S. politicians and
operatives interviewed for this story. They say that several potential Poroshenko opponents
have been through Washington since the election seeking audiences of their own with
Trump allies, though most have failed to do do so.

“None of the Ukrainians have any access to Trump — they are all desperate to get it, and
are willing to pay big for it,” said one American consultant whose company recently met in
Washington with Yuriy Boyko, a former vice prime minister under Yanukovych. Boyko,
who like Yanukovych has a pro-Russian worldview, is considering a presidential campaign
of his own, and his representatives offered “to pay a shit-ton of money” to get access to
Trump and his inaugural events, according to the consultant.

The consultant turned down the work, explaining, “It sounded shady, and we don’t want to
get in the middle of that kind of stuff.” '
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[nvesting in Ukraines Future

By John E. Herbst, Steven pifer and William B. Taylor Jr.

Dec. 29, 2015

Just over a year ago, President Obama signed into law the Ukraine Freedom Support Act,
which provided congressional backing to sanctions on Russia following the Kremlin’s illegal
annexation of Crimea and invasion of eastern Ukraine. Since then, sanctions have hurt
Russia’s economy and prevented individuals in President Viadimir V. Putin’s inner circle
from traveling to the West. The Obama administration should be commended for sustaining
a successful sanctions regime.

But Washington must do more than just punish Russia. It must bolster Ukrainians as they
struggle to build a new, reform-minded government while continuing to fight to maintain
their country’s territorial integrity.

As winter sets in, the continuing war in Ukraine’s east has devolved into an economic siege
as Russia leverages gas supplies, coal shipments and debt repayment to attempt to extract
concessions from a Ukrainian government that is still battling Russian proxies violating the
Minsk II cease-fire. With Ukraine’s economic output having shrunk by a quartet, the
currency sharply devalued and a population fearful of an uncertain future, Ukraine is
teetering on the brink.

Appropriately funding efforts to improve Ukraine’s stability is a down payment on Europe’s
collective security. Russia’s land grab in Crimea violates the very security architecture —
including the Helsinki Final Act responsible for establishing the inviolability of Europe’s
national borders — that has kept Europe secure since World War I1. But the durability of
this system depends on the West’s willingness to defend it. Failing to do so signals to both
adversaries and allies that agreements among nations simply do not matter.

Support for Ukraine’s democratic aspirations in the face of Russian aggression is one of the
few areas where both Democrats and Republicans agree. But the gap between rhetoric and
resources pledged is shockingly wide. Next year, Ukraine can expect approximately $3
billion to $4 billion in conditional support from the United States and the European Union,
combined. This sum is insufficient. Lawrence Summers, the former United States Treasury

https:llwww.nytimes.com1201 51 2/30/opinionlinvesting-in-ukraines-future.html 18
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also pushing the Ukrainian government to reform. A global order based on rule of law is at

stake. Defending it cannot be done on the cheap. For the West, a Ukraine impoverished by
Kremlin aggression will be far more costly.

John E. Herbst, director of the Dinu Patriciu Eurasia Center at the Atlantic Council, was American ambassador to Ukraine from
2003-6. Steven Pifer, a senior fellow at the Brookings Institution, was ambassador to Ukraine from 1998-2000. William B.
Taylor, Jr., executive vice president at the United States Institute of Peace, was ambassador to Ukraine from 2006-9.
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