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Executive Summary 

Water utility cybersecurity is critical for providing safe drinking water and protecting public 
health. Solutions to improve the cybersecurity posture of the sector must incorporate both 
assessments & corrective actions, supported by adequate funding for both. 

 

States will have to play a role in any future cybersecurity approaches. Several states are 
currently using a variety of approaches, both regulatory and non-regulatory, to improve 
cybersecurity, and any Federal actions should incorporate the lessons learned from these 
approaches, not supersede them, and harmonize with ongoing approaches. 

 

Any future Federal actions on cybersecurity in the water sector must take feasibility into 
account. EPA’s recently withdrawn memorandum highlighted significant gaps within the water 
sector’s ability to address cybersecurity. These feasibility concerns must be considered and 
should be addressed before meaningful progress can be made. These issues include:   

• A lack of sufficient funding for both states and systems  

• A wide range of subject matter expertise at state drinking water programs or at Public 
Water Systems (PWSs) 

• The frequency of assessments must align with the ever-evolving nature of cyber threats 

• Many states lack sufficient authorities to protect sensitive critical infrastructure 
information that would present a cyber risk if made public. 

 

Any future Federal actions on cybersecurity must be developed in collaboration with the co-
regulators, i.e., state agencies and the regulated entities, i.e., the water systems. Cybersecurity 
is not a contaminant that can be addressed through the traditional SDWA regulatory 
development process with a Maximum Contaminant Level (MCL) or Treatment Technique (TT). 
Given the diversity and the number of Community Water Systems (CWSs), an innovative 
approach is needed that goes beyond EPA’s traditional approach for regulations. The SDWA’s 
regulatory framework was not designed for an approach for cybersecurity, so creative, 
collaborative solutions are required.  

 

Testimony 

 

Good Morning Chair Rodgers and Ranking Member Pallone, Subcommittee Chair Carter and 
Ranking Member Tonko. Thank you for this opportunity to come before you and discuss how 
the Federal government can appropriately with the state drinking waters and the balance of the 
water sector to ensure the cybersecurity of the country’s water systems. Cybersecurity across 
the water sector has many complex technical and institutional challenges, and a focused, 
collaborative effort is needed to meet these challenges.  

 

My name is Cathy Tucker-Vogel, and I am a Past President of the Association of State Drinking 
Water Administrators (ASDWA), whose 57 members include the 50 state drinking water 
programs, five territorial programs, the Navajo Nation, and the District of Columbia. ASDWA’s 
members and their staff are the scientists and the engineers on the front lines every day, 
implementing the SDWA by providing compliance oversight, technical assistance and 
enforcement, or primacy, for drinking water systems. I testified previously before the 
Subcommittee in February 2020 on lead and copper. I also served on the State-EPA Water 



 

Sector Cybersecurity Workgroup that provided advice in 2022 on EPA’s March 2023 
cybersecurity memorandum 

 

I am the Public Water Supply Section Chief at the Kansas Department of Health and 
Environment (KDHE), where I have worked for over 30 years. I oversee statewide programs that 
implement the Safe Drinking Water Act (SDWA) through regulation of public water supply 
systems, including compliance and enforcement determinations, providing technical assistance, 
implementation of the Drinking Water State Revolving Loan Fund (DWSRF), operator 
certification, and many other programs to ensure safe drinking water. 
 
Today, I will discuss ASDWA’s perspective on cybersecurity in the water sector. Cybersecurity 
has been a challenging issue for water systems for a variety of reasons, starting with the 
diversity and the number of Community Water Systems (CWSs). The water sector is unlike 
other utility sectors of critical infrastructure that have a smaller total number of entities, as well 
as many of the other sectors being primarily private, for-profit companies. The water sector has 
approximately 50,000 Community Water Systems (CWSs), with the vast majority being 
governmental entities, i.e., not-for-profit, and broken down by system size as shown below: 

• 1,048 large systems serving greater than 50,000 people 

• 8,402 medium systems serving 3,301-50,000 people 

• 39,889 small systems serving 25-3,300 people 
 
Note that there is an unknown percentage of small systems that operate based on pressure in 
the distribution system, so are stand-alone and not connected to the internet. In addition, 
approximately 40,000 non-community, non-transient water systems, such as separate schools, 
factories, etc., are not connected to CWSs and have their own small system – the percentage of 
this class of systems that are not connected is also unknown. Our collective understanding of 
the breadth and depth of the cybersecurity vulnerabilities across the water sector is unknown 
due to the lack of inventory data for systems connected to the internet. This lack of inventory 
data impacts the ability of the sector to effectively target solutions and improvements tailored to 
different system sizes and resources.  
 
All water systems face challenges with aging infrastructure and aging workforce, as well as the 
increasing costs of compliance with regulations, especially upcoming regulations such as the 
regulation for Per- and Polyfluoroalkyl Substances (PFAS) and the Lead and Copper Rule 
Revisions/Improvements. Small systems are especially challenged by the lack of resources to 
balance and prioritize the competing priorities, including cybersecurity. 

The start of cybersecurity in the water sector goes back to the Vulnerability Assessments (VAs) 
required by the Public Health Security and Bioterrorism Preparedness and Response Act of 
2002 (P.L. 107-188), also known as the Bioterrorism Act. This legislation required water 
systems serving greater than 3,300 people to review “the current and future methods to prevent, 
detect and respond to the intentional introduction of chemical, biological or radiological 
contaminants into community water systems and source water for community water systems, as 
specified”. The legislation also required “the review of methods and means by which terrorists or 
other individuals or groups could disrupt the supply of safe drinking water or take other actions 
against water collection, pretreatment, treatment, storage and distribution facilities which could 
render such water significantly less safe for human consumption, as specified”. These 
requirements were the first experience for a large number of systems to conduct VAs and 
develop robust Emergency Response Plans (ERPs) based on what was learned from the 
potential threats and consequences from potential loss of critical system assets.  



 

The Bioterrorism Act was developed in response to the 9/11 terrorist attacks, and logically 
focused on physical threats and contamination. Cybersecurity was discussed as part of the 
various vulnerability assessment processes, but cybersecurity knowledge and the breadth of 
cybersecurity threats have evolved significantly over the last two decades.  

 

As a result of the Bioterrorism Act, state agencies received additional funding for a few years for 
security coordinators that resulted in an improved security profile across the water sector. It 
should be noted that no additional funding was made available to the water systems to make 
any of the security improvements identified by the vulnerability assessments. Water systems 
prioritized potential improvements and focused on physical security such as fencing, access 
control, etc., and some limited cybersecurity improvements based on limited knowledge, as well 
as improving emergency preparedness and response.  

 

An important outcome of the evolution in water security and preparedness was the formation of 
Water and Wastewater Response Networks (WARNs) across the country, essentially modeled 
after the response network for electrical utilities. The WARNs focus on utilities helping utilities 
and have been extremely effective in response to extreme weather events such as hurricanes, 
floods, tornadoes, wildfires, etc., by moving people, equipment, and supplies to the impacted 
area in a short period of time. The WARNs are exploring appropriate responses to cybersecurity 
attacks.  

 

Cybersecurity was again addressed in America’s Water Infrastructure Act of 2018 (AWIA, P.L. 
115-270). AWIA required community water systems serving more than 3,300 people to develop 
or update their assessments and response plans. The law specified using an all-hazards 
approach for both natural and man-made threats that the risk and resiliency assessments 
(RRAs) and ERPs must address, including cybersecurity. The law established deadlines for 
water systems to certify to EPA the completion of the RRAs and ERPs and required periodic 
updates of the VAs and ERPs. Like the original regulatory requirement in the Bioterrorism Act 
for VAs and ERPs, AWIA is just an assessment and there is no audit function. However, the 
regulatory requirement was a thought-provoking tool that naturally should have been used to 
start the process of a true assessment of a system’s cybersecurity vulnerabilities, i.e., “Hey, we 
have identified a problem. Where are the resources to resolve it?” 
 

Water utility cybersecurity is critical for providing safe drinking water and protecting public health 
and must be done appropriately in a two-step process (assessments (RRA) & corrective 
actions), supported by adequate funding for both. Utilizing both vulnerability assessments and 
risk and resiliency assessments are the initial steps to improving cybersecurity and this 
approach has broad agreement across the sector. 

  

Any national approaches to cybersecurity must harmonize with existing state 
approaches, to avoid duplication of effort or confusion, and allow sufficient flexibility to 
enable primacy agencies to engage effectively with PWSs.  

 

Without coordination with state primacy agencies, a comprehensive, sector-wide response to 
promoting cybersecurity at PWSs is impossible. As co-regulators, state primacy agencies have 
regulatory oversight authority to ensure systems’ compliance with the National Primary Drinking 
Water Regulations (NPDWRs). Further, primacy agencies have experience supporting system 
capacity beyond the focus on regulatory compliance. To that end, despite the lack of a 
collaborative and coordinated national effort, some state primacy agencies have developed or 



 

expanded regulatory and non-regulatory approaches to improving cybersecurity at PWSs based 
on available resources and authorities.  

 

Given the variability in program capacity and authority, most primacy agencies promote non-
enforcement-based voluntary approaches - encouraging self/third-party assessments, 
connecting PWSs with available resources, and offering annual training opportunities. 
Generally, state primacy agencies are concerned with enforcing a strict regulatory framework 
due to variability in subject matter expertise in their program, insufficient protection of sensitive 
critical infrastructure information, and technical and financial resources to support the 
implementation of corrective actions. Still, several states are leading with more robust and 
innovative approaches.  

 

For example, in New Hampshire, the drinking water program has leveraged funding from the 
American Rescue Plan Act (ARPA, P.L. 117-2) to set up a grant that offers financial assistance 
to systems that conduct cybersecurity assessments. The funds can then be used for corrective 
actions that may be identified during the assessment. Other states may provide educational 
materials or incorporate simple questions to gauge the cyber resiliency of systems they engage 
during inspections as one method to identify those systems who may require additional support 
or assistance, and then work to connect them with existing technical assistance. While these 
are voluntary approaches, the focus is on identifying vulnerabilities with an emphasis on 
supporting corrective actions, ensuring that these approaches effectively improve the 
cybersecurity posture of these systems. 

 

Since September 2021 when EPA announced their intension to include cyber assessments in 
sanitary surveys, Kansas has worked to develop an alternate program that helps ensure public 
water supply (PWS) systems are taking the actions necessary to defend against cyber-attacks. 
The Kansas Drinking Water Program in partnership with the Kansas Information Security Office 
(KISO) and the Cybersecurity and Infrastructure Security Agency (CISA) have developed an 
electronic assessment tool that will be used by Kansas public water supply systems to identify 
cyber vulnerabilities. We worked closely with our partners to create our assessment tool using 
the Cybersecurity Performance Goals (CPG) developed by CISA. 

 

Our assessment program includes four phases. Phase One, started in January 2024, includes 
outreach and training to water operators explaining our assessment program and the 
importance of robust cybersecurity hygiene to defend against cyber-attacks that could disrupt 
water treatment operations. Phase 2 will require PWS operators to complete a short 3-4 
question electronic survey which will identify water systems that have operational technology. 
Phase 3 will require all PWS systems that have operational technology to complete an 
electronic assessment based on CISA’s CPG Checklist. Phase 4 includes follow-up and 
technical assistance from CISA and or KISO for PWS systems with cybersecurity vulnerabilities 
identified during the evaluation completed in Phase 3.  

 

KDHE will require PWSs to complete cybersecurity assessments annually. This will provide data 
to track water system improvements in cybersecurity implementation over time. The electronic 
reporting application used by KDHE is not publicly available and the data collected is not subject 
to the Kansas Open Records Act. This protects sensitive information that could jeopardize water 
system operations if made public. 

 

 



 

Considerations for Future Approaches 

 

EPA’s recently withdrawn memorandum exceeded the water sector’s capacity and raised 
significant implementation concerns. States’ concerns with this approach were repeatedly raised 
in three letters (8/25/21 to Jennifer McLain, 9/22/21 to Radhika Fox, 2/9/22 to Radhika Fox) that 
have been included as appendices to this testimony. The sector, collectively, must reflect on the 
considerations from those letters, which are detailed below, when evaluating any future 
approaches. 

 

Funding is necessary for both states and systems to appropriately address cybersecurity 

As previously mentioned, as a result of the Bioterrorism Act, state agencies received additional 
funding for a few years for security coordinators that resulted in an improved security profile 
across the water sector while that funding was in place. States would need a consistent source 
of new cybersecurity funding to restart raising the profile of the water sector. This funding must 
be new and cannot be taken from current funding sources, such as the Public Water Supply 
Supervision (PWSS) or the Drinking Water State Revolving Loan Fund (DWSRF) set-asides. 
The importance of cybersecurity warrants new funding.  
 
Similarly, water systems have struggled to find the financial resources for cybersecurity. While 
some cybersecurity fixes such as two-factor authentication do not require significant resources, 
other cybersecurity fixes are expensive. For example, if an operating system needs to be 
upgraded, then, in some cases, new Programmable Logic Controllers (PLCs) are necessary 
throughout the treatment and distribution system to be compatible with the new operating 
system. Some of the technical complications for cybersecurity improvements require significant 
investments. Systems will also need a new source of funding for cybersecurity improvements.  
 

The subject matter expertise at state drinking water programs or at Public Water Systems 
(PWSs) varies significantly between the programs and the systems 

While some state primacy agencies were able to hire a cybersecurity coordinator, engage with a 
contractor, or leverage other state-wide resources, e.g., their local Cybersecurity and 
Infrastructure Security Agency (CISA) representatives, most state primacy agencies lack the 
necessary technical skills and knowledge to assess the adequacy of a system’s cybersecurity 
measures effectively. Ensuring water systems are progressing in implementing controls 
identified in corrective action plans requires subject matter experts to provide ongoing support to 
those systems that need the most assistance moving through their path. While training is 
available, the current training is insufficient to turn these individuals into the necessary subject 
matter experts that this threat requires. Qualified cybersecurity experts use years of training and 
experience to provide the appropriate advice and services. 

 

Cybersecurity is a field that is constantly evolving, so that any training received is reflective of a 
moment in time. If the expectation is that existing state staff become subject matter experts, 
meeting this expectation would require constant training and engagement on the topic, 
occupying critical time that for many states would be added on top of existing duties. A similar 
problem exists for system operators, especially small system operators. most water systems are 
run by staff without any science degrees, some of them are just high school graduates. States 
and water systems will have to hire cyber experts who are in high demand and command high 
salaries. Without dedicated funding, cybersecurity will fall on state staff who are overwhelmed 
with the implementation of existing and upcoming regulations. 

 



 

The frequency of assessments must align with the ever-evolving nature of cyber threats. 

Cybersecurity threats are constantly evolving and require fluid and versatile solutions. The 
frequency of cybersecurity assessments must be balanced. If assessments are required too 
frequently, there may not be sufficient time to evaluate new threats and refine the process. If the 
assessment frequency is too long, vulnerabilities may not be identified in a timely manner. 

 

Many states lack sufficient authorities to protect sensitive critical infrastructure information that 
would present a cyber risk if made public. 

Many state primacy agencies pursued non-enforcement approaches due to concerns over the 
protection of sensitive critical infrastructure information, as violations and enforcement actions 
are public information that may include vulnerabilities identified through assessments. 
Information that details the cyber vulnerabilities of systems would provide a roadmap for 
potential cyberattacks by identifying at-risk systems. While a malevolent actor might not know 
the specific nature of the vulnerability, it would undoubtedly highlight the system as a potential 
target. Over time, the publicly available data would reveal the most vulnerable systems.  

 

Potential liability concerns could be significant and are confusing. 

The report of a cyber intrusion at Oldsmar, Florida, received widespread media attention and 
highlighted the need to increase the cybersecurity profile across the water sector. The 
investigation of this intrusion revealed that the water system had recently completed a federally 
mandated security risk assessment only months prior. This discovery not only calls into question 
the efficacy of these assessments but further raises concerns over the states' potential role in 
assessing or otherwise certifying a water system’s cybersecurity posture. Knowing that primacy 
agencies lack cybersecurity fluency, if an intrusion event occurs after a cybersecurity 
assessment reveals no vulnerabilities, who is liable? Any actions taken on the federal level 
should partner with the water and wastewater sector to review existing cybersecurity tools that 
require updating and develop effective methods of assessing potential cyber risk and sound 
mitigation strategies. 

 

Moving From Assessments into Corrective Actions 

Even the most comprehensive assessments do not address deficiencies. A framework that 
supports corrective actions must be in place to assist these systems in addressing the identified 
problems during these assessments.  

 

Any future Federal actions on cybersecurity must be developed in collaboration with the co-
regulators, i.e., state agencies and the regulated entities, i.e., the water systems. ASDWA is 
moving forward with the planning for a potential collaborative approach that could result in a 
definite path forward to improve cybersecurity. Cybersecurity is not a contaminant that can be 
addressed through the traditional SDWA regulatory development process with a Maximum 
Contaminant Level (MCL) or Treatment Technique (TT). Given the diversity and the number of 
CWSs, an innovative approach is needed that goes beyond EPA’s traditional approach. The 
SDWA’s regulatory framework was not designed for an approach for cybersecurity, so creative, 
collaborative solutions are required.  

 

A range of potential regulatory and non-regulatory actions should be considered through such a 
creative, collaborative process. ASDWA is amid the planning such a process. For example, 
operator certification programs that already include continuing education requirements could be 
updated with cybersecurity training to raise the cybersecurity profile. Capacity development 
programs could be  



 

 
 
modified to include cybersecurity. Asset management programs could be modified to include 
cybersecurity, since Operational Technology (OT) and Information Technology (IT) assets 
warrant continual upgrades and maintenance like pumps, pipes, and valves. States that have 
training requirements for governing boards could be updated to include cybersecurity.  

 
Appropriately training system operators on cybersecurity should be added to operator 
certification programs. Cybersecurity awareness should be added to technical, managerial, and 
financial (TMF) capacity for water systems. In addition to these two programs, EPA should 
partner with the state agencies that manage the State Revolving Funds (SRF)s to raise 
awareness about this issue. Last year, the Clean Water and Drinking Water SRFs provided 
financing to 2,683 systems in 2022, with 70% of those systems serving less than 10,000 people. 
This financing is an important touchpoint that is too often ignored or underutilized. 
 

Another potential solution is a coordinated outreach campaign by all organizations on the Water 
Sector Coordinating Council (WSCC) and the Government Coordinating Council (GCC) to raise 
the cybersecurity profile, by emphasizing the starting point of appropriate network monitoring so 
that the sector can better understand which systems are vulnerable and which are not. Every 
potential communication channel should be used to advertise the existing cybersecurity tools 
and resources. The appropriate tools and resources exist, and more outreach is needed to 
increase the use of the tools and resources across the water sector 
 

One example of a recently released tool is the Cyber Hygiene Vulnerability Screening by the 
Cybersecurity Infrastructure & Security Agency (CISA) that is provided free for any system that 
registers. Other equivalent network monitoring would provide a similar outcome. This outreach 
campaign would be a step in the right direction and more steps would evolve out the 
collaboration approach that ASDWA is planning.  

 

As we participate in this hearing, ASDWA’s members are working 24/7/365 to provide safe 
drinking water and protect public health, as problems with water systems do not follow an 8-5, 
Monday through Friday schedule. Cybersecurity is a critical component of their collective efforts. 
We look forward to keeping Congress informed of our progress, we truly appreciate this 
opportunity to provide our collective input from our 57 state and territory membership, and again 
we sincerely thank you for this opportunity to address cybersecurity in the context of states’ 
oversight role for safe drinking water and improving public health protection.  
 
Again, thank you Chair Rodgers, Ranking Member Pallone, Subcommittee Chair Carter and 
Ranking Member Tonko, and the other Members of the Subcommittee for this opportunity to 
appear before the Subcommittee. 
 

  



 

 

 

 

 

 

 

 

Appendices 

 

ASDWA 8/25/21 Letter to Jennifer McLain 
 

ASDWA 9/29/21 Letter to Radhika Fox 
 

ASDWA 2/9/22 Letter to Radhika Fox 
  



 

 

August 25, 2021  

Dr. Jennifer McLain 
Director, Office of Groundwater and Drinking Water 
U.S. Environmental Protection Agency 
1200 Pennsylvania Avenue NW 
Washington, DC 20009 

 
Re: Cybersecurity Dialogue with the States 

 
Dear Dr. McLain, 

The Association of State Drinking Water Administrators (ASDWA) would like to continue the 
dialogue on cybersecurity with EPA in a timely manner, as cybersecurity has become a 
significantly greater risk to the over 150,000 public water systems (PWSs) in the past few years. 
We recognize the importance of the issue, the need to move beyond the status quo, and the 
need for a comprehensive strategic approach inclusive of critical Federal agencies such as the 
Department of Homeland Security (DHS). Increasing this dialogue as soon as possible is critical, 
as EPA needs to work closely with states to develop a better understanding of how water 
programs’ cybersecurity challenges are being handled, and to help identify which types of 
resources and support would be most helpful to water programs and ultimately public water 
systems in the both the short and long term. 
 
From ASDWA’s perspective, the first substantive step in this dialogue is developing a mutual 
understanding of the expectations from any new cybersecurity efforts by EPA and the states. 
The enclosed list of ten questions from EPA’s Water Sector Cybersecurity Brief for States is a 
starting point that quickly lead to implementation challenges when working in partnership to 
improve cybersecurity. For any of these questions, if the answer is “yes”, then how is that 
answer verified? Verification aims to establish whether a system meets a set of requirements 
and it’s not clear what the requirements are. On the other hand, if the answer is “no”, then 
what is the next step? 
  

Beyond the expectations, other challenging issues such as lack of knowledge on cybersecurity 
across the water sector, information security, potential liability, and others need to be 
addressed to determine which types of resources and support will result in improved  
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