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Chairman Burgess, Ranking Member Schakowsky, and members of the committee, | appreciate
the opportunity to appear before you to discuss the Internet of Things and the opportunities
and challenges presented by this technology. My name is Daniel Castro. | am the vice president
of the Information Technology and Innovation Foundation (ITIF). ITIF is a nonpartisan research
and educational institute whose mission is to formulate and promote public policies to advance
technological innovation and productivity. | am also the director of the Center for Data
Innovation, an ITIF-affiliated non-profit research institute focusing on the intersection of data,
technology, and public policy.

In my testimony today, | would like to describe the opportunity presented by the Internet of
Things to address important economic and societal issues, its unique impact on manufacturing,
and the opportunity Congress has to incentivize better privacy and security practices while not
stifling innovation.

The Internet of Things Presents an Opportunity to Address Major Economic and Societal
Issues

The Internet of Things encapsulates the idea that ordinary objects—from thermostats and
shoes to cars and lamp posts—will be embedded with sensors and connected to the Internet.!
These devices will then send and receive data that can be analyzed and acted upon. As the
technology becomes cheaper and more robust, an increasing number of devices will join the
Internet of Things. By 2020, industry analysts expect that the total worldwide count of
connected devices to exceed 40 billion.?

Many of the changes to everyday devices may be subtle and go unnoticed by consumers since
“smart” devices, like watches and bridges, look much the same as “dumb” ones. However, the
long-term effect of the transition to the Internet of Things could ultimately have an enormously
positive impact on individuals, businesses, and society. In particular, the Internet of Things
offers solutions to many important real-world problems, including improving health care, public
safety, and energy use.?

Health Care

The Internet of Things offers new solutions for preventing, screening, and diagnosing a variety
of health conditions. Devices allow individuals to monitor every aspect of their health, including
weight, body mass, sleep cycles, and daily activity levels. Preventable health conditions
constitute 80 percent of overall disease burden and 90 percent of health care costs.” By
collecting and tracking data about their health, patients are able to identify health problems
sooner and get treatment faster. Not only does this cut down on health care costs, it also
provides new opportunities for improved quality of life. For example, products like the activity
sensors “Lively” can help monitor the health of older adults or people with disabilities, allowing



them to stay in their homes longer and retain their independence.” The demand for these
types of health-related technologies is growing quickly. Already, 69 percent of American adults
track at least one health indicator, and the U.S. market for wireless health monitoring devices is
projected to reach $22 billion by 2015.° Data from connected devices, such as personal fitness
monitors, can provide health officials with unprecedented insights into public health and
medical researchers a better understanding of how to treat medical conditions. For example,
tracking changes in biometric readings across a city could even help identify the spread of
deadly outbreaks, helping public officials better contain diseases and start treating sick
individuals earlier.

The Internet of Things is also providing new tools that allow individuals to monitor and manage
their health conditions. These devices collect data about existing health conditions, thereby
giving individuals and their health care providers more information on which to base health
care decisions. For example, smart inhalers remind children to use their inhalers and
automatically record each use. The data from these devices can be used to reinforce healthy
habits in children, allow doctors to assess the effectiveness of treatments, and notify parents
when a refill is needed.” Individuals will also be able to use technology to monitor and treat
specific conditions. Continuous remote monitoring allows doctors to offer better care to
patients when they need it and to make adjustments as necessary, rather than making patients
wait until the next appointment. Individuals with diabetes, for example, can use continuous
glucose monitoring to learn when their glucose levels get too low or high and to track insulin
delivery. Finally, patients can use smart pill bottles like GlowCaps to receive automated alerts
when it is time to take a dose. Using these types of notifications can increase rates of
medication compliance and make a sizeable dent in the $290 billion annual cost of drug non-
adherence in the United States.?

Public Safety

The Internet of Things can provide information needed to improve public safety. The availability
of real-time data is crucial in an emergency situation since a faster response time can mean the
difference between life and death. For example, every minute of delay in responding to
someone having sudden cardiac arrest decreases the expected survival rate by 5.5 percent.’ In
homes, connected sensors can improve home safety by detecting fires and other emergencies
quickly and reliably and alert authorities sooner. In vehicles, automatic crash response
systems can use sensors to detect a crash and then automatically alert emergency responders.
These systems can transmit a variety of critical information to responders, including the precise
location of the vehicle, the direction the vehicle was traveling, the number and speed of
impacts, and whether the vehicle has rolled over. Toyota has even taken this a step further and
begun to predict the type and severity of injuries that occupants in a crash likely sustained.**



Automatically collecting and sending this information means that appropriate help can arrive
sooner, potentially saving lives.™

Smart cities make their citizens safer. For example, government agencies can use the Internet
of Things to improve the safety of public infrastructure through better monitoring. The Federal
Highway Administration has deemed nearly a quarter of all bridges in the country structurally
deficient or functionally obsolete, and preventing future disasters such as the collapse of the I-
35 Mississippi River Bridge in Minneapolis remains a top public safety priority.'* Wireless bridge
sensors can reduce the risk of accidents by monitoring all aspects of a bridge’s health, such as
vibration, pressure, humidity, and temperature. Researchers at the University of Maryland,
College Park have tested bridge sensors on the 1-495 Bridge in Maryland and were able to use
data analysis to detect structural changes that had developed after repairs. The system can also
send automated alerts by email or text messaging to bridge engineers if an immediate threat is
detected.™

Energy Use

As a result of growing populations and increasing demand, global energy consumption will rise
by over 50 percent over the next thirty years.” The Internet of Things will help provide
solutions to the global energy challenge by enabling clean energy technologies, creating better
energy market dynamics, and optimizing the efficiency of existing products.

The Internet of Things has made some clean energy technologies commercially viable. For
example, new wind turbines can use sensor and grid data to operate more efficiently, both
bringing down the cost of clean energy production and increasing electricity production. By
equipping turbines with sensors and algorithms to analyze the sensor data, companies are able
to optimize energy production and keep their turbines running even in variable wind
conditions. Wind energy has become increasingly important to the U.S. energy market, and
sensor-equipped turbines have helped cut the cost of wind energy from 15 cents per kilowatt
hour to 6.5 cents per hour, facilitating the expansion of renewable energy options.*

The Internet of Things can also be used to automate and encourage energy-efficient practices in
the home and save consumers money. Major appliances, such as electric clothes dryers can use
real-time electricity rates to automatically schedule energy-intensive tasks during off-peak
hours when electricity is cheaper and more plentiful. Not only can users save twenty to forty
dollars per year by time-shifting their energy use, they can also help reduce overall peak
demand on the grid; this means fewer power plants have to be built."’

Smart devices in the home can also automatically regulate electricity usage based on whether
anyone is home.'® The Nest thermostat, for example, can help homeowners consume up to 20
percent less energy annually by learning the daily routine of its users and their temperature



preferences, and then combining this information with outdoor weather data to tailor the
home’s heating and cooling settings based on the time of day and whether anyone is home. In
addition, products like smart blinds can automatically detect and filter out sunlight; smart
heating and cooling systems can maintain different rooms at different temperatures; and smart
lighting can automatically adapt to time of day and be controlled from a smartphone to make
home life more comfortable.” As a result of these technologies, consumers can spend less
money on their energy bills.

The Internet of Things Is the Foundation for Smart Manufacturing

Manufacturing is a major part of the U.S. economy, responsible for 12.5 percent of gross
domestic product (GDP) and supporting 17.4 million U.S. jobs.?° Maintaining a strong industrial
sector is critical to ensuring future U.S. competitiveness, and the Internet of Things will be a key
part of building a healthy manufacturing industry. “Smart manufacturing,” as this approach is
often called, could create $371 billion in net global value over the next four years.21 Two
important ways the Internet of Things will make U.S. manufacturers more competitive in the
global economy are by improving factory operations and managing risk in the supply chain.

First, manufacturers can use data and analytics to improve operations on the factory floor. The
rapid growth of low-cost sensor technologies has made nearly every manufacturing process and
component a potential data source. As a result, factories can automatically turn off lights and
air conditioning when workers leave, shut off valves if sensors detect leaks, and shut down
dangerous equipment if sensors detect a malfunction.?? Innovative manufacturers can use the
resulting data sets to gain insights about the physical fabrication process, improving efficiency,
increasing yields, and reducing product defects. Raytheon famously keeps track of how many
times a screw has been turned in its factories, and other companies are working to collect as
much detail about their own processes.23 Harley Davidson tracks fan speed in its motorcycle
painting areas and can algorithmically adjust the fans based on environmental fluctuations.?*
Merck improved one of its vaccines by conducting 15 billion calculations to determine what
environmental and process factors influenced the quality of the final product.? And Intel uses
predictive modeling on data to anticipate failures, prioritize inspections, and cut monitoring
costs at its chip manufacturing pIants.26 With so many potential variables to track, no longer
should “too little information” be an excuse for waste and loss in the factory environment.

Second, manufacturers can use the Internet of Things to manage their supply chains and more
intelligently manage suppliers, distributors, and customers. The interconnected nature of global
industrial supply chains creates risk and uncertainty without better data. Companies can use
sensors to collect real-time data about their shipments including location, temperature,
moisture, and other environmental factors to help ensure quality and optimize logistics. More
information can mean the difference between a recall and a successful shipment. The National



Institute of Standards and Technology (NIST) is working on a project to develop standards,
methods, and protocols for manufacturing data analytics, a key motivation for which is the
increasing demand for more comprehensive supply-chain inteIIigence.27

The Internet of Things helps manufacturers at nearly every step, from their global supply chains
to the turn of a screw in their factories. And because a healthier manufacturing sector is an
important part of a healthier economy, the benefits of data-driven manufacturing will be felt
throughout the country as well.

Congress Should Incentivize Good Privacy and Security Practices But Avoid Harming
Innovation

Many new technologies are often met with fear, uncertainty, and doubt, especially by those
who are unfamiliar with them or opposed to change. Policymakers cannot afford to succumb to
these forces if they expect to enable society to take full advantage of the Internet of Things. In
particular, policymakers should be extremely cautious about passing laws on the basis of purely
speculative concerns that might not even come to pass, especially when doing so might curtail
substantial economic and societal benefits, many of which are already being realized today.28
As Google’s CEO and co-founder Larry Page has noted, public squeamishness over mining of
health data likely costs around 100,000 lives a year.?’ Most hypothetical concerns will never
become reality because factors such as market forces, cultural norms, and new technologies
are likely to intervene. In particular, Congress should act cautiously as it considers rules on
privacy and security so as to not impede innovation.

Privacy

A significant amount of data collected by the Internet of Things will not involve information
about individuals. Instead, the Internet of Things will collect data about the environment,
factories, vehicles, machines, infrastructure, and other electronic devices. For example, a smart
refrigerator does not need any personal information to know that it is running low on milk. In
addition, when the Internet of Things does collect data about individuals, much of the data will
be de-identified and aggregated. However, since some of the data collected by the Internet of
Things will be about individuals, policymakers are right to consider how this will impact
consumer privacy. In doing so, they should be aware that the Internet of Things has some
important differences from past technologies and promote policies that protect consumers
while still encouraging beneficial uses of data.

The current system of providing consumers written privacy notices will pose new challenges
with the Internet of Things for the simple reason that many Internet-enabled devices will not
have displays, will have small displays, or will not directly interact with individuals. While some
consumer devices might come packaged with a privacy notice on paper, this may limit the



ability of manufacturers to easily send software updates to the device. Other non-consumer
devices, such as parking sensors, roadway sensors, building sensors, or environment sensors,
simply might not have an interface through which to share privacy policies with consumers
easily. In addition, as more and more devices collect and use data, excessive privacy policy
disclosures could end up inundating consumers with undesired notifications they would rather
not receive. One solution is for Congress to avoid heavy-handed rules about data collection,
and instead closely monitor and restrict uses of personal data that result in identifiable
consumer harm. By restricting harmful uses of data, Congress can set clear rules for how
consumers are protected while allowing innovators the freedom to create new devices and
tackle important societal problems.

Whereas in the past, most innovation occurred before any data was ever collected, in the
future data collection will be just the beginning of the innovation process. Many of the
potential benefits from the Internet of Things will arise from the ability to analyze, utilize,
share, and combine data after it is collected. For example, imagine a wireless device that
collects data on a home’s plumbing system. One service might use data from pressure sensors
installed in a home’s plumbing system to detect leaks. Another service might use that same
data to monitor the health of an older adult living alone by checking for anomalous behavior,
perhaps combined with information from other devices. Consumers will benefit the most if
data can be reused for multiple purposes.

Congress should recognize that privacy principles designed for a “small data” world do not work
in a “big data” world. In particular, the Fair Information Practice Principles (FIPPs), developed in
the 1970s, are not an appropriate foundation for policymaking today. Principles such as data
minimization—the idea that an entity collecting data should limit the collection of information
to what is directly needed to accomplish a specific purpose—are based on the mistaken belief
that it is always possible for an organization to predetermine what information is useful and
collect only that minimum amount of information. Data-driven innovation often involves
exploration and discovery, sometimes from unexpected data sources.>® Data-driven innovation
is not a routine linear process, but rather it is a creative cycle with multiple feedback loops.
Many of the benefits from data come from exploratory analysis that finds new correlations,
trends, relationships, and insights that were not obvious at the outset. Restricting data
collection with rules that limit data collection could severely curtail the many potential benefits
of the Internet of Things.

Security

As consumers and businesses connect more devices to the Internet, it will be more important
than ever that these devices incorporate strong security features. It is worth noting that
companies already have strong incentives to build secure products. Customers will not continue



to do business with a company known to make insecure products and services. In addition,
regulatory agencies such as the Federal Trade Commission have made clear that they will go
after companies that are negligent with their cybersecurity practices.a'1 Still, Congress has policy
levers at its disposal to further incentivize stronger security practices by adopting policies that
decrease the cost of strong security and increase the cost of weak security.>?

Over the past decade, there have been over 5,000 data breaches publicly reported in the
United States affecting over 800 million records.>® Requiring companies to notify consumers in
the event of a data breach incentivizes companies to better protect consumer data to avoid
expensive and embarrassing revelations about security mishaps. For example, some state data
breach laws exempt companies from notifying their customers if consumer data is securely
encrypted when hackers access their systems. While most states have data breach legislation,
laws vary by state. Congress should pass data breach notification legislation to help standardize
this practice. By creating a national standard that preempts state law, Congress can reduce the
legal compliance cost companies face from complying with multiple rules and allow them to
focus more resources on improving the security of their products.

Congress should also pass cybersecurity information-sharing legislation. By encouraging the
public and private sector to share information on cybersecurity threats quickly and efficiently,
organizations can proactively respond to threats based on real-time intelligence. Better
reporting of cybersecurity threats combined with industry adoption of a voluntary cybersecurity
framework may also provide some of the actuarial data needed to spur the development of a
more robust cyber risk insurance market. A well-functioning cyber risk insurance market would
reward companies for implementing best practices in cybersecurity and penalize those who
deviate from them with higher premiums.

Finally, Congress should encourage universities to integrate cybersecurity training into technical
degrees so that the next generation of coders and engineers build strong security into products
from the outset. In addition, Congress could provide funding for a university to develop a series
of massive online open courses on cybersecurity. These courses could cover specialized topics,
such as security considerations for wearables or smart homes. By providing current workers
access to high-quality cybersecurity training at no cost, Congress can help raise the bar for
security across the entire U.S. tech sector.

Conclusion

The success of the Internet of Things will depend in part on the actions of Congress. Not only
should policymakers avoid heavy-handed rules that would imposes costs, limit innovation, and
slow adoption, they should actively support accelerating the development and deployment of
the Internet of Things, such as by creating pilot projects for smart cities, encouraging smart



infrastructure projects, and designing an efficient regulatory review process for wearable health
technologies. Just as the success of the Internet today can be credited in part to policymakers
actively taking a role to ensure its growth, a similar approach should to be applied to building
the Internet of Things.

Congress should help pave the road for innovation by asking the Department of Commerce to
develop a national strategy to guide the deployment and adoption of the Internet of Things. In
addition, federal agencies involved in specific sectors should develop targeted action plans for
particular industries. By doing so, policymakers can ensure that opportunities to use the
Internet of Things to address important societal issues, such as health care and public safety,
are a top priority. For example, the Department of Housing and Urban Development should
develop an action plan to promote smart homes, and the Department of Energy should develop
a plan to improve energy efficiency with connected devices. The Internet of Things has the
potential to positively impact virtually every industry from agriculture to health care, and the
federal government should be an active partner in its development.

Thank you for the opportunity to share with you my thoughts on the Internet of Things. | look
forward to answering your questions.
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