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To require the President to develop a strategy to ensure the security of
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next generation mobile telecommunications systems and infrastructure
in the United States and to assist allies and strategic partners in maxi-
mizing the security of next generation mobile telecommunications sys-
tems, infrastructure, and software, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

May 21, 2019

SPANBERGER (for herself, Ms. STEFANIK, Ms. SLOTKIN, Mr. ROONEY of
Florida, Mr. O’HALLERAN, and Mrs. BROOKS of Indiana) introduced the
following bill; which was referred to the Committee on Energy and Com-
merce, and in addition to the Committee on Foreign Affairs, for a period
to be subsequently determined by the Speaker, in each case for consider-
ation of such provisions as fall within the jurisdiction of the committee
concerned

A BILL

require the President to develop a strategy to ensure
the security of next generation mobile telecommuni-
cations systems and infrastructure in the United States
and to assist allies and strategic partners in maximizing
the security of next generation mobile telecommuni-
cations systems, infrastructure, and software, and for

other purposes.

Be it enacted by the Senate and House of Representa-

tives of the United States of America in Congress assembled,
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SECTION 1. SHORT TITLE.

This Act may be cited as the “Secure 5G and Beyond
Act of 20197,

SEC. 2. STRATEGY TO ENSURE SECURITY OF NEXT GEN-
ERATION MOBILE TELECOMMUNICATIONS
SYSTEMS AND INFRASTRUCTURE.

(a) APPROPRIATE COMMITTEES OF CONGRESS DE-
FINED.—In this section, the term “appropriate commit-
tees of Congress’” means—

(1) the Select Committee on Intelligence, the
Committee on Commerce, Science, and Transpor-
tation, the Committee on Foreign Relations, the
Jommittee on Armed Services, and the Committee
on Homeland Security and Governmental Affairs of
the Senate; and

(2) the Permanent Select Committee on Intel-
ligence, the Committee on Energy and Commerce,
the Committee on Foreign Affairs, the Committee
on Armed Services, and the Committee on Home-
land Security of the House of Representatives.

(b) STRATEGY REQUIRED.—Not later than 180 days
after the date of the enactment of this Act, the President,
in consultation with the Chairman of the Federal Commu-
nications Commission, the Administrator of the National
Telecommunications and Information Administration, the
Secretary of Homeland Security, the Director of National
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1 Intelligence, the Attorney General, and the Secretary of

2 Defense, shall develop and submit to the appropriate com-

3 mittees of Congress a strategy—
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(1) to ensure the security of 5th and future
eenerations mobile telecommunications systems and
infrastructure within the United States;

(2) to assist mutual defense treaty allies of the
United States, strategic partners of the United
States, and other countries, when in the security in-
terests of the United States, in maximizing the secu-
rity of 5th and future generations mobile tele-
communications systems and infrastructure inside
their countries; and

(3) to protect the competitiveness of United
States companies, privacy of United States con-
sumers, and integrity of standards setting bodies
against political influence.

(¢) DESIGNATION.—The strategy developed under

subsection (b) shall be known as the “Secure Next Genera-

tion Mobile Communications Strategy”.

(d) ELEMENTS.—The strategy required by subsection

(b) shall represent a whole-of-government approach and

shall include the following:

(1) A description of United States national and

economic security interests pertaining to the deploy-
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ment of 5th and future generations mobile tele-
communications systems and infrastructure.

(2) An identification and assessment of poten-
tial security threats and vulnerabilities to the infra-
structure, equipment, systems, software, and vir-
tually defined networks that support 5th and future
eenerations mobile telecommunications systems and
infrastructure.

(3) A list of available domestic suppliers of 5th
and future generations telecommunications equip-
ment and other suppliers in countries that are mu-
tual defense allies or strategic partners of the
United States and a strategy to assess their ability
to produce and supply 5th generation and future
generations telecommunications systems and infra-
structure.

(4) Identification of trusted supplier entities
from both inside and outside the United States that
are capable of producing and supplying to private in-
dustry infrastructure and systems equipment sup-
porting 5th and future generations mobile tele-
communications systems and infrastructure.

(5) Identification of where security gaps exist in
the United States domestic or mutual defense treaty

allies and strategic partners telecommunications
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equipment supply chain for 5th and future genera-
tions infrastructure and systems equipment.

(6) Identification of incentives and policy op-
tions to help close or narrow such security gaps in
the United States domestic industrial base, including
research and development in critical technologies
and workforce development in new generation tech-
nologies.

(7) Identification of incentives and policy op-
tions for leveraging the telecommunications equip-
ment suppliers from mutual defense treaty allies,
strategic partners, and other countries to ensure
that private industry in the United States has ade-
quate sources for secure, effective, and reliable 5th
and future generations mobile telecommunications
systems and infrastructure equipment.

(8) A strategy for diplomatic engagement with
mutual defense treaty allies, strategic partners, and
other countries to share security risk information
and findings pertaining to 5th and future genera-
tions mobile telecommunications systems and infra-
structure equipment and cooperation on mitigating
those risks.

(9) A strategy for engagements with private

sector telecommunications infrastructure and sys-
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tems equipment developers to share information and
findings on 5th and future generations mobile tele-
communication systems and infrastructure equip-
ment standards to secure platforms.

(10) A strategy for diplomatic engagements
with mutual defense treaty allies, strategic partners,
and other countries to share information and find-
ings on 5Hth and future generations mobile tele-
communication systems and infrastructure equip-
ment standards and standards setting bodies to pro-
mote maximum interoperability, competitiveness,
openness, and secure platforms.

(11) A strategy for joint testing environments
with mutual defense treaty allies, strategic partners,
and other countries to ensure a trusted marketplace
for 5th and future generations mobile telecommuni-
cation systems and infrastructure equipment.

(12) A strategy for research and development
by the Federal Government, in close partnership
with trusted supplier entities, mutual defense treaty
allies, strategic partners, and other countries to
reach and maintain United States leadership in 5th
and future generations communications security, in-

cluding the development of an ongoing monitoring
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capability of 5th and future generations tele-
communications systems for security vulnerabilities.

(13) Options for identifying and helping to
mitigate the security risks of 5th and future genera-
tions telecommunications systems and infrastructure
equipment with security flaws or vulnerabilities or
equipment sourced from countries of concern that
have already been put in place within mutual de-
fense treaty allies, strategic partners, and other
countries, when in the security interests of the
United States.

(14) A description of the appropriate roles and
missions of the Federal Communications Commis-
sion, the National Telecommunications and Informa-
tion Administration, the Department of Homeland
Security, the intelligence community, the Depart-
ment of Justice, and the Department of Defense in
executing the strategy.

(15) Development of a plan that includes inter-
agency mechanisms for the National Telecommuni-
cations and Information Administration to act as the
executive agent to coordinate implementation of the
strategy.

(16) An identification of the key diplomatie, de-

velopment, intelligence, military, and economic re-
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sources necessary to implement the strategy, includ-

ing specific budgetary requests.

(17) A description of such legislative or admin-
istrative action as may be necessary to carry out the
strategy.

(e) LIMITATION.—The strategy required by sub-
section (b) shall not include a recommendation or a pro-
posal to Federalize 5th or future generations mobile tele-
communications systems or infrastructure.

(f) BRIEFING.—Not later than 14 days after the date
on which the strategy required by subsection (b) is com-
pleted, the President’s designee shall provide to the appro-
priate committees of Congress a briefing on the implemen-
tation of the strategy.

() IMPLEMENTATION.—The National Telecommuni-
cations and Information Administration shall act as the
executive agent to coordinate implementation of the strat-
egy, and keep congressional committees apprised of
progress on implementation.

(h) FORM.—The strategy submitted under subsection
(b) shall be submitted in unclassified form, but may in-

clude a classified annex.

*HR 2881 IH




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2019-06-05T23:53:03-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




