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Address
Virginia Tech

900 North Glebe Road
Arlington, VA 22203

Contact

www.hume.vt.edu/~tcc

Assistant
Kellye Richardson

T. Charles Clancy, PhD

Personal Summary
Dr. Charles Clancy is a successful academic executive, research innovator, and entrepreneur
who currently directs Virginia Tech’s Hume Center. He joined Virginia Tech to help launch
the center in 2010 and bootstrapped its growth with the award of $70M in grants and
contracts to now support over 80 professors, researchers, and staff, and engage over 400
students per year in national security and cybersecurity programs. Additionally he has
worked with the venture community to spin four companies off from the university that
have raised over $120M since 2012. These enterprises have created over 200 jobs from
Blacksburg to Boston.

Clancy is an internationally-recognized expert in wireless security, and has led ground-
breaking programs in spectrum security, cryptographic authentication, and physical-layer
resilience. He is currently working on security for IoT and 5G. He has served in lead-
ership roles within the IEEE Communication Society (COMSOC) and Signal Processing
Society (SPS), the Internet Engineering Task Force (IETF), and on the editorial boards for
IEEE Transactions on Information Forensics and Security (TIFS) and IEEE Transactions on
Cognitive Communications and Networking (TCCN). He is co-author to five books, over 20
patents, and over 200 academic publications.

Education University of Maryland, College Park, MD
Ph.D., Computer Science 2006

University of Illinois, Urbana-Champaign, IL
M.S., Electrical Engineering 2002

Rose-Hulman Institute of Technology, Terre Haute, IN
B.S., Computer Engineering (minor Computer Science) 2001

Experience Virginia Tech, Arlington, VA
Director, Hume Center for National Security and Technology 2011–present
Bradley Professor of Cybersecurity, Electrical and Computer Engineering 2018–present
Professor (by courtesy), Computer Science 2018–present
Professor, Electrical and Computer Engineering 2017–present
Associate Professor, Electrical and Computer Engineering 2011–2017
Associate Director, Hume Center for National Security and Technology 2010–2011

National Security Agency, Fort Meade, MD
Engineering Leader, Laboratory for Telecommunications Sciences 2008–2010
Senior Researcher, Laboratory for Telecommunications Sciences 2006–2008
Researcher, Laboratory for Telecommunications Sciences 2004–2006
Summer Hire, Engineering Internship Program 2000–2004

University of Maryland, College Park, MD
Adjunct Assistant Professor, Electrical and Computer Engineering 2007–2010
Affiliate Researcher, UM Institute for Advanced Computer Studies 2003–2010
Graduate Assistant, Computer Science 2003–2005

University of Illinois, Urbana-Champaign, IL
Graduate Assistant, Electrical and Computer Engineering 2001–2003

Indiana University/Purdue University, Indianapolis, IN
Adjunct Instructor, Office of Continuing Studies 2001–2003
Software Engineer, Community Learning Network 1998–2003
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Rose-Hulman Institute of Technology, Terre Haute, IN
UNIX Systems Architect, Instructional and Administrative IT 2001
Systems Administrator and Webmaster, Department of Mathematics 2000–2001
Systems and Network Administrator, Department of Computer Science 1998–2001

Awards Bradley Cybersecurity Professorship, Virginia Tech College of Engineering 2018
Innovation Award (HawkEye 360), Washington Business Journal 2017
Fierce Innovation Awards (Federated Wireless), FierceWireless 2016
40 Under 40 Honoree, Leadership Arlington 2015
Deans Award for Research Excellence, Virginia Tech College of Engineering 2014
L-3 Communications Faculty Fellowship, Virginia Tech College of Engineering 2013
GAP-50 Finalist (Entrepreneurship Award), Commonwealth of Virginia 2012
Secretary of Defense Medal for the Global War on Terrorism, Department of Defense 2011
Best Student Paper Runner Up, IEEE Workshop on Signal Processing Systems 2011
Senior Member Status, Institute of Electrical and Electronics Engineers 2010
Letter of Commendation, United States Forces Iraq J6 2010
Outstanding Paper Award, SDR Forum Technical Conference 2007
Joint Meritorious Unit Award, National Security Agency 2007
Outstanding Paper Award, SDR Forum Technical Conference 2006
Deckert-Foster SIGINT Engineering Award, National Security Agency 2006
Best Paper Award, Virginia Tech Wireless Symposium 2006
Joint Meritorious Unit Award, National Security Agency 2004
Graduate Fellowship, University of Maryland, Department of Computer Science 2003

Professional
Societies Institute for Electrical and Electronics Engineers (IEEE)

Membership Levels
Senior Member, IEEE 2010–present
Member, IEEE 2006–2010
Student Member, IEEE 2003–2006

Society Membership
Member, IEEE Signal Processing Society 2012–present
Member, IEEE Communications Society 2010–present

Technical Committee Membership
Voting Member, Technical Committee on Cognitive Networks (TCCN) 2013–present
Elected Member, Information Forensics and Security (IFS-TC) 2013–2017
Member, Comms and Information Security (CISTC) 2011–present

Technical Committee Assignments
Vice Chair, TCCN Cognitive Network Security Special Interest Group 2013–present
Education Committee Chair, IFS-TC 2015–2017
Awards Committee Member, IFS-TC 2015–2017
Communications Security Area Chair, IFS-TC 2014–2017
North America Regional Representative, IFS-TC 2014–2015
Member, Technical Directions, IFS-TC 2014–2015

Armed Forces Communications and Electronics Association (AFCEA)
Member, AFCEA 2012–present
Elected Member, AFCEA Intelligence Committee 2015–present

Journal
Editorships

Editor, IEEE Transactions on Cognitive Communications and Networks 2014–2017
Associate Editor, IEEE Transactions on Information Forensics and Security 2012–2015
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Conference
Leadership

Conference Leadership
General Chair, IEEE Communication and Network Security (CNS) 2019
Co-Organizer, AFCEA/INSA National Security Summit 2017
Co-Organizer, AFCEA Intelligence Symposium 2016
Workshop Co-Chair, IEEE Personal, Indoor and Mobile Radio Comms (PIMRC) 2014
TPC Co-Chair, IEEE Dynamic Spectrum Access Networks (DySPAN) 2014
Patron Co-Chair, IEEE Communication and Network Security (CNS) 2013
Co-Chair, ACM Cognitive Radio Architectures for Broadband (CRAB) Workshop 2013
Co-Chair, IEEE Security in Communications Networks Workshop 2012
TPC Co-Chair, IEEE ICC Cognitive Radio Networks Symposium 2012
Co-Chair, Open Source Workshop, Wireless Innovation Forum 2011
Co-Chair, SDR Forum Open Source Workshop 2011
Tutorial Chair, Virginia Tech Wireless Symposium and Summer School 2011
Chair, GNU Radio Future Directions Workshop 2009, 2010
General Chair, WLAN/WMAN Symposium, Department of Defense 2006, 2008

Technical Program Committee Member
IEEE Wireless Wireless for Space and Extreme Environments (WiSEE) 2018
IEEE Dynamic Spectrum Access Networks (DySPAN) 2017, 2018
IEEE Military Communications Conference (MILCOM) 2014–present
IEEE Intl Workshop on Information Forensics and Security (WIFS) 2015, 2016, 2017
IEEE Vehicular Technologies Conference (VTC) 2017
IEEE Intl Conference on Acoustics, Speech and Signal Proc (ICASSP) 2014, 2015, 2016
Workshop on Security in Cloud Computing, ACM AsiaCCS 2015
IEEE Intl Conference on Computing, Networking and Comms (ICNC) 2015
IEEE Cognitive Radio and Electromagnetic Spectrum Security (CRESS) 2014
IEEE Global Conference on Signal and Infor Processing (GlobalSIP) 2013, 2014
IEEE Global Communications Conference (GLOBECOM) 2012, 2014
Conference on Decision and Game Theory for Security (GameSec) 2011
ICST Security in Emerging Wireless Comms and Networking Systems 2009

Standards
Bodies

Steering Group Member, WInnF Spectrum Sharing Committee (SSC) 2014–present
Chair, WInnF SSC Security Working Group 2014–2017
Vice Chair, DoD IEEE 802.16 Secure Profile Working Group 2009–2010
Chair, Security Task Force, DoD IEEE 802.16 Secure Profile Working Group 2009–2010
Member, WInnF Educational Working Group 2007–2010
Co-Chair, IETF Handover Keying Working Group 2006–2009
Member, IETF Security Directorate 2006–2009
Security Advisor, IETF CAPWAP Working Group 2006–2008
Security Advisor, IETF Extensible Authentication Protocol Working Group 2005–2007
Member, IEEE 802.22 Spectrum Sensing Task Force 2005–2006

Professional
Service

Co-Director, NSF Security and Software Engineering Research Center 2011–present
Member, Defense Policy Working Group, Hillary for America 2015–2016
Star Mentor, Mach37 Cybersecurity Incubator 2014–2017
Member, STEM Committee, Fairfax County Public Schools 2013–2016
Member, JCOTS Cyber Security Panel, Virginia General Assembly 2012–2016
Member, JIEDDO Enduring Capabilities Working Group 2012
Review Panel Member, National Science Foundation 2010, 2015
Steering Committee, NSF EARS Workshop 2010
Amateur Radio Operator, American Radio Relay League 2001–present

University
Service

Committees and Advisor Roles
Member, Advancement and Promotions Committee, Hume Center 2016–present
Member, Stakeholders Committee, Integrated Security Destination Area 2016–present
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Chair, Research Subcommittee, Integrated Security Destination Area 2016–present
Co-Chair, Development Subcommittee, Integrated Security Destination Area 2016–present
Member, Faculty Design Team, Integrated Security Destination Area 2016
Member, Steering Group, Integrated Security Destination Area 2015–2016
Member, Networks Area Committee, Electrical and Computer Engineering 2012–present
Member, Comms Area Committee, Electrical and Computer Engineering 2011–present
Member, Network Inf and Services Advisory Committee, VP for IT 2011–2018
Member, Scholarship Selection Committee, Hume Center 2010–present
Faculty Advisor, Student Cybersecurity Club 2011–2014
Area Recruiting Representative, Communications Area, ECE 2012–2013
Review Panel Member, ICTAS Joint Faculty Collaborative Program 2011

Faculty Search Committees
Member, Director, Office of Export Control and Secure Research Compliance 2018
Member, Associate Vice President, Sponsored Programs 2018
Chair, Director, Information Systems Lab, Hume Center 2018
Member, Dean, College of Engineering 2016–2017
Chair, Director, Information Systems Lab, Hume Center 2016
Member, Asst Prof, Cyber-Physical Security, Computer Engineering 2015–2016
Chair, Assoc Director for Info Systems, Hume Center 2015
Member, Vice President, National Capital Region 2013
Member, Associate Vice President, National Capital Region 2013
Chair, Asst Prof, Software Security, Computer Engineering 2012–2013
Chair, Portfolio Director, Hume Center 2012
Member, Asst Prof, Software Security, Computer Engineering 2011–2012
Member, Asst Prof, Cyber Security, Computer Science 2010–2011

Entrepreneurship
and Consulting

Co-Founder, HawkEye 360 Inc 2015–present
Co-Founder, Federated Wireless Inc 2012–present
Co-Founder, Optio Labs Inc 2012–2017
President and Founder, Stochastic Research LLC 2009–present
Advisory Board Member, DeepSig 2017–present
Advisory Board Member, Votem Inc 2015–2016
Consultant, Barr Group Inc 2013–2014
Consultant, Center for Innovative Technologies 2011
Consultant, Chemring North America 2014
Consultant, CTIA – The Wireless Association 2013–present
Consultant, Eogogics Inc 2011–2013
Consultant, FastIraq Inc 2010–2011
Consultant, IDA Center for Computer Sciences 2010–2013
Consultant, Litmore LLC 2012
Consultant, Lyric Semiconductor 2010–2011
Consultant, Millennium Space Systems 2014–2015
Consultant, Office of the Secretary of Defense 2013–2016
Consultant, Netgear 2011–2012
Consultant, WAA Associates LLC 2003–2005

Teaching Curriculum Development
Cyber Security Graduate Certificate, Virginia Tech, College of Engineering 2018
CyberLeaders Capstone, Virginia Tech 2017
Cyber Security Undergraduate Minor, Virginia Tech, College of Engineering 2012
Information and Network Security, University of Maryland, MS Telecomms 2008

University Courses
CyberLeaders Capstone (SPIA 4984), Virginia Tech 2017, 2018
Telecommunication Networks (ECE 4614), Virginia Tech 2011, 2013, 2016
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Network Security (ECE/CS 5584), Virginia Tech 2015
Network Architecture and Protocols II (ECE/CS 5566), Virginia Tech 2012
Special Study: Control Theory and the Dynamics of Cybersecurity, Virginia Tech 2014
Network Architecture and Protocols I (ECE/CS 5565), Virginia Tech 2013
Information Theory (ECE 5634), Virginia Tech 2011
Communications Networks (ENEE 426), University of Maryland 2008, 2009
Information and Network Security (ENTS 689i), University of Maryland 2008
Teaching Assistant, Cryptology (CMSC 456), University of Maryland 2003
Teaching Assistant, Communication Networks (ECE 438), University of Illinois 2001

Short Courses, Seminars, and Tutorials
Introduction to Telecom and Crypto (8 hours), CTIA 2018
Numerical Methods and Analysis (40 hours), Navy SPAWAR Atlantic 2015
Cybersecurity Technologies and Tactics (8 hours), Fujitsu Ltd 2014
Cellular Core Networks (40 hours), US Special Operations Command (SOCOM) 2012
Wireless Comms and Security (40 hours), Office of the Secretary of Defense 2012
Android Security (6 hours), L-3 Communications 2012
Cyberwarfare Strategy (6 hours), Joint Inter-American Defense College 2011, 2012
Security for Tactical Wireless (4 hours), VT Wireless Summer School 2011
Wireless 4G Communications (8 hours), ProObject Speaker Series 2010
Intro to WLAN Security (8 hours), DOD Cryptanalytic Program 2005, 2006, 2008, 2009
Wireless Networks (24 hours), DOD Resident Signal Engineers Program 2007
Software-Defined and Cognitive Radio (4 hours), IEEE MILCOM 2007
UNIX Systems Admin using Solaris (16 hours), Indiana University 2001, 2002, 2003
Computer and Network Security (16 hours), Indiana University 2001

Sponsored
Research

$41M in Total Grant/Contract Awards

1. T. Clancy, J. Graham, K. Karra, “Deep Learning Techniques for Social Media Analy-
sis,” Defense Advanced Research Projects Agency (DARPA), with USC-ISI, $1,001K,
2018–2022

2. T. Clancy, N. McCarthy, “RF Data for Commercial Geospatial Analytics,” Defense
Advanced Research Projects Agency (DARPA), with Decartes Labs, $400K, 2018–
2020

3. T. Clancy, C. Headley, “Cyber Adversarial Awareness and Modeling based on Electro-
magnetic Sensing,” Office of Naval Research (ONR), $100K, 2018–2019

4. T. Clancy, J. Graham, K. Karra, N. Ramakrishnan, “Anticipatory SIGINT and Activity
Prediction,” Intelligence Advanced Research Projects Agency (IARPA), with STR and
USC-ISI, $367K, 2018–2019

5. T. O’Shea, T. Clancy, “Machine Learning for Cyber Awareness and Defense,” Virginia
Research Investment Fund, $1,181K, 2018–2020

6. J. Black, T. Clancy, A. Michaels, R. McGwier, J. Ernst, M. Fowler, C. Headley, “Disag-
gregated Communications for Smallsat Clusters,” sensitive sponsor, $1,241K, 2018–
2019

7. J. Black, T. Clancy, R. McGwier, C. Headley, “OpenCPI Middleware for the AstroSDR
Payload,” sensitive sponsor, $750K, 2018–2019

8. C. Williams, T. Clancy, T. O’Shea, “Anomaly Analysis in Additive Manufacturing De-
sign,” sensitive sponsor, $1,485K, 2018-2019

9. T. Clancy, P. Schaumont, “Security and Software Engineering Research Center @
Virginia Tech – Phase II,” National Science Foundation (NSF), $300K, 2017-2020

10. J. Black, T. Clancy, A. Wicks, M. Fowler, “Integrated Cognition for Electromagnetic
Squad Defense,” Defense Advanced Research Projects Agency (DARPA/TTO), with
CACI, $1,552K, 2017-2019
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11. T. Clancy, S. Rahman, “Mapping Industrial Control Systems,” Office of the Secretary
of Defense, $150K, 2016-2017

12. T. Clancy, “Analyzing End-to-End Encryption with Deep Learning,” NSF Secuirty and
Software Engineering Research Center, $50K, 2016-2017

13. T. Clancy, T. O’Shea, “Deep Learning-Based RF Emitter Characterization,” Lockheed
Martin Corporation, $300K, 2016-2018

14. T. Chantem, E. Tilevich, T. Clancy, “Compiler Tools for Critical Program Information
Protection,” Office of the Secretary of Defense, $1,150K, 2016-2020

15. A. Abdelhadi, T. Clancy, “Security Analysis of Wireless Connections for Remote Sen-
sors,” Airbus, $40K, 2015-2017

16. A. Abdelhadi, T. Clancy, “Attack Detection Methods for Threats Coming from the
IoT,” Airbus, $40K, 2015-2017

17. T. Clancy, J. Black, N. Ramakrishnan, M. Marathe, “SIGINT-based Anticipation of
Future Events,” Intelligence Advanced Research Projects Activity (IARPA), with USC-
ISI, Next Century, and Draper Labs, $1,082K, 2016-2017

18. A. Michaels, T. Clancy, J. Ernst, R. McGwier, “Tackling WiFi Interference and Co-
Channel Excision,” sensitive sponsor, $1,396K, 2015-2016

19. T. Clancy, T. OShea, J. Black, “Distributed Coordination among Tactical Electronic
Warfare Platforms,” Defense Advanced Research Projects Agency (DARPA/TTO),
with CACI, $1,968K, 2015-2017

20. T. Clancy, T. OShea, “Bayesian Algorithms for Pattern of Life Estimation and Fore-
casting in RF Environments,” sensitive sponsor, $2,445K, 2015-2020

21. T. Clancy, “Closed-Loop Cognitive Electronic Warfare Operations with Cyber Feed-
back,” Office of Naval Research (ONR), $694K, 2015-2016

22. J. Tront, T. Clancy, “Virginia Tech GenCyber Summer Camp,” National Security
Agency (NSA), $100K, 2015

23. T. Clancy, R. McGwier, “Mission Feasibility Study and Prototyping for Software Radio
Waveforms,” sensitive sponsor, $1,392K, 2014-2016

24. T. Clancy, M. Fowler, “Heterogeneous Parallel Mobile Computing for Cognitive Elec-
tronic Warfare,” Office of Naval Research (ONR), $894K, 2014-2016

25. T. Clancy, “Exploitation of Android Ad Libraries,” L-3 Communications, $44K, 2014-
2015

26. T. Clancy, “Machine Learning for Target Models in Cognitive Electronic Warfare,” L-3
Communications, $42K, 2014-2015

27. T. Clancy, R. McGwier, “Resilient Tactical SATCOM Using Cognitive Radio: Phase
2,” Air Force Research Labs (AFRL), with Shared Spectrum Company, $293K, 2014-
2015

28. J. Tront, T. Clancy, K. Cooper, “Virginia Tech CyberCorps: Federal Scholarship for
Service,” National Science Foundation (NSF), $3,909K, 2013-2018

29. R. McGwier, T. Clancy, “Experimental Software Defined Radio,” Harris Corporation,
$110K, 2014

30. T. Clancy, A. Abdelhadi, R. McGwier, “Spectral Coexistence using MIMO Radar Plat-
forms,” Defense Advanced Research Projects Agency (DARPA/STO), $349K, 2013-
2014

31. R. McGwier, T. Clancy, “Tactical Platforms for Advanced Electronic Warfare,” Air
Force Research Labs (AFRL), $498K, 2013-2014
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32. T. Clancy, R. McGwier, “Satellite Communications using DSA under Spectral Un-
certainty,” Air Force Office of Scientific Research (AFOSR), with Shared Spectrum
Company, $56K, 2013-2014

33. R. Tandon, T. Clancy, “Physical Layer Security: Information Theoretic Approach to
Jamming,” L-3 Communications, $237K, 2013-2014

34. S. Shukla, T. Clancy, “Application-Specific Firewall Synthesis Tool for High-Assurance
Systems,” L-3 Communications, $162K, 2013-2014

35. S. Sodagari, T. Clancy, “Using Asynchronous Weak-Commitment Search for Dis-
tributed Constraint Satisfaction for Autonomous Network Management,” Office of
Naval Research (ONR), $75K, 2013-2015.

36. P. Athanas, T. Clancy, “Novel Applications of FPGA Logic,” Air Force Research Labs
(AFRL), with USC Information Sciences Institute, $994K, 2013-2014

37. P. Athanas, R. Buehrer, R. McGwier, J. Reed, T. Clancy, “Software Defined Radio
Technology Development,” sensitive sponsor, $955K, 2012-2015

38. T. Clancy, “Advanced Threat Development for Cognitive Electronic Warfare Plat-
forms,” Defense Advanced Research Projects Agency (DARPA/I2O), with MIT Lincoln
Labs, $300K, 20122013

39. T. Clancy, “Distributed/Cognitive EW for Agile/Adaptive Systems,” Air Force Re-
search Labs (AFRL), with MacAulay Brown, $142K, 20122013

40. R. McGwier, T. Clancy, P. Athanas, J. Reed, R. Buehrer, A. Beex, “Advanced Wideband
Systems and Technologies,” sensitive sponsor, $8,690K, 20122015

41. T. Clancy, R. McGwier, J. Reed, “Sharing and Shaping 4G Cellular Resources,” Allied
Minds Federal Innovations, $425K, 20122013

42. J. White, C. Dietrich, J. Reed, T. Clancy, R. McGwier, “Software Defined Radio De-
ployment Optimization,” sensitive sponsor, $205K, 20122013

43. S. Sodagari, T. Clancy, R. McGwier, “Resilient Tactical SATCOM Using Cognitive Ra-
dio: Phase 1,” Air Force Research Labs (AFRL), with Shared Spectrum Company,
$40K, 2012

44. T. Clancy, “Security and Robustness of TD-LTE for Public-Safety Communications,”
NSF Security and Software Engineering Research Center (S2ERC), $20K, 2012

45. T. Clancy, D. Yao, M. Hsiao, J. Park, J. Tront, “S2ERC @ Virginia Tech Cyber Secu-
rity Industry/University Cooperative Research Center,” National Science Foundation
(NSF), $325K, 2011-2016

46. T. Clancy, R. McGwier, S. Sodagari, “Spectral Coexistence through Cognitive Radar,”
Office of Naval Research (ONR), with Shared Spectrum Company, $1,482K, 2011-
2014

47. T. Clancy, “Cognitive Electronic Warfare,” Naval Research Laboratory (NRL), $297K,
2011-2014

48. T. Clancy, “Android Smartphone System Security,” L-3 Communications, $318K,
2011-2012

49. T. Clancy, “High Performance IPv6 Security Gateway,” Department of Homeland Se-
curity (DHS), with Centripetal Networks Inc, $35K, 2011-2012

50. T. Clancy, “Android Operating System Security,” Naval Postgraduate School (NPS),
$109K, 2011-2012

51. R. McGwier, T. Clancy, B. Agee, “Low-Cost Communications Satellite Design,” Los
Alamos National Labs (LANL), $292K, 2011-2012
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52. T. Clancy, R. Buehrer, “Cellular Network Security Research,” Aerospace Corporation,
$129K, 2011-2012

53. T. Clancy, “Mobility and Spectrum Security Strategy and Policy,” Office of the As-
sistant Secretary of Defense and Chief Information Officer (DOD CIO), with JHU
Applied Physics Laboratory, $250K, 2011-2012

54. T. Clancy, “Secure Spectrum Access Policy Research,” Defense Advanced Research
Programs Agency (DARPA/STO), with Shared Spectrum Company, $50K, 2011-2012

55. T. Clancy, “Mobile Wireless Communications Research,” JHU Applied Physics Labo-
ratory (APL), $35K, 2011

56. T. Clancy, “Cognitive Electronic Warfare,” Virginia Tech Institute for Critical Tech-
nologies and Applied Sciences (ICTAS), $40K, 2011

57. T. Clancy, “Dynamic Spectrum Access Security Study,” Office of the Assistant Secre-
tary of Defense for Networks and Information Integration (ASD-NII), with Shared
Spectrum Company, $150K, 2010-2011

Research
Agreements

IDIQ Contract Vehicles

1. Army Research Labs, C5ISR Integrated Operations for High Performance Computing,
subcontractor to Parsons, 2018–2026

2. US CYBERCOM, Omnibus R&D, subcontractor to SAIC, 2016–2021

3. Defense Intelligence Agency, DORE, subcontractor to CACI, 2015–2020

4. Defense Technical Information Center, Cybersecurity Technical Area Task (CS-TAT),
subcontractor to Macauly Brown, 2015–2021

5. Defense Intelligence Agency, E-SITE, subcontractor to CACI and Occam, 2014–2019

6. US Army TACOM, Omnibus III, subcontractor to Leidos, 2014–2018

7. Air Force Research Labs, ANSWER Program, subcontractor to Macauly Brown, 2014–
2019

8. Air Force Research Labs, SMIRF Program, subcontractor to Macauly Brown, 2014–
2019

9. US Army CERDEC, TAOSS Program, subcontractor to Systek, 2013–2018

10. Air Force Research Labs, Agile Cyber Technologies, subcontractor to L-3 Communica-
tions, 2012–2018

11. Air Force Research Labs, IDARE Program, subcontractor to Macauly Brown, 2012–
2017

Cooperative Research and Partnership Agreements

1. US Army CERDEC, Cyber Operations, CRADA, 2011–2021

2. CACI, UAS Cybersecurity Research, Partnership Agreement, 2015–2019

3. Center for Innovative Technologies, Mach37 Accelerator Testbed Support, Partnership
Agreement, 2013–2016

4. Defense Intelligence Agency, Science and Technology Research, CRADA, 2013–2016

5. National Intelligence University, Cyber Education, Partnership Agreement, 2012–
2015

6. L-3 Communications, National Security Research, Partnership Agreement, 2011–2015
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Current
Students

PhD Students
Dane Brown 2014–present
Tugba Erpek 2013–present
Michael Fowler (co-advised with R. Williams) 2012–present
Seth Hitefield (co-advised with A. Butt) 2012–present
Jason McGinthy (co-advised with A. Michaels) 2016–present
John Narayan 2014–present
Kevin Ryland 2017–present

Masters Students (with thesis)
Robert Smith 2015–present

Masters Students (non-thesis)
Ben Johnson 2018–present
Yadu Raghu 2017–present
Korey Weeks 2015–present

Students
Graduated

PhD Students
1. Amr Abed, “Securing Cloud Containers through Intrusion Detection and Remedia-

tion,” PhD ECE, Virginia Tech, 2017

2. Mohamed Ghorbanzadeh, “Resource Allocation and End-to-End Quality of Service
for Cellular Communications Systems in Congested and Contested Environments,”
PhD ECE, Virginia Tech, 2015

3. Nathan Goergen (co-advised with R. Liu), “Extrinsic Channel-Like Fingerprinting for
Transmitter Authentication in Wireless Systems,” PhD ECE, University of Maryland,
2011

4. Awais Khawar, “Spectrum Sharing between Radar and Communication Systems,”
PhD ECE, Virginia Tech, 2015

5. Akshay Kumar (co-advised with R. Tandon), “Efficient Resource Allocation Schemes
in Wireless Networks with Diverse Quality-of-Service Requirements,” PhD ECE, Vir-
ginia Tech, 2016

6. Matt La Pan, “Security Issues for Modern Communications Systems: Fundamental
Electronic Warfare Tactics for 4G Systems and Beyond,” PhD ECE, Virginia Tech,
2014

7. Jasmin Mahal, “Analysis of Jamming Vulnerabilities and Antijam-Capabilities of Mod-
ern Wireless Communication Systems,” PhD ECE, Virginia Tech, 2018

8. Tim O’Shea, “Learning from Data in Radio Algorithm Design,” PhD ECE, Virginia
Tech, 2017

9. Avik Sengupta (co-advised with R. Tandon), “Fundamentals of Cache Aided Wireless
Networks,” PhD ECE, Virginia Tech, 2016

10. Chowdhury Shahriar, “Resilient Waveform Design for OFDM-MIMO Communication
Systems,” PhD ECE, Virginia Tech, 2015

11. Haya Shajaiah, “Resource Allocation with Carrier Aggregation for Spectrum Sharing
in Cellular Networks,” PhD ECE, Virginia Tech, 2016

12. Wile Sehery, “OneSwitch Data Center Architecture,” PhD ECE, Virginia Tech, 2018

Masters Students (with thesis)

1. Yang Chen, “Robust Prediction of Large Spatio-Temporal Datasets,” MS CS, Virginia
Tech, 2013
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2. Kiran Karra, “Wireless Distributed Computing on the Android Platform,” MS ECE,
Virginia Tech, 2012

3. Awais Khawar, “Spectrum Sensing Security in Cognitive Radio Networks,” MS ECE,
University of Maryland, 2010

4. Neelima Krishnan, “Android Hypovisors: Securing Mobile Devices through High-
Performance, Light-Weight, Subsystem Isolation with Integrity Checking and Audit-
ing Capabilities,” MS CS, Virginia Tech, 2014

5. Rebecca Kurrle, “Resource Allocation for Smart Phones in 4G LTE-Advanced Carrier
Aggregation,” MS ECE, Virginia Tech, 2012

6. Marc Lerch, “Using Decoys as a Resiliency Mechanism in Spectrally Harsh DSA En-
vironments,” MS ECE, Virginia Tech, 2014

7. Zhongmin Ma, “Android Application Install-time Permission Validation and Run-time
Malicious Pattern Detection,” MS ECE, Virginia Tech, 2013

8. Andrew Pham, “An Implementation of Utility-Based Traffic Shaping on Android De-
vices,” MS ECE, Virginia Tech, 2014

9. Kevin Ryland, “Software-Defined Radio Implementation of Two Physical Layer Secu-
rity Techniques,” MS ECE, Virginia Tech, 2017

10. David Sowers, “Architecture for Department of Defense Mobile Derived Credentials,”
MS ECE, Virginia Tech, 2014

11. Jeremy Tate, “Security Weaknesses of the Android Advertising Ecosystem,” MS ECE,
Virginia Tech, 2014

Masters Students (non-thesis)

1. Joel Anderson, “OP-TEE Structured Data Extension,” MEng, ECE, Virginia Tech, 2018

2. Timothy Buttner, “RF Network on Chip (RF-NoC) based Polyphase Filter Bank Imple-
mentation,” MEng ECE, Virginia Tech, 2015

3. Aaron Dougherty, “Wideband Signal Classification using Convolutional Neural Net-
works,” MEng ECE, Virginia Tech, 2018

4. Kristina Freeman, “Applying Cognitive Radio Techniques in 5G Wireless,” MEng ECE,
Virginia Tech, 2012

5. Robert Horst, “Security in the LTE S1-MME Link,” MEng ECE, Virginia Tech, 2014

6. Tyler Howell, “Influence of Concurrent Processing in a Microcontroller on AES Cor-
relation Power Analysis Side Channel Attack,” MEng ECE, Virginia Tech, 2015

7. James Massey, “Implementation of a Software-Based GPS Receiver,” MEng ECE, Vir-
ginia Tech, 2014

8. John Narayan, “Mitigating Effects of Bit Errors on Block Cipher Encrypted Wireless
Data Links,” MEng ECE, Virginia Tech, 2013

9. Peter Nguyen, “Implementation of an Open Source LTE eNodeB,” MEng ECE, Virginia
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8, 2016

15. “Cybersecurity: Hacker to Defender,” Pulse of the Planet (NPR Syndicated), Decem-
ber 7, 2016

16. “Dual Use Cybersecurity Solutions,” The CyberWire, December 7, 2016

17. “Virginia Cyber Range,” The CyberWire, November 18, 2016

18. “Quantum Information Processing and Encryption,” The CyberWire, October 24,
2016

19. “Cybersecurity and Presidential Politics,” The CyberWire, October 7, 2016

20. “Software Defined Networking,” The CyberWire, September 29, 2016

21. “MedSec/Muddy Waters,” The CyberWire, September 20, 2016

22. “5G Wireless,” The CyberWire, August 9, 2016

23. “Smart Cities,” The CyberWire, July 25, 2016

24. “Data Privacy,” The CyberWire, July 11, 2016

25. “Transportation Cybersecurity,” The CyberWire, June 22, 2016

26. “Cyber Threat Information Sharing,” The CyberWire, June 15, 2016

Print Media

1. “Cyber Moon Shot,” Washingtonian Magazine, May 2018

2. “Governor McAuliffe: Virginia Tech Innovative AI Defense Against Cyber-attacks is
“Cutting-edge”,” Washington DC CityBizList, December 13, 2017

3. “Experts at Virginia Tech, RU discuss cybersecurity breaches,” Roanoke Times, Novem-
ber 19, 2017

4. “Workforce development, partnerships cited as key to securing wireless cybersecu-
rity,” Cabling Installation and Maintenance, July 16, 2017

5. “Workforce development and partnerships key to securing wireless technology,” Au-
gusta Free press, July 15, 2017

6. “Security Alert: Hill Digs Into Innovating with IoT while Protecting Consumers,”
Cablefax, July 15, 2017

7. “Lawmakers Voice Fears over Security of Internet Devices,” The Hill, June 14, 2017

8. “Rep. Pallone: GOP Playing Politics With National Security,” Multichannel, June 13,
2017

9. “Higher Ed Stepping in to Fill Cybersecurity Gaps,” Education Drive, May 31, 2017

10. “Policy impliciations of WikiLeaks dump differ from Snowden leaks,” Washington
Examiner, March 13, 2017

11. “Herndon start-up HawkEye360 wants to send fleets of tiny satellites into orbit,”
Washington Post, November 23, 2016
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12. “Local inventors win cybersecurity patent,” Fauquier Now, September 29, 2016

13. “Inside the New Arms Race to Control Bandwidth on the Battlefield,” Wired, March
2014

Press Coverage

1. “HawkEye 360 Selects Deep Space Industries to Manufacture Pathfinder Small Satel-
lites,” Business Wire, May 2016

2. “HawkEye 360 Expands Management Team to Accelerate Commercial Development
of Space-Based Radio Frequency Mapping and Analytics Technology,” Business Wire,
April 2016

3. “CACI Becomes Anchor Partner in Cyber-Physical System Security Program With Vir-
ginia Tech Hume Center,” Business Wire, February 2016

4. “Allied Minds Announces the Formation of HawkEye 360,” Business Wire, September
2015

5. “Optio Labs Names Mobile Industry Veteran Gregg Smith as Chief Executive Officer,”
Business Wire, December 2014

6. “Federated Wireless Applauds FCC for Adopting Three-Tier Spectrum Sharing Net-
work and Recommends That the Exclusion Zones Be Eliminated to Broaden Access
Further,” Business Wire, July 2014

7. “Mobile Security Software Developer Optio Labs Raises $10 Million in Series A
Round,” Business Wire, March 2014

8. “Optio Labs Appoints Mobile and Cyber Security Industry Veteran Matt Hartley as
General Manager to Drive Commercial Expansion,” Business Wire, August 2013

Invited Talks

1. “Organizer, Artificial Intelligence and Machine Learning Panel,” AFCEA/INSA Intel-
ligence and National Security Summit, Washington, DC, September 2017

2. “Moderator, Leveraging Broader Federal Funding for I/UCRCs,” NSF Industry/University
Cooperative Research Center Conference, Arlington, VA, July 2017

3. “Panelist, Parnering with Academia: Growing Relationships between the IC and
Academia,” IC STEM Recruitment Summit, Bethesda, MD, June 2017

4. “Witness, Promoting Security in Wireless Technology,” US House of Representatives,
Energy and Commerce Committee, Communications and Technology Subcommittee,
Washington, DC, June 2017

5. “Moderator, Cyber Threat Sharing,” Commonwealth Conference on National Defense
and Intelligence, Charlottesville, VA, June 2017

6. “Panelist, Emerging Technology: Internet of Things,” LMI Research Institute Government-
University Forum, Vienna, VA, May 2017

7. “Panelist, Cybersecurity Challenges and What Congress Can Do About It,” Virginia
Tech Roundtable on Capitol Hill, Washington, DC, March 2017

8. “Speaker/Panelist, Cybersecurity for Commercial Aviation,” United Technologies Re-
search Center, East Hartford, CT, March 2017
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9. “Speaker, 5G, IoT, and Edge Computing,” Bround Bag Seminar, G2 Inc, Annapolis
Junction, MD, February 2017

10. “Panelist, Machine Learning: Research and Applications,” IEEE Global Signal and
Information Processing (GlobalSIP), Washington, DC, December 2016

11. “Moderator, Force Multipliers to Future Cybersecurity,” NVTC Capital Cybersecurity
Conference, Vienna, VA, November 2016

12. “Moderator, Commercialization of State of the Art Cyber Research Panel,” Virginia
Tech Enterprise Forum: The Evolution and Expansion of Cybersecurity, Arlington VA,
October 2016

13. “Moderator, IoT as a Game Changer Panel,” Virginia Governor’s Cyber-Physical Sys-
tems Summit, Newport News, VA, September 2016

14. “Keynote, Deep Neural Signal Processing,” GNU Radio Annual Conference (GRcon),
Boulder, CO, September 2016

15. “Speaker, Challenges and Opportunities with Power Infrastructure Cybersecurity,”
IEEE Power and Energy Society MD Section, Baltimore, MD, September 2016

16. “Speaker, Challenges and Opportunities with Power Infrastructure Cybersecurity,”
IEEE Power and Energy Society VA/DC Section, Arlington, VA, June 2016

17. “Moderator, Cyber Careers Panel,” Business Higher Education Forum CyberLeaders
Kickoff, Arlington, VA, June 2016

18. “Keynote, Cybersecurity for the IoT,” ForeScout Best Practice Seminar, Washington,
DC, May 2016

19. “Moderator, Harnessing the Next Technological Revolution Panel,” AFCEA Intelli-
gence Symposium, Springfield, VA, April 2016

20. “Panelist, Academic Panel,” Northrop Grumman Executive Symposium, Falls Church,
VA, March 2016

21. “Speaker, Electronic Warfare in Modern Military Operations,” Information Warfare
Guest Lecture, Georgetown University, Washington, DC, February 2016

22. “Panelist, Assured Communications,” IEEE Military Communications Conference,
Tampa, FL, October 2015

23. “Speaker, Cybersecurity Risks to Connected Vehicles and Smart Infrastructure,” ITS
America Webinar, October 2015

24. “Speaker, Cognition and Autonomy in Electronic Warfare Platforms,” Electromag-
netic Spectrum Operations Summit, Alexandria, VA, May 2015

25. “Speaker, Cognitive Electronic Warfare: An Information Theory and Machine Learn-
ing Perspective,” Association of Old Crows Luncheon, Arlington, VA, March 2015

26. “Speaker, Information Security and Privacy in the Mobile World,” Virginia Tech Pres-
idential Installation Academic Showcase, Blacksburg, VA, October 2014

27. “Speaker, Applications of Cognition to MIMO Radar for Spectrum Sharing,” Cogni-
tive RF Workshop, Army Research Labs, Adelphi, MD, June 2014

28. “Speaker, Risk-Based Cybersecurity Regulation and the NIST Framework,” CIO Sum-
mit, Richmond, VA, June 2014

29. “Speaker, Broadband Access and the Digital Divide,” Virginia Wireless Association
Seminar, Alexandria, VA, May 2014

30. “Speaker, Future Directions in Cyber Warfare and Electronic Warfare,” Naval Post-
graduate School Foundation Roundtable, Washington, DC, April 2014
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31. “Speaker, Future Directions in Cyber Warfare and Electronic Warfare,” Virginia Mili-
tary Institute Seminar, Lexington, VA, April 2014

32. “Speaker, Convergence of Electronic Warfare and Cyber Warfare: First Principals,”
Cyber/EW CAG, L-3 Communications, Arlington, VA, March 2014

33. “Speaker, The Science of Electronic Warfare: Bounds on Target Knowledge,” Sensors
Directorate Seminar, Air Force Research Labs, Dayton, OH, February 2014

34. “Speaker, Control Theory and the Dynamics of Cybersecurity,” EECS With-It Seminar,
Vanderbilt University, Nashville, TN, January 2014

35. “Speaker, Spectrum Sharing to Support Commercial use of Military Spectrum,” Clas-
sified US Military Communications Conference, McLean, VA, November 2013

36. “Keynote, Broadband Access and the Digital Divide,” Exploring Loudoun Countys
Digital Divide, Ashburn, VA, November 2013

37. “Speaker, Cybersecurity Research, Education, and Outreach at Virginia Tech,” Dulles
Chamber Innovate Conference, Dulles, VA, October 2013

38. “Speaker, Security Challenges with LTE-Advanced Systems and Military Spectrum,”
IEEE Communications Society (COMSOC) Baltimore Section, Linthicum, MD, Octo-
ber 2013

39. “Speaker, Vulnerability Assessment of Emerging Mobile Core Networks,” Cellular
Telephone Industry Association (CTIA), Cybersecurity Working Group Meeting, Wash-
ington, DC, October 2013

40. “Speaker, Security and Management of Android Devices,” Google Federal Technology
Workshop, Washington, DC, June 2013

41. “Speaker, How Secure is Your Smartphone,” Wireless @ Virginia Tech Advisory Board
Meeting, Blacksburg, VA, May 2013

42. “Speaker, Cyber-Physical Security: Hacking the Internet of Things,” Virginia Tech
Black Swan Seminar, Blacksburg, VA, April 2013

43. “Speaker, Secure Mobility: From RF to Apps,” Electrical and Computer Engineering
Seminar, Virginia Tech, Blacksburg, VA, April 2013

44. “Speaker, Research Directions in Security,” Research Day, Virginia Tech Center for
Embedded Systems and Critical Applications, Arlington, VA, March 2013

45. “Speaker, Cyber Warfare: Intersection of Technology and Analytics,” DIA Five Eyes
Analytic Training Workshop, Harrisonburg, VA, February 2013

46. “Speaker, Jamming and Next-Generation Commercial Waveforms,” DOD CIO LTE
Jamming Technical Exchange Meeting, McLean, VA, February 2013

47. “Speaker, Security and Management of Android Devices,” Google Mobile Security
Forum, Washington, DC, November 2012

48. “Panelist, Cybersecurity Education,” Cyber Innovation Symposium, Intelligence and
National Security Alliance (INSA), Washington, DC, September 2012

49. “Panelist, Cyber Education and Research at Virginia Tech,” NSA Information Assur-
ance Symposium, Nashville, TN, August 2012

50. “Speaker, Cybersecurity for Mobile Broadband Networks,” Cellular Telephone Indus-
try Association (CTIA), Cybersecurity Working Group, Arlington, VA, July 2012

51. “Speaker, Cybersecurity Innovation and Research,” Virginia Tech Intelligence and
Defense Executive Alumni Event, Arlington, VA, June 2012

52. “Speaker, Wireless and Mobile Security Trends,” Center for High Assurance Com-
puter Systems Seminar, Naval Research Laboratory, Washington, DC, June 2012



32

53. “Speaker, Security and Robustness of TD-LTE for Public Safety Applications,” Secu-
rity and Software Engineering Research Center (S2ERC) Showcase, Arlington, VA,
May 2012

54. “Speaker, Cognitive Radar for Spectrum Coexistence,” Communications Research
Gathering, Office of Naval Research, Washington, DC, May 2012

55. “Speaker, Mobile Security Research and Trends,” Northrop Grumman Mobile Com-
munity of Interest, McLean, VA, May 2012

56. “Speaker, Cybersecurity Research and Education at Virginia Tech,” Cybersecurity
Workshop and Panel, Office of Congressman Jim Moran, Arlington, VA, April 2012

57. “Speaker, Electronic Warfare and Cyber Warfare,” Association of Old Crows, Naval
Research Labs, Washington, DC, April 2012

58. “Speaker, Tactical ISR Challenges with 5G Cellular Communications,” US Marine
Radio Battalion Users Conference, Monterey, CA, April 2012

59. “Panelist, Cybersecurity Research and Development at Virginia Tech,” Northern Vir-
ginia Technology Council, Vienna, VA, March 2012

60. “Moderator, Securing the Mobile Frontier,” Executive Discussion on Cybersecurity
and Mobility, Washington, DC, February 2012

61. “Speaker, Electronic Warfare in a Cyber Battlefield,” IDGA Network Enabled Opera-
tions Summit, Alexandria, VA, January 2012

62. “Speaker, Making Sense of Intelligence through Visualization,” ManTech WoW Tech-
nical Conference, Stafford, VA, September 2011

63. “Speaker, Securitys Promising Directions and Biggest Challenges,” Security and Soft-
ware Engineering Research Center Workshop, Ball State University, Muncie, IN, May
2011

64. “Speaker, International Technology and Policy Impact of Cyber Warfare,” Virginia
Tech Cybersecurity Summit and Competition, Blacksburg, VA, April 2011

65. “Panelist, Cybersecurity Panel,” Special Session on National Security: Cybersecurity
& Wireless Communications, Howard University, Washington, DC, September 2010

66. “Speaker, An Insider’s View of Working for the US Federal Government,” Intelligence
Community Center of Academic Excellence Seminar, Virginia Tech, Blacksburg, VA,
September 2010

67. “Speaker, TRANSEC and COMSEC Recommendations for a Military WiMAX Profile,”
DoD 802.16 Secure Profile Industry Day, McLean, VA, July 2009

68. “Speaker, Using Game Theory to Analyze Spectral Fairness and Robustness to Ad-
versarial Agents in DSA Networks,” DSO Workshop on Dynamic Spectrum Access,
Arlington, VA, June 2009

69. “Speaker, Security Threats to Intelligent Networks,” Department Seminar, Universi-
dad de Murcia, Spain, May 2009

70. “Speaker, New protocol standards for wireless mobility: CAPWAP and HOKEY,” Se-
curity for Seamless Mobility Forum, IEEE Globecom 2008, New Orleans, December
2008

71. “Speaker, Game Theory and Dynamic Spectrum Access,” Emerging Spectrum Tech-
nology Workshop, DISA Defense Spectrum Organization, March 2008

72. “Speaker, Security Threats to Intelligent Wireless Networks,” Security and Privacy
for 4G Workshop, IEEE Globecom 2007, Washington, DC, November 2007
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73. “Panelist, Securing Next-Generation Mobile Networks: How Far Are We?,” Security
and Privacy for 4G Workshop, IEEE Globecom 2007, Washington, DC, November
2007

74. “Speaker, Challenges in Signal Detection and Identification,” SASDCRT Symposium,
Naval Postgraduate School, Monterey, CA, September 2007

75. “Speaker, Software-Defined and Cognitive Radio,” University of Maryland Telecom-
munications Seminar, College Park, MD, February 2007

76. “Speaker, Whither WiMAX,” Red Blue (ReBl) Symposium, Johns Hopkins Applied
Physics Lab, Laurel, MD, October 2006

77. “Speaker, Open-Source Cognitive Radio,” SASDCRT Symposium, Naval Postgraduate
School, Monterey, CA, September 2006

78. “Speaker, Unlicensed Devices in Licensed Bands,” Communications Seminar, Univer-
sity of Illinois Urbana-Champaign, Urbana, IL, May 2006

79. “Speaker, CAPWAP System Security,” CAPWAP Working Group, Internet Engineering
Task Force, Vancouver, BC, November 2005

80. “Speaker, Interference Temperature Multiple Access,” Virginia Tech Wireless Semi-
nar, Blacksburg, VA, November 2005

81. “Speaker, EAP Password Authenticated Exchange,” EAP Working Group, Internet
Engineering Task Force, San Diego, CA, August 2004

82. “Speaker, Password Authentication in the Wireless World,” Rose-Hulman Institute of
Technology, Terre Haute, IN, March 2004

83. “Speaker, Provably Secure Middleware for Distributed Application Development,”
Boeing Phantomworks, Seattle, WA, November 2003

84. “Speaker, FPGA-Based Hyperelliptic Curve Cryptosystems,” AMS Central Section
Meeting, Indiana University, Bloomington, April 2003

85. “Speaker, On the Feasibility and Security of Biometric Cryptosystems,” Rose-Hulman
Institute of Technology, Terre Haute, IN, March 2003




