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CYBERSECURITY WORKFORCE

DHS Needs to Take Urgent Action to Identify Its
Position and Critical Skill Requirements

What GAO Found

The Department of Homeland Security (DHS) has taken actions to identify,
categorize, and assign employment codes to its cybersecurity positions, as
required by the Homeland Security Cybersecurity Workforce Assessment Act of
2014; however, its actions have not been timely and complete. For example,
DHS did not establish timely and complete procedures to identify, categorize,
and code its cybersecurity position vacancies and responsibilities. Further, DHS
did not complete efforts to identify all of the department’s cybersecurity positions
and accurately assign codes to all filled and vacant cybersecurity positions. In
August 2017, DHS reported to Congress that it had coded 95 percent of the
department’s identified cybersecurity positions. However, the department had, at
that time, coded approximately 79 percent of the positions. DHS’s 95 percent
estimate was overstated primarily because it excluded vacant positions, even
though the act required DHS to report these positions.

In addition, although DHS has taken steps to identify its workforce capability
gaps, it has not identified or reported to Congress on its departmentwide
cybersecurity critical needs that align with specialty areas. The department also
has not reported annually its cybersecurity critical needs to the Office of
Personnel Management (OPM), as required, and has not developed plans with
clearly defined time frames for doing so. (See table).

The Department of Homeland Security’s Status In Implementing Requirements of the
Homeland Security Cybersecurity Workforce Assessment Act of 2014, as of February 2018

Required activity Due date Completion date
1. Establish procedures to identify, categorize, and

code cybersecurity positions. Mar. 2015 Apr. 2016
2. Identify all positions with cybersecurity functions and

determine work category and specialty areas of

each position. Sept. 2015 Ongoing
3. Assign codes to all filled and vacant cybersecurity

positions. Sept. 2015 Ongoing
4. Identify and report critical needs in specialty areas to

Congress. Jun. 2016 Not addressed
5. Report critical needs annually to OPM. Sept. 2016 Not addressed

Source: GAO analysis of DHS documentation and the Homeland Security Cybersecurity Workforce Assessment Act of 2014. | GAO-
18-430T

Without ensuring that its procedures are complete and that its progress in
identifying and assigning codes to its cybersecurity positions is accurately
reported, DHS will not be positioned to effectively examine its cybersecurity
workforce, identify critical skill gaps, or improve its workforce planning. Further,
until DHS establishes plans and time frames for reporting on its critical needs,
the department may not be able to ensure that it has the necessary cybersecurity
personnel to help protect the department’s and the nation’s federal networks and
critical infrastructure from cyber threats. The commitment of DHS’s leadership to
addressing these matters is essential to helping the department fulfill the act’s
requirements.
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Chairmen Ratcliffe and Perry, Ranking Members Richmond and Correa,
and Members of the Subcommittees:

Thank you for the opportunity to appear at today’s hearing to discuss the
Department of Homeland Security’s (DHS) efforts to strengthen its
cybersecurity workforce. In its important role of securing the nation’s
cyberspace, DHS is responsible for protecting the confidentiality, integrity,
and availability of its own computer systems and information, and for
leading the coordination with partners in the public and private sectors to
protect the computer networks of federal civilian agencies and the
nation’s critical infrastructure from threats. As such, having an effective
cybersecurity workforce is essential to accomplishing the department’s
mission.

Toward ensuring that it has an effective workforce, the Homeland
Security Cybersecurity Workforce Assessment Act of 2014 (hereafter
referred to as “the act”)' required DHS to identify all cybersecurity
workforce positions within the department, determine the cybersecurity
work category and specialty area of such positions, and assign the
corresponding employment code to each cybersecurity position.? The act
also required DHS to identify and report on its cybersecurity workforce
areas of critical need.

In addition to the aforementioned requirements for DHS, the act included
a provision for GAO to analyze and monitor the department’s efforts to
address its requirements. My testimony today provides an overview of our
recently issued (February 2018) report, Cybersecurity Workforce: Urgent
Need for DHS to Take Actions to Identify Its Position and Critical Skill
Requirements, based on our review of the its efforts.?

In preparing this statement, we relied on our work supporting the

February report. This work included comparing the department’s actions
to identify, categorize, and assign employment codes to its cybersecurity
positions and to identify its cybersecurity workforce areas of critical need

"The Homeland Security Cybersecurity Workforce Assessment Act of 2014 was enacted as part of
the Border Patrol Agent Pay Reform Act of 2014, Pub. L. No. 113-277 § 4,128 Stat. 2995, 3008-3010
(Dec. 18, 2014), 6 U.S.C. § 146.

2The employment codes are standard codes for federal job classifications that were developed by the
Office of Personnel Management (OPM), in alignment with the National Initiative for Cybersecurity
Education’s National Cybersecurity Workforce Framework. See Office of Personnel Management,
The Guide to Data Standards (Washington, D.C.: November 15, 2014).

3GAO, Cybersecurity Workforce: Urgent Need for DHS to Take Actions to Identify Its Position and
Critical Skill Requirements, GAO-18-175 (Washington, D.C.: Feb. 6, 2018).
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with the required activities specified in the act. We analyzed that
information, including data on the coding of cybersecurity workforce
positions, and also administered a data collection instrument to six
components of DHS.# Further, we interviewed relevant officials from the
DHS Office of Chief Human Capital Officer (OCHCO) and from the
selected DHS components. We also interviewed relevant officials at the
Office of Personnel Management (OPM).

The work on which this statement is based was conducted in accordance
with generally accepted government auditing standards, which require
audits to be planned and performed to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides such a reasonable basis for our findings and conclusions based
on our audit objectives.

Background

DHS leads the federal government’s efforts to secure our nation’s public
and private critical infrastructure information systems against cyber
threats. As part of these efforts, cybersecurity professionals can help to
prevent or mitigate the vulnerabilities that could allow malicious
individuals and groups access to federal information technology (IT)
systems. The ability to secure federal systems depends on the
knowledge, skills, and abilities of the federal and contractor workforce that
designs, develops, implements, secures, maintains, and uses these
systems.

The Office of Management and Budget has noted that the federal
government and private industry face a persistent shortage of
cybersecurity and IT talent to implement and oversee information security
protections.® This shortage may leave federal IT systems vulnerable to
malicious attacks. Experienced and qualified cybersecurity professionals
are essential in performing DHS’s work to mitigate vulnerabilities in its
own and other agencies’ computer systems and to defend against cyber
threats.

“The six components we reviewed are: Departmental Management and Operations, National
Protection and Programs Directorate, Science and Technology Directorate, U.S. Customs and Border
Protection, U.S. Citizenship and Immigration Services, and U.S. Secret Service.

5Office of Management and Budget, Federal Cybersecurity Workforce Strategy, Memorandum M-16-
15 (Washington, D.C.: July 12, 2016).
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Since 1997, we have identified the protection of federal information
systems as a governmentwide high-risk area. In addition, in 2001, we
introduced strategic governmentwide human capital management as
another area of high risk.® We have also identified a number of
challenges federal agencies are facing to ensure that they have a
sufficient cybersecurity workforce with the skills necessary to protect their
information and networks from cyber threats.” These challenges pertain
to identifying and closing skill gaps as part of a comprehensive workforce
planning process, recruiting and retaining qualified staff, and navigating
the federal hiring process.

Federal Initiative and Guidance Are Intended to Improve Cybersecurity Workforces

In recent years, the federal government has taken various steps aimed at
improving the cybersecurity workforce. These include establishing a
national initiative to promote cybersecurity training and skills and
developing guidance to address cybersecurity workforce challenges.

Founded in 2010, the National Initiative for Cybersecurity Education
(NICE) is a partnership among government, academia, and the private
sector, and is coordinated by the National Institute of Standards and
Technology (NIST). The NICE mission promotes cybersecurity education,
training, and workforce development in coordination with its partners. The
initiative’s goal is to increase the number of skilled cybersecurity
professionals in order to boost national IT security.

In 2013, NICE published the National Cybersecurity Workforce
Framework to provide a consistent way to define and describe
cybersecurity work at any public or private organization, including federal
agencies.® In 2014, OPM developed guidance for assigning 2-digit
employment codes for each cybersecurity work category and specialty
area identified in the 2013 NICE framework.® Federal agencies can use

8GAO, High-Risk Series: Progress on Many High-Risk Areas, While Substantial Efforts Needed on
Others, GAO-17-317 (Washington, D.C.: Feb. 15, 2017).

"GAO, Cybersecurity: Federal Efforts Are Under Way That May Address Workforce Challenges,
GAO-17-533T (Washington, D.C.: Apr. 4, 2017).

8National Institute of Standards and Technology, NICE Cybersecurity Workforce Framework (Version
1.0) (Gaithersburg, Md.: April 2013).

®Office of Personnel and Management, The Guide to Data Standards (Washington, D.C.: November
15, 2014).
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the codes to identify cybersecurity positions in personnel and payroll
systems, such the system of the National Finance Center.

To further enhance efforts to strengthen the cybersecurity workforce,
NICE subsequently revised the framework in 2017 to include 33
cybersecurity-related specialty areas organized into 7 categories—
securely provision, operate and maintain, protect and defend, investigate,
collect and operate, analyze, and oversee and govern. The revision
defined work roles in specialty areas and cybersecurity tasks for each
work role,' as well as the knowledge, skills, and abilities that a person
should have in order to perform each work role.' Also, in 2017, OPM
issued guidance creating a unique 3-digit employment code for each
cybersecurity work role.™ In October 2017, NIST issued guidance that
reflected the finalized 2017 NICE framework and included a crosswalk of
OPM'’s 2-digit employment codes to the 3-digit codes.™

DHS’s Cybersecurity Workforce Performs a Wide Range of Critical Missions

DHS is the third largest department in the federal government, employing
approximately 240,000 people, and operating with an annual budget of
about $60 billion, of which about $6.4 billion was reportedly spent on IT in
fiscal year 2017. In leading the federal government’s efforts to secure our
nation’s public and private critical infrastructure information systems, the
department, among other things, collects and shares information related
to cyber threats and cybersecurity risks and incidents with other federal
partners to enable real-time actions to address these risks and incidents.

°The National Finance Center personnel and payroll systems are used by DHS and other agencies
for processing personnel and payroll information. In addition, they are DHS’s system of record for
employment codes assigned to cybersecurity employees.

"National Institute of Standards and Technology, NICE Cybersecurity Workforce Framework, Special
Publication 800-181 (Gaithersburg, Md.: August 2017).

2According to the National Institute of Standards and Technology, work roles are the most detailed
groupings of IT, cybersecurity, or cyber-related work. Examples of work roles include an authorizing
official, a software developer, or a system administrator.

80ffice of Personnel Management, Guidance for Assigning New Cybersecurity Codes to Positions
with Information Technology, Cybersecurity, and Cyber-Related Functions (Washington D.C.: Jan. 4,
2017).

“National Institute of Standards and Technology, OPM Federal Cybersecurity Coding Structure
(Gaithersburg, Md.: Oct. 18, 2017).
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The department is made up of 15 operational and support components
that perform its critical mission functions. Table 1 describes the 6
components that we included in our review.

________________________________________________________________________________________________________________________|
Table 1: Missions and Cybersecurity Functions of Selected Department of Homeland Security Components

DHS Component

Description

U.S. Customs and
Border Protection
(CBP)

CBP is to safeguard America’s borders, thereby protecting the public from dangerous people and materials
while enhancing the nation’s global economic competitiveness by enabling legitimate trade and travel. CBP’s
cybersecurity workforce primarily protects the component’s internal systems, networks, and data.

Departmental
Management and
Operations (DMO)

DMO is to provide support to the Secretary and Deputy Secretary in the overall leadership, direction, and
management of DHS and all of its components. DMO is responsible for DHS’s budgets and appropriations,
expenditure of funds, information technology systems, facilities and equipment, and the identification and
tracking of performance measurements. DMO’s cybersecurity workforce is to develop and implement DHS'’s
cybersecurity-related workforce policies and programs and protect DHS'’s systems, networks, and data. As
part of DMO, the Office of Chief Human Capital Officer (OCHCO) is responsible for personnel policy
development and implementation. The Office of the Chief Information Officer, among other things, is to
develop and implement information security programs.

National Protection
and Programs
Directorate (NPPD)

NPPD is expected to protect and enhance the resilience of the nation’s physical and cyber infrastructure,
working with partners at all levels of government and the private and nonprofit sectors, to share information
and build greater trust to make physical and cyber infrastructure more secure. NPPD is the lead component
for fulfilling the department’s national, non-law enforcement cybersecurity missions, as well as providing crisis
management, incident response, and defense against cyberattacks for federal government networks.

U.S. Secret Service
(USSS)

USSS is to protect designated protectees, investigate threats against protectees, as well as investigate
financial and computer-based crimes; it is also expected to help secure the nation’s banking and finance
critical infrastructure. USSS’s cybersecurity workforce primarily conducts criminal investigations and protects
its systems, networks, and data.

Science and
Technology
Directorate (S&T)

S&T is to conduct basic and applied research, development, demonstration, testing and evaluation activities
relevant to DHS. S&T’s cybersecurity workforce is expected to conduct cybersecurity research and
development for the Homeland Security Enterprise, and protect its systems, networks, and data.

U.S. Citizenship and
Immigration Services
(USCIS)

USCIS is responsible for overseeing lawful immigration to the United States. Its mission is to provide accurate
and useful information to USCIS customers, grant immigration and citizenship benefits, promote an
awareness and understanding of citizenship, and ensure the integrity of national immigration system.
USCIS'’s cybersecurity workforce primarily protects its systems, networks, and data.

Source: GAO analysis of DHS information. | GAO-18-430T

DHS Is Required to Assess Its Cybersecurity Workforce

The Homeland Security Cybersecurity Workforce Assessment Act of
2014 required DHS to perform workforce assessment-related activities to
identify and assign employment codes to its cybersecurity positions.
Specifically, the act called for DHS to:

1. Establish procedures for identifying and categorizing cybersecurity
positions and assigning codes to positions (within 90 days of law’s
enactment).

2. Identify all filled and vacant positions with cybersecurity functions and
determine the work category and specialty area of each.
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3. Assign OPM 2-digit employment codes to all filled and vacant
cybersecurity positions based on the position’s primary cybersecurity
work category and specialty areas, as set forth in OPM’s Guide to
Data Standards.'®

In addition, after completing the aforementioned activities, the act called
for the department to take steps to identify and report its cybersecurity
workforce areas of critical need. Specifically, DHS was to:

4. ldentify the cybersecurity work categories and specialty areas of
critical need in the department’s cybersecurity workforce and report to
Congress.

5. Submit to OPM an annual report through 2021 that describes work
categories and specialty areas of critical need and substantiates the
critical need designations.

The act required DHS to complete the majority of these activities by
specific due dates between March 2015 and September 2016.

Within DHS, OCHCO is responsible for carrying out these provisions,
including the coordination of the department’s overall efforts to identify,
categorize, code, and report its cybersecurity workforce assessment
progress to OPM and Congress.

DHS Has Not Fully Identified Cybersecurity Positions or Assigned
Employment Codes in a Complete and Reliable Manner

The act required DHS to establish procedures to identify and assign the
appropriate employment code, in accordance with OPM’s Guide to Data
Standards, to all filled and vacant positions with cybersecurity functions

by March 2015."° In addition, DHS’s April 2016 Cybersecurity Workforce
Coding guidance states that components should ensure procedures are

At the time the Homeland Security Cybersecurity Workforce Assessment Act of 2014 was enacted,
DHS was to use OPM’s 2014 data standards guide (Office of Personnel Management, The Guide to
Data Standards (Washington, D.C.: November 2014). The purpose of the guide is to help agencies
identify and code their cybersecurity positions. Employment codes can be used in human capital
systems to measure areas of critical need.

60ffice of Personnel Management, The Guide to Data Standards (Washington, D.C.: November 15,
2014). OPM guidance created unique 2-digit employment codes for categories and specialty areas
identified in the NICE framework.
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in place to monitor and to update the employment codes as positions
change over time."”

Further, the Standards for Internal Control in the Federal Government
recommends that management assign responsibility and delegate
authority to key roles and that each component develop individual
procedures to implement objectives. The standards also recommend that
management periodically review such procedures to see that they are
developed, relevant, and effective.®

DHS OCHCO developed departmental procedures in May 2014 and
recommended implementation steps for coding positions with
cybersecurity functions for the department’s components. However,
OCHCO did not update its procedures to include information on
identifying positions and assigning codes until April 2016—13 months
after the due date specified by the act.

In addition, the procedures were not complete because they did not
include information related to identifying and coding vacant positions, as
the act required. Moreover, the departmental procedures did not identify
the individual within each DHS component who was responsible for
leading and overseeing the identification and coding of the component’s
cybersecurity positions.

Further, although components were able to supplement the departmental
procedures by developing their own component-specific procedures for
identifying and coding their cybersecurity positions, OCHCO did not
review those procedures for consistency with departmental guidance. The
department could not provide documentation that OCHCO had verified or
reviewed component-developed procedures. In addition, OCHCO officials
acknowledged that they had not reviewed the components’ procedures
and had not developed a process for conducting such reviews.

OCHCO officials stated that several factors had limited their ability to
develop the procedures and to review component-developed procedures
in a timely and complete manner. These factors were (1) a delayed
departmental decision until April 2016 as to whether certain positions
should be considered cybersecurity positions; (2) a belief that each
component had the best understanding of their human capital systems,

7U.S. Department of Homeland Security, Office of the Chief Human Capital Officer, Cybersecurity
Workforce Coding (Washington, D.C.: April 22, 2016).

8GAOQ, Standards for Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.:
Sep 10, 2014).
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so procedure development was best left up to each component; (3) a
condition where each of the six selected DHS components recorded and
tracked vacant positions differently; and (4) cybersecurity specialty areas
for vacant positions were not known until a position description was
developed or verified and a hiring action was imminent. Without
assurance that procedures are timely, complete, and reviewed, DHS
cannot be certain that its components have the procedures to identify and
code all positions with cybersecurity functions, as required by the act.

Accordingly, our February 2018 report included recommendations that
DHS 1) develop procedures on how to identify and code vacant
cybersecurity positions, 2) identify the individual in each component who
is responsible for leading that component’s efforts in identifying and
coding cybersecurity positions, and 3) establish and implement a process
to periodically review each component’s procedures for identifying
component cybersecurity positions and maintaining accurate coding.™
DHS concurred with the recommendations and stated that it would
implement them by April 30, 2018.

DHS Has Not Yet Completed Required ldentification Activities

The act required DHS to identify all of its cybersecurity positions,
including vacant positions, by September 2015. Further, the act called for
the department to use OPM’s Guide to Data Standards to categorize the
identified positions and determine the work category or specialty area of
each position.?°

As of December 2016, the department reported that it had identified
10,725 cybersecurity positions, including 6,734 federal civilian positions,
584 military positions, and 3,407 contractor positions.?! Nevertheless, as
of November 2017, the department had not completed identifying all of its
cybersecurity positions and it had not determined the work categories or
specialty areas of the positions. In explaining why the department had not
identified all its positions, OCHCO officials stated that components varied
in reporting their identified vacant positions because the department did
not have a system to track vacancies.

YGAO-18-175.

20ffice of Personnel Management, The Guide to Data Standards (Washington, D.C.: November 15,
2014). OPM guidance outlined categories and specialty areas in alignment with the NICE framework.

2Department of Homeland Security, Comprehensive Cybersecurity Workforce Update: 2016 Report
(Washington, D.C.: March 16, 2017).
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Of the 7 work categories and 33 specialty areas in the NICE framework,
DHS reported that its 3 most common work categories were “protect and
defend”, “securely provision,” and “oversight and development;” and its 2
most common specialty areas were “security program management” and
“vulnerability assessment and management.” However, DHS could not
provide data to show the actual numbers of positions in each of these
categories and specialty areas.

According to OCHCO officials, the department was still in the process of
identifying positions for the 2-digit codes and would continue this effort
until the 3-digit codes were available in the National Finance Center
personnel and payroll system in December 2017. At that time, OCHCO
officials stated that the department intends to start developing procedures
for identifying and coding positions using the 3-digit codes.

DHS Has Not Completely and Accurately Assigned Employment Codes

The act also required DHS to assign 2-digit employment codes to all of its
identified cybersecurity positions. This action was to be completed by
September 2015.%2

However, as of August 2017—23 months after the due date—the
department had not completed the coding assignment process. Although,
in August 2017, OPM provided a progress report to Congress containing
DHS data which stated that 95 percent of DHS-identified cybersecurity
positions had been coded,? our analysis determined that the department
had assigned cybersecurity position codes to approximately 79 percent of
its identified federal civilian cybersecurity positions.?* The primary reason
for this discrepancy was that DHS did not include the coding of vacant
positions, as required by the act. Further, OCHCO officials stated they did
not verify the accuracy of the components’ cybersecurity workforce data.
Without coding cybersecurity positions in a complete and accurate
manner, DHS will not be able to effectively examine its cybersecurity
workforce; identify skill gaps; and improve workforce planning.

Z|dentification and code assignment is inclusive of both filled and vacant positions with cybersecurity
functions.

Z0ffice of Personnel Management, Progress Report on the National Cybersecurity Workforce
Measurement Initiative (Washington, D.C.: August 3, 2017). This report was 20 months late. OPM
officials stated that they did not meet the December 2015 deadline because DHS had not provided
sufficient data at that point.

%per DHS’s August 2017 coding progress dashboard, 5,298 of 6,734 identified positions had been
coded. Vacant position coding progress was not provided.
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Thus, in our recently issued report, we recommended that OCHCO collect
complete and accurate data on all filled and vacant cybersecurity
positions when it conducts its cybersecurity identification and coding
efforts. DHS concurred with the recommendation and stated that, by June
29, 2018, it intends to issue memorandums to its components that
provide instructions for the components to periodically review compliance
and cybersecurity workforce data concerns to ensure data accuracy.

DHS Has Not Identified or Reported Its Cybersecurity Workforce
Areas of Critical Need

According to the act, DHS was to identify its cybersecurity work
categories and specialty areas of critical need in alignment with the NICE
framework and to report this information to the appropriate congressional
committees by June 2016. In addition, a DHS directive required the DHS
Chief Human Capital Officer to provide guidance to the department’s
components on human resources procedures, including identifying
workforce needs.?®

As of February 2018, the department had not fulfilled its requirements to
identify and report its critical needs. Although DHS identified workforce
skills gaps in a report that it submitted to congressional committees in
March 2017, the department did not align the skills gaps to the NICE
framework’s defined work categories and specialty areas of critical need.

In September 2017, OCHCO developed a draft document that attempted
to crosswalk identified departmentwide cybersecurity skills gaps to one or
more specialty areas in the NICE framework. However, the document did
not adequately help components identify their critical needs by aligning
their gaps with the NICE framework because it did not provide clear
guidance to help components determine a critical need in cases in which
a skills gap is mapped to multiple work categories.

According to OCHCO officials, DHS had not identified departmentwide
cybersecurity critical needs that aligned with the framework partly
because OPM did not provide DHS with guidance for identifying
cybersecurity critical needs. In addition, OCHCO officials stated that the
components did not generally view critical skills gaps in terms of the

Department of Homeland Security, Human Capital Line of Business Integration and Management,
Directive No. 258-01 (Feb. 6, 2014).
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categories or specialty areas as defined in the NICE framework, but
instead, described their skills gaps using position titles that are familiar to
them. In the absence of relevant guidance to help components identify
their critical needs, DHS and the components are hindered from
effectively identifying and prioritizing workforce efforts to recruit, hire,
train, develop, and retain cybersecurity personnel.

DHS also did not report cybersecurity critical needs to OPM in September
2016 or September 2017, as required. Instead, the department first
reported its cybersecurity coding progress and skills gaps in a March
2017 report that it sent to OPM and Congress to address several of the
act’s requirements.?® However, the report did not describe or substantiate
critical need designations because DHS has not yet identified them.

Additionally, DHS had not developed plans or time frames to complete
priority actions—developing a DHS cybersecurity workforce strategy and
completing its initial cybersecurity workforce research— that OCHCO
officials said must be completed before it can report its cybersecurity
critical needs to OPM. According to OCHCO officials, the report that the
department submitted to Congress in March 2017 had contained plans
and schedules. However, we found that the March 2017 report did not
capture and sequence all of the activities that DHS officials said must be
completed in order to report critical needs. Until DHS develops plans and
schedules with time frames for reporting its cybersecurity critical needs,
DHS may not have insight into its needs for ensuring that it has the
workforce necessary to carry out its critical role of helping to secure the
nation’s cyberspace.

In our report, we recommended that DHS 1) develop guidance to assist
DHS components in identifying their cybersecurity work categories and
specialty areas of critical need that align to the NICE framework and 2)
develop plans with time frames to identify priority actions to report on
specialty areas of critical need.?” DHS concurred with the
recommendations and stated that it plans to implement them by June
2018.

In summary, DHS needs to act now to completely and accurately identify,
categorize, and assign codes to all of its cybersecurity positions, and to
identify and report on its cybersecurity workforce areas of critical need.

%Department of Homeland Security, Comprehensive Cybersecurity Workforce Update: 2016 Report
(Washington, D.C.: March 16, 2017).

Z’GAO-18-175.
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Implementing the six recommendations we made in our February 2018
report should better position the department to meet the requirements of
the 2014 act. Further, doing so will help DHS understand its needs for
recruiting, hiring, developing, and retaining a cybersecurity workforce with
the skills necessary to accomplish the department’s varied and essential
cybersecurity mission.?® Until DHS implements our recommendations, it
will not be able to ensure that it has the necessary cybersecurity
personnel to help protect the department’s and the nation’s federal
networks and critical infrastructure from cyber threats.

Chairmen Ratcliffe and Perry, Ranking Members Richmond and Correa,
and Members of the Subcommittees, this concludes my statement. |
would be pleased to respond to your questions.

GAO Contact and Staff Acknowledgments

102635
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BGAO-18-175.

Page 12 GAO-18-430T DHS Cybersecurity Workforce


mailto:wilshuseng@gao.gov
mailto:curriec@gao.gov
https://www.gao.gov/products/GAO-18-175

Related GAO Products

GAO, Cybersecurity: Federal Efforts Are Under Way That May Address
Workforce Challenges, GAO-17-533T (Washington, D.C.: Apr. 4, 2017).

GAO, Information Security: DHS Needs to Continue to Advance Initiatives
to Protect Federal Systems, GAO-17-518T (Washington, D.C.: Mar. 28,
2017).

GAO, High-Risk Series: Progress on Many High-Risk Areas, While
Substantial Efforts Needed on Others, GAO-17-317 (Washington, D.C.:
Feb. 15, 2017).

GAO, Cybersecurity: Actions Needed to Strengthen U.S. Capabilities,
GAO-17-440T (Washington, D.C.: Feb. 14, 2017).

GAO IT Workforce: Key Practices Help Ensure Strong Integrated
Program Teams; Selected Departments Need to Assess Skill Gaps,
GAO-17-8 (Washington, D.C.: Nov. 30, 2016).

GAO, Federal Chief Information Security Officers: Opportunities Exist to
Improve Roles and Address Challenges to Authority, GAO-16-686
(Washington, D.C.: Aug. 26, 2016).

GAO, Federal Hiring: OPM Needs to Improve Management and Oversight
of Hiring Authorities, GAO-16-521 (Washington, D.C.: Aug. 2, 2016).

GAO, Information Security: DHS Needs to Enhance Capabilities, Improve
Planning, and Support Greater Adoption of Its National Cybersecurity
Protection System, GAO-16-294 (Washington, D.C.: Jan. 28, 2016).

GAO, Federal Workforce: OPM and Agencies Need to Strengthen Efforts
to Identify and Close Mission-Critical Skills Gaps, GAO-15-223
(Washington, D.C.: Jan. 30, 2015).

GAO, Cybersecurity Human Capital: Initiatives Need Better Planning and
Coordination, GAO-12-8 (Washington, D.C.: Nov. 29, 2011).

GAO-18-430T DHS Cybersecurity Workforce


https://www.gao.gov/products/GAO-17-533T
https://www.gao.gov/products/GAO-17-518T
https://www.gao.gov/products/GAO-17-317
https://www.gao.gov/products/GAO-17-440T
https://www.gao.gov/products/GAO-17-8
https://www.gao.gov/products/GAO-16-686
https://www.gao.gov/products/GAO-16-521
https://www.gao.gov/products/GAO-16-294
https://www.gao.gov/products/GAO-15-223
https://www.gao.gov/products/GAO-12-8

	FY18_ALL_STAFF-#420423-v6-102635_-_DRAFT_DHS_CYBERWORKFORCE_TESTIMONY_HIGHLIGHTS.pdf
	CYBERSECURITY WORKFORCE
	DHS Needs to Take Urgent Action to Identify Its Position and Critical Skill Requirements
	Why GAO Did This Study
	What GAO Recommends

	What GAO Found

	FY18_ALL_STAFF-#420422-v16-102635_-_DRAFT_DHS_CYBERWORKFORCE_TESTIMONY.pdf
	Background
	Federal Initiative and Guidance Are Intended to Improve Cybersecurity Workforces
	DHS’s Cybersecurity Workforce Performs a Wide Range of Critical Missions
	DHS Is Required to Assess Its Cybersecurity Workforce

	DHS Has Not Fully Identified Cybersecurity Positions or Assigned Employment Codes in a Complete and Reliable Manner
	DHS Did Not Ensure Cybersecurity Workforce Procedures Were Timely, Complete, or Reviewed
	DHS Has Not Yet Completed Required Identification Activities
	DHS Has Not Completely and Accurately Assigned Employment Codes

	DHS Has Not Identified or Reported Its Cybersecurity Workforce Areas of Critical Need
	GAO Contact and Staff Acknowledgments

	Related GAO Products

	FY18_ALL_STAFF-#420422-v16-102635_-_DRAFT_DHS_CYBERWORKFORCE_TESTIMONY update TK (2).pdf
	Background
	Federal Initiative and Guidance Are Intended to Improve Cybersecurity Workforces
	DHS’s Cybersecurity Workforce Performs a Wide Range of Critical Missions
	DHS Is Required to Assess Its Cybersecurity Workforce

	DHS Has Not Fully Identified Cybersecurity Positions or Assigned Employment Codes in a Complete and Reliable Manner
	DHS Did Not Ensure Cybersecurity Workforce Procedures Were Timely, Complete, or Reviewed
	DHS Has Not Yet Completed Required Identification Activities
	DHS Has Not Completely and Accurately Assigned Employment Codes

	DHS Has Not Identified or Reported Its Cybersecurity Workforce Areas of Critical Need
	GAO Contact and Staff Acknowledgments

	Related GAO Products

	FY18_ALL_STAFF-#420422-v18-102635_-_DRAFT_DHS_CYBERWORKFORCE_TESTIMONY.pdf
	Background
	Federal Initiative and Guidance Are Intended to Improve Cybersecurity Workforces
	DHS’s Cybersecurity Workforce Performs a Wide Range of Critical Missions
	DHS Is Required to Assess Its Cybersecurity Workforce

	DHS Has Not Fully Identified Cybersecurity Positions or Assigned Employment Codes in a Complete and Reliable Manner
	DHS Has Not Yet Completed Required Identification Activities
	DHS Has Not Completely and Accurately Assigned Employment Codes

	DHS Has Not Identified or Reported Its Cybersecurity Workforce Areas of Critical Need
	GAO Contact and Staff Acknowledgments

	Related GAO Products

	WILSHUSEN  STATEMENT FOR DHS CYBERWORKFORCE TESTIMONY HIGHLIGHTS.pdf
	CYBERSECURITY WORKFORCE
	DHS Needs to Take Urgent Action to Identify Its Position and Critical Skill Requirements
	Why GAO Did This Study
	What GAO Recommends

	What GAO Found

	WILSHUSEN  STATEMENT FOR DHS CYBERWORKFORCE TESTIMONY.pdf
	Background
	Federal Initiative and Guidance Are Intended to Improve Cybersecurity Workforces
	DHS’s Cybersecurity Workforce Performs a Wide Range of Critical Missions
	DHS Is Required to Assess Its Cybersecurity Workforce

	DHS Has Not Fully Identified Cybersecurity Positions or Assigned Employment Codes in a Complete and Reliable Manner
	DHS Has Not Yet Completed Required Identification Activities
	DHS Has Not Completely and Accurately Assigned Employment Codes

	DHS Has Not Identified or Reported Its Cybersecurity Workforce Areas of Critical Need
	GAO Contact and Staff Acknowledgments

	Related GAO Products



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /PageByPage

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.7

  /CompressObjects /All

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Preserve

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice





