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Chairperson Lofgren, Ranking Member Davis, and members of the Committee, thank you for the
opportunity to speak about the critical issue of election security. The Brennan Center for
Justice—a nonpartisan law and policy institute that focuses on democracy and justice—
appreciates the opportunity to share with you the results of our extensive studies and efforts to
ensure our nation's election systems are more secure and reliable. We are deeply involved in the
effort to ensure accurate and fair voting for all Americans.
For more than a decade, I have led the Brennan Center’s extensive work on voting technology and
security. In 2005, in response to growing public concern over the security of new electronic
voting systems, I chaired a task force (the "Security Task Force") of the nation's leading
technologists, election experts, and security professionals assembled by the Brennan Center to
analyze the security and reliability of the nation's electronic voting machines.1 In the decade and a
half since, I have authored or co-authored numerous studies on election system security and
technology, including the results of a semi-regular Brennan Center survey of the nation’s roughly
8,000 local election officials.2
Our most recent survey (published in March) showed that while officials have made great progress
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in the last two years toward improving election security, much work remains to be done.3 In
particular, local election officials around the country, underfunded and often without any local IT
support, are on the front lines in the effort to protect our democracy against hostile actors, including
foreign powers. They deserve leadership and resources from all levels of government.
I hope to convey three points in my testimony today:
(1) The United States has made important progress since 2016 in protecting its election
infrastructure;
(2) While Special Counsel Robert Mueller’s report confirmed a “sweeping and systemic”
attack on American elections in 2016, there are several reasons to believe the threat
against our election infrastructure will be even greater in 2020; and
(3) There is more to do to protect our elections in 2020 and beyond, and Congress has a
critical leadership and partnership role to play.
A. The Attack Against America’s Election Infrastructure in 2016 and the Progress We
Have Made Since
The redacted Report on the Investigation into Russian Interference in the 2016 Presidential
Election by Special Counsel Robert S. Mueller III (the Special Counsel’s Report) is a powerful
reminder and warning, just 18 months before our next presidential election, that a foreign power
engaged in a major effort to interfere in our elections. The Special Counsel’s Report confirms the
reports of our intelligence agencies, as well as the results of Congressional investigations, which
have shown that in addition to a massive effort on social media, the Russians targeted state and
local election boards, breached and extracted data from a state registration database, and used
spear phishing attacks to gain access to and infect computers of a voting technology company
and at least one Florida county.4
Yet there is good reason to believe we face even more serious threats in 2020 and beyond. In
contrast to other Russian efforts during the 2016 election cycle, the attacks against our election
infrastructure appear to have begun relatively late compared to other aspects of their campaign,
with the first documented intrusions noted in June of 2016. By 2020, the Russians will have had
four years to leverage knowledge gained in 2016 to do more harm. Chris Krebs, head of the
Cybersecurity and Infrastructure Security Agency at the Department of Homeland Security, has
warned that the 2020 election is “the big game” for adversaries looking to attack American
democracy. 5
We have seen the kind of damage Russian operatives can do with well-planned attacks against
election infrastructure, such as the alleged attacks against Ukraine’s elections in 2014, which
deleted enough files to make the country’s voting system inoperable days before the election,
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and which inserted a virus into the country’s election night reporting designed to falsely declare
an ultra-nationalist party as the victor.6 We have seen similar attacks by alleged Russian
operatives against Bulgaria’s Central Election Commission during a referendum and local
elections in 2015, as well as against Ukraine’s election commission in 2019.7
Just as importantly, there are other nation-states that could attack our election infrastructure in
2020. U.S. national security agencies have warned of the potential for attacks against our
elections from China, North Korea, and Iran, as well as non-state actors.8 Since 2016, there have
been reports of alleged Chinese election-related attacks against Indonesia’s voter database9 as
well as against Australia’s major political parties.10
There was a time when many assumed no nation-state would dare attack America’s election
infrastructure for fear of the consequences. We can no longer live under this illusion.
The good news is we have made significant progress since 2016 to secure our elections. Most
importantly, policymakers and election officials around the country are acutely aware of the
threat that hostile actors pose to the integrity of our elections. As a result, election officials and
their employees have voluntarily participated in thousands of hours of cybersecurity trainings
and table-top exercises to prevent, detect, and recover from intrusions into critical election
infrastructure.11
The designation by the Department of Homeland Security (“DHS”) of election infrastructure as
critical infrastructure has meant that state and local election offices have had access to needed
resources, including cybersecurity advisors and risk assessments. Meanwhile, DHS and the
Election Assistance Commission (“EAC”) have facilitated much better information sharing
between election system vendors, the states, and the federal government.
Finally, in 2018 Congress provided $380 million in Help America Vote Act (HAVA) funds to
help states bolster their election security. Based on information provided by the EAC, we know
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that the vast majority of this money is being used to strengthen election cybersecurity, purchase
new voting equipment, and improve post-election audits, all essential steps that experts have
agreed need immediate action.12
B. There is Critical Work to be Done Ahead of the 2020 Election and Beyond
Despite this progress, there is far more work that needs to be done to improve the security of our
elections in 2020 and beyond. I submit there are four main areas that deserve special attention,
which I will discuss in detail below: (1) replacement of aging and insecure voting machines,
particularly paperless systems, which experts agree should be removed from service as soon as
possible; (2) widespread implementation of post-election audits that will provide a high level of
confidence in the accuracy of the final vote tally; (3) upgrading or replacing election-related
computer systems to address cyber vulnerabilities identified by DHS or similar scans or
assessments of existing election systems; and (4) increased training and IT resources for state
and local election officials. Many of these items are addressed in provisions of H.R. 1, Titles I
and III, as well as other bills introduced in the last year by Republicans and Democrats.13
Passage of these provisions would be a tremendous step forward towards securing our elections.
1. Many Localities Need to Replace Their Voting Machines Before 2020, and This
is Particularly Urgent in States That Still Use Paperless Systems
In late 2015, the Brennan Center published America’s Voting Machines at Risk, a comprehensive
look at the voting systems used in the United States.14 In that report, we warned of the impending
crisis as voting machines around the country aged, presenting serious security and reliability
challenges.
Our concern about the continued use of these systems was and is threefold. First, older systems
are more likely to fail and are increasingly difficult to maintain. This was borne out in the 2018
midterm election, when old and malfunctioning voting machines across the country created long
lines at the polls, leaving voters frustrated – and, in some cases, causing them to leave before
casting a ballot.15
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Second, aging voting systems also use outdated hardware and software and many of them are no
longer manufactured. This can make finding replacement parts difficult, if not impossible. In
several cases, officials have had to turn to eBay to find critical components like dot-matrix printer
ribbons, decades old memory storage devices and analog modems.16 Aging systems also
frequently rely on unsupported software, like Windows XP and 2000, which may not receive
regular security patches and are thus more vulnerable to the latest methods of cyberattack.17
Third, older systems are less likely to have the kind of security features we expect of voting
machines today. While nearly all of today’s new voting machines go through a federal
certification and testing program, many jurisdictions using older equipment purchased their
voting machines before this process was in place. Older machines can have serious security
flaws, including hacking vulnerabilities, which would be unacceptable by today’s standards.
Most notably, older systems disproportionately do not employ voter-marked paper ballots that
can be used to detect and recover from attacks on voting machine software. The National
Academy of Sciences, Engineering, and Medicine is just one of the latest authorities to examine
such systems and conclude that they should be “removed from service as soon as possible” to
ensure the security and integrity of American elections.18 They have been joined in this
conclusion by the U.S. Senate Select Committee on Intelligence, as well as security experts
around the country, all of whom have argued that continued use of these systems presents an
unnecessary security risk.19
Since our 2015 report, several states have made significant progress in replacing antiquated
equipment. In particular, Colorado, Michigan, Ohio and Rhode Island are among the states that
have replaced all or a significant portion of their aging voting equipment. Perhaps most
importantly, Virginia, Arkansas, and Delaware have completely replaced their paperless voting
machines with systems that use voter-marked paper ballots, and other states, including Georgia,
16
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Louisiana, New Jersey, South Carolina, and Pennsylvania, have taken important steps to replace
this equipment.20
This winter, the Brennan Center surveyed election officials around the country on their need to
replace their voting machines. Local officials in 31 states told us that they must replace their
equipment before the 2020 election, but two-thirds of these officials said that they do not have
the adequate funds to do so, even after the distribution of additional HAVA funds from
Congress.21 Meanwhile, officials in 40 states told us they are using at least some voting machines
that are more than a decade old this year, perilously close to the end of the lifespan for many of
these systems.22 And officials in 45 states currently use at least some systems that are no longer
manufactured, with many reporting that they have difficulty finding replacements when parts
fail.23 There should be little doubt that most of these machines will need to be replaced in the
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coming years.
Nearly 100 percent of election officials who hoped to replace their machines before 2020 stated
that they intend to replace their systems with machines that produced a voter-verifiable paper
record that could be used to detect and recover from an attack on voting system software. And
yet, while several states have passed laws or taken steps to replace paperless voting machines
before 2020, most have not yet secured sufficient funds for local election officials to do so.
Today, 11 states still use paperless electronic machines as the primary polling place equipment in
at least some counties and towns (Georgia, Indiana, Kansas, Kentucky, Louisiana, Mississippi,
New Jersey, Pennsylvania, South Carolina, Tennessee and Texas). Three (Georgia, Louisiana,
and South Carolina) continue to use such systems statewide.24
The Brennan Center has estimated it would cost more than $300 million to replace all remaining
paperless voting machines in the United States and more than $700 million to replace voting
machines that are currently over a decade old.25
2. More States Should Conduct Robust Post-Election Audits
As the Brennan Center noted in its 2006 report The Machinery of Democracy, moving to paperbased systems without using the paper to check the accuracy of electronic totals may be of
“limited security value.”26 Paper records will not prevent programming errors, software bugs, or
the insertion of corrupt software into voting systems. Voter-marked paper ballots will only have
real security value if they are used to check and confirm electronic tallies.27
Since the issuance of that report, we have made tremendous strides in developing post-election
audits that can efficiently allow us to detect and recover from a software hack or bug that could
alter an election outcome. In particular, post-election risk-limiting audits (RLAs) require hand
discontinued voting machines in one or more jurisdictions, and five states (Maine, Maryland, Michigan, Nevada,
New Mexico) and the District of Columbia use machines that are all currently manufactured. See Kathy Rogers,
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counts of statistical samples of voter verifiable paper ballots. In the words of the EAC, such
audits provide “strong statistical evidence that the election outcome is right and has a high
probability of correcting a wrong outcome,” 28 and are thus a critical measure for increasing the
public confidence in and integrity of our elections.
Unfortunately, only 22 states that have paper records of every vote require post-election audits of
those votes before certifying their elections.29 This is only two more than did so in 2016.30 Even
in states where post-election audits are required, in most cases they could be far more robust;
only two, Colorado and Rhode Island, will require RLAs in 2020.
Still, it is clear that more jurisdictions are hoping to expand the use of RLAs. Three additional
states—California, Ohio, and Washington—allow election officials to select them from a list of
audit types.31 Georgia recently passed a law that would require RLAs beginning in 2021.32 Bills
to require RLAs or authorize RLA pilots are also pending in New York, Indiana, South Carolina,
and New Jersey.33 Several more jurisdictions have recently piloted these post-election audits, and
even more intend do so in 2019. This includes election jurisdictions in Michigan, New Jersey,
Rhode Island, Virginia, Indiana and California.34 A number of these jurisdictions used the 2018
Congressional HAVA grants to conduct the pilots.35
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The Brennan Center has strongly encouraged all states to adopt robust post-election audits. More
pilots of RLAs, in particular, will help to get us to a point where we can conduct these
nationwide and have a high level of confidence that a software bug, error, or hack did not change
the outcomes of federal contests. We believe Congress should take steps to encourage states and
localities to adopt this critical security measure.
3. States and Counties Must Upgrade or Replace Election-Related Computer
Systems and Websites Where Vulnerabilities are Discovered
The Special Counsel’s Report makes clear that there is a much larger infrastructure than just
voting machines that we need to protect from cyberattack. Indeed, if we look at incursions into
election systems in the United States and abroad over the last few years, including since 2016,
we see some of the most common targets are election officials’ e-mail, state and locality voter
registration databases, election night reporting, and other election websites.36
At least 21 states have requested Risk and Vulnerability Assessments of their election-related
networks and computer systems from DHS, and several additional states have contracts with
private vendors to conduct assessments of the entirety of their election-related computer
systems.37 The Brennan Center has advocated that all states implement a process of continuous
cybersecurity vulnerability assessments. While we estimate the cost of such assessments will be
no more than a few million dollars annually, the cost of securing vulnerabilities identified by
such assessments is likely to cost many millions more.38
Without question, one of the most important and costly sets of systems to secure – through
upgrades or replacements – will be state and local voter registration databases. Indeed, many
registration systems in the United States are as old as or older than voting systems in use today.
If anything, the use of outdated databases and operating systems presents even more challenges
than those associated with using old voting machines. As Marc Burris, Chief Information Officer
of the North Carolina State Board of Elections put it, at least the oldest voting machines in the
Pavel Polityuk, “Exclusive: Ukraine says it sees surge in cyber-attacks targeting election,” Reuters, January 25,
2019, https://www.reuters.com/article/us-ukraine-cyber-exclusive/exclusive-ukraine-says-it-sees-surge-in-cyberattacks-targeting-election-idUSKCN1PJ1KX; Viriya Singgih, Arys Aditya, and Karlis Salna, “Indonesia Says
Election Under Attack From Chinese, Russian Hackers,” Bloomberg, March 13, 2019,
https://www.bloomberg.com/news/articles/2019-03-12/indonesia-says-poll-under-attack-from-chinese-russianhackers; Benjamin Wofford, “The hacking threat to the midterms is huge. And technology won’t protect us,” Vox,
October 25, 2018, https://www.vox.com/2018/10/25/18001684/2018-midterms-hacked-russia-election-securityvoting; Lynn Sweet, “Mueller report confirms Russians ‘compromised’ Illinois State Board of Elections,” Vox, April
18, 2019, https://chicago.suntimes.com/news/mueller-report-special-counsel-russia-hacking-illinois-state-boardelections/.
37
Chris Good, “Fewer than half of US states have undergone federal election security reviews ahead of midterms,”
ABC News, October 30, 2018, https://abcnews.go.com/Politics/fewer-half-us-states-undergone-federal-electionsecurity/story?id=58858453.
38
Matt Damschroder, (Assistant Secretary of State and Chief of Staff, Office of the Secretary of State, Ohio), in
phone discussion with Lawrence Norden; Edgardo Cortes (Commissioner, Department of Elections, Virginia), email
message to Lawrence Norden, June 20, 2017, See Lawrence Norden and Ian Vandewalker, Securing Elections from
Foreign Interference, Brennan Center for Justice, 2017, 19, https://www.brennancenter.org/publication/securingelections-foreign-interference; Robert A. Brehm (Co-Executive Director, New York State Board of Elections),
interview by Brennan Center for Justice, May 6, 2019; Mandy Vigil (Acting Elections Director, New Mexico
Secretary of State), interview by Brennan Center for Justice, May 6, 2019.
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United States were actually “designed for a longer shelf life. That’s not true of many of the
database systems we are using today.”39
In September 2015, the Brennan Center estimated that 41 states were using voter registration
databases that were initially created at least a decade ago. While some states have since replaced
or substantially upgraded their systems, most have not.40 In the past decade, of course, cyber
threats have advanced enormously. As Edgardo Cortés, former Commissioner for the Virginia
Department of Elections and Brennan Center Election Security Advisor, has noted, “These
systems weren’t designed with [current cyber threats] in mind.” Officials from a number of
states, including Arizona, Minnesota, New Jersey, and Pennsylvania, have stated that they hope
to invest in improving or replacing their voter registration systems in the very near future.
The need for updates or replacement of IT infrastructure and software may be even greater at the
local level, where systems often run on discontinued software like Windows XP or Windows
2000 that is more vulnerable to cyberattack because it is no longer vendor supported. This is
particularly troubling because smaller jurisdictions frequently have little or no IT support of their
own. As Matt Damschroder (former Assistant Secretary of State in Ohio) has noted, “at the state
level, you are generally going to have more resources and higher levels of sophistication.”41
Local election officials are likely to have “far fewer resources” to protect against attacks.
4. Local Election Jurisdictions Need More Cybersecurity Resources
The vast and decentralized election system in the United States means our elections are largely
run at the local level. While there are certainly security benefits associated with this
decentralization,42 there are also obvious risks. Foremost among these is the fact that with over
8,000 separate election offices, there are many potential targets. As Bob Brehm, Co-Executive
Director of the New York State Board of Elections, recently put it in an interview with the
Brennan Center, “it is not reasonable” to expect each of these state and local election offices to
independently “defend against hostile nation-state actors.”43 This is particularly true in the case
of local election offices that frequently have little or no in-house IT or cybersecurity resources.
39
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I want to highlight two steps that states have already taken which, if adopted nationally, could
bring greater cybersecurity protection to our local election offices. The first is the creation of
statewide “cyber navigator” or cyber liaison programs for local election offices. As DHS has
noted, “the purpose of these navigators is to provide practical cybersecurity knowledge, support
and services to local election officials who otherwise would not have them.”44
The state of Illinois recently allocated at least $7 million to create a cyber navigator program for
its local election offices. Among other things, this money will be used to support 9 cyber
navigators, assigned to geographic zones, who go into county clerks’ offices to conduct trainings,
risk assessments and evaluations to determine what type of equipment and software upgrades
will be necessary, as well as to serve as a resource for county election offices going forward.
Illinois was able to use much of the HAVA funding it received in 2018 to launch its cyber
navigator program. Other states like Alaska, Arkansas, Delaware, Louisiana, and Pennsylvania,
which had to use their funds toward replacement of their paperless voting machines, will not
have the luxury of using those funds for these purposes.
New York has chosen to use their HAVA funds to purchase intrusion detection services for all
county election offices. New York State is spending $5 million to provide these services to all
counties that were not provided with them for free under a program offered by the Elections
Infrastructure Sharing Analysis Center (EI-ISAC) run by Center for Internet Security with
support from DHS.45 In interviews by the Brennan Center with local election officials, the desire
for these kind of detection services has come up repeatedly.46
C. Congress Has a Critical Role to Play as Partner and Leader
Congress has a critical role to play, both in partnering with states and local governments by
funding needed security steps, and providing direction about how that federal money should be
used. As Michael Chertoff and Grover Norquist have put it, “Congress should recognize that
election cybersecurity reforms are in their own personal interest – and in the interest of the
United States national security.”47
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Funding elections should be a shared responsibility at the local, state, and federal level, but only
Congress has the power to ensure that responsibility is shared by providing grants that must be
matched by state and local governments. Obvious first steps for such money should include the
items touched on in my testimony today, including replacing paperless voting machines before
2020 and conducting robust post-election audits.
Congress should also share in longer-term funding for things like regular risk assessments and
necessary repairs and upgrades for critical infrastructure, as well as grants for cybersecurity
resources that are directed to local election offices, which are frequently under-resourced relative
to their state counterparts.
Finally, Congress should consider what additional steps it can take to protect our election
infrastructure from attacks against private election system vendors, who were targeted in 2016
and are likely to be targeted again. Private companies perform every duty from building and
maintaining election websites that help voters determine how to register and where they can
vote, to printing and designing ballots, to programming voting machines before each election, to
building and maintaining voter registration databases, voting machines, and electronic pollbooks.
To be sure, not every jurisdiction outsources all these functions, but all rely on private vendors
for some of this work and many for all of it.
And yet, in contrast to other sectors, particularly those that the federal government has
designated “critical infrastructure,” there is almost no federal oversight of private vendors that
design and maintain the systems that allow us to determine who can vote, how they vote, what
voters see when they cast their vote, how votes are counted and how those vote totals are
communicated to the public. In fact, there are more federal regulations for ballpoint pens and
magic markers than there are for voting systems and other parts of our federal election
infrastructure.48
One important step would be to mandate that vendors report any cyber security incident they
discover to both the federal authorities as well as state and local customers. Reporting of cyber
security incidents for election vendors may seem like a small step, but it will have a large impact
on the overall security position of election officials around the country. Election vendors have
stated that such requirements are unnecessary and burdensome and that they are somehow
different from the vendors in other critical infrastructure sectors. This is simply not true. We
know that the lack of transparency in vendor security is a significant vulnerability to election
security. In fact, reporting requirements for cyber security incidents are a bare minimum, and we
should be considering additional requirements such as vendor employee background checks and
other lessons learned from other critical infrastructure sectors.49 The Brennan Center has
documented some of the additional reasons for mandating such reporting in the 2010 report,
Voting System Failures: A Database Solution.50
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D. Conclusion
America has made great progress since 2016 in securing our elections. But in an era when hostile
nation powers are likely to continue to see American election infrastructure as a target, we
cannot rest on our laurels. As one election official noted in an interview with the Brennan Center,
“we are trying to build the [protective] wall faster than our opponents are tearing it down.”51
Doing so requires consistent, coordinated resources and leadership from all levels, including
Congress, federal agencies, the states, and local governments.
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