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Findings from an independent, vendor-agnostic survey
of 3,000 leaders responsible for IT/cybersecurity across
14 countries, conducted in January-March 2023,




The Siate of Ransomware 2023

introduction

Sephos' annual study of the real-world ransomware expseriences of |T/cybersecurity
leaders makes clear the realities facing organizations in 2023. It reveals the most
common roat causes of attacks and shines new light on how experiences with
ransomware differ based on organization revenue. The report also reveals the
business and operational impact of paying the ransom Lo recover data rather than
using backups.

About the Survey

Sophos commissionad an independant, vendor-agnostic survey of 3,000 [T/
cybersacurity leaders in organizations with between 100 and 5,000 emnloyees
acress 14 countries in the Americas, EMEA, and Asia Pacific. The survey was

conducted between January and March 2023, and respondents ware asked to
respond based on their experiences over the previous year

Within the educetion sactor, respondents were split into lower education [catering
to students up ta 18 yaars] and higher education [for students over 18 years).
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Rate of Ransomware Attacks

The research revealed that the rate of ransomware atlacks has remained
level with B6% of respondents reporting that thelr organization was hit by
ransomware in the previous year, the same as in our 2022 survey. With
adversaries now able 1o consistently execute attacks at scale, ransomware is
arguably the biggest cyber risk facing organizations today.

Cyber criminals have been developing and refining the ransomware-as-a-
service model for several years. This operating mods! lowars the barrigr to entry
for would-be ransomware actors while also increasing attack sophistication

by enabling adversaries to specialize in different stages of an attack. For more
information on ransomware-as-a-service, read the Sophos 2023 Threat Report,

66%

Attacks by Country

While the overall reported ransomware rate remains flat compared to 2022, the
survey revealed variations at a country level Singapore reported the highest
rate of ransomware attacks in this year's study, with 84% of organizations baing
hit in the previous year Canverszly, the UK reportaed the lowest rate of attack
[44%).

Austria reported the biggest drop in rate of attack, down from 84% of
organizations hit to 50%. Scuth Africa had tha biggest increase in attack rate,
with 78% of organizations hit in our 2023 survey compared to 51% in 2022,

For further detaiis, see Rate of Ransomware Attacks oy Country: 2022 vs 2023
an page 20.

Attacks by Industry

The education sector was the most fikely to have experisnced a ransomware attack
in the last year with 80% [lower education] and 79% Thigher education) reporting
being hit. Education traditionally struggies with lower lavels of resourcing and
techralogy than many other industries, and the data shows that adversaries are
exploiting these weaknassas.

IT, technalogy, and telecoms reporied the lowest levet of attack [50%), indicating a
higher level of cyber readiness and cyber defanses.

For further details, ses Rale of Ransomware Altacks by Industry on page 21
BB% hit by ransamware
Singapore highest rate of attack (country]
UK lowest levsl of attack {country)
Education highest ievel of attack (industry)

IT, Technology, and Telecoms lowest level of attack
{industry)
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Attacks by Organization Size: Employees vs. Revenue Percentage of Organizations Hit by Ransomware by Revenue

The research revealed & clear correlation between annuai revenug and
propensity to experience a ransomware attack, with the percentage of
organizations hit by ransemware increasing progressively with revenue. 56%
of arganizations with revenus of $10-350 million experienced a ransomware
gtiack in the last year, rising to 72% of those with revenue of 35 billion plus.

Conversely, there was little clear relationship between expariencing
ransomware and the number of employees in an grganization. Outside the
1,301-3.000 employee segment, the rate of ransomware attack was very
consistent

+ 100-250 emplovees 32%
» 251-500 employees 52%
» 501-1,000 employees 52%

-

1,001 - 3,000 emplovess  73%

&)

» 3,000 - 5,000 emplovees 3%

The data makes clegr that in the context of organization size, annual revenug is
a ruch greater indicator of likelihood of exgeriancing an attack than number of

employses. Lessthen S$10-S$50 $50-$250 $250- $500  Sloilion S5 billion
$19 million riflion $500 rmillions 1o $5 billion pius
millica {n=241] (n=574] million  to S1lbillion [n=447) {n=4859)
(=108} (n=430) (n=633])

i e 981 vear, hes your GIgENizaion Ses F¥es. Hese numbars mohart
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Root Causes of Ransomware Attacks

Survey respondents reported that an exploited vulnerability was the most
common root cause of ransomware attacks [35%), followed by compromised
crecientials [28%]. These findings align almost exactly with Sophos’ latest
retrospective analysis of 152 attacks that our Incident Response and Managed
Detection and Response [MDR] tearmns were brought in to remadiate, whare 37%
started with an exploited vulnerability and 30% with compromised credentials.

Emails were the root cause of 30% fwith rounding) of attacks: 18% started with &
malicious email and 13% with phishing. 3% began with a brute force attack and
just 1% with a downigad.

Comprorised
Credentisls

Exploited
Yulnerability

Malicious Email

Phizhing Download

Attack

Root Causes by industry

The media, leisure, and entertainment sector reportaed the highest percantage

of attacks where the root cause was an exploited vulnerability [S5%], indizating
widespread security gaps in this area. Central and federal government had the
highsst percentage of attacks that started with compromised credentials [41%).
This may be due to a higher rate of credential theft in this sector, g lower ability to
pravent exploitation of stalen credentials, ora compination of the two.

IT, technology, and telacoms reported the lowast rates for both expioited
vulnerahilities (22%) and compromised credentials (22%), which likely refiects
strong levels of cyber defenses in this sector. However, it did report the highest

rates of email-based attacks, with over half [51%] starting in users’ inhoxes.

For further detalls see Roct Causes of Attacks by Industry on page 22.
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Root Causes by Hevenue

Angalyzing the root causes by annual revenue reveals that explotted vulnerabilities
and compromised credentials follow opposing propensity curves. The highest
percentages of ettacks that started with an exploited vulnerability were reported by
the lowest [less than $10 million: 50%) and highest (S5 billion plus: 45%] ravenus

0%

36%

33%

30%

19% 19%
gl

cohorts, dipping down to 30% in the middiz cohort (5250 - $500 millian].
Conversaly, the use of compromised credentials peaks in the middle revenue
cohort (33%], while the lowsst usage was reported in the lowest (23%] and
highest [26%] revenue cohorts.

45%

35% 368%

4%
2%
@ PRI, Drs K
Less than $10- 550 S50 - 3250 $250 - 8500 $S500 million 85 killion
310 miliion million rmillion million 1o $1 billion i0 55 biliion pius
(n=62] [n=135) {n=428] (n=288] (n=422] (n=307) (n=338)

Arnnual Bavenue

& malicious email

B mxpioited vulnerability B Comoromised credentials

Dy Loow 1he robt c8use of the ansomwere alisek v asiratien sxpe: veart Se

A Phishing B® Brute force attack
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kate of Data Encryption

Data encryption has continued to rise, with adversaries succesding in encrypting
data in over three quarters [78%] of ransomware atiacks. in fact, encryption
levels are now st their highest point in the last four years. This likely refiects the
ever-insreasing skill level of adversaries who continue to innovate and refine thsir
approaches.

Bid the cybercriminals succeed In enerypting vour prganizations
daia in the ransomware attack?

73% 76%

B65%

3%

2023
(n=1.974]

2022
(n=3,702)

2020
in=2,538]

2021
[n=2,0086]

# No - Data was not encrypted but we were still held to ransom [extortion)
No ~ The attack was stopped before data was encrypted
BE ves - Data was encrypted

ATy

[3ata Encryption by Industry

Almaost ali sectors struggle to stop attacks before data can be encrypied: with
just one exception, in every sectar, over two thirds of attacks resulted in data
encryption. The highest frequency of data encryption [92%) was reported by
business and profassional services.

1T, technology, and telecoms is the sector that bucks the trend, with adversaries
succaading in encrypting data in fewer than half {47%] of attacks. This is another
indicator of the high Jevel of cvber defenses and response preparation by this
sector.

For further details see Data Encryption by Industry on page 23.
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Data Theft

In 30% of attacks where data was encrypted, date was also stolen. This "double
dip” approach by adversaries Is becoming increasingly commonplace as thay
inok to increase their ability to monetize attacks. The threat of making stolen
data pubiic can be used t extort payments and the dats can also be sold. The
high frequency of data theft increases the impoertance of stopping attacks as
early as possible before informeation can be exfiltrated.

o

30%

Of ranscmwars attacks where data was encrypled
reperted that dats was also siolen

G ¥IUT 07GAnD wars sitack?

IN=is SUCCeas inencry,
2 dota wee pise stoien

Aid the oy

‘Y2z, Yeg, an

Data Recovery

97% of crganizations that had data encrypted got data back. Backups were the most
common approach, used in 70% of incidents. 46% paid the ransom and got data
back, while 2% used other means. Overall, one in five [21%] used multiple meathods to
rastore their data. 1% of organizations that had data encrypted paid the ransem but
didn't get date back.

2%

Congerningly, use of backups to recover data has dropped in the last year when it was
used to recover data in 73% of cases. Ransom payment rate has remained level from
last year.

[n=1,849]) {n=10885] n=2,398) (n=1497)

& Paid theransom and got data back B Used backups to restore the data

= oot daka 2ank: Yes we wsed backups 1o restare the data,

1o gat By ffats haok” Yes w

Rasenum crard
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Data Recovery by Country Ransom Payment and Backup Use by Revenue

Gverall, respondents in EMEA reporied higher aggregate levels of backup use [75%]) Generally speaking, as annual revenue increases, so does the propensity of an
and lower aggregate levels of ransom paymenis (40%) than those in the Americas organization to recover data by paving the ransom. At the same tirme, frequency of
{B5%/55%) and Asia Pacific [67%/49%]. At a country level, France has the highest backup use drops.

f ki 3 75 lcsely fallowed by Switzerlan 1%, L . - .
level of backup use [87%), closely followed by Switzeriand (84%] Of the organizations with revenue of over S5 billion, 55% got data back by paying

The importance of backups is demaonstrated when we ses that the two countries the ransom and 83% usad backups. At the same time, 38% of organizations with
least able to use backups to restore data, lialy (55%; and Singapors [57%), ara aiso revenue of 1ess than $10 million recovered data by paying the ransom, while 80%
the two countries that reported the lowest overall date recovery rates {93% and 80%, used backups — the highest rate of backup use of all revenue cohorts.

respectively]. ltaly slsc reported the highest propensity to pay the ransom {558%),

: Organizations with lower annual revenue have less money o fund ransom
closely followed by the U.S. and Brazil [both 55%]. g ¥ °

payments, forcing them to Tocus on backups for data recovery. At the same time,

In most cases, organizations that paid the ransom were able to recover data. larger revenueg organizations typically have complex IT infrastructures which may
However, in France and the UK, around ane in ten organizations that paid the make it harder for thermn to use backups to recover data in a timsly fashion. They are
ransom did not get any data back. . also the businessas most able to buy thelr way out of such situations.

For further dstails see Data recovery by Country on page 24

Ransom Payment and Backup Use by Rsvenue

< 510 million $10 - $50 million $50 - 5250 rriliion 5250 - 5500 million $500 miliion to 51 ‘ S1 billionto $5 S5 billion pius
(n=45] (n=86] n=324) n=212] billion [N=333] biflion (n=218) (n=271)

Paid the ransom and got data back

Did wur vez
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The Impact of Cyber insurance on Data
Hecovery

Organizations with cyber insurance were considerably mors likely to recover
encrypted data than those without such policies. However, the typa of cyber coverage
made very little difference: 98% of those with a standalone policy and 7% of those
with a wider insurance policy that covers cyber got data back. In comparison, 84% of
those without a policy weare abie to get encrypted data back.

Percentage of ransomware victims that recoversed encrypted data

With a standalone With a wider Withouta
oyber policy insurance policy cybes policy
. that includes cyber

o8t any dats back? a1 487 on r2 hil by rensemware in the st yearand ip

WE

‘there arg hikely several factors behind this variance. First, cyber insurance typically
requires organizations to have backups and recovery plans as conditions of coverags.
Insurers are also able to guide ransomware victims through the recovary process in
order to optimize outcomes. Furthermare, organizations with cyber insurance are
more likely to pay the ransom to recover data than those without a policy.

impact of insurance on propensity 1o pay ransom

S8% 36% 15%

raid the ransom paid the ransom paid the ransom
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Ransom Payments

While overall propensity to pay ransom remains level with last year's study, the
payments themselves have increased considerably over the last year, with the
average (mean) ransom payment aimost doubling from $812,380 in 2022 to

$1.542,333 in 2023. The median ransom payment reported in this vear's study
was $4006,000.

Ransom Payments: 2023 vs 2022

11% L2%

8%
5%

Lessihan Between Betweaen

Between Between
$L000 51,000 and $5000and  S1C000and 520,000 and
$7,99%.89 $9,899.99 $19,89399 549,£99.99

2022 [n=965] B 20r3(h=218)

8is 13 e sliackers? &

Dont Xnowe rassonses.

The stucy revealsd a wide distribution of payments, however the proportion of
organizations paying higher ransoms has increased from our 2022 study, with 40%
reporting payments of 31 million or more comparad to 11% last year. Conversaly, just
34% paid less than S190,000, downr from 54% last vear.

27%

7%

1%

13%

13%

: 10%

8% B%

4%

Betwean Between

Between Between

Between S5 million
$50,000 and {100,000 $250,060 $500,0C00 51 millicn and or more
58989998 and and and $4,899,5958399
$249,889.89 $499.999.92  $958.899.99
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Ransom Payments by Revenue

Perhaps unsurprisingly, the largest revenue arganizations were maost ikely to pay
the highest ransoms, reflecting that adversarias will adiust the amount they will
accept based on ability to payv. The study did not distinguish between payments
funded internaily and those funded by insurance providers.

Interestingly, there was very little difference in both the mean and median
ranscm paymenis for organizations with 3250 million - $500 million revanus
and those with $500 miilion - $1 billion revenue.

52,049,817 $2.484,339

81,523,652 $1.466,240

S423.000 3425000 $1.000,800 $3.000,000
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Recovery Costs

Ransom payments are just one slement of recovery costs when dealing with
ransomware events. Excluding any ransoms paid, organizations reported an estimated
mean cost to recover from ransomware attacks of $1.82 million, an increase from the
2022 figure of $1.4 million and in line with the $1.85 miillion reported in 20271,

Note: the 2021 and 2022 study question wording included ransom pavments in the
estimated costs, but they were removed from the 2023 survey wording. As a result, the

year-on-year comparison should be considerad indicative only.

Mean Recovery Gost

$1.85M

1{ WS IRe ApgTo:

Mean reported recovery costs started at S185,520 for organizations with arnual revenue
of less than $10 million, rising to $S4,498,086 in the §5 billion plus cohort. While thess
numbers mask a range of recovery costs, there is a clear pattern of recovery costs
increasing with revenue, as indicated in the chart on the following page.
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Recovery Cost by Revenue

35%
3C%
25%
20%
15%
10%

o

0%

510,000 - $50,000 - $100,000 - $250,600 - $500.000 - $5M -
350,800 $100,000 $250.,000 $500,000 1 million S5M S1OM

550-8250 million (n=426) B 5250-3500 milkon [n=286}
5 hiilion plus (=336}
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Recovery cost by data recovery method

Whichever way you look at the datg, it is considerably cheaper to use backups to
recover from a ransomware attack than to pay the ransom. The median recovery
cost for those that used backups [$375,0C0) is half the costincurred by those
that paid the ransom ($750,000]. Similarly, the mean recovery cest is almost

31 million lower for those that used backups. If further evidence were needed of
the financial benefit of investing in a strong backup strategy, thisisit.

$375,000

median

§£750,000

median

$2.6M $1.62M

mean mean

Business impact

84% of private sector crganizations hit by ransomware reported that the attack
caused them to lose business/ravenue. Annual revenue had a relatively small impact
on loss of business, with the lowest rate [78%) reported by the 5250 million - $500
million cohort and the highest rate [88%)] by those with less than $10 million and
those with more than S5 billion revenue.

Industry type played a much greater role in oropensity o lose business/revenue.
Overall, lower education {94%) and construction and property {$3%) were most likely
ta report some loss of business/revenue due to attacks and the manufacturing and
procuction sector was laast iikely [77%].

Diving deepsar, we see considerable variation in the sectors that reported iosing "a
lot” of business/revanue, with business and profassional services [64%) more than
five times more likely than 17, technology, and telecoms [12%] to have experienced
this ievel of impact.
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Loss of Business/Revenue by Industry

B64%

43%

6%

iz

Average Business and Canstruction Distribution Higher Energy, oil/gas Financial
fn=1523) professional and property  and transport, education education and utilities servicas
services (n=84} (n=9E) n=g2} {n=119) n=74] [n=101) n=218)

B Lost alot of businass/revenue ¥ Lostalittle husiness/revenus

L2 H2%

. L
Healthcare
[n=73]

IT. technology

and telecoms
[n=73]

Manufacturing
and production
=65

80%

Media
entertainment
{n=8E])

ag
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Recovery Thime Recovery time by data recovery method
While the time to recover from a ransomware atiack is broadly in line with the The ressarch revealed that organizations that use backups to recover their data
2022 report, the percentage that were able to recover in less than a day has recover from the attack more quickly than those that pay the ransom. 45% of
dropped from 14% o 8%. those that used backups recovered within a week, comparad with 38% of those
that paid the ransom. Almast one third [32%) of those that paid the ransom took
39% 39% more than a moenth to recover, white the figure for those that used backups is 23%

"

[with rounding]. Whilz these two response ostions wara not mutually exclusive and
some respondents witll have both paid the ransom and used backups, the recovery
advantagses of backups are clear.

4%

Lessthansz Unptcaweek Uptolmondh  1-3manths 3-8 months
day
- 0% 0%
2022 [n=37C2 BE 2023 [n=1.974 .
G J { ] Less than Uptoa Upto i-3 3-B Overg
e aday we I month months months months

zrsormware stieehk? Bass numbers in

e

B raic the ransom and got data back (n=694)
B Used backups to restore the data (n=1,053)

SR NGIMDArs i
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Conciusion

Independent of ravenue, geography, or industry, ransomware continues tc be

rmajor threat to oroanizations. As adversaries continug to hone their attack tactics,
technigues, and proceduras (TTPs), defenders are struggling to keep pace, resulting
inincreased encryption ratss.

The drop in the use of backups to recover encrypied data is considerable cause for
concern. if further evidence was nesded regarding the financial and operational
benefits of investing in a strong backup strategy, this report provides it

With the growth of the ransomware-as-g-service business model, we do not
anticipate a drop in attacks in the coming vear. Organizations should focus on:

» Further strengthening their defensive shields with:

"

Security toels that defend against the most cormmon attack vectors,
including endpoint protection with strong anti-exploit capahiiitics

to prevent expioitation of vulnerabilities, and zero trust network
aceess [Z7TNA] to thwart the abuse of compromised credentials

4

Adaptive technologies that respond automatically to attacks,
disrupting adversarias and buying defenders time o respond

24/7 threat detection, investigation, and response, whathar
deiivered in-house or in partnership with a specialist Managed
Detection and Responss [MDR] service provider

-

Optimizing attack preparation, including making regular
backups, practicing recovering data from backups, and
maintaining an up-to-date incident response plan

b

Maintaining goocd security hiygiene, including timely patching
and regularly reviewing security tod! configurations
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Additional Charts
Rats of Ransomware Atiacks by Country: 2022 vs. 2022

Percentage of Orgenizations Hit by Ransomware

B4% Bu%

80%

78%

78%
75%
73%

68% 67%

B86% B66%

57%

.
5

Japan Singapere South Africe Spain Switzerland UK us

Average Australia Austria Brazil France Germany
(n=5,800/ (n=250/200] (n=100] [n=200] [r=200/150) [n=400/300] [n=3007 (n=150/100} =200} [n=150] in=100} (n=306G/200) [n=500)
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Rate of Ransomware Atiacks by industry

Percentage of Organizations Hit by Ransomware

78%

71%

70%

89% 69%

B7%
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n=3.000] education education  and property Federal lefsure, enter- tate n=355) all/gas ang
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[n=1401 (n=138} {n=255}
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Root Cause of Attack by Industry

Business and prof. services [n=84]
Central/Federal government [(n=58]
Construction and property [(n=95]
Distribution and transport [N=92)
Lower education (n=159]

Higher education {n=157]

Energy, oil/gas and utilities (n=1072)
Financial services [n=2018)
Healthcare (n=139}

IT. technology and telecoms (n=73]}
Local/state governmsant (n=155)
Manufacturing & preduction (n=205)
Mediz, lsisure, entertainment [n=85)
Retail [(n=244)

Other [n=59]
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Data Encryption by industry

Business and prof. services [n=84}
Central/Federal govaernment (n=98]
Construction and property (n=98]
Ristribution and fransnort (n=92]
Lower education [(n=159)

Higher education [n=157)

Energy, cil/gas and utifities (n=101]

Financial services [n=2018]

Haalthcare [n=139)

IT, technoiogy and telecoms (n=73]

Local/state government (N=155]

Manufacturing & produstion (n=205]
Media, leisure, enterteginment {(n=385]}

Retail [n=244)}

Other [(n=59]
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Data Recovery by Country

it your organization get any data back?

¥Yes, we paid the ransom
and got data back

Yes, we used backups
to restore the data

Yes, we used other means
to get our data back

No, even though we
paid the ransom

No, we didm't pay the ransam

Don't know

Got data back via any method

Use more than one method
to recover data

Paid the ransom

Percentage of those thet paid the
rensem that didn't get data back
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Mean Recovery Cost by Revenue

$5,000,000
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Research Methodology

Sophos commissioned an independent, vendor-agnostic survay of 3,000
cybersecurity/IT leaders that was conducted between January and March 2023,
Respondents were based in 14 countries acrass the Americas, EMEA, and Asia
Pacific.

Allrespondents were from organizations with between 100 and 5,000 employees
[50% 100-1,000 ernployees, 50% 1.001-5,000 employees). Within the ressarch
cohort, annual revenus ranged from less than S1G million te more than $5 billion.

Respondents by Country

Unhied Statas 500 United Kingdom 200
Germany 300 South Africa 200
India 300 France 150
Japan 300 Spain 150
Australia 2060 Ausstria 100
Brazil 200 Singapore 120
Italy 200 Switzerland 100
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Less than $10 mitlion

B 310 - 350 miliion

B 350 - 8250 milion

B s250 - $500 million

B 5500 million - ST billion
B 51 -5 bilion

B S5 billion+




