UNITED STATES DEPARTMENT OF COMMERCE
Assistant Secretary for Export Administration
Washington, D.C. 20230

Statement of
Thea D. Rozman Kendler
Assistant Secretary of Commerce for
Export Administration
Before the House Foreign Affairs Committee Subcommittee on Oversight & Accountability
Hearing Entitled, “Reviewing the Bureau of Industry and Security, Part 11: U.S. Export
Controls in an Era of Strategic Competition”

December 12, 2023

Chairman Mast, Ranking Member Crow, distinguished members of the House Foreign Affairs
Committee Subcommittee on Oversight & Accountability, thank you for inviting me to testify about
the ongoing efforts of the Commerce Department, Bureau of Industry and Security’s (BIS’s) Export
Administration to administer U.S. export controls and other actions to counter activities contrary to
our national security and foreign policy interests, including the People’s Republic of China’s (PRC’s)
military modernization and human rights abuses, as well as the Russian Federation’s ongoing full-
scale invasion of Ukraine.

BIS is responsible for protecting U.S. national security and foreign policy interests by ensuring that
U.S. technology is not used by adversaries to harm the United States and by working to promote
American technological leadership. This responsibility stems from our authorizing statute—the
Export Control Reform Act of 2018 (ECRA)-which describes the policy goals for BIS’s
administration and enforcement of the export control system.

Through the Export Administration arm of BIS, we identify sensitive U.S. technologies that would
give our adversaries an advantage, develop policies and strategies for protecting these technologies,
and review license applications submitted by exporters to determine whether specific transactions are
consistent with U.S. national security and foreign policy interests. We also analyze data, industry
information, and classified reporting to assess the effectiveness of our controls, the availability of
foreign technology (including identifying sensitive technologies developed by ally and partner
countries), and the foreign end users that require extra scrutiny before receiving U.S. technology.

Ensuring that our technology is not used against our interests and values is central to our approach,
including with respect to our approach with the PRC. In administering our export controls, we
endeavor to take a multilateral approach. There are certainly times where unilateral export controls
are necessary, however, as ECRA notes, “[e]xport controls that are multilateral are most effective[.]”
Accordingly, coordinating with our allies and partners on export controls is a BIS

priority. Moreover, as evidenced by our approach to Russia’s brutal invasion of Ukraine,
multilateralism has reinvigorated our close and continuing international partnerships, particularly
with countries in Europe and the Indo-Pacific.

As the G7 leaders reaffirmed on May 20, 2023, in the G7 Hiroshima Leaders’ Communiqué,



[E]xport controls are a fundamental policy tool to address the challenges posed by the
diversion of technology critical to military applications as well as for other activities that
threaten global, regional, and national security. We affirm the importance of cooperation on
export controls on critical and emerging technologies such as microelectronics and cyber
surveillance systems to address the misuse of such technologies by malicious actors and
inappropriate transfers of such technologies through research activities.

National Security Advisor Jake Sullivan, channeling comments by European Commission President
Ursula von der Leyen, observed in April that we are “de-risking and diversifying” with respect to the
PRC on a narrow slice of technologies. We are not interested in decoupling. There are many areas in
which the United States and the PRC can and should continue to cooperate. As we continue to stand
up for our core national security and foreign policy interests, the world’s two biggest economies
should continue to engage in commercial trade that does not impact U.S. national security or foreign
policy interests.

l. BIS’s Perspective on the PRC National Security and Foreign Policy Threat

As Secretary Raimondo has stated: “China today poses a set of growing challenges to our national
security. It is deploying its military in ways that undermine the security of our allies and partners and
the free flow of global trade. . . .” The Chinese Communist Party (CCP) under President Xi Jinping
has set a goal to develop the People’s Liberation Army (PLA) into a “world class military” and
overtake the United States and its allies by dominating certain advanced technology sectors such as
artificial intelligence (Al), autonomous systems, advanced computing, semiconductors and
microelectronics, quantum information sciences, biotechnology, and advanced materials and
manufacturing.

To fulfill this vision, the PRC is going to great lengths to obtain key advanced technologies with
military potential. It uses a military-civil fusion (MCF) strategy to deliberately blur lines between
commercial sectors and military programs. This strategy is even more concerning where the PRC’s
government structure gives leadership the power to demand information and assistance from
companies that have little choice but to agree. Accordingly, MCF, combined with the PRC’s
government system, has necessitated stronger export controls targeting predominantly commercial
items that can be used in military applications.

In the face of this transformative challenge that is decidedly exacerbating threats to global peace and
security, it is imperative that the United States and our allies safeguard our core technologies by
continuously and proactively reviewing and updating our export control policies.

BIS has long restricted the PRC’s access to advanced dual-use items, including

technologies. Together with our interagency partners in the Defense Department’s Defense
Technology Security Administration, the Energy Department’s National Nuclear Security
Administration, and the State Department’s Bureau of International Security and Nonproliferation,
we engage in a range of functions that help address the threat posed by the PRC. These include
proposals to the multilateral export control regimes, amendments to the Export Administration
Regulations (EAR), review of export license applications, and identifying specific end users of
concern. Because each agency brings different, valuable considerations and understanding, BIS
collaboration with its interagency partners is essential.

To succeed in using our tools to contend with the strategic challenge posed by the PRC, our
interagency and international partnerships are more valuable than ever before.
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In today’s testimony, I will discuss the long-standing controls we have in place for the PRC,
technology controls adopted under the Biden-Harris Administration, the targeting of PRC entities of
concern, and the measures we are taking to educate the public, as well as foreign partners, on the
nature of and rationale for our controls.

1. PRC Dual-Use Export Controls and Licensing

BIS maintains comprehensive controls on the exports of sophisticated technologies to the PRC. BIS
also controls low level technologies to preclude exports to untrusted end users, PRC military
activities, and weapons of mass destruction (WMD) programs. This includes the imposition of license
requirements for:

« all military and spacecraft items under BIS jurisdiction (which are subject to a
statutory policy of denial);

« all multilaterally-controlled dual-use items;

« alarge number of dual-use items with extensive commercial applications if the item is
intended, entirely or in part, for a military end use or military end user in the PRC;

« all items under our jurisdiction if the item is exported knowing it will be used in
certain WMD programs;

« all items under our jurisdiction if the item is exported knowing it is intended, entirely
or in part, for military-intelligence end uses or end users in the PRC; and

o all items under our jurisdiction if the item is destined for a party on BIS’s Entity
List.

In addition, BIS prohibits certain U.S. person activities that would support WMD-related activities or
military-intelligence end use or end users in the PRC, even if no items subject to our jurisdiction are
involved, absent authorization. We are grateful to the Committee and others in Congress for
enhancing our authorities in this regard as part of the Fiscal Year (FY) 2023 National Defense
Authorization Act. We are actively working to implement these expanded authorities.

With our interagency partners, we review all of the license applications for the PRC to determine a
risk of diversion to military end uses or end users, WMD end uses, or abuses of human rights. We
evaluate license applications—taking into account open source and intelligence information—based on
the technology at issue, the country at issue, the entity using the item, other parties involved in the
transaction, and how the item will be used. One of the primary factors we consider when reviewing
the transaction details articulated in the export license application is the risk of diversion of the
technology to a country, end user, or end use of concern. We deny license applications where there is
evidence of a substantial risk of diversion.

License applications submitted by exporters and reexporters to send items to the PRC receive close
scrutiny by BIS and our interagency partners. In calendar year (CY) 2022, license applications for
the PRC had an average processing time (APT) of approximately 90 days. This APT is significantly
longer than the CY 2022 APT for non-PRC cases of 43 days. As evidenced by these data, BIS with
its interagency colleagues is taking the time to ensure that PRC licenses are carefully reviewed. We

3



prioritize comprehensive review of relevant open-source, proprietary, and classified information to
protect U.S. national security and foreign policy interests over speed.

In CY 2022, licenses reviewed for the PRC comprised approximately 13 percent of all applications
reviewed by BIS. For items, including commodities, software, and technology (including domestic
technology transfers, known as deemed exports), BIS and our interagency partners reviewed 5,064
export and reexport license applications. Of these, approximately 26 percent were denied or returned
without action.

In general, statistics regarding the interagency licensing process must be considered in light of the
inherent restraint exercised by U.S. companies that generally do not waste time or resources applying
for licenses they know will be denied or subject to lengthy interagency review by Commerce and its
interagency partners. U.S. exporters should, before filing license applications, know the parties in
their transactions, including intermediaries and the end user, as well as the end user’s intended use of
the item. Exporters who do not do this risk either a denial or return without action of their license
application. After reviewing BIS’s extensive know-your-customer and red flags guidance, many U.S.
exporters do not submit license applications for transactions they contemplate are likely to be
rejected. In fact, applications for exports to the PRC dropped by 26.2 percent between CY 2021 and
CY 2022 (although volumes are still higher than during the height of the pandemic).

I11.  Dual-Use Export Controls to Counter PRC Military Modernization

BIS’s approach to the PRC is calibrated and targeted. Using a scalpel approach, we seek to restrict
the PRC’s military modernization efforts by restricting key, sensitive technologies without
undercutting U.S. technology leadership and unduly interfering with commercial trade that doesn’t
undermine our national security and foreign policy interests.

We remain focused on aggressively and appropriately using our tools to contend with the long-term
strategic competition with the PRC. Under Secretary Alan Estevez previously testified before the
Senate Banking Committee in July of last year, “We are closely reviewing our approach to China,
seeking to maximize the effectiveness of our controls.” To that end, we have prioritized a review of
export controls related to quantum, the bioeconomy, and artificial intelligence (Al).

An example of our approach is the October 2022 advanced computing and semiconductor
manufacturing equipment rule, which was updated in October 2023, and restricted the PRC’s access
to critical advanced computing items and supercomputing capability that can support Al applications,
as well as semiconductor manufacturing equipment.

A. Proactively Restricting PRC Plans to Use U.S. Technologies Related to Artificial
Intelligence and Advanced Semiconductors for Military or WMD Applications

The PRC’s efforts to develop and employ advanced Al in its military modernization, hoping to
surpass the United States and its allies and our military capabilities, demanded a clear, strategic
export controls response.

Artificial intelligence was described as “the quintessential ‘dual-use’ technology” in the 2021 Final
Report of the National Security Commission on Al. The Commission noted that, “The ability of a
machine to perceive, evaluate, and act more quickly and accurately than a human represents a
competitive advantage in any field—civilian or military.” Al capabilities—facilitated by
supercomputing, built on advanced semiconductors—present U.S. national security concerns because
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they allow Al to be used to improve the speed and accuracy of military decision making, planning,
and logistics. They can also be used for cognitive electronic warfare, radar, signals intelligence, and
jamming. These capabilities can also create concerns when they are used to support facial
recognition surveillance systems for human rights abuses. Advanced semiconductors are key to
developing advanced weapon systems, exascale supercomputing capabilities, and Al capabilities.

Although the PRC has tried to characterize U.S. export control actions related to advanced
semiconductor production, supercomputing, and Al as an economic measure aimed at restraining its
economic growth, BIS focused solely on these clear national security and foreign policy
considerations when issuing our rules.

On October 7, 2022, BIS made several changes to U.S. dual-use export controls policy related to the
PRC to address our national security concerns:

e First, BIS implemented targeted restrictions on specific chips, and items containing such
chips, that can be used in advanced computing and Al applications. Through a new Foreign
Direct Product (FDP) Rule, BIS further applied these controls to foreign-made chips that are
produced with certain U.S. technology, software or tooling and PRC chip designs meeting the
relevant parameters identified by our technical experts.

e Second, BIS implemented controls for chips and other items that will be used in or for
supercomputers in the PRC or supercomputers destined for the PRC. Through another new
FDP Rule, this control also applies to certain foreign-made items when destined for PRC
supercomputers, including foreign-made semiconductors.

e Third, BIS expanded the scope of controls on 28 PRC entities previously on the Entity List
that are involved in supercomputer-related activities or advanced integrated circuit-related
activities. These parties are now subject to the Entity List FDP Rule that restricts the entities’
ability to obtain foreign-produced chips and other items. BIS added additional PRC entities to
the Entity List in December 2022, which are also subject to the Entity List FDP Rule.

e Fourth, BIS implemented new PRC-wide controls on exports of certain manufacturing tools
essential for high-end chip production.

e Fifth, BIS imposed controls on the export of any item to a PRC semiconductor fabrication
facility that is engaged in the development or production of advanced logic or memory chip
production. For these advanced fabrication facilities, we also imposed a license requirement
on U.S. persons providing support to those entities.

e Finally, we imposed controls on items that will be used to develop or produce indigenous
semiconductor manufacturing equipment in the PRC.

On October 17, 2023, the Department released rules designed to update export controls on advanced
computing semiconductors and semiconductor manufacturing equipment, as well as items that
support supercomputing applications and end-uses, to arms embargoed countries, including the PRC,
and to place additional related entities in the PRC on the Entity List.

e The first rule, Advanced Computing/Supercomputing Interim Final Rule (AC/S IFR),
reinforces the preexisting performance threshold for Al chips and imposes a new
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“performance density threshold” which is designed to preempt future workarounds.

o Additionally, AC/S IFR introduces new provisions to prevent the circumvention of
controls, including the restriction of PRC-headquartered companies from securing
controlled chips through their foreign subsidiaries and branches.

o Finally, (AC/S IFR) will improve understanding of potential workarounds by
collecting information on the export of less advanced chips through a notification
process for certain chips at or near the thresholds. Companies seeking to export or
reexport chips at certain performance levels or quantities to certain specified
destinations are required to provide prior notification to the U.S. government in
advance of these transactions. The Department as well as the interagency will review
such notifications and determine if the proposed transaction presents a national
security or foreign policy risk such that a license application should be required.

e The second rule, Export Controls on Semiconductor Manufacturing Items Interim Final Rule
(SME IFR), expands export controls on semiconductor manufacturing items. Namely, this
rule updates controls on semiconductor manufacturing equipment by substantially expanding
the list of chokepoint equipment. It will also refine U.S. persons restrictions for maximum
impact, stemming the flow of technical know-how and ensuring U.S. companies cannot
support advanced PRC semiconductor manufacturing. Furthermore, the rule will expand
license requirements for semiconductor manufacturing equipment to apply to twenty-two
countries outside of the PRC, for which the U.S. maintains arms embargoes.

e Third on October 17, 2023, BIS also added to the Entity List two PRC entities and their
subsidiaries (a total of 13 entities) involved in the development of advanced computing chips
that have been found to be engaged in activities contrary to U.S. national security and foreign
policy interests. These entities are also subject to restrictions on foreign-produced items made
with U.S. software, technology, or tooling. Foundries producing chips for these parties will
need a BIS license before the foundries may send such chips to these entities or parties acting
on behalf of these entities.

These updates do not represent new rules or policy objectives, but rather, targeted, appropriate
adjustments to our controls to ensure that they are effective in attaining our original policy objective:
to protect the national security of the U.S. and its allies from the risks posed by the PRC policy of
military-civil fusion.

BIS’s actions already are having an impact in the PRC. Since implementation of our October 7,
2022, controls, public reporting shows that the PRC is surging resources into its semiconductor
sector. However, the PRC knows that money alone cannot solve its problem. Our cut-off threshold
for advanced logic semiconductor manufacturing in the PRC is at 14 nanometers (nm). The PRC’s
sole semiconductor lithography equipment manufacturer, Shanghai Micro Electronics Equipment
Group (SMEE), has not made any major advancements since achieving the generations-earlier 90nm
equipment, in part due to the difficulties of obtaining components and servicing from abroad—
difficulties increased by the December 2022 placement of SMEE on the Entity List by BIS. The
PRC’s largest semiconductor foundry, Semiconductor Manufacturing International Corp. (SMIC) has
removed 14nm fabrication technology from the list of services on its website.

Although our measures have restricted the PRC’s ability to indigenously produce advanced
semiconductors, we know that the PRC is looking for ways to continue accessing these high-end
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chips. In this evolving technological landscape, we continue to review open source and classified
information to address circumvention attempts, to track the impact of our controls, and to be
proactive and nimble.

IV.  Controlling PRC End Users of National Security and Foreign Policy Concern

In addition to its technology-based controls, BIS increasingly has used entity-specific restrictions,
primarily through the Entity List, to restrict trade to actors of concern in the PRC. Through the
interagency End User Review Committee (ERC), BIS and our interagency partners review PRC
companies, both state-owned and commercial, to determine if they are reliable recipients of U.S.
technology.

Through the Entity List, we impose entity-specific license requirements on PRC parties based on
specific and articulable facts that indicate that they have been, are, or are at significant risk of being
or becoming involved in activities contrary to U.S. national security or foreign policy interests. We
continually assess available open-source, proprietary, and classified information, in coordination with
interagency partners, for imposing controls on additional PRC entities.

Generally, when a PRC party is added to the Entity List, anyone seeking to export, reexport, or
transfer items under BIS jurisdiction to such a party must first obtain a license. BIS and our
interagency partners in the Departments of Defense, Energy, and State review license applications for
such PRC entities under the entity-specific license review policy published in the EAR, which is
frequently a presumption of denial.

For entities not subject to a comprehensive presumption of denial, the Entity List provides clear
policies on the types of items and transactions that may be approved on a case-by-case basis. Thus,
companies are likely to only submit license applications for proposed export transactions qualifying
for case-by-case review rather than those subject to a presumption of denial.

Currently, we have over 700 PRC parties on our Entity List — over 300 of those were added during
the Biden-Harris Administration. They have been added for reasons including supporting the PRC’s
military modernization and WMD programs, supporting Iran’s WMD and military programs,
facilitating human rights abuses in Xinjiang, and providing restricted items to Russia. These parties
include those involved in Al, surveillance, biotechnology, microelectronics, and quantum
computing.

For example, in December 2021, we added the PRC Academy of Military Medical Sciences and its
eleven research institutes under the PLA’s Academy of Military Sciences to the Entity List for using
biotechnology processes to support PRC military end uses, including purported brain-control
weaponry. In December 2022, we added Cambricon Technologies, one of the PRC’s most valuable
Al chip start-ups, and its subsidiaries for supporting PRC military modernization efforts. These
entities are, or have close ties to, government organizations that support the PRC military and defense
industry. In March 2023, BGI subsidiaries BGI Research and BGI Tech Solutions were added for
their collection and analysis of genetic data which contributes to the monitoring and surveillance of
ethnic minorities in the PRC. In addition, in the Russia context, we have added companies in the
PRC that attempted to circumvent our restrictions by aiding Russia’s unconscionable invasion of
Ukraine. Sinno Electronics, added in June 2022, and others, were added to the Entity List for
supporting Radioavtomatika, a Russian procurement firm for the Russian defense industry.



This fall we also added 42 PRC-based entities to the Entity List for providing support to Russia’s
defense industry, and as previously noted, added two entities and their affiliates/subsidiaries (totaling
13 additions) to the Entity List as part of our October 17, 2023, rules package.

Hong Kong-based company Alliance Electro Tech Co., Ltd. was added October 2023, to the Entity
list, amongst others, for supporting Moscow-based JSC Testpribor, which supplies electronic
components of “industrial, military, [and] space classes,” for the Russian defense industry.

V. Coercive and Retaliatory PRC Measures

BIS is closely monitoring economically coercive actions taken by the PRC against U.S.
semiconductor company Micron, as well as export control measures taken by the PRC on
semiconductor-related materials gallium germanium, and graphite.

The PRC’s actions follow a history of state-directed intellectual property theft, forced technology
transfers, massive state support of industry, and prejudicial regulation--all designed to enable the
PRC to not only undercut global competitors but drive them out of the marketplace. We have seen the
PRC do this in a wide range of industries, from batteries to solar to telecommunications.

| saw evidence of such activities first-hand when | prosecuted economic espionage cases at the
Department of Justice. The PRC has used this strategy in semiconductors for nearly two decades,
including the example of Fujian Jinhua, a PRC state-owned memory chipmaker that was placed on
BIS’s Entity List following its theft of U.S. intellectual property, which threatened the long-term
economic viability of U.S. suppliers of these essential components of U.S. military systems.

While the United States and its allies and partners use export controls to address legitimate national
security concerns, in stark contrast to our approach, the PRC has not substantiated the national
security rationale for its gallium and germanium measures. The PRC’s actions are inconsistent with
its assertions that it is opening its markets and committed to a transparent regulatory framework.
Accordingly, we are concerned that these measures are being taken solely in retaliation for prior
export control actions related to semiconductors. The U.S. and our allies and partners use export
controls to address legitimate national security and foreign policy concerns, including protection of
human rights, and BIS has been transparent through our rulemaking and in public statements about
the factors that led us to adopt narrowly targeted controls.

Baseless actions by the PRC incentivize the United States and other countries to diversify and build
resilience in our supply chains and to de-risk operations based in the PRC. The Commerce
Department has been engaging with several U.S. companies that have been affected and Secretary
Raimondo raised this issue directly with her Chinese counterpart Minister Wang at their meeting in
May of this year. We are working to respond to these and other predatory actions by the PRC
through ongoing engagement with allies and partners, as illustrated by the recent G7 statement
standing up against the PRC’s coercive practices.

V1.  Responding to Russia’s Further Invasion of Ukraine

BIS has robust authorities under the Export Control Reform Act of 2018, or ECRA. Using those
authorities, BIS has imposed sweeping export controls on Russia for its unjustified, unprovoked, and
premeditated further invasion of Ukraine, and on Belarus for its substantial enabling of that invasion.
And thanks to the additional resources Congress provided to BIS in the Ukraine Supplemental
Appropriations Act, 2022, we have sustained and expanded those actions against Russia and Belarus.
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Our goal is to choke off exports of technologies and other items that support Russia’s defense
industrial base, including the defense, acrospace, and maritime sectors, and to degrade Russia’s
military capabilities and ability to project power. While the impact of our export controls will only
increase over time as Russia is unable to repair, replace, and replenish its military hardware, we are
seeing substantial impacts of our actions in the data available to date:

e Asaresult of extensive efforts by the United States and its partners, worldwide exports to
Russia since its February 2022 invasion have fallen 24 percent ($87.4 billion) by value,
compared to the same period in 2021.

e From February 2022 to September 2023, U.S. exports to Russia of all products have fallen 86
percent ($7.4 billion) by value. Our limited remaining trade is concentrated in medical items
such as vaccines.

We have imposed our most comprehensive controls on exports to Russia of microelectronics, on
which Russia continues to rely for its weapons development. As a result, not only have U.S. exports
of these components to Russia ceased, but exports from our coalition partners have also declined
approximately 98 percent (approximately $2.7 billion), and global exports of these items to Russia
have fallen approximately 56 percent (approximately $3.4 billion).

Russia has been unable to ramp up its production of weapons and equipment fast enough to keep pace
with its military expenditures. Putin himself has acknowledged that despite heavily increasing
investment in weapons production, Russia’s military is suffering from shortages of precision-guided
munitions, communications equipment, aircraft, drones, and modern tanks.

Our controls have increased the cost of Russia’s war, with broad impacts on both the Russian military
and economy. The quality of Russia’s weapons continues to degrade, and Russian arms exports have
fallen to levels not seen since the collapse of the Soviet Union. Russia’s proposed budget for 2024
allots 6 percent of GDP to its military, the highest in modern history, with defense spending
exceeding social spending.

The U.S. export control response against Russia is one of the most aggressive and robust uses of our
export control authorities ever attempted against a significant world economy, and the impact of our
efforts would not be possible without the unprecedented level of coordination with our allies and
partners around the world.

VIl. Engaging International Partners

Export controls can only be effective when other technology producers implement comparable
controls. Consistent with ECRA, we know that export controls applied to items widely available
from foreign sources generally are less effective. This is particularly true when we consider whether
to apply export controls to an item that is manufactured both in the United States and the PRC. We
also consider this factor when applying controls to technologies that are available in third

countries. In such situations—to use a phrase that originates with former BIS Under Secretary Eric
Hirschhorn—unilateral export controls are like damming half the river. BIS embraces the significant
responsibility to work with international partners to explain the rationale for our export control
policies and, where possible, to include them in our efforts.



In light of these realities, we have reinvigorated our international partnerships over the last two
years. In response to Russia’s war on Ukraine, our dual-use export controls relationships with the 38
other partners that make up the Global Export Control Coalition are closer than ever.

Relatedly, working with the State Department and other partners, from FY 2021 to FY 2022, BIS
more than doubled our capacity-building international engagement portfolio, from 23 to 61
engagements. We expanded our Export Control and Related Border Security (EXBS) activities from
two and three countries in 2019 and 2020, respectively, to more than 21 countries in FY 2023.

Many of the controls we have imposed on the PRC involve a Foreign Direct Product rule. In these
instances, we work closely with manufacturing countries to ensure that government and industry
understand our controls and their application outside the United States. To maximize effectiveness of
our controls, we have conducted government and industry outreach in Asia, Africa, Europe, and the
Western Hemisphere. In each engagement, we endeavor to explain the clear national security
rationale underpinning our controls.

In a similar vein, BIS has also been working with our Committee on Foreign Investment in the
United States (CFIUS) colleagues here at Commerce in ITA, which serves as the lead policy voice
for Commerce on the Committee, and with interagency partners from the Departments of State and
the Treasury, to engage with our international partners and allies on investment screening
mechanisms. Export controls and investment screening authorities are complementary authorities
that can both work to address potential concerns about the transfer of sensitive technologies and in
recent years CFIUS agencies have focused on international outreach to share best practices related to
investment screening. BIS has been an active participant in these outreach events and has provided
insights into how export controls and investment screening can work together to prevent adversarial
nations from accessing key technologies through mergers, acquisitions, and investments.

VIIl. Emerging Technology

BIS continues executing its mission related to Section 1758 of ECRA, including identifying,
assessing, and controlling emerging and foundational technologies essential to the national security of
the United States. So far, BIS has identified 46 Section 1758 technologies for control, 45 of which
have been controlled multilaterally. This approach is consistent with ECRA’s Statement of Policy
that multilateral controls are generally more effective than unilateral ones. BIS’s Section 1758 efforts
include significant original research and analysis, collaboration and consultation with interagency
partners and key industry and academic stakeholders, and engagement with allies and partners at
multilateral export control regimes. As a result of this ongoing research, analysis, and engagement,
BIS determined the following eight technologies warranted the establishment of Section 1758
controls in 2022:

e (1) Electronic Computer Aided Design (ECAD) “software” “specially designed” for the
“development” of integrated circuits having any Gate-All-Around Field-Effect Transistor
(GAAFET) structure;

e (2,3) two substrates of ultra-wide bandgap semiconductors Gallium Oxide (Ga203) and
diamond;

e (4) Pressure Gain Combustion (PGC) “development” and “production” technologies; and

e (5,6,7,8) the synthesis and collection of four naturally occurring dual-use marine toxins
(brevetoxin, gonyautoxin, nodularin and palytoxin).

10



BIS will continue to engage in a holistic, cross-government analysis to identify and when appropriate
control Section 1758 technologies in order to enhance U.S. national security.

IX. Conclusion

Dual-use export controls work has never been more relevant, or more effective. We are focused on
aggressively and appropriately contending with the strategic technology threat posed by the PRC and
will continue to appropriately and aggressively use the tools at our disposal to counter PRC efforts to
outpace the United States and our allies to the benefit of the PLA, as well as efforts by Russia and
other foreign adversaries.

Thank you. | welcome your questions.
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