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EXAMINING THE STATE DEPARTMENT’S
REPORT ON IRANIAN PRESENCE IN THE

WESTERN HEMISPHERE 19 YEARS AFTER
AMIA ATTACK

THURSDAY, AUGUST 1, 2013

HOUSE OF REPRESENTATIVES,

SUBCOMMITTEE ON THE MIDDLE EAST AND NORTH AFRICA AND
SUBCOMMITTEE ON THE WESTERN HEMISPHERE,
COMMITTEE ON FOREIGN AFFAIRS,

Washington, DC.

The subcommittees met, pursuant to notice, at 2 p.m., in room
2172, Rayburn House Office Building, Hon. Ileana Ros-Lehtinen
(chairman of the Subcommittee on the Middle East and North Afri-
ca) presiding.

Ms. ROs-LEHTINEN. The joint subcommittee will come to order.

After recognizing myself, Chairman Salmon, Ranking Member
Deutch, and Ranking Member Sires for 5 minutes each for our
opening statements, I will then recognize other members for their
1-minute statement should they seek recognition. We will then
hear from our witnesses, and, without objection, your prepared
statements will be made a part of record. Members may have 5
days in which to insert statements and questions for the record,
subject to the length limitation in the rules. And Mr. Deutch is in
another committee. He is finishing up there, and as soon as he fin-
ishes, if we are already on the witnesses, we will yank you out of
that microphone—no, we will just briefly interrupt so he can make
his opening statement.

So thank you, Chairman Salmon, who chairs our Western Hemi-
sphere Subcommittee, and thank you to Ranking Member Sires,
who is the ranking member on that subcommittee.

And the Chair now recognizes herself for 5 minutes.

I came into Congress in 1989 and was here 19 years ago when
the AMIA attack occurred in Buenos Aires, Argentina, in 1994.
Fast forward to today, and the Iranian presence in Latin America
is on the rise and poses a greater threat to our national security.

Two months ago the special prosecutor for AMIA, Alberto
Nisman, released a 500-page report citing extensive evidence of
Iran’s intelligence and terrorist networks alive and well in various
Latin America nations. This report reaffirmed that Iran continues
to use its diplomatic and cultural centers as a facade to infiltrate
the region.
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As our two subcommittees continue to do our due diligence and
shine the spotlight on the Iranian presence in the Western Hemi-
sphere, it is important to examine this problem through the prism
of the Obama administration’s failed policies in Latin America.
Time and again we have seen the Obama administration fail to
hold oppressive regimes accountable for the human rights viola-
tions, constitutional revisions, and a breakdown of rule of law in
the region.

The ALBA nations of Venezuela, Nicaragua, Ecuador and Bo-
livia, and to a certain extent now, sadly, Argentina, continue to un-
dermine U.S. efforts in the region, and it is not surprising that
those same countries have opened up their arms to embrace the
Iranian regime.

Just yesterday the Subcommittee on the Middle East and North
Africa held a hearing on the Iran-Syria nexus, and Ambassador
John Bolton stated, and I quote, “The largest Iranian diplomatic fa-
cility in the world is in Caracas. Caracas, Venezuela, because they
are laundering their money through the Venezuelan banks.”

In order for the Obama administration to get serious about this
issue, it cannot ignore the close ties between Venezuela and Iran,
but it has become abundantly clear that the administration con-
tinues to put politics over national security. To admit that there is
a problem in the hemisphere regarding Iran, the administration
would first have to put the blame on the Venezuelan regime, the
same regime that it continues to attempt to normalize relations
with. The decision is misguided and will only embolden the corrupt
Venezuelan leadership.

One month ago the Department of State presented to Congress
a report on the Iranian influence in Latin America, and we thank
our colleague for passing a bill making that possible; a report that
was required thanks to the efforts of Mr. Duncan.

Our responsibility as policymakers is to do our best to prevent
problems from becoming even worse. We cannot wait until this
threat increases to such a level that it cannot be contained, so we
must be proactive and not reactive. That is why I was extremely
disappointed that the report failed to reach its objectives required
by U.S. law and failed to connect the dots on what is really going
on in the hemisphere with Iran.

The report lacked a coherent and detailed strategy on what the
Department of State and other Federal agencies are doing to com-
bat the Iranian threat in our region, and drastically underesti-
mated that threat. For example, the report states the U.S. intel-
ligence community works with our allies in the region to collect in-
formation on Iranian activities. What it failed to mention is the
fact that there is a large intelligence gap within our own intel-
ligence community to gather accurate information on Iranian ac-
tivities, and this administration has failed to appropriately address
this threat.

In March of this year, the Commander of SOUTHCOM testified
before Congress and said, and I quote, “I would be remiss, however,
if I did not share with the Congress my assessment that the U.S.
Southern Command’s limited intelligence capabilities may prevent
our full awareness of all Iranian and Hezbollah activities in the re-
gion.” This is why I offered an amendment to the NDAA this year
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that authorizes the Secretary of Defense to deploy assets, per-
sonnel, and resources to the Joint Interagency Task Force South in
coordination with SOUTHCOM to combat narcoterrorism and the
Iranian threat in the region.

The links between terrorism and drug trafficking are well
known, which is why it is easy to assume why the Iranian regime
and its proxies are in our hemisphere that continues to battle drug
trafficking. What this administration fails to comprehend is that
terrorists fighting in the Middle East, in Syria, in Iran, in Yemen,
in Lebanon are financing their illicit activities from drug traf-
ficking proceeds being collected from right here in our own region.

Whether it is the foiled plot by an Iranian Revolutionary Guard
Corps member to assassinate the Saudi Ambassador to the U.S. on
U.S. soil, or the DEA-led investigation into the Lebanese Canadian
Bank, and Operation Titan, it is clear that the Iranian regime is
supporting operatives in our region. So it is in our national security
interest to dismantle these transnational criminal organizations,
aﬁld we cannot and must not turn a blind eye to this imminent
threat.

And with that, I am pleased to yield for his opening statement
to Ranking Member Sires.

Mr. SiRES. Thank you, Madam Chairwoman and Mr. Chairman.
Good afternoon, and thank you to our witnesses for being here
today.

This month marked the 19-year anniversary of the AMIA Jewish
Community Center bombing in Buenos Aires, which killed 85 peo-
ple. Two years earlier in March 1992, a car bomb exploded in front
of the Israeli Embassy in the same city, killing 30 people and injur-
ing 242. On both occasions Hezbollah, along with Iranian officials,
were implicated by Argentine authorities in what today remains
amongst the most devastating terrorist attacks Latin America has
experienced. Tragic still is the fact that today justice remains elu-
sive, all of which makes a Joint Truth Commission between Argen-
tina and Iran to review the case a puzzling proposition that does
more to pour salt over the wounds of the victims’ families than
seek justice.

In recent years pervasive anti-Americanism fueled Iran’s rela-
tionship with countries like Bolivia, Cuba, Ecuador, Nicaragua, and
Venezuela. The leftist leaders, the so-called ALBA group, and
Iran’s Ahmadinejad found favor and ideological kinship with each
other. Their regional encounters, often led by former Venezuelan
President Hugo Chavez, involved the announcement of improbable
joint ventures and U.S. antagonism.

Nevertheless, these relationships begged the question of the un-
derlying intent. On one side has been an Iran whose support of ter-
rorism, international disregard and nuclear and vision has been an
imminent threat to the global community. On the other are several
regional state actors whose leaders have exhibited disregard for
democratic principles and the goal of reducing U.S. influence in the
region.

U.S. intelligence officials have noted that the crippling effect of
sanctions against Iran and attempts to defraud the international
community gave way to an outreach effort within the hemisphere
to reduce its international isolation. For the ALBA bloc of nations,
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their associations with Iran has provided shallow, yet symbolic eco-
nomic opportunities; above all, it has given them an international
platform to espouse anti-American rhetoric. While these inter-
actions may be more about showmanship than brinkmanship,
Iran’s presence and activities in the hemisphere must not be taken
lightly and should remain a security concern of the United States.

For instance, a 2011 failed assassination attempt against the
Saudi Ambassador in Washington, DC, involved two Iranian na-
tionals who sought the aid of Mexican drug cartels, reflecting a will
by Iran to carry out an attack within the U.S.

Moreover, the State Department’s 2012 report on terrorism noted
that while there were no known operational cells of either
Hezbollah or al Qaeda in the hemisphere, they remain ideological
sympathizers, providing financial support in areas like the
triborder region of Argentina, Brazil, and Paraguay.

Partly for these reasons, Congress requested that the State De-
partment submit an assessment of Iran’s presence and activity in
the Western Hemisphere. The mostly classified report submitted to
Congress late last month maintains that Iran’s influence in Latin
America and the Caribbean is waning. Therefore, the purpose of
this hearing today is to examine the State Department’s deter-
mination.

This hearing and the reports released come at the heels of var-
ious significant events that have the potential to change the course
of Iran’s presence and influence in the hemisphere. Venezuelan
President Hugo Chavez died in March, and last month Hassan
Rouhani was selected to be Iran’s new President. It is uncertain as
to whether Iran and Venezuela’s new leaders will maintain the
same level of interaction seen under Chavez. Additionally, Argen-
tina’s prosecutor, Alberto Nisman, recently released a scathing re-
port on Iran’s activities throughout Latin America.

I remain skeptical of whether anything of substance is going to
be achieved with the so-called Truth Commission. While I am deep-
ly concerned about Iran’s involvement in this hemisphere, particu-
larly on the financial and security front, I think it is imperative
that as we move forward, we do so in a manner that does not set
back our relations with our friendly neighbors.

I look forward to hearing the testimony from our witnesses about
the State Department’s determination of the Iranian threat and
what directions our foreign policy should take in regards to the sit-
uation.

Thank you.

Ms. Ros-LEHTINEN. Thank you, Ranking Member Sires, for that
great opening statement.

And we are so pleased now to turn to the chairman of the West-
ern Hemisphere Subcommittee, Mr. Salmon.

Mr. SALMON. Thank you.

I would like to thank Chairman Ros-Lehtinen for joining me in
convening today’s hearing, and the witnesses who have taken the
time to come before this joint hearing to show their thoughts on
Iran’s presence in the Western Hemisphere, how this presence may
affect our national security, and whether the State Department’s
report provided Congress with an accurate picture of the potential
threat.
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When the Countering Iran in the Western Hemisphere Act,
which was sponsored by our great friend and Representative from
South Carolina, Jeff Duncan, last year and passed in December of
last year, there was a reasonable expectation that the State De-
partment would draft a thorough and thoughtful report in response
to legitimate concerns that Iran and its proxies maintain influence
throughout our hemisphere.

Unfortunately, the State Department delivered a dismissive re-
port that lacked the depth and seriousness this very important na-
tional security issue warrants. The unclassified State Department
report concluded that Iran’s influence in the region is waning and
based on that assessment—or based that assessment on several
unfulfilled commercial agreements between Iran and some of the
hemisphere’s ALBA countries. Nowhere did the report consider
what most security experts agree is Iran and its proxy Hezbollah’s
ability to slowly and methodically establish inroads necessary to
launch acts of terrorism as they did in Argentina while planning
the 1994 bombing of the Argentine Israelite Mutual Association.
Therefore, citing the lack of imminent Iranian or Hezbollah threat
or anecdotal information that Iran has been unreliable after sign-
ing commercial agreements provides very little comfort to those
dedicated to our Nation’s security.

Moreover, the report failed to give proper consideration to the
fact that the ALBA-aligned governments that have welcomed in-
creased Iranian diplomatic presence over the past several years,
Nicaragua, Bolivia, Ecuador and Venezuela, have been under-
mining democratic institutions in their respective countries, cre-
ating exactly the type of environment, complete with vitriolic anti-
Americanism and a stranglehold on liberty, that makes for an ideal
breeding ground for Iranian adventurism.

As chairman of the Subcommittee on the Western Hemisphere,
last week I asked Assistant Secretary Jacobson to come to the Hill
to answer the many questions my colleagues and I have about their
dismissive report. I convened today’s hearing jointly with Chair-
man Ros-Lehtinen to continue to dig in deeper into the nature of
the threat posed by Iran and its proxies present so close to our
homeland. The American people rightfully expect their Representa-
tives to take the security of our Nation seriously. I am confident
that today’s hearing will shed further light on the nature of Iran’s
presence in our hemisphere, and I want to once again thank our
witnesses for coming forth with testimony on this matter of na-
tional security.

Finally, Madam Chairman, I would like to express a warm thank
you to our subcommittee’s summer interns. We had two of them,
and they were phenomenal: Emily King and Eric Meroney. Yeah,
thank you, yay. We really appreciate—we really appreciate the
great work that they have done. They brought with them an excep-
tional amount of professionalism, hard work, integrity, and we are
just thrilled that they could work with us this summer.

And I yield back the balance of my time.

Ms. Ros-LEHTINEN. Thank you, Mr. Salmon.

Now we are pleased to recognize members for their opening
statements, and we will begin with Mr. Schneider.
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Mr. SCcHNEIDER. Thank you, Madam Chair, and I want to thank
the witnesses for joining us today.

I very well remember 19 years ago when the Jewish Community
Center of Buenos Aires was bombed. My interest at the time was
perhaps heightened because I was then a young leader in the Jew-
ish community of Chicago.

There were and continue to be very close ties between our com-
munities, and we all share, as we do here, the same concern and
disappointment that justice remains denied for the victims of Ar-
gentina.

Let me jump forward to today. Last week we were encouraged
see that the European Union acted to finally designate the military
wing of Hezbollah as a terrorist organization, a reality which the
U.S. and many of our allies have known for years. Despite this des-
ignation, there is much work to be done. Hezbollah and, by exten-
sion, Iran continue to have global reach which threatens U.S. inter-
ests and those of our close allies. We cannot let up on the pressure
on the European Union until they agree to join the U.S. and others
in a comprehensive sanctions regime that would stifle Hezbollah’s
global influence network.

This hearing focuses on Hezbollah and Iran’s influence here in
the Western Hemisphere. Despite the low occurrence rate of ter-
rorist attacks in our region, this international organization con-
tinues to use its network of local banks, gangs and drug traffickers
to launder money and finance regional destabilization efforts in the
Middle East and elsewhere. I look forward to hearing from the
panel on how the U.S. can best combat this international terrorism
finance network, and what steps we might take to pursue an all-
inclusive sanctions regime.

I thank the chair for calling this hearing today, and I yield back
my time.

Ms. Ros-LEHTINEN. Thank you very much.

And I am now very pleased to recognize Mr. Duncan, who was
the author and passage of the bill calling for the report on Iran’s
presence in the Western Hemisphere was so successful. You were
the only freshman to pass a bill.

Mr. DUNCAN. I thank you. In this committee, anyway.

Ms. Ros-LEHTINEN. Okay. You are recognized.

Mr. DuNCAN. Thank you so much, and it wouldn’t have happened
had it not been for the leadership of Chairman Ros-Lehtinen, and
so I want to applaud her and Chairman Salmon for holding this
joint subcommittee hearing today to examine the threat from Iran’s
actions in the Western Hemisphere, and assess the State Depart-
ment’s recent report to Congress.

Earlier this month, as chairman of the Oversight Subcommittee
on the Homeland Security Committee, I held a hearing to examine
the threat to the U.S. homeland from Iran’s extending influence in
the Western Hemisphere. All of the witnesses highlighted the ac-
tivities of Iran, and provided compelling evidence showing Iranian
influence increasing, rather than waning as the State Department
claims.

Although Congress has held numerous hearings culminating in
today’s hearing, and although Congress passed bipartisan, bi-
cameral legislation that the President signed into law, the State
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Department’s report to Congress was inadequate in its lack of rig-
orous evaluation conducted in a comprehensive and coordinated
manner. I question the State Department’s scope, methodology, and
findings in its report to Congress, evidenced by the fact that the
State Department did not reach out to even one ally or partner in
this hemisphere to craft its assessment or strategy. The State De-
partment also failed to consider all of the evidence in the extensive
500-page report by general prosecutor of the AMIA bombing,
Alberto Nisman.

Although Iran has publicly stated that promotion of all-out co-
operation with Latin American countries is one of its top priorities
and among the definite and strategic policies of the Islamic Repub-
lic of Iran, this administration refuses to see Iranian presence in
the Western Hemisphere as a threat to U.S. security.

Testimony from the Oversight Subcommittee hearing found that
Iran has exemplified steady patience in building networks within
the Western Hemisphere. Iran has penetrated countries through
mosques, Embassies, cultural centers, and recruited over 1,000 stu-
dents in Latin America to travel to Iran for training. Iran also pos-
sesses the ability to obtain fraudulent passport documentation and
exploit free-trade zones and loose border-security measures. Iran’s
close cooperation with drug cartels and criminal networks in the
region and expanding trade with countries like Argentina and
Brazil should cause the administration to prove to the American
people that Iran’s influence is actually waning rather than simply
asserting it.

Today I, along with several Members of Congress, including
Chairman Ros-Lehtinen, and Chairman Royce and Chairman
Salmon, sent a letter to Secretary Kerry requesting specific an-
swers to questions that have not been answered. I ask that this let-
ter be submitted into the record.

Ms. Ros-LEHTINEN. Without objection.

[The information referred to follows:]
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Congress of the Anited States
Washington, BE 20515

August 1, 2013

The Honorable John Kerry
Secretary of State

S, Departmenit of Siate
2201 C Street, N.W.
Washingion, DC 20320

Dear: M Secretary;

We write to Tormally-expréss our deep concerns that the State Department Tailed to fully analyze
and assess franian involvement inthe Western Hemisphere and produce 4 stralegy to address Tran’s
growing presence and:activity, as required by Public Law No: 112-220,

While both the Departmient of Defense and inteHigence community have sounded serfous alaris
about [ran’s influence in the Western Hemisphere, the State Department’s recent assessment in'the
required report to Congress significantly dowiplayed the thigst, citing Iran’s activity is “waning.” it:is
stonning that althorigh Tran has publicly declared its commitment and priority of “all-out cooperation with
Latin America cowitries,” the Administration refuses tortake note.

This Administration produced a report that aeglected the input of our foreign-allies in the region,
and i did not meet the intent of the legislation to-address this threat from fran'in a cormprehensive and
coordinated way, Fuarther, the report did not consider all the facts and ignored the recent findings fror
the General Prosecutor of the 1994 Argentine Israelite Mutual Association (AMIA) Case, Mr. Alberio
Nisman's investigation.

In stark conirast to.the State Department’s assessment, Nisman’s investigation revealed that Tran.
has-infiltrated for decades large regions of Latin Ameriea through the establishment of clandestine
intelligence stations and is ready to exploit its position to “execute terrorist attacks when: the Iranian
regime decides to doso.” Mr. Nisman's investigation found that not only was Iran the masterming
behind the 1994 AMIA bombing, Iran was-also'the “main sponsor™ ofan attempted attack on American
soil- in 200710 blow up the John F, Kennedy airport in Queens, NY,

As you kiow,; Congress has focused extensively on activities of both Tran and Hezbollah in the
Western Hemisphere. Several House'and Senato hearings have been held, Members of Congress have
traveled to the region to investigate for ourselves if reports of Iranian activity in Latin America weré tie,
and Congressional reports outlining the threat have been issued. These actions-culminated in the passage
of the bipartisan, bicarieral “Counteriig Iran in the Western Hemisphere-Act,™ which became Public Law
No: 112-220.

Based on:sincere Congressional concern evidenced by hisarings, reports; fegistation, and today’s
activity in-the House Foreign Affairs Comnittee, We wirite to gain respotises from vou to the below
questions:

1. ‘Recent Congressional hearings have highlighted lran’s steady paticrice it butlding vetworks
within the Western Hemisphere, its ability to penetrate countiies through niosques, embassies,
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cultural centers, and student recruitment in Latin America to'travel to Iran foi training. How do
youplan o interact with allies in the hemisphere to ascertain u full understanding of ranian
activity in the liemisphere?

fran and its network of Hezbollali, Islamic Revolationary Guard Corps {(IRGC); Qods Force, arid
Ministry of Intelligence and Security (MOIS) operatives possiss the- ability to obtain fraudulent
passport documentation, coopeérate closely with drug cartels and eriminal welworks in'the
hemisphere, and exploit free frade zones and loose border security measures. How do you: plan o
address these security loopholes to ensure Iranian operatives are not erossing U.S. borders ont
Arnerican §oil?

What is the connection between Argentina’s Fabricaciones Militares (FM) and recently
sanctioned Compania Anonima Venezolama de Industrias Militares (CAVIMY in Veéneziela? Is
there-a review in place to sanction Argenting’s FM for colluding with CAVIM with the ultimate
goal of providing weapons to sanction starved lran?

How do you rationalize your report to' Cangress that Tranian dctivity in the Hemisphere-is Waning
when Argentina has signed 4 néw bilateral agreement with Iran afier irade between: the fiations
increased from $3 19 million to $1.08 billion during Mg Cristina Ferndndez de Kirchnor's
presidency?

What additional sieps are you taking to address Venezuela’s flagrant respornise to continue tiading
with lran despite UK. sanctions? In addition o Argenting, what other hations are using
Vencruela ag a proxy-to trade with fran?

I light of the recent information from Alberto Nisman and frony testimony in fecent
Cangressional hearings, what is the final State Depattient strategy to address Iran's growing
activities-in the region tvidenced by growinig tiés to Cuba, Venczuela, Argentina, Balivia,
Ecuador, and Nicaragua? What is the strategy 10 address threats (0TS, energy sectrity and
border security from lranian efforts?

1t is our belief that the imipact of Countries in the: Wesiern Hemisphere deepening their relations

with- the world’s largest state sponsor of ferrorism. has direct economic as well as national seCurity
implications for American.citizens, I is.our request that each of the above questions is investigatéd and
reported on-to the fullest extent possible.

Due to the'timely concerns addressed above, and the ongoing conversaticins through which we

have engaged with you over the past sixmonths, we believe that it is reasoriable arid riecessary to ask that
you respoud to our conceris within a 30 day time period;

o,

-

“Thank you for your serious and timely response to our concerns.

Sincerely;

Matt Salmon (AZ-05)
Member of Corgress

Jett
Mern
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Member of Congress

%ﬁw

Doug Lambkin (CO-05)
Member of Congress

ChHis Smith (NJ-04)
Member of Congress

Member of Congress

Bill Johmbond@11-06)
Member of Congress

10

Ty Westmoreland (GA-03)

Michael Mc ,au[(Tf{ )]
Member of Congress

Mario Diaz-Bafart (FL-25§
Member of Congress .

mber of Congress

KK Ly

Mike Conttway (TX-113
Member of Congress

Member of Congress
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Joe Wilsdi{sC
Membier of Congréss

Stove Stockmuh (153 )ij, Fed Foc (TXx-02)
Member of Congress ) Member of Congress

S e

Ed Royee (CA-39) ‘
Member of Congress
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Mr. DUNCAN. Thank you, Madam Chairman.

I look forward to the State Department’s response in a timely
manner.

I also expect the GAO to examine this issue in depth, and I look
forward to their report in the coming months.

And I will finish my comments by just saying in the written tes-
timony of Mr. Levitt, he mentions 300 Lebanese were smuggled
into this country in the car, in the trunk, and I hope you will men-
tion this in your testimony, but in the trunk of his car across the
Mexican border into this country. We can’t ignore this issue that
Iran is a threat, and there is a possibility that by saying that it
is waning and taking our eye off the ball, we could be a target and
could result in implications and further complications.

So with that I yield back.

Ms. Ros-LEHTINEN. Thank you very much, Mr. Duncan.

Mr. Vargas is recognized.

Mr. VARGAS. Thank you very much, Madam Chair.

I would also like to thank the respective chairs and ranking
members of each subcommittee for this timely hearing and for the
opportunity to speak here today. I want to express my deep concern
regarding Iran’s growing presence and influence in the Western
Hemisphere.

As the world’s leading sponsor of international terrorism, Iran’s
network of proxies and syndicates have conducted terrorist attacks
such as the two bombings in Argentina in 1992 and 1994, and they
continue to expand their reach in the region. Of particular concern
are Iran’s efforts to develop ties with Cuba, Venezuela, Argentina,
Bolivia, Ecuador and Nicaragua.

Trying to circumvent U.S. and U.N. sanctions meant to isolate
them from the international community, Iranian officials have de-
clared an all-out cooperation with Latin America countries, and
have invested heavily in mosques, Embassies, cultural centers, and
student recruitment in Latin America trying to seek favor. We
must do all we can to stop Iranian influence in our hemisphere.

I look forward to hearing from the witnesses today, and I thank
you, and I yield back.

Ms. Ros-LEHTINEN. Thank you, Mr. Vargas.

Mr. Chabot is recognized, the chairman of the—what is the name
of your subcommittee?

Mr. CHABOT. Asia and the Pacific.

Ms. Ros-LEHTINEN. That’s it. That’s a big chunk of land.

Mr. CHABOT. Thank you very much.

Chairwoman Ros-Lehtinen and Chairman Salmon, I want to
thank both of you for calling this hearing.

Iran’s threat to the U.S. is no secret. Iran’s deep-rooted linkages
to rogue regimes around the world and those countries that are fix-
ated on propagating anti-Americanism and anti-Semitism are very
real and must be taken seriously. Its ties to Syria threaten the sta-
bility of the entire Middle East, and similarly, its support to North
Korea is destabilizing Asia.

As we will discuss this afternoon, Iran’s growing influence in
Latin America and throughout the Western Hemisphere is just as
dangerous. The administration’s report on Iranian influence in the
Western Hemisphere is troubling because saying that Iran’s influ-



13

ence is waning disregards the real facts. It mistakes the trees for
the forest. Tehran has developed a broad network through its
Hezbollah proxy and relationships with local criminal organizations
to support an extensive strategy that promotes terrorist activities.

This report does not show that we are doing enough to deter Ira-
nian-sponsored terrorist acts. Yesterday the Nuclear Iran Preven-
tion Act was passed on the House floor, which is an important step
in dramatically increasing the pressure on Iran to halt its nuclear
ambitions and cut off its money-laundering schemes in the region.
The question is, what do we do next?

I look forward to hearing the testimony of our distinguished wit-
nesses here this afternoon, and I yield back the balance of my time.

Ms. Ros-LEHTINEN. Thank you very much, Chairman Chabot.

Mr. Meeks is—thank you, Mr. Meeks, sorry. Albio is a big guy.
I didn’t see you there.

Mr. MEEKS. Thank you, Madam Chairwoman. I want to thank
you and Chairman Salmon for convening this hearing today to ex-
amine the security of our southern neighbors. And there is no
doubt that there are nefarious elements in the region that need to
be countered. Specifically, Iran and Hezbollah’s interests and activ-
ity in the Western Hemisphere are troubling and should be dili-
gently countered by a robust and proactive United States foreign
policy. International criminal networks connected by Hezbollah
greatly threaten the security of the United States and undermine
our efforts to promote stability and democracy in the region and
around the world.

We are here today to talk about what findings that the State De-
partment had, and I wish we had a State—and maybe we do need
a hearing where the State Department is here also so that we
could hear a full and complete report as to what has taken place,
what the State Department found, how they found it, how did
they—what kind of information they have obtained, as opposed to
just dismissing it and going with some—you know, some other
place where I don’t know whether they had—I have had some hear-
ings and some meetings, I should say, some classified, in regard to
that, and I wish—can’t talk about all of those things here—but the
State Department should have a seat here so that we could have
them answer some questions, and they can tell you specifically
what they found, how they found it, and why they found it, as op-
posed to just making a presumption that their report just means
nothing, and all these things are going on. I think that we need
to do a more holistic finding, a holistic type of hearing where we
can then really get into the facts and not just fan fire when we
don’t know whether it is or not.

So I think it would be fair to have both sides here, have everyone
here, so that everybody could hear all of the facts, all of the cir-
cumstances, and we then know which direction that we should
head in.

I yield back the balance of my time.

Ms. Ros-LEHTINEN. Well, thank you so much, Mr. Meeks.

And we will be glad to have you cosign a letter that I routinely
send to the State Department. We have been begging for 3 years
to have them come testify. We would be pleased and honored to
have you join us in that bipartisan effort.
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Mr. MEEKS. I would love it. I know every time we have had a
classified meeting, they have been here and been willing to give us
that information.

Ms. Ros-LEHTINEN. They always do classified, but never open.

Thank you so much, Mr. Meeks. We will turn that over to you.

Ms. Meng, so pleased to recognize you for your opening state-
ment.

Ms. MENG. Thank you, Madam Chairwoman. Thank you to our
witnesses for being here today.

Yesterday we passed H.R. 850, strengthening Iran sanctions, but
this does not mean we can head off to our August work periods
feeling content with our efforts on the Iranian question. The Ira-
nian regime is smart and swift, and when we push it down in one
area, it rises in another. That is why we must adopt a comprehen-
sive diplomatic push against Iran.

In Latin America, for example, the Iranian regime is seeking to
circumvent its isolation and the sanctions directed against it. We
are leading opposition to the Iran/Argentina Truth Commission,
which is a sham “reinvestigation” of the 1994 Buenos Aires bomb-
ing, despite Iran’s clear culpability for this atrocious attack.

I look forward to hearing from our panelists today on these im-
portant questions.

Thank you, and I yield back.

Ms. Ros-LEHTINEN. Thank you very much, ma’am.

And now we are pleased to introduce our witnesses. First we wel-
come Dr. Matthew Levitt, senior fellow and director of the Stein
Program on Counterterrorism and Intelligence at the Washington
Institute for Near East Policy. Dr. Levitt has served a long and dis-
tinguished career working to counter international terrorism, hav-
ing served as Deputy Assistant Secretary for Intelligence Analysis
at the Department of Treasury from 2005 to 2007 and, prior to
this, at the FBI as a counterterrorism intelligence analyst.

Thank you for your service, Dr. Levitt.

Next we welcome Mr. Michael Braun, who in 2008 retired from
the Drug Enforcement Agency as Chief of Operations, Assistant
Administrator after serving a 33-year domestic international law
enforcement career. During this time he used his expertise in the
confluence of drugs and terror to lead the DEA’s expansion in Af-
ghanistan from 2004 to 2008, and served as Chief of Staff for the
Minister of the Interior, Coalition Provisional Authority in Iraq.
Mr. Braun is a Vietnam veteran, like my hubby, having served—
enlisted in the Marines in 1971 as an infantryman. Hooah.

Then we welcome Mr. Eric Farnsworth—did I do okay?

Mr. FARNSWORTH. Perfect.

Ms. RosS-LEHTINEN. Thank you. Vice president of the Council of
the Americas and Americas Society. Mr. Farnsworth is an expert
in various issues affecting U.S. relations in the Western Hemi-
sphere, including economic development, trade, energy, security,
and democracy. He has served in various government positions in-
volving Western Hemisphere and trade issues, including at the
State Department’s Bureau of Western Hemisphere Affairs, the Of-
fice of the U.S. Trade Representative, and as a senior advisor to
the White House Special Envoy for the Americas during the Clin-
ton administration.
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We have quite a set of panelists here today, and, gentlemen, we
will begin with Dr. Levitt. We are about to vote, and unfortunately,
we have a three-vote series, and then 10 minutes motion to recom-
mit, and then seven votes after that, so we will be gone for a while.
Make yourself comfortable.

We will start with Dr. Levitt.

STATEMENT OF MATTHEW LEVITT, PH.D., DIRECTOR AND SEN-
IOR FELLOW, STEIN PROGRAM ON COUNTERTERRORISM
AND INTELLIGENCE, THE WASHINGTON INSTITUTE FOR
NEAR EAST POLICY

Mr. LEvITT. Thank you so much.

Chairwoman Ros-Lehtinen, and Ranking Member Deutch, Chair-
man Salmon, and Ranking Member Sires, distinguished members
of both subcommittees, it is an honor to appear before you this
afternoon to discuss Iran’s presence in the Western Hemisphere,
and, of course, it is an honor to share a dais any time with Eric
and Mike.

On the one hand, the State Department’s recent report on Ira-
nian activity and influence in the Western Hemisphere, played
down Iran’s activities in the region; on the other, the authors of the
report themselves conceded in the unclassified annex of the report
that some of their conclusions were actually based on certain as-
sumptions. That is their word. One assumption noted that, and I
quote, “Iranian interest in Latin America is of concern.” Yet an-
other stated that as a result of U.S. and allied effort, and I quote,
“The Iranian influence in Latin America and the Caribbean is wan-
ing.”

In fact, Iran not only continues to expand its presence and bilat-
eral relationships with countries like Cuba, Ecuador, Nicaragua,
and Venezuela, but reportedly also maintains a network of intel-
ligence agents specifically tasked to sponsoring and executing ter-
rorist attacks in the Western Hemisphere.

Iran and Hezbollah both have worked long and hard over many
years to build up their presence and influence in Latin America. In
my written testimony I provide a good deal of background on
Hezbollah and Iran’s bombing of the AMIA Jewish Community
Center in Buenos Aires 19 years ago last month. I included for
your reading pleasure an excerpt on the AMIA bombing from my
new book, and detailed Iran’s role in the attack, including funding
it, providing cover to operatives, using diplomats and front organi-
zations, and more.

But as it happens, the same day that the State Department re-
leased its controversial report, Alberto Nisman released his 500-
page document laying out how the Iranian regime has, since the
1980s, built and maintained, and I quote, “local clandestine intel-
ligence stations designed to sponsor, foster, and execute terrorist
attacks in the Western Hemisphere.” Nisman found that Iran con-
tinues to build intelligence networks, identical to the one respon-
sible for the bombings in Argentina, across the region, from Brazil,
Paraguay, Uruguay, Chile, and Colombia to Guyana, Trinidad, and
Tobago, Surinam, and more. It concluded, and I quote, “In other
words, the AMIA bombing did not constitute an isolated event.”
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The driving force behind Iranian activities in the region at the
time of the AMIA bombing was Mohsen Rabbani, who reportedly
continues to engage in Iranian intelligence work focused on the
Western Hemisphere today.

Nisman pointed to the trial of four men in the Eastern District
of New York who plotted to bomb the JFK airport in 2007. Rabbani
offered to help the men connect with Iranians. They sought tech-
nical and financial assistance from Iran for the operation, which
was code-named “Chicken Farm.” All four men were ultimately
convicted in Federal court. Documents seized from one of the co-
conspirator’s home in Guyana demonstrated that he was a Rabbani
disciple who built a Guyanese intelligence network for Iran much
like his mentor had built in Argentina.

In 2011, not long before the last defendant in the JFK airport
bomb plot was convicted, evidence emerged suggesting Rabbani
was still doing intelligence work in South America. In the words
of one Brazilian official, “Without anybody noticing, a generation of
Islamic extremists is appearing in Brazil.”

In addition to Nisman’s reports, other branches of the U.S. Gov-
ernment have reached very different conclusions from the State De-
partment. This March, General Kelly from SOUTHCOM testified,
and I quote, that “members and supporters of Iran’s partner, Leba-
nese Hezbollah, have established presence in several countries in
the region. The Lebanese Shi’a diaspora in the region may generate
as much as tens of millions of dollars for Hezbollah through both
illicit and licit means.”

The U.S. Treasury Department, too, has thoroughly detailed Ira-
nian activity in the Western Hemisphere in several recent designa-
tions in their press releases, and, of course, these include, bank
sanctions for banks in Venezuela, that are helping Iran evade sanc-
tions; June 2002 designation of individuals involved in the drug
kingpin network of Ayman Joumma, who is tied to Hezbollah—
Joumma himself had been designated in January 2011—and more.

And then there is Iranian President Mahmoud Ahmadinejad’s
visit to Venezuela in January 2012, which seemed rather
unremarkable beyond his normal inflammatory personality, but
then, according to Western intelligence officials cited by
ProPublica, a senior officer in the Iranian Revolutionary Guard
Corps secretly traveled with the Presidential delegation to meet
with Venezuelan military and security chiefs and to set off a joint
intelligence program between Iranian and Venezuelan spy agen-
cies.

While the State Department’s Iranian activity report downplayed
Iran’s activities in the hemisphere, the Department’s annual ter-
rorism report separately noted a noticeable increase in Iranian ac-
tivity in all other parts of the world. At least some of that activity
has been here in the Western Hemisphere. Just last week, for ex-
ample, seven Iranians were caught using fake Israeli passports at
the Vancouver International Airport.

The growth of the Iranian extremist network in the Western
Hemispheres has immediate repercussions for the security of the
United States. The same day that Nisman and the State Depart-
ment released their reports, an Iranian American used-car sales-
man from Texas was sentenced to 25 years in prison for his role
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in an Iranian plot to assassinate Saudi Arabia’s Ambassador to the
United States. The Director of National Intelligence assessed that
that plot shows that some Iran officials, probably including the Su-
preme Leader himself, have changed their calculus and are now
more willing to conduct an attack in the United States in response
to real or perceived U.S. actions threatening their regime.

The bombing of the bus in Burgas a year ago last month was
what spurred the European Union to even consider banning even
just the military wing of Hezbollah, but that occurred on July 18th.
Eighteen years ago that was the same day of the bombing of the
AMIA center, which means that this hearing is well timed indeed.

Thank you very much.

Ms. Ros-LEHTINEN. Thank you very much.

[The prepared statement of Mr. Levitt follows:]
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in the Western Hemisphere
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Director, Stein Program on Counterterrorism and Intelligence,
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Subcommittes on the Middle East and North Africa

and Subcomimities on the Western Hemisphere

August 1, 2013

Chairman Ros-Lehtinen, Ranking Member Deutch, Chairman Salmon, Ranking Member Sires, distinguished
members of the Subcommittee on the Middle Fasc and North Afric
Hemisphere, it is an honor to appear before you this afternoon to disc
on Iran’s presence in the Western Hemisphere.

and the Subcommittee on the Western
s the State Department’s recent report

On the one hand the State Departmentc report Iranian Activity and Influence in the Western Hemisphere down-
played Tran’s activities in the region. On the other, the authors of the report themselves conceded, in the unclassi-
fied annex to the full report, that some of their conclusions were actually based on certain assumptions. One as-
sumption noted that “Iranian interest in Latin America is of concern,” yet another stated that as a result of US,
and allied cfforts, “Iranian influence in Latin America and the Caribbean is waning.™ But closer to the United
States, Iran not only continues to expand its presence and bilateral relationships with countries like Cuba, Feua-
dor, Nicaragua, and Venezuela, but also maintains a network of intelligence agents specifically tasked with spon-
soring and executing terrorist attacks in the Western Hemisphere. In fact, Iran and Hezbollah both have worked
long and hard aver many years to build up their presence and influence in Latin America.

But before we get into any detailed discussion of Iran and Hezbollah's presence and acrivities in cthe Western
Hemisphere, it is warth noting that nincteen years ago this monch, Iran and Hezbollah colluded in the bombing
of the AMIA Jewish communiry center in Buenos Aircs.

Bombing AMIA
The following excerpt from my forthcoming book, Hezbollah: The Global Footprint of Lebanon’s Party of God,
details the AMIA attack nincteen years ago:

It was around 9:45 a.m. on July 18, 1994, and Monica Lucia Arnaudo was in her bedroom, which looked out
onco Pasteur Street. As she watched television, Monica heard a car ourside speed up and then slam on the
brakes. “I'he tires creaked,” she would later recall, “and then [there was] a sort of a crash or collision.” She sat

! “Annex A, Unclassified Summary of Policy Recommendations,” Appended to press release “Duncan Releases Statement on the
State Department’s Report on Iranian Activity and Influence in the Western Hemisphere,” June 26, 2013
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upright in bed, just in time to hear a tremendous explosion and feel “something like sand and dust” bursting in
through her window.* It was 9:53 a.m.

What Ms. Arnaudo had actually felt and heard were cthe shock waves and debris from the explosives-
laden van that had just blown the face off the Asociacién Murual Israelira Argentina {AMIA), just across the
street—the community center for the largest Jewish community in South America. The Renaule Trafic van
carried 300-400 kilograms of explosives composed of ammonium nitrate, combined with aluminum, a heavy
hydrocarbon, I'N'L', and nitroglycerine. ‘I'he explosion killed eighty-five people and wounded some one hun-
dred fifty more. The force of the blast instantly destroyed roughly 2,000 of the AMIA building’s 4,600 square
meters, killing many instancly and trapping others beneath the rubble.*

Within forty-cight hours of the arcack, the United States sene chirceen International Response Team
(IR inv Alcobol, Tobx
Firearms (A'l'F) explosive experts, and Stare Department Diplomaric Security agents.” By Friday July 22, Is

, and

tigarors to help investigate the bombing—including FBI investigator

racli forensic police, part of a Disaster Victims Identification group, arrived in Bucnos Aires as well.® Tor
owelve days, the American IRT members worked side by side at the bomb sice wich cheir Isvacli and Argentini-
an police and emergency response countcrparts sifting through the debris for picces of the bomb, the van, and

the victims.* The attack was classified as a double aggravated homicide owing to its nature as a “racial or reli-
gious crime” carried out in a manner intended ro create “public hazard” and kill and wound as many people as
possible.”

Wichin weeks, Argentinian federal police had released the composite sketch of the suicide bomber co the
local press from testimony that included a door-to-door survey of neighborhood residents shortly after the
bombing, Other sketches were publicized of the person who parked the van used in the bombing in a nearby
garage three days before the artack.

But as quickly as authoritics produced these sketches, and as uscful as they would later be in definitively

idencifying the perpetracors as members of a Hezbollah “hit team,” chey were too lace to help apprehend them

before they escaped the country. The Iranian diplomatic suppore network lefr the county in waves in the
weeks leading up to the attack.

‘Ihe exceprion was Mohsen Rabbani, an Iranian who lived in Argentina for eleven years. Rabbani, the
primary architect of the AMIA plot, reportedly had come from Iran for the express purpose of heading the
stare-owned al-Tauhid mosque in the Floresta neighborhood, but he also served as a representative of che Tra-
nian Ministry of Agriculrure, which was rasked with ensuring the quality of Argentinian mear exported to
Iran.? Prosccutors would later conclude that Rabbani was “the driving force behind these efforts [to establish
an Traniun incelligence network in Argentinal.... From the time of hisarrival in the country in 1983, M. Rab-
bani began laying the groundwork that allowed for the later implementation and further development of the

[Tranian] spy nerwork.”

? Buenos Aires, Argentina Judicial Branch, AMIA Indictment, Office of the National Federal Court No. 17, Criminal and Correc-
tional Matters No. 9, Case No. 1156, March 5, 2003 (hereafter cited as AMIA indictment), p. 16-17.

? Argentina, Buenos Aries, Investigations Unit of the Office of the Attorney General. Office of Criminal investigations: AMIA
Case. Report by Marcelo Martinez Burgos and Alberto Nisman, October 25, 2006 {hereafter cited as Burgos and Nisman), 20,
378.

* Statements of Robert Bryant and Ambassador Philip Wilcox, Terrorism in Latin America/AMIA Bombing in Argentina.

* Gabriel Levinas, “Report About the Investigation of the AMIA Attack.”

 Ambassador Philip Wilcox, Terrorism in Latin America/AMIA Bombing in Argentina.

7 Burgos and Nisman.

? The sketches were published in the Buenos Aires newspaper Clarin on August 1 and 6, 1994 and again on September 28, 1995;
see copies of the paper and details in written answers to Question for the Record for Ambassador Philip Wilcox in Testimony at
Hearing on “Terrorism in Lotin America/AMIA Bombing in Argentina, 111-117.

? AMIA indictment, 62.

% Burgos and Nisman, 14.
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Rabbani had never traveled abroad before this assignment, but wasted no time establishing himself as a
religious leader in the local Muslim community. Rabbani’s political views permeared his religious and cultural
activities to the point that congregants described his religious activities as a “mask” used to promote the Irani-
an revolution and condemn Zionism. By one account, for example, several students at the mosque told anoth-

cr congregant that on many occasions, Rabbani exhorted them to “export the revolution,” stressing to them
“we are all Hezbollah,!!

It was widely known within the local Muslim community that the network of followers Rabbani culti-
vated proactively collected intelligence on his behalf for Iran; they were commonly referred to as “the anten-
nas.” Indeed, Rabbani deployed trusted members of his network as spotters to scout porential Jewish and
American targers. ' Some, like intelligence agent Mohammad Reza Javadi-Nia, went so far as to work as taxi
drivers to betrer carry out the surveillance, targeting, and other intelligence functions assigned by Rabbani.'
According to an FBI report, Javadi-Nia was believed to be an agent of Iran’s Ministry of Islamic Culture and
Guidance (Trshad), which, together with other Iranian government agencics such as the Ministry of Intelli-
gence and Securicy (MOTS), the Culrural Bureaus and the Foreign Ministry, along with the Qods Force, was
believed to have provided cover for Iranian intelligence aceivitics. In the case of Frshad, these acrivitics would
have occurred under the gaise of religious activity, Previously, the FBI determined, Javadi-Nia had served in
similar capacities in Belgium, Spain, Columbia, and Brazil in the mid-to-late 1980s. Then, from 1988 ro 1993
he served as a cultural attach¢ at the Iranian cmbassy in Buenos Aircs, before Rabbani took over that position
in 1994,

Just four months before the artack, Rabbani suddenly was named an official Iranian diplomat, complete
with diplomatic credentials and immanity. As for the Hezbollah operatives brought in to execure the bomb-
ing, Argentinean law enforcement and inrelligence officials would later determine thar chey lefr the councry
about two hours prior to the actual explosion.'*

Some of the operatives, including the suicide bomber, entered the councry at Argentina’s highly unrega-
lated border crossings in the cri-border area, where Argentina meets Brazil and Paraguay. Others arrived—
presumably with false documents—at Fzciza International Airport in Buenos Aires on July 1, 1994, and left
the morning of the attack through Jorge Newberry Metropolitan Airport, also in Buenos Aires, some on
flights to the tri-border area. " Investigators would later trace phone calls placed from pay phones at thesc air
ports, as well as calls from pay phones near the AMIA building during the operatives” stay, to a cellular phone
in Foz do Iguazu, on the Brazilian side of the Friendship Bridge spanning the Parana River in the tri-border
arca. From Toz, as it is locally known, a nctwork of Hezbollah supporters coordinated the activitics of the ter-
vorist cell members operating in Buenos Aires. Frequent calls were made berween phones in Argentina and the
cell phone in Toz as preparations for the bombing progressed. Then, the day of the attack, the flow of calls
suddenly stopped.””

“Ibid., 224-6.

2 Burgos and Nisman, 243,

o Burgos and Nisman, 212; AMIA indictment 130, 141.

“ "Report of the Task Force of the Federal Bureau of Investigation {FBI): Analysis of the Attack on the Seat of the Mutual Israeli
Argentinean Association (AMIA), 18" of July, 1994, Buenos Aires, Argentina,” August 1998 (original copy in Spanish, translated
to English for the author by Yair Fuxman).

1 Burgos and Nisman, 245.

* Burgos and Nisman’s 2006 report states the suicide bomber likely came in through the tri-border area. But in a 2009 inter-
view with the author, a senior Argentinean law enforcement officer confirmed the investigation had “definitively” determined
that Berro entered through the tri-border area. Author interview, senior Argentinean law enforcement official, Washington
D.C., August 16, 2009.

*7 Burgos and Nisman, 14-15.
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Ultimately, Argentinean authorities would conclude that “the decision to carry out the AMIA attack was
made, and the arrack was orchestrated, by the highest officials of the Islamic Republic of Iran at the time, and
that these officials instrucred Lebanese Hezbollah...to carry out the actack.”®

fran in South Americx

“The same day the State Department released its repore, highly respected Argentine prosceutor Alberto Nisman,
who served as special prosecutor for the investigation into the AMIA bombing, released a 500-page document
laying out how che Iranian regime has, since the early 19805, built and maincained “local clandestine intelligence
stations designed to sponsor, foster and execure terrorist atracks” in the Western Hemisphere. Nisman found
cvidence that Iran is building intelligence networks identical to the one responsible for the bombings in Argenti-
na across the region—from Brazil, Paraguay, Uruguay, Chile, and Colombia to Guyana, ‘Lrinidad and 'L'obago,
and Suriname, in addition to a number of others. He concluded, “In other words, the AMIA bombing did not
constitute an isolated event.”"”

Nisman's earlier 2006 report on the AMIA bombing already demonstrated how Iran established a robust intelli-
gence network in South America in the carly 1980s.2° One document, scized during a court-ordered raid of the
residence of an Iranian diplomat north of Buenos Aircs, included a map denoting arcas populated by Muslim
communities and suggested an Iranian strategy to export Islam into South America—and from there to North
America. Highlighting areas densely populated by Muslims, the document informed that these "will be used from
Argentina as [the] center of penctration of Islam and its ideology towards the North American continent."!

Nisman concluded that the driving force behind Iran's inrelligence efforts in Argentina was the man discussed in
the above book excerpt, Mohsen Rabbani, who began laying the groundwork for his spy network after arriving in
the country in 1983, Indeed, just prior to his departure for South America, Rabbani met Abolghasem Mesbahi,
an Iranian intelligence official who would later defect, and explained to Mesbahi that he was being dispatched to
Argentina "in order to create support groups for exparting the Islamic revolution," according to Nisman's 2006
report. Rabbani ultimately executed two large-scale attacks in Argentina. In 1992, Tran and Hezbollah bombed
the Israeli Embassy in Buenos Aires, killing 29 people.” 'I'wo years later, they targeted the AMIA center, killing
85.

In addition to the Nisman report, other branches of the U.S. government reached very different conclusions.
This March, General John F. Kelly, head of U.S. Southern Command, testified that “members and supporters of
Iran’s partner, Lebanese Hezbollah, have established presence in several countries in the region. The Lebanese
Shi‘a diaspora in our arca of responsibilicy may gencrate as much as tens of millions of dollars for Hezbollah
through both licit and illicit means.” And, “while regionally-based Shi‘a wha support Lebanese Hezbollah arc
involved in drug and other illicit erafficking, we have only a partial understanding of possible interconnections

and overlap between terrorist financing and illicit revenue streams, both within the hemisphere and on a global
scale.” Therefore, he concluded, “any group seeking to harm the United States—including Iran—could view

“Ibid, 8.
194AMIA Case,” http://www.defenddemocracy.org/stuff/uploads/documents/summary_(31_pages).pdf
2 Burgos and Nisman, 13.

! Buenos Aires, Argentina Judicial Branch, AMIA Indictment, Office of the National Federal Court No. 17, Criminal and Correc-
tional Matters No. 9, Case No. 1156, March 5, 2003, p. 61.

2 Burgos and Nisman.



22

criminal middlemen, facilitators, and support networks as potential operational enablers, although not necessari-
Iy aperational requirements.”™

The US. "I'reasury Department, too, has more thoreughly detailed Iranian activity in the Western Hemisphere
in scveral recent press releases. In May, the department imposed sanctions on the Iranian Venczuclan Bi-
National Bank for engaging in financial eransactions on behalf of the previously sanctioned Lxport Development
Bank of Iran' In June 2012, four additional individuals and three entities involved in drug kingpin Ayman
Joumma’s narcotics trafficking nerwork were designared. Joumma himself had previously been designated in Jan-
vary 2011 and at one point was laundering “as much as $200 million per month” on behalf of Hezbollah.? In
June 2008, two Venezuclan supporters of Hezbollah were designated as terrorists; in addicion to facilitating
fundraising, these supporters were working on operations including discussions of possible kidnappings, terrorist
ateacks, and arranging travel to Iran of others for training.*

Tran’s activity is based on a global strategy, and it is thercfore worth mentioning the EU’s decision last week in
Brussels to take a long-overdue step in the right direction by designating the “military wing” of Hezbollah as a
terrorist arganization, thereby making it clear to che group that ic will pay a palitical price for continued acts of
terrorism, crime, and militancy. T'he incident that sparked the debate in Lurope was Hezbollah’s atrack in Bur-
gas—conducred with logistical support from Iran—just over a year ago, killing six and injuring several more on
July 18. There is much to be discussed on Burgas, but since today’s hearing focuses on the Western Hemisphere,
it is worth taking a step back and focusing on Iran’s role in the AMIA bombing, which occurred 19 years to the
day before the Burgas bombing,

Not New: (ran in the AMIA Piot

As derailed above, Iranian intelligence and logistics support for the AMIA bombing was extensive. Wichin weeks
after the meceting in Mashhad at which Iranian officials approved the AMIA bombing based on Rabbani and As-
ghari’s briefings, Iranian diplomats started requesting diplomatic visas for visits to Argentina. Visas werce request-
ed in October 1993 for Ministry of Islamic Culeure and Guidance (Ershad) undersecretary Ali Janati and Ahmad
Alamolhoda, the director of the Cultural Department at the Ministry of Toreign Affairs. Coming on the heels of
Rabbant’s appointment as culeural accaché, these officials’ proposed six-day visit raised concerns among investiga-
tors—not least because of Janati’s seniority and witness descriptions of his brother as a Revolutionary Guard offi-
cial and “a well-known terrorist and member of the hard line facrion.” For reasons unknown, this crip never
happened. Nearly simultaneous visa requests would later be submitted for Alamolhoda at the Argentinean em-
bassies in 'I'he Hague and Berlin on June 7 and 8, 1994. Alamolhoda arrived in Argentina within days, and de-
spite specifically requesting a thirty-day visa, he departed just four days later for Madrid, site of the MOIS region-
al office that oversees activities in Latin America.®

2 Southern Command Commander General John F. Kelly, statement before the House Armed

Services Committee, March 20, 2013.

*uys. Treasury Department, “Treasury Targets Iranian Attempts to Evade Sanctions,” press release, May 9, 2013.

Zys. Treasury Department, “Treasury Targets Major Money Laundering Network Linked to Drug Trafficker Ayman Joumma
and a Key Hizballah Supporter in South America,” press release, June 27, 2012. http://www.treasury.gov/press-center/press-
releases/Pages/tgl624.aspx

*us. Treasury Department, “Treasury Targets Hizballah in Venezuela,” press release, June 18, 2008.

attoy//www treasury gov/press-center/press-reiesses/Pages/hpl036. asox
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As for the funding of the AMIA bombing, much appears to have flowed through bank accounts controlled by
Rabbani. In December 1993, two months after he returned from the go-zhead meeting in Mashhad, Rabbani
opened an account at a local branch of Deutsche Bank. He already had two active bank accounts, one opened ac
Banco Sudameris in April 1989, and another at Banco 'Tornquist, opened in March 1992, bue the new account
was 1o serve a very specific purpose. Just four monchs before the AMIA bombing, a toral of $150,812 was depos-
ited in Rabbani’s new bank account. Rabbani withdrew a total of $94,000 from this account in the period leading
up to the July 18 bombing, and another $45,588 was withdrawn within two months following the attack. These
funds arrived through internacional bank cransfers, at lease three of which were sent from Iran’s Bank Melli
through Unién de Bancos Suizos.?” Only lacer, in October 2007, would the U.S. government reveal thac Bank
Melli was an established financial conduit through which Iran purchased sensitive materials for its nuclear and
missile programs and moved money for the IRGC and Qods Force.

Rabbani apparently received funds from Iran in his Banco Tornguist account as well. According to Argentina’s
federal tax office, there is no evidence that funds deposited into that account originated in Argentina. Prosecu-
tors believe that “Rabbani used the funds from the aforementioned account to defray various expenses relared to
the exceution of the AMIA atrack.”' Over the course of 1994—Dbath before and after the artack—Rabbani
withdrew a toral of $284,388 from his accounts, underscoring Mesbahi’s testimony thar “Rabbani was the main
person in charge of the local logistics for the operation.””

Alongside Iran’s use of diplomatic

over to build an intelligence network in Argentina, Tehran likewise provided
cover stories and day jobs to Hezbollah operatives. A close contact of Imad Mughniyeh’s, the New Yorker repore-
ed, “is a sheikh named Bilal Mohsen Wehbi, a Lebanese who was trained in Iran, and who reports ta the Iranian
Cultural Affairs Ministry.”* "I'his ministry, along with the Minisery of Islamic Guidance and the Foreign Minis-

try, effectively embedded agents abroad to support Hezbollah plots. At the Foreign Ministry, for example, the
director for Arab affairs, Hossein Sheikh al-Islam, coordinated with the IRGC “to place its members in Iranian
embassies abroad and participate in Hezbollah operations,” according to Hezbollah expert Magnus Ranstorp.™
Members of the IRGC’s Qods Liorce also played key support roles in the AMIA atrack, according to a Defense
Department report on [ran’s milicary power.?

“I'wo days before the atrack, as the explosives-filled van was being parked in a garage near the AMIA center,
Mohsen Rabbani placed calls to G'I'C from his cell phone. Cell tower logs confirm Rabbani was in the vicinity of
the parking garage and the AMIA at the time.” This drew the accention of investigators, not only because GTC
was believed to be a front for Tranian incelligence, but also because the Ministry for Reconstruction “was used as a
cover for activitics by Quds Foree representatives.”*”

*bid., 235-7.

Py.s, Treasury Department, “Fact Sheet: Designation of Iranian Entities and Individuals for Proliferation Activities and Support
for Terrorism,” October 25, 2007.

31 Burgos and Nisman, 235-7.
* Ibid, 247.
= Goldberg, “In the Party of God.”
34 Ranstorp, “Hizbollah’s Command Leadership,” 319-20.
*us. Department of Defense, Office of the Secretary of Defense, “Unclassified Report on Military Power of Iran,” April 2010.
36,
Ibid., 15.
7 ibid., 175-6.
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Interviewing wicnesses and investigating GTC and other companics, investigators found thar Mohsen Rabbani
maintained such close ties with Iranian front companies that he often determined whao they employed. In ane
intercepted telephone call, the head of a suspected frone company, South Beef, was overheard explaining thac
“Rabbani was the one who provided all the personnel for cthe companies,” and therefore hiring new employees

was not up to him.*®
Iranian Plotting Continues

Rabbani's cerrorist activities in South America, however, did not wane despite him being indicted in Argenci-
na. According to Nisman and U.S. Districe Court documents from the Fastern District of New York in Brook-
lyn, Rabbani helped four men who were plotting to bomb New York's John F. Kennedy Internarional Airport in
2007 and who sought technical and financial assistance for ¢ 1, codenamed "Chicken larm." All four

 ppRratie

men were ultimately convicred in federal coure.™

The four men first sought out Yasin Abu Bakr, leader of the Trinidadian militant group Jamaat al-Muslimeen,
and Adnan el-Shukrijumah, an a-=Qaeds operative who grew up in Brooklyn and South Florida and fled the
United States for the Caribbean in the days before the 9/11 atracks.® Unable to find Shukrijumah, the plotrers
“sent [co-canspirator] Abdul Kadir to meet with his contacts in the Iranian revolutionary leadership, including
Mohsen Rabbani,” according to a news release issued by the U.S. attarney's office for the Lastern District of New
York.*

One co-conspirator was Kareem Ibrahim, an imam and leader of the Shiire Muslim community in Trinidad and
Tobago. During cross-examination at trial, Ibrahim admitced that he advised the plotters to approach Iranian
leaders with the plot and use operatives ready to engage in suicide attacks at che airport. In one of che recorded

conversations entered into evidence, Ibrahim told Russell Deficitas—a plotter who was a JEK baggage handler
and a naturalized U.S. citizen—chat the artackers must be ready to "fight it our, kill who you could kill, and go

back to Allah.”

Documents seized from Kadir's house in Guyana demonstrated that he was a Rabbani disciple who built a Guya-
nese intelligence base for Iran much like his mentor had buile in Argentina. In a letter written to Rabbani in
2006, Kadir agreed to perform a “mission” for Rabbani to determine whether a group of individuals in Guyana
and Trinidad were up to some unidentified task.

In the 1990s and 2000s, Rabbani also oversaw the education and indoctrination of Guyancese and other South
American Muslim youth, including Kadir's children, in Iran. Kadir was sltimarely srrested in Trinidad aboard a
plane headed to Venezuela, en route to Iran.* He was carrying a compurer drive with photographs featuring

*Ibid., 242.

* associated Press, “U.S.: ‘Unthinkable’ terror devastation prevented,’ June 3, 2007,
http://www.nbcnews.com/id/18999503/ns/us_news-security/t/us-unthinkable-terror-devastation-prevented/#.UdH4zTvWD_J
"°FBI, “Most Wanted Terrorists,” http://www.fbi.gov/wanted/wanted_terrorists/adnan-g.-el-shukrijumah

" Ibid.

2 U.s. Attorney’s Office, “Russell Defreitas Sentenced to Life in Prison for Conspiring to Commit Terrorist Attack at JFK Airport,”
press release, FB1, http://www.fbi.gov/newyork/press-releases/2011/russell-defreitas-sentenced-to-life-in-prison-for-
conspiring-to-commit-terrorist-attack-at-jfk-airport
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himself and his children posing with guns, which prosceutors sugg
43

cd were intended as proof for Iranian offi-

cials of his intent and capability to carry out an atcack

In 2011, not long before the lase defendant in the JEK airport bomb plot was convicted, evidence emerged sug-
gesting Rabbani was still doing intelligence work in South America. In the words of one Brazilian official, "With-
out anybody noticing, a generation of Islumic extremists is appearing in Brazl.”"

Iranian president Mahmoud Ahmadinejad’s visit to Venezucla in January 2012 ac the surface scemed rather un-
remarkable beyond his normal inflammatory personality and his effores to deepen ties with Latin America. How-
ever, according to Western incelligence officials, “a senior officer in the Iranian Revolutionary Guards Corps
(IRGC) traveled secretly with the presidential delegation and mert with Venezuelan military and securicy chiefs.”
“L'he purposc of this officer’s presence was to hold a meeting with Venczuelan intelligence agents “to set up ajoint
intelligence program between Iranian and Venczuclan spy agencics.” After a seerer meeting, Venczucla “agreed to
provide systematic help to Iran with intelligence infrastructure such as arms, identification documents, bank ac-
counts and pipelines for moving operatives and equipment between Iran and Latin America.”*® And today, it is
Rabbani who continues to run Iranian intelligence networks in Tatin America, although now he is doing so from
Iran, where he directs ideclogical and operational training for recruits who are broughe to Iran. According to Lat-
in American transnational crime and terrorism expert Douglas Farah, “The recruitment efforts have been con-
tinuous and ongoing since at least 2007, and each year hundreds of recruirs

and possibly thousands—are taken
to Iran for training After six years, well over 1,000 people have made the trip and, even if only a relatively small
group remains loyal to the Iranian regime, it is a significant network.”™

So, while the State Department’s Franian Activity report states that in the Western Hemisphere, “There were no
known operational cells of cither al-Qa‘ida or Hizballah,” the department’'s annual terrorism report separately
noted a noticeable increase in Iranian activity in all other parts of the world. ¥ At least some of that activicy has
been seen here in the Western Hemisphere. Just last week, seven Iranians were caughr using fake Isracli passports
at the Vancouver International Airport.” In December 2011, U.S. officials began investigating reporrs thac Ira-
nian and Venezuelan officials were plotting cyberattacks from the Venezuelan embassy in Mexico.* In February
2012, authoritics in Azcrbaij

an arrested 22 people on suspicion of spying for Iran, and accusing them of having

links to the Iranian Revolutionary Guards.>® Also thar month, attacks by Iran took place in India, Georgia, and
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Thailand.™ The following month, an Iranian PhD student in India was deported for spying on Isracli national
In May 2012, Tsraeli officials prevented an acrack tied to Tran and Hezbollah in South Africa.” The following
month, two IRGC members were discovered in Kenya and were later found guiley of planning to attack Western
targets.” And, just weeks after Hezbollah conducted the bus bombing in Burgss, an Iranian-sponsored agent was
arrested outside a synagogue in Sofia, Bulgaria.® In October 2012, just three months afrer a dual $wedish-
Lebanese Hezbollah agent was arrest for conducting surveillance on Israclis arriving in the airport, an artack was
thwarted when security officials seized explosives intended to target an Isracli cruise ship visiting Cyprus.™ In
December 2012, a man in Nigeria was arresced, confessing to having received training in Iran and planning to
target Western and Israeli interests in Mombassa.®” In February of this year, three men were arrested in Spain for
spying on behalfof Iran. ™ In April, an Iranian was arrested in Nepal ourside the Isracli embassy wich a fake Isracli

passport he had been using. ™ In April, acting on a tip from Israeli intelligence officials, Bosnia asked two Iranian
diplomats to leave and warned about a third who had been present in Thailand, Georgia, and India.*

The growth of the Iranian extremist nerwork in the Western Hemisphere has immediate repercussio:
security of the United States. The same day thar Nisman and the State Deparrmenc released their repor
nian-American used-car salesman from ‘T'exas was sentenced to 25 years in prison for his role in an Iranian plot to
assassinate Saudi Arabia's ambassador to the United Stares at a popular Washingron restaurant.®' In the assess-

ment by James Clapper, the director of national incelligence, this plot "shows that some Iranian officials—

probably including Supreme Leader Ali Khamenei—have changed their calculus and are now more willing to
conduct an attack in the United States in response to real or perceived U.S. actions that threaten the regime."*
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Prospects for Terrorism under New Iranian President

A final comment is warranted not on Iran's presence or activities in the Western Hemisphere per se, but on the
likelihood that Hassan Roeuhani's clection might lead Iran to curb its support for, and own involvement in, in-
ternational terrorism. Rouhani's victory has been widely heralded as a protest vote against che hardliners and a
window of opportunity for diplomatic breakthrough with Western powers.* But such assumptions beg the ques-
tion: just how much moderation should be expected from a "moderate” Iranian president, particularly with re-
gard to state sponsorship of terrorism? Past precedent suggests that expectations should be tempered.

Rouhani is not the firse Iranian “moderate” to win the presidency. Akbar Hashemi Rafsanjani, elected in 1989,
was frequently described as a moderate as well. According ro U.S. intelligence, however, he oversaw a long string
of terrorist plots during his cight years in office. The CIA linked Rafsanjani to terrorist plots as carly as 1985,
when he was scrving as speaker of parliament. In a February 15, 1985 memo, the agency asscssed that “Iranian-
sponsored terrorism is the greatest threat to US personne and facilities in the Middle East.. Iranian-backed at-
racks increased by 30 percent in 1984, and the numbers killed in Tranian-sponsored attacks outpace fatalities in
strikes by all other terrorist sponsors. Senior Iranian leaders such as Ayatollah Montazeri,...Prime Miniscer [Mir
Hosscin Mousavi], and Consultative Assembly speaker Rafsanjani arc implicated in Iranian terrorism.”

In August 1990, the CIA's Dirccrorate of Intelligence authored a more in-depth assessment titled “Iranian Sup-
port for Terrorism: Rafsanjani's Report Card.” According to the agency, the regime’s sponsorship of terrorist
acrivities had conrinned unabated since the death of Ayatollah Khomeini the previous June: "Althongh Rafsan-
jani has sought to improve relations with some Western narions since directly assuming the presidency last Au-
gust, cvents of the past year prove that ‘I'chran continues to view the sclective use of terrorism as a legitimate

tool." Iranian terrorist atea

cks targeting "enemics of the regime” over the previous year “were probably approved
in advance by President Rafsanjani and other senior leaders,” the report assessed, but “the planning and imple-
mentation of these operations are...probably managed by other senior officials, most of whom are Rafsanjani's
appointees or allies."® The CIA concluded thar “Rafsanjani and |Supreme Leader| Khamenei would closely
monitor and approve planning for an attack against the US or Western interests. "

Looking forward, CIA analysts assessed in 1990 that "Rafsanjani and other Iranian leaders will continue selec-
tively using terrorism as a forcign policy tool to intimidace regime opponents, punish enemics of Islam, and influ-
ence Western polirical decisions.”” Two vears later, such assessments appeared prescient. In 1992, the CIA rec-
orded a long list of Iranian terrorist activities, from attacks targeting Isracli, Saudi, and American officials in Tur-
key, to plots targeting Jewish émigrés from the former Sovier Union and anti-regime dissidents abroad.**
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Additionally, in May 1997, Muhammad Khatami was clected as Iran's fifth presidenc after running on a distince-
Iy reformise platform. Supporters of Iranian radicalism, including Hezbollah leader Hassan Nasrallah, had
strongly supported Khatami's more overtly revolutionary opponent, Ali Akbar Nateq Nuri.®

In a December 1997 memo, the CIA asserred that Hezbollah leaders were shocked by Khatami's vicrory and
“scrambled to ensure that his clection would not diminish Iran's support” for the group. Their concerns would
prove unfounded, however—when Nasrallah visited Tehran in October 1997, Khatami and other officials
pledged their continued support, emphasizing thar the regime had not changed its position regarding the group
orits operations against Isracl.™

According to the CIA memo, Khatami “probably joins other Iranian leaders who maintain thac support to Hez-
bollah is an essential aspeer of L'chran’s cffort to promore itsclf as leader of the Muslim world and champion of
the oppressed.”” More important, the CIA assessed that Khatami would have been unable to withdraw Iran's

sponsorship of Hezbollah even if he had wanted to. As the memo pur it, Khatami "probably does not have the

authority to make such a change withour the approval of Khamenei, who has long been ene of the group's fore-
most supparters.””

“I'he fact that the least radical candidate won [ran's latest presidential clection has many observers excited abour
the prospect of more moderate policymaking in ‘I'chran. Yet regardless of how Rouhani's clection might affect
the nuclear impasse, the Islamic Republic's history indicates that "moderate” or “reformist” presidents do not
translate into moderacion of Iran's terrorism sponsorship. Even if Rouhani were inclined to curb such policies,
there is no evidence that he has the authority to do so without the Supreme Leader's approval, which seems high-
ly unlikely at present.

Indeed, as Iran geared up for its Junce 14 presidencial clection, the activitics of its powerful mtdhgulu services
were also kicking into high gear across the globe. The U.S, State Department’s released
May 30—whilc not mentioning the Western Hemisphere—docs highlight a “marked resurgence” of Iranian state

spansorship of terrorism over the past 18 months through the IRGC and its connections with Hezbollah. Specif-
ically, the report notes that "Tran and Hizballah's terrorist activicy has reached a tempo unseen since the 1990s,
with attacks plotted in Southeast Asia, Lurope, and Afri

2."" And of course, there is also Iran and Hezbollah's

active support for Syrian president Bashar al-Assad's brutal crackdown against his own people.
Conilusion

As the new Nisman repore clearly indicates—and as decailed above—Iran has run incelligence networks in Amer-
ica’s backyard to "sponsor, foster and execute terrorist attacks” for decades.

Some in the region have yet to get serious about the threat Iran and Hezbollah pose. The need for attention is
perhaps greater today chan it has been in years past, since Iran and Hezbollah—as a resule of boch necessity and
opportunity—appear to have renewed operational planning focused on South America. Confronting the threat
this terrorist network poses will require close law enforcement, intelligence, and policy coordination throughout

%S Central Intelligence Agency {CIA). Directorate of Intelligence. “Hizballah’s Reactions to Khatami’s Election, December 22,
1997, http://www.foia.cia.gov/sites/default/files/document_conversions/89801/DOC_0001280265.pdf.
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the Western Hemisphere. And with Iran and Hezbollah actively plotting terrorist actacks around the world, such
cooperation should take shape as quickly as possible.
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Ms. ROsS-LEHTINEN. Mr. Braun.

STATEMENT OF MR. MICHAEL A. BRAUN, CO-FOUNDER AND
MANAGING PARTNER, SPECTRE GROUP INTERNATIONAL,
LLC (FORMER CHIEF OF OPERATIONS, DRUG ENFORCE-
MENT ADMINISTRATION)

Mr. BRAUN. Thank you. Good afternoon, Chairman Ros-Lehtinen,
Chairman Salmon, Ranking Member Deutch and Sires, honorable
members of both subcommittees. Thank you for the opportunity to
participate in this very, very important hearing today on Iran’s
growing influence in the Western Hemisphere, Africa, Europe, and
Asia, Mr. Chabot, on the recent Department of State report that
addresses the matter.

It is hard to talk about what we don’t know with respect to this
threat. So let us focus on what we do know, some of which you al-
ready talked about. But let me provide you a little bit more granu-
larity that I think will be even more shocking to the statements
that have already been made by many.

So let us talk about the facts. Let us talk about the evidence that
can, and already has, passed the judicial test in Federal court-
houses right here in the United States. Let us talk about
Hezbollah’s growing involvement in the Western Hemisphere, in
Africa, Asia, and elsewhere; Iran’s most important terrorist proxy,
as you have said. And let us talk about the RGC’s Quds Force and
what they have been up to, more specifically, or most specifically,
in the Western Hemisphere over just the past few years.

Just about 18 months ago, as you have said, Quds Force
operatives were attempting to assassinate the Saudi Arabian Am-
bassador to the U.S. right here in Washington, DC; in fact, just a
few blocks from the White House. They thought they were recruit-
ing members of the ultraviolent Los Zetas drug cartel in Mexico,
which should be shocking in and of itself. Fortunately, they were
r(i:cruiting DEA operatives, and the DEA and the FBI foiled that
plot.

The Hezbollah, a U.S.-designated foreign terrorist organization,
partially at least also designated by the E.U. now, is heavily in-
volved and has grown heavily involved over the past few years in
the global cocaine trade, and it is involved heavily at the center of
gravity for that activity. The center of gravity has always been, and
always will be, the Andean region of South America and the trans-
shipment routes that permeate and has been built over many years
encompassing the north coast of Colombia and Venezuela, the
isthmus of Central America, the Caribbean, and Mexico.

A growing number of international conspiracy investigations as
a result of that activity by U.S. Federal law enforcement paint an
ominous picture of Hezbollah’s presence in the Western Hemi-
sphere and elsewhere.

Just one dimension of just one DEA investigative effort against
Hezbollah focuses on the money-laundering aspect of their cocaine-
trafficking activities, and resulted in the seizure of $150 million by
the Departments of Treasury and Justice just about a year and a
half ago. The Beirut-based Lebanese Canadian Bank, long known
to be heavily influenced by the Hezbollah and their preferred go-
to money-laundering financial facility, just recently settled with the



33

Department of Justice as a result of that action, and the bank has
agreed to forfeit $102 million. The bank was sold about 2 weeks
after the PATRIOT Act 311 sanctions against that organization
that were a result of the DEA and DOJ investigations.

A more granular example, and I think even more shocking,
though, is what is playing out, again, at a lower level, at a tree-
top level, Congresswoman, as your husband would probably say
being a former marine, at a tree-top level, granular level, with the
$20 million cash seizure made by the DEA and some foreign coun-
terparts in Central America after a high-level Hezbollah associate
actually delivered the bulk cash, $20 million, to an undercover
DEA agent who was posing—who, by the way, spoke fluent Arabic
and was posing as a money launderer. Remarkably, another $16
million was supposed to have been delivered within 48 hours. Un-
fortunately that did not happen. The investigation was com-
promised, and I think is still being looked at. But suffice it to say
that so much Hezbollah cocaine cash, bulk cash, was being
amassed in Central America that they couldn’t figure out how to
move it back to Lebanon—or to move it to Lebanon.

Evidence clearly shows that Hezbollah is involved in the same
kinds of activity that I have just described in Central America, in
Africa, and other locations, as my statement for the record states.
If anyone thinks for a moment, because there are some inferences
in the Department of State report, that Hezbollah is on the rocks
because they are reliant on funding from Iran, if anyone thinks for
a moment that that is the case, they couldn’t be further from the
truth.

We have to look at things differently. It is the kind of criminal
activity that I have just described above via Hezbollah, Iran’s most
important proxy, and other terrorist organizations that make them
organizationally and operationally sharp while they wait for the
day of reckoning. It prepares them for war under very realistic con-
ditions. It provides them with a real-world proving ground to con-
tinually test and refine their tactics, techniques and procedures as
they continue to probe and prod those of their adversaries; namely,
us. It is allowing them to prepare and shape the future battlefield
right here at home. We need to somehow work harder at driving
a wedge between these very powerful forces and keeping them sep-
arated.

Thank you very much. I look forward to answering your ques-
tions.

Ms. Ros-LEHTINEN. Thank you very much.

[The prepared statement of Mr. Braun follows:]
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Introdustion

Chalrmen Ros-Leltioen and Selmon and Kankuw Members Deutch and Sires, and Honorable Members of
Goth Subcar tews, [deeply appreciate 1t on io partied in this very important hearing before the
o most important Subcomumittess of the House of Rtprc&tmamves Foreign Aftairs Coinmittee. Letme start
by thariking you for your service and for your unwavering support of federal faw enfbreement, our military and
our inte xh:e—ma eivices. | have testified before many of you over the years and worked with the dedicated
members of your respectiy 15, T have the utmost réspect for cach of you and the treriendous contributions
that you have made, and wntmue toomake nkeeping Awmerica safe.

Ispent 35 yearsin law enforcement serving in somie of the touglest and most austers locations around the
globe and retived from the US Drug Eiforcement Administration {(DEAYapproximately four and one-half vears
rumite to have ascended through the ranks of the DEA where | ultimately served as the
ntelligence for approximately one year and as the Assistant Admiinistrator and Chief of

r years where | had operatibnal oversight responsibility for DEA’s 227 domestic and
several Headquarters divisions, inchuding the Special Operations Division.

2

With the support of @ phsno*n"ml team, I was responsible for feeding the efforts to design and implement
the DEA’s significant expansion in Afghanistan. as well as for the Foreign-deployed Advisory and Suppoit
Teums (FAST amand the Dyug Flow Attack Strategy. 1 was also responsible for leading the Tormative
development of the multi-agency Oreanized Crime Drug Enforcement Task Force Fusion Center after being
appointed ky the D - Anorney General to serve asthe Center’s Siist Director. The Center supports Hoth
werrarisme and drug trafticking investigative effurts by sever federal liw enforcement agencies.

Tserved in DE Ll assignments a1 various 1anks on both the Tast and West Coasts, onrour Southern and
Northern borders, in Washington, DT during three separated Headguarters tours, thruvghout the Andean Region
and the nerhern-tiered Loumne:. of Central Amwrica. Talso volunteered for an assignment with the Department
of Defense Coalition Provisiona! Authority during the summier of 2003 to'serve as the SES Chief of Staft tor the

i ¢ of Interior, T 2d in lom. and stale law enforcement for almost twelve years prior to
loining the DEA and enlisted in the US Marine Corps in 1971 where [ served fourteen months deployed
seas, including limited duty in the Republic of Vietnam. Two days after retiving from the DEA in laié 2008
1 stnod tup Speetre Group Intgrnational, LLC (SGI} with another senivr DEA retiree and we both serve as
ng p;rtmz;. 5G1 i3 currently supporting critieally importani security projects for ot military and
& Afghanistan, Central Asia, the Middle East, Mexicoand Panama, ds well a3 in various

Lgan u.-“xuud\. [ anvnota diplomat, novdn academic. Tairra practitioner and it isin
you teday waddress, [rom purely my perspective, the threat posed by the
Iran Lev ohnmmn Guard Corp's Quds Force: and Tran®s rmost important proxy, the
Festern Hemisphiere: Aftica, Europe and elsewhere.
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A Different Pevspective

the June 27, 2012 Department of State {DOS}) Report on franian influence in Latin
America and the Caribhezn, Jargely because miush of 104 classified and it would be-fmpossible to put the fuil
weight of the Report into proper comtext. However, virtually every media arficle that Thave read and sources T
have spoken with state that the Repart concludes Tran’s influence in the Western Hemisphere is waning due to
suecessful intermational sanctions against the country. In other words, Iran no longer possess the ability to
significanly influence activities in the Western Hemisphere and elsewhere, beca.u:c the country is cash starved.
orl also states there are.tio known Hezbollah cells operating in the Western Hemispherc, presumahly
because lran no i nger has the ability to previde its most imporiant proxy with the levels.of funding that it once
did.

1 have nof examing

st Iran are in fact having an effevt, but o say Iran’s inffuence in the West is
waning and that Hezboilah Is vot hard 4t work in the Wesiern Hemisphere, inchuding right here at home in-the
US, cauld not be more wrang. concerns me about the Report s that the analysts who contributed to it
must not have met with and received input from the DEA and the Federal Bureau of Tnvestigation (FBLY. Ifthey
had met with them and hail @ meaningful exchange of information, I believe they would have reached VEry
different conclusions. Tknow how government works when it comes to these matters and many things could

¢ gonzwreng it the process. Suffice it to say, the end result was unaccepiable and that is why we are here

ory has repeatedly shown thet when a terrorist organization fooses funding from ifs state sponsor(s) it
vitably turn to oriv mma; n(‘tiviry to nauexa'e TEVETIUE T kee 'he mmcmcnt ulwe Tbe H&/bollah isno

s was involved in moving simall kilogram quantities of cocaine to Middle Fast
Borda regmn of South Ameriea, the remote criminal and tetrorist “froe-zone” where the
rgentina and Brazil come together. Today, the terrorist group is responsible for

eds of tons of coraine from the Andesn Region of South America into Venezuela whers they
European markets via West and North Afiica, This phenomenon is not based
onmere specufation by-agencies that garner intelligence From seconid or third purty sources; rather, it is based
orpevidence that cad, and already has met the judictal tzst in foderal cowts here athome,

1

There isno beter example than DEA’s Operation Titas that precisely captures Heidiollah's involvement in

e international diug trade, exposes the cmnpiexity of its transnational criminal and terrosist aperations and
fentifies many o he nefarious comnections thetmake itall work. The evidence aud infalligence gleaned

ive efforts come from tested and trusted confidential sources, backed up by judicially

ions intercepts, extensive witress interviews, scarch warrants and other judivially

fradeeraft,

approved fe
approved investigativ

Just-one aspect of this muldtifa fionial conspiracy investigation resubtad in Petriot Act 311

s levied against the Beir u,-bu.s : Lebanese Canadian Bapk (LCB), the Prime Bank of Gambia and other
financial institutons of the LCB for facilitating a Hezbollah cocaine mioney laundering scheme

as much ds $200 million doliars per month, The LCB. whichwas sold fess than two weeks after the
was long known to be & Hezbollah influenced and prefored financial instintion used for money

g purposes. In December 2011 the US Attorney s Office for the Southern District of New York
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wwecks ago the LB s new owners reached a
wed $102 million dollars of the seizure.

The classic tende-based moncy-lanadering sshenis started with cocaine shipped by Hezbollah vperatives
from the Andean Region of South America (o Venezuela, where it was then shipped to Furope and the Middle
East via West and N Africa. Thissophisticated supply chain is only made possible through Hezbollal’s
alliances with lndigenous organized erime groups and the centuries ofd, nomadic Tuareg smugglers in
Africa, not to mention corruptsenior politicians and security. officials in Venezngla. The cocaite was
{and continues to Be) sold in Bicope and the Mi Yast by Hezbollah for as nuch as $200,000 dollars per
kilogram. To put that in proper perspective. the TS value for a kilogiam &f cocaine seldom exceeds $40,000
¢ bulk cash from the entecprise was collected and amassed in West Africa where it was cached at

The represented legitinate wade aspect ol the scheme was tied to over 30 US-based used sutomobile
dealerships owned and operated by Lebancse Amerfcans on the Tast Cooast. The US dealerships acquired used
antomobiles here at home, shipped them to autornobile fots in West Africa where they were sold for profit. The
25 prices of the vehicles were inflated in the financial records and the cash proceeds were co-mingled with
¢ cached drug prooseds and then transported in'bulk to Hezbolluh operated and contiolled financial exchange
fionses in Lebuner. Much of the proceeds were then wired to the US dealerships to continue the moniey
iundering evele. By all counis the ntimber of suspect dealerships identified in the continuing investigation is
ineredible, none of which es fore 911,

Onelead in the investi
Afticd and cortesy
had been shipped fr
cash per quarter was
sgieraft and Hown dires
for severa) smail West African ¢

gation resulted in overiead imagery that iHustrated an énornous vacant field in West
ery one year later that showed the arew filled with hundreds of used vehigles that
Dacumentary evidence reveals that an average of T80 million doltars in bulk
rted from Togo to Ghana, West Africa where ftwas placed on commcrcial
Theillicit revenue genersted by this enterprise excesded the anmual GDP

putinte placs after the DEA, during an earlier phase of their

million dollars in bul&x cash {Toin a Lebanese Colombian and ¢losé
who operated it Colombia snd who deivered the cashto an undercover DEA agent.
Anm her 816 million dollars i bulk cash was supposed to be delivered to the agent within 48 hours of the fixst
delivery. bt undertunately the operation was compromised,

Essential Points
Thers aro soune very Tmportant points to be made aboin the eveists deseribed above:

ssewhir believe that B
0 "upnl

gebol
'hm* m 1] nmc

111 is hurting for moniay, or that they arc in some Way depenident upon

= damerous s upinfornzed,

ng organization has the ability to extente complex drug

ng anf* monzy Iau mmng operalmn\ involving multi-ton quantities of cocaing and bulk cash

4 handful v togue urcmlx\ es; orrogue cells for thatmatler.. It lakes scores of loyal Hezbollah
ers 10 make it all work in this case and they are now aperati ughout the Western Heinisphere,

brixnt that as iy a8 230 Hezbolleh operatives-ware active in the 1S,
4
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trafficking and other wansnational criminal activity:

4.

There are three thing
terronst o i
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Tran’s:inability to match jis past levels of funding 1o its mest important proxy has crystalized in the eves
tegic importance of Latin Americs, Mexico, ow Svuthwest Border and the

as Africz and Burope. it is Hezbollah's ieteoric rise i the global drug trade that

st. Wher it comes to gencrating contraband revenus, nothing comes close 1o
the global drag trade and Tt is undoubtedly contribufing to the Hezbollah's slobal expansion.

Hezbollah hias the indeniable ability to move muiti-ton. quantitics of cocaine throvghout the world, not
to mention bulk cash that weighs thousands of pounds. Many analysts and other experts regrettably
CoOntinge 10 W v uiderestimate Hezbollah's level of sophistication, both organizationally and
operaticnally, dnd to ask a very impovtant question: What clse could they be moving?

The principal leader of any terrorist, drug trafficking, or transnatioral eriminal orgartization fmist cnsurs
absolus \ and loyalty within their organizdtion’s ranks. 1t is-ull about obedience, commitment
and alleg iis stringently managed with the use of vorruption, intirsdation dnd bnital violence,
the longestandling hallmarks of organized crime. To belfeve that Secretary General Hassan Massralah is
et personsliy complicit in, and sanctioning all of Hezbollah's global criminal and terrorist operations
inticates & total lack of understanding for how the real nnderwarld operates and thrives,

We-ean no longer sllow Hezbollah 1o go unchecked, We nesda whole of government approach 1o tight
the mosi sophisticated. fo errorist organization in the world and we need to get-scrious about doing

ssible,

of Hezbollal the
Caribbean, as wall
culd be troubling us o

kh

Has gy

lah aceomplishes four very important objectives by expanding and accélerating their global cocaine

‘estemn Hemisphere, in Africa and tn Europe and is helping the group

edses thigit presence i the ¥
' calerilated alliances with other transnational céitnina! and terrorist

ablish aneven greater repert

istzibutinn (0 Western markets is an impértant part of treir Jihad against the West— it kills
tafidels; tears at the moral fabric-of the W hundreds of billions ofdoflars a year in lost camings
and innedical reatmet, education and law enforcement cosis: and Ruther destabilizes : ady weak
governme

Hezbali

A senior Hozbollah spiritual leader issned a religious edict,
Western-infidels, which laid the foundazion for

ihe group’sinvolvement and expansion in the global druy rade.

The global drug trade gelierates reds of millions of dollars cach vear in coritraband reverive for

Hezbollah and it provides a never-ending source of funding for their war clest.

Hezbollah becomes even ninse relevart to Jran and their long-standing partrer; the IRGC Quds Force, as

footprin and their global teach:in honor and support of the “father land.”™

that federal law eaftrcement can do fo proteet our Nation from the threat posed by
require a great deal of funding:

ations suchrag Hezbollah that will rio

anter-narcotics policies and strategies. and singular
tugether — the good guys are drifting farther apart.

ense in depth strategizs.ind wo canndt continue with our-obsession for developing stratepies
turd the-one-vard line {our borders) . Shortly ¢ 9-11 many of vur Depairtment of

e detection and mouttoring resources were moved from: Southern Command’s area of
responsibility 2nd most have never returned. Further, wi tieed more federal law enforcement special
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gence analysts and operators deployed 1o secusity challenged

agenis ferimingl investgarorsyand int
sirinvesiigations and

arzas ai i the world to-develop their human source networks and to further th

ize interest in pursuing the waditional thisats: ditgs, arins afid human trafficking, and
moeriey laundering and cousterfeiting: Most importantly, we need o implement aggressive counter-
ifistives, beeause our Judicial system is under attack, A remewed locus on
lead agents and officers headlong into terrorist organizations and their

y what is happening with the DA on-a daily basis.

We mm* rovits

5

Other Disturbing Enablers

tationship with the Iran Revolutionary Guard Corp’s (TRGC) Quds Force, the
elite Special Forges arm of the IRGC responsible for clandestine foreign operations, including assassinations,
often ignered. ltwesthe Quds Force that credfed Hezhollah in the carly 1980s and they have been inseparabic
varsince. Where vou find one — vou find the other

15

TheGuds Furce istypically deployed around the world under the gisise of diplomstic cover whilc assigned to
I, am\ = embassies and -

the numbers u‘r Guds Foree operatives at work n the Westorn Hcmlsph{e is growing at an aldm ing rate and
50me ~:‘pm beileve:thar the Quds Force is responsible for managing and directing at Teast some nf the
Hezbollzl's mure complex operations. Again, where you find Quds - vou find Hezbollah.

Ihe singis greatest concern [ lave is that the Quds Force presence in the Wastern Hcm1spb;rc is growing
cancuzr&nt ; Iul Hubm Jah. Lct Ihgr; "se no flf‘nl*'r that thair collccn\ increased presence ot this side

and FBI wherone thev gmup’s Opxmm" who held both lr itan and US quensh;p.
attempied 10 kil mcmber the ultra violent Los Zetas Mexican drug cartel 1o assassinate the Saudi Arabian
'med:\“‘dm i the USiara Washingtor, DC area restaurant fusta-few blocks from the White House.

anately. the person-being reeruited by the Quds Force operative i Mexico was a DEA confidential
armant,

ader working from the
: nmr Rt.med -»1311315 (wnemi Lzmw \1mti 5, the 1er head of Centreal

& 7 v set out to-do 1t It wag
nnté\ gdt‘ agent off on his own. Thxa dbcmon was mken &t tf‘u viery highest levels of Tebran. Again absent
take, they would have murdered Adel [Saudi Ambassador] and Ameriesns at that restaurant a couple
miles Fom the White House.”

&
=
I
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d it fady other criminal activities, fncluding the smuggling of gold from Alics to

s sold at peak markel value, and in manufacturing cotmterfeit designer
Tareq, o name justa fow other illicit-schemes. Alithough these aetivities do not

2 xl» tLe revenue os illicit drugs, it is nonetheless Substantial. The imporiant relationships developed
d by Hezbollal with ltldl"crmub o7 g ized orime groups and Insurgents to facilitate this criminal
ant. The ps provide the terrorist ofgnnization with additional operational
e that can be leveraged and exploi “i any tirne ~ o dny purpose.

)

Hezbollali is invalve
Dby




40

ceesstul track record of mading drugs for information to glean i importait

ary and intelligence services, Remarkably, Hezbollah has besn most successfal
;‘,prmcn o personnel within the uniformed ranks of the Isrash military it Several Israzii
otﬁccm have succumbed to this scheme and it would be naive for us 16 believe rhev arg not using
andestine madecraft in the Wester: Hemisphere to-parner intelligence about our Natien's security
aratus and luterests, or those of our trusted partners.

Sumhary

Therecently ans ls:d 73 “page civil complaliit (amendeéd) dgainst the Lebunese Canadian Bank (et al.) that
W “oi led by the US Attermey’s Office for the Southern rict of New York, dated October 26, 2012, is now
vierto the p_wlu: and isa mast-read. [t shomld serve as an eyve-opener and paints a very (rouLLng. picture
of Hezhioliah Jw~ tratficiing and other wansnational criminal operations in the Western Hem? aphere, Africa
omp!amtx i Aalelv Iel t the recent $102 million dollar settlement against the Lebanese
ving initiatives by the DEA that arget the drug trafficking
: tiow. unately, those responsible for producing the recent DOS Report on
Iran’s wnﬂuc‘ 1ce in the Westerm He nisphere mast have missed the opportunity to examine this publiv court
document,

aed hnteraationad vermiist organizations ke Hexbollah do nof issue identification cards, scldom
wear uniforpis and most ofter operate in'the shadows while ¢ondue ting their critically important.and highly
flaid transn erations (o generate the revenue reguired to keep thedr movements alive. We will
¥ 0 unemm ocally and completely identify terrorist “cells,” but that should
1d leave policy makers with the nofmn thatno cells or operatives
cglonsof concern. Our Nation's imelligence analysis are under tlemendons
reporting right, because we hold them strictly, and ofterr uniair Iy, accountable
wity T get beyond thet is to encourage and build a feder intelligence and
CEment W "d foree possessing & culture that demands caleulated risk-taking.

,(rpssmf to get t
when ey
awenf

Tt is extrernely d Gus to view Hezhollzh, Tans most important proxy, as alything othér thar aterrarist
ganization that'possésses a powertul frrerastional reuch, The SDNY complaint clearly adds credibility to- the
belief by many experls that Hezboliah possesses the ability to serve frars fizst blows if tebisions boil over
; countrizs. Hezbollzh must se viewed in 4 dilferent context Hezbollah is Iran’s flect of aireraft
d they possess the ability to hi tally-anywhere in the world, inclading tight here at home.

3 ancern over [ezbollah during the past two vears. Lhave testified on
the topic in four hearings during periid and Iknow there have been several more Congressional inquiries
the subject. T /ot getit. Thatshould be an obvious signalto our Nation's federal secnrity
ADPUTatus 1o § threat seriously. Unforivmately, that docs not appeat.to be the case and it
most fikely take }wmnwm pressure om your part to push for meaninglid action,
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Ms. Ros-LEHTINEN. Mr. Farnsworth.

STATEMENT OF MR. ERIC FARNSWORTH, VICE PRESIDENT,
COUNCIL OF THE AMERICAS AND AMERICAS SOCIETY

Mr. FARNSWORTH. Thank you, Madam Chairman, and Mr. Chair-
man, and ranking members, also members of the subcommittees,
for this opportunity. I join my colleagues in expressing apprecia-
tion, and I thank you for the opportunity to testify with them as
well.

The State Department’s recent report on Iran’s presence in the
Americas, as has already been mentioned, reminds us that Iranian
interest in Latin America is of concern. Of course, we are dealing
with imperfect information that is by its very nature shrouded,
much of it classified or even unknown. What remains clear is this,
however: Nations in the Americas that disrespect democratic prin-
ciples tend also to be nations that offer aid and comfort to global
actors who reject the norms of the international system.

The best example of course, is Cuba, as you, Madam Chairman,
and others, Mr. Sires, have clearly mentioned over many years,
and we have seen that again as highlighted by the discovery in
July of missiles and other weapons parts going through the Pan-
ama Canal intended for North Korea.

It is also a fact that ungoverned regions within countries offer
permissive environments for mischief making, and a weak inter-
American system offers little in terms of the ability to counter-
balance extralegal or threatening acts from outside the region.

Those countries where democracy is challenged, where the insti-
tutions of the state are ineffective, or where democratically elected
leaders have curtailed sound democratic practices for their own
purposes have proven to be the most likely portal through which
unhelpful influences such as Iran are introduced into the region.
Indeed, it was former Venezuelan President Hugo Chavez’s inten-
tional pursuit of Tehran and Tehran’s simultaneous need for allies
that brought the two nations closer together and encouraged Iran
to develop deeper ties with Bolivia, Ecuador, and Nicaragua. Ven-
ezuela’s aggressive efforts to midwife Iran’s political and diplomatic
entry into the Americas through reciprocal leaders’ visits, trade
and commercial agreements, including direct air links, and friendly
votes in bodies such as the United Nations and the International
Atomic Energy Agency have been polarizing and counterproductive.

The State Department report indicates that Iranian influence in
Latin America and the Caribbean is waning. If so, in my view, that
is largely due to the changing leadership matrix in the Americas,
and potentially in Iran itself, in addition to the actions by the
United States and its regional allies that the report describes. It
is certainly possible that the death of Chavez will diminish Latin
America’s appetite for Iran. It is also possible that despite the ben-
efits to Iran that have clearly accrued from deepened relations in
the Americas, the inauguration of new leadership in Iran may also
diminish that country’s interest in the Americas; although support
for Hezbollah activities, particularly in fundraising and money
laundering, as we have heard, will certainly continue. This is some-
thing we need to watch carefully.
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However, if the bilateral relationship has been institutionalized
to the point that it outlasts both Chavez and the outgoing
Mahmoud Ahmadinejad, and we have heard that it indeed is, it is
also possible for the leaders, such as Venezuela’s Nicolas Maduro,
in attempting to build his own international profile and authority
as Chavez’s rightful heir, may seek to develop the relationship fur-
ther. This should be anticipated and steps taken in advance to
limit the success of any such initiative.

For the United States several actions are therefore appropriate
in order to inoculate the hemisphere from further Iranian adven-
turism. First, we should continue to be watchful regarding Iranian
influence in the Americas, while taking care not to act on incom-
plete information unnecessarily, or to take steps precipitously.
Communication and coordination with our friends and allies in
these matters, particularly law enforcement entities, is critical of
course, as we work together to build an expected norm of respon-
sible democratic behavior in the hemisphere. Sanctions against of-
fending individuals and entities should continue to be employed.

Second, we should continue to emphasize the hemispheric growth
agenda, including trade and investment expansion, and the rule of
law, which will help build strong and expanding middle classes and
reinforce just, transparent societies that are less prone to authori-
tarian manipulations from elected leaders of any ideology.

And finally, despite efforts to build democracy elsewhere around
the world, the United States cannot be complacent about such mat-
ters closer to home. Democracy offers no guarantees, but we stand
a much better chance of achieving our strategic goals in the hemi-
sphere, including a peaceful, growing, vibrant region that works in
tandem with us to address issues of common concern and rejects
outside meddling, if democratic institutions in the Americas are
strong.

That requires doing the difficult work of democracy promotion,
building institutions including separation of powers and electoral
systems where the legitimate opposition has equal chance of con-
testing elections as government candidates do. It requires civic edu-
cation efforts that inculcate democratic expectations among popu-
lations in order to reject the creeping authoritarianism that some
democratic leaders have shown. It requires the United States to
find its voice through more active and effective diplomacy to pro-
mote regional democracy.

We need regional partners in this effort, but U.S. leadership will
continue to be required. To the extent the United States is able to
come alongside Latin America and the Caribbean to offer meaning-
ful steps on a shared agenda, we will find that regional leaders
may then reciprocate by becoming more actively engaged in sup-
port of U.S. priorities, one of which clearly must be to keep Iran
and other malignant influences out of the Western Hemisphere.

So I want to thank you again, Madam Chairman, Mr. Chairman,
Ranking Members, for the opportunity, and I look forward to your
questions.

[The prepared statement of Mr. Farnsworth follows:]
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Good afternoon, Madam Chairman and Members of the Subcommittees. Thank you for
the opportunity to testify on such a timely and important topic. This hearing today
continues the outstanding efforts of both the full Committee and also the relevant
Subcommittees to highlight the most pressing issues in hemispheric affairs, and 1
congratulate you for your leadership. I’'m also pleased to share this witness table with
others of such stature.

The State Department’s recent report on Iran’s presence in the Americas provides an
excellent opportunity for us to assess the situation on the ground, what it means for the
Western Hemisphere generally and for the United States specifically, and what we can do
about it. It reminds us that Iranian interest in Latin America is of concern. We are
dealing with imperfect information that by its very nature is shrouded, much of it
classified or simply unknown. And we must also recognize that the situation is not static:
leadership changes in Tehran and in Latin America over time will arguably impact
Tranian activities and intentions in the region.

Strong Democracies Resist Global Rejectionists

What remains clear is this: nations that disrespect democratic principles in the Americas
tend also to be nations that offer aid and comfort to global actors who reject the norms of
the international system. The best example, of course, is Cuba, as highlighted again by
the discovery in July of missile and other weapons parts going through the Panama Canal
intended for North Korea.
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It’s also a fact that ungoverned regions within countries offer permissive environments
for mischief-making. For example, the tri-border area of South America has long been
seen as an area conducive to raising funds for terrorist activities in the Middle East,
especially by Tran’s Hezbollah proxy.

And a weak inter-American system offers little in terms of the ability to counterbalance
extra-legal or threatening acts from outside the region. This is one reason why the efforts
of some countries to weaken the Organization of American States even while building
regional groups such as CELAC and UNASUR—groups that pointedly exclude both the
United States and Canada—are not simply the benign exercises in regional self-
governance that their supporters suggest.

The first priority of the hemisphere must therefore be to strengthen democracy and the
institutions of democratic governance. This is not a theoretical, academic exercise.
Building democracy is a fundamental national security interest of the United States,
because healthy democracies in Latin America and the Caribbean make better partners to
advance a common agenda while countering rejectionist approaches. In my view, the
United States has largely moved on from democracy promotion in the Americas, even as
we struggle with efforts to promote democracy elsewhere, such as Egypt.

But democracy requires constant nurturing, both in our own and other nations, if it is to
remain healthy. From disputed and tilted elections that serially return leaders to office
indefinitely, to actions that bring legislatures, courts, and central banks under the direct
influence of the executive, to blatant attacks by governments on press freedoms, some
nations in the Americas are actively walking away from the provisions of the Inter-
American Democratic Charter that all except Cuba signed on September 11, 2001, and
committed to implement.

Not coincidentally, it is those countries where democracy is challenged, where the
institutions of the state are ineffective, or where democratically-elected leaders have
curtailed democratic institutions for their own purposes that have proven, time and time
again, to be the most likely portals through which unhelpful influences such as Iran are
introduced into the region. Indeed, it was former Venezuelan President Hugo Chavez’
intentional pursuit of Tehran and Tehran’s simultaneous need for allies wherever they
could be found that brought the two nations closer together and encouraged Iran to
develop deeper ties as well with Bolivia, Ecuador, and Nicaragua in addition to
Venezuela and Cuba. Nonetheless, it wasn’t only Chavez or those nations aligned with
him; the state visit of Brazil’s former president Lula da Silva to Tehran in 2010 was
unnecessary and did little more than bolster the Iranian regime politically. (Brazil’s
current president has reversed course and lowered the profile of the bilateral relationship
with Iran.)

Each nation of the Americas is a sovereign, independent state and has the right to
maintain relations with whomever they wish, subject to prevailing international law and
practice. It is unfortunate, however, that any nation of the Americas would seek to
intensify state-to-state relations with Iran, a regime that has been repeatedly identified as
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a state sponsor of terror, which has been directly implicated in the only examples of
extra-regional terrorist acts in the Americas other than 9/11, and which is in violation of
numerous UN resolutions. In this regard, Venezuela’s aggressive efforts to midwife
Tran’s entry into the Americas through reciprocal leaders’ visits, trade and commercial
agreements including direct air links, and friendly votes in bodies such as the UN and the
International Atomic Energy Agency have been polarizing and counterproductive.

For Tran, however, the benefits of closer relations in the Americas have not been in doubt.
At a relatively benign level, Tran is able to build commercial relations with other parts of
the world, especially in agriculture. The regime is able to exchange information and
technology, particularly on energy, and gain access to raw materials.

At another level, by developing close regional ties, Iran has been able to weaken
international isolation and economic sanctions, particularly in finance and also energy.
The regime is also able to build international coalitions in support of its domestic
activities, including the potential development of a nuclear capability. Finally, by
expanding its diplomatic representation, Iran has broadened its intelligence capabilities
while outreaching, should it choose to do so, to non-state actors and aftinity organizations
which may be working to raise funds for certain activities in the Middle East or which
may be building their own extra-legal capabilities in the Americas.

Leadership Change Impacts Iran’s Regional Relations

The State Department report indicates that Iranian influence in Latin America and the
Caribbean is waning. If so, in my view that is largely due to the changing leadership
matrix in the Americas and potentially in Iran itself, in addition to the actions by the
United States and its regional allies that the report describes. It’s certainly possible that
the death of Chavez will diminish Latin America’s appetite for Iran. It’s also possible
that despite the benefits to Tran that have accrued from deepened relations in the
Americas, the inauguration of newly-elected Iranian leader Hassan Rouhani may also
diminish Tran’s interest in the Americas, although support for Hezbollah’s activities,
particularly in fundraising and money laundering, will almost certainly continue. This is
something to watch carefully.

Sometimes it’s difficult to connect the dots accurately because we don’t have a firm grasp
on Iranian infentions in the Americas. What Iran could do in the region is not necessarily
what the regime will do, or even wants to do. Often agendas are driven by personalities
for their own self-interests. When personalities change, as we’ve seen in Brazil,
circumstances may also change. The relationship between Chavez and Mahmoud
Ahmadinejad was clearly one of mutual convenience targeted at the United States
specifically and the Western world generally. The question that must now be asked is
whether the high-level political relationship has been institutionalized to the point that it
will outlast both leaders. If so, a leader such as Venezuela’s Nicolas Maduro, in
attempting to build his own international profile and authority as Chavez’ rightful heir,
may take further steps to build relations with Iran. This should be anticipated and steps
taken in advance to limit the success of any such initiative.



46

What Steps Should the United States Consider?

For the United States, several actions are appropriate in order to inoculate the hemisphere
from further Tranian adventurism. First, we should continue to be watchful regarding
ITranian influence in the Americas, while taking care not to act on incomplete information
unnecessarily or to take steps precipitously. Communication and close coordination with
our friends and allies in these matters, particularly law enforcement entities, is critical, as
we work together to build an expected norm of responsible democratic behavior in the
hemisphere and work to de-legitimize actions that go against these norms. Sanctions
against offending individuals and entities should continue to be considered and employed
as appropriate.

Second, we should continue to emphasize the hemispheric growth agenda, including
trade and investment expansion and the rule of law, which will help build strong and
expanding middle classes and reinforce just, transparent societies that are less prone to
authoritarian manipulations from elected leaders of any ideology or stripe. As well, a
focus on the most economically underdeveloped regions may limit regional
permissiveness to extra-legal actions from Iran and its proxies.

And finally, despite efforts to build democracy elsewhere around the world, the United
States cannot be complacent about such matters closer to home. Democracy oftfers no
guarantees, but we stand a much better chance of achieving our strategic goals in the
hemisphere—including a peaceful, growing, vibrant region that works in tandem with us
to address issues of common concern and rejects outside meddling—if democratic
institutions in the Americas are strong. That requires doing the difficult work of
democracy promotion, building institutions including separation of powers and electoral
systems where the legitimate opposition has equal chance of contesting elections as
government candidates. It requires civic education efforts that inculcate democratic
expectations among populations in order to reject creeping authoritarianism by
democratic means. It requires the United States to find its voice through more active and
effective diplomacy to promote regional democracy.

We need regional partners in this effort, but US leadership will continue to be required.
Most regional leaders essentially want what we want: jobs for their people and support
for the growing middle class, and an opportunity to show that democracy can deliver a
better life for its adherents. To the extent the United States is able to come alongside
Latin America to offer meaningful steps on this shared agenda, we will find that regional
leaders may well reciprocate by becoming more actively engaged in support of US
priorities, one of which must clearly be to keep Iran and other malign influences out of
the Western Hemisphere.

Thank you, again, Madam Chairman, for the opportunity to be with you today, and I look
forward to your questions.
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Ms. ROsS-LEHTINEN. Thank you very much, gentlemen, and as a
Cuban-born political refugee, I always say I never mind when I get
interrupted by democracy at work. So with our deepest apologies,
we have 1 minute and 47 seconds left to go vote, and if you could
stick around and answer questions, we won’t be back until about
an hour and a half. Democracy is like making sausage: It is not
pretty, and it is long. So if you can stick around, we would welcome
you. If not, we will ask one of you who can stick around.

And with that—so I don’t want to impose upon you because it
will take a while; a series of votes and a motion to recommit. So
with that, our subcommittee will be adjourned, and we hope to
hear also from Mr. Deutch’s opening statement when we return.

Mr. DEUTCH. Great.

Ms. Ros-LEHTINEN. All right. See you later. Hasta luego.

[Recess.]

Ms. RoS-LEHTINEN. The committee will once again resume. We
have Mr. Meeks, and thank you, sir; and Chairman Salmon. So I
will begin with my question.

In the memo that we prepared for the members, it says here,
Iran has 11 Embassies in the Latin America and Caribbean region,
and you have all mentioned that. Since 2005, it has opened Embas-
sies in Bolivia, Chile, Colombia, Ecuador, Nicaragua, and Uruguay.
This was in addition to existing Iranian Embassies in Argentina,
Brazil, Cuba, Mexico, and Venezuela. Former SOUTHCOM Com-
mander General Douglas Fraser testified to Congress in March
2012 that Iran has 36 Shi’a cultural centers in 17 countries
throughout Latin America.

I think if more people in the United States knew this, they would
be shocked, because usually Embassies are there to process visas
for folks who want to travel, along with many other things. Some
have called our Embassies “islands of democracy,” so I like that.
Certainly that term cannot be applied to Iranian Embassies, and
I can’t imagine that there are many Latin American citizens who
in and of themselves would have decided, hey, I know where we
should vacation. Let us take the kids and go to Iran.

So one has to wonder, what are these 11 Embassies in Latin
America and the Caribbean region doing, and what are these 36
Shi’a cultural centers in 17 countries throughout Latin America
doing? How good is our information on this? How many people are
in these Embassies or cultural centers, because certainly they have
got to be dens of plotting anti-American activities, anti-Semitic
acts. And I wanted to ask our esteemed witnesses what your
thoughts are about the Shi’a cultural centers sponsored by Iran
and about the 11 Embassies in Latin America and the Caribbean.

We will start with Dr. Levitt.

Mr. LEVITT. Thank you so much.

The most honest and accurate answer to your question is we
don’t know, certainly in the open source, and my sense is that
there is an intel gap, too, as to exactly how many people and ex-
actly what are they up to. But there is precedent, and the prece-
dent, while not necessarily giving enough detail to answer for
today, is telling.

Again, if we go back to AMIA, we have detailed documentation
of Iranian front companies, Iranian use of Iranian-built and -fund-
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ed mosques, of the cultural centers, of import-export companies,
travel offices, all of which were put to use for either operational
logistical purposes or for espionage. Rabbani, for example, recruited
a whole bunch of people in Argentina from within the Shi’a commu-
nity. Others were Iranians who were employed at the Embassy
under diplomatic cover. He himself got diplomatic cover just weeks
before the bombing. And some of these people were referred to by
members of the community as his, that is to say Iran’s, antennas,
because it was well known that this is what they were doing.

The real question for me also is not just the number, but in cer-
tain locations. I have been told that in certain locations there is
very large Embassies completely out of proportion to Iran’s busi-
ness or other interests in the country, in some very small countries,
and that is something that we need to be concerned about.

So some of the suggestions I have offered to Congress before on
this is, you know, Iranians are allowed into this country because
of their diplomatic presence in New York, but their travel is se-
verely limited. What they can do is severely limited. And we should
be pressing our allies in South America to do the same. You don’t
necessarily have to shut down the Iranian diplomatic missions, but
you do need to keep them to a certain size. We should convince
them to limit their travel, limit the kind of meetings they can hold,
because clearly there is stuff happening out of these facilities that
goes above and beyond what would be considered normal diplo-
matic activity.

Ms. Ros-LEHTINEN. Thank you very much.

Mr. Braun.

Mr. BRAUN. Thank you, ma’am.

You know, what is going on, as Matt said, you know, we don’t
really know. What concerns me most, though, is the Embassies, the
cultural centers all provide cover, top cover, for the growing pres-
ence of the Quds Force, the IRGC Special Forces that are respon-
sible for foreign operations, clandestine operations, which include
assassinations. We talked about that earlier with the recent at-
tempt on the Saudi Ambassador to the U.S., his life, here in Wash-
ington, DC.

What also worries me, and, you know, I lose sleep over this, is
this concurrent growing presence of not just Quds Force, but,
again, concurrently of Hezbollah all over Latin America, the Carib-
bean, and in some other parts of the world. You know, what exactly
it means, I am not sure, but after 38 years in this business, it is
not good. And, you know, I learned over many years to rely on my
sixth sense, and my sixth sense again says, you know, this is po-
tentially, you know, a disaster that is looming over our head, and
we better get serious about addressing it.

Ms. ROS-LEHTINEN. So you see a military tinge to this?

Mr. BRAUN. Absolutely.

Ms. Ros-LEHTINEN. Thank you.

Mr. Farnsworth.

Mr. FARNSWORTH. Well, just very briefly, it is curious that this
increase in activity, increase in personnel, increase in connection,
if you want to put it that way, has been fairly recent. I mean,
Iran’s relations in the Western Hemisphere actually go back quite
a ways because of agricultural links and energy links and all that,
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but what currently exists seems to far outweigh certainly the tradi-
tional relations that Iran has had in the region, and they do seem
to have tracked with a certain political emphasis that the Iranians
have had in the Western Hemisphere, largely, again, in my view,
brought into the region in that way through the Chavez regime in
Venezuela.

Ms. Ros-LEHTINEN. Thank you very much, gentlemen.

Mr. Meeks?

Mr. MEEKS. Thank you, Madam Chair.

Let me just ask, just out of curiosity, it seems as though—and
I know Mr. Farnsworth has said that they had this agricultural,
et cetera, but it seems like that Iran’s activities in the Western
Hemisphere really grew in 2005 with the election of Ahmadinejad.
And is it likely that Iran’s strategic objectives in the Western
Hemisphere—I am just throwing this out—will change, or do you
think it will be the same under this President Rouhani, which hap-
pens to, you know—and what happens to the relationship that
Ahmadinejad may have fostered? Do you think that is going to
change? Does it have anything to do with Ahmadinejad, or do you
think that, you know, the same kind of thing is going to continue?

Mr. LEVITT. First of all, while they might have increased under
Ahmadinejad, the relationships go back to the 1980s, and espe-
cially agricultural issues, importing beef and chicken. And, in fact,
when the Government of Argentina in the 1990s cancelled a nu-
clear agreement with Iran because of concerns that Iran’s nuclear
program might not be peaceful—sounds familiar—Iran threatened
to cut off all of this significant economic contact.

But I worry that people have too much hope for this new Presi-
dent Mr. Rouhani. He is considered a moderate, but I include in
my written testimony some declassified intelligence over the past
years on the CIA’s assessment of past Iranian Presidents who were
considered moderate, Rafsanjani and Khatami in particular, and
they are noting at the time that while these people were moderate
in some ways, their support for the nuclear program and their sup-
port for terrorism waned not one bit. And indeed, if there were a
President who might be inclined to tamper down support for ter-
rorism, which doesn’t seem to be the case, but if there were such
a President, the President would not have the authority to do it,
only the Supreme Leader would.

Mr. MEEKS. One of the reasons why I asked the question, be-
cause I think you are right in that regard, but there was a relation-
ship prior to Hugo Chavez, and I am nervous, and as well as the
fact that, you know, when you look at Ahmadinejad, there was a
lot of false promises he made to individuals there; for example, the
billion dollars that he promised to Daniel Ortega that Daniel Or-
tega never got, you know. And I think one of you testified to the
fact that there is new leadership that is being elected in Central
and South America, and the new leadership will look at some of
those issues, I think, also, and could that cause them to look at dif-
fering the ties, those that even may have ties now, with Iran. What
do you think? Give me your thoughts on that, Mr. Farnsworth.

Mr. FARNSWORTH. Well, thank you very much, and thank you for
your continued leadership, Mr. Meeks, on Western Hemisphere
issues as well.
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I think that is something that we are watching very carefully.
What we saw is really interesting. For example, in Brazil, when
the previous President Lula da Silva was in power, you saw a state
visit of the Brazilian leader to Tehran in 2010. You saw some out-
reach that was certainly uncomfortable for the United States and
other Western countries, if not counterproductive. But since the
election of Dilma Rousseff a couple of years ago, she has changed
Brazil’s posture with reference to Iran. She has actually spoken out
against the Iranian regime. And I think that is the type of thing
we have to take seriously in terms of the Western Hemisphere.

There are political changes under way. We don’t know where
Nicolas Maduro is going to take Venezuela, but he has a lot of very
difficult domestic political issues he has to resolve right now, and
I think we can assume that at least in the near term he is not
going to strike the same international posture with Iran that Hugo
Chavez did because he has got a lot of political difficulties at home
he has got to deal with to solidify his own base.

In my view, again, the reason why Iran took advantage, and I
do put it that way on purpose, of the Venezuelan invitation into the
Western Hemisphere to really bolster their presence was they saw
a target of opportunity, and for his own purposes Hugo Chavez
really wanted to portray himself and build himself as the anti-im-
perialist, anti-American, anti-Western country, and in order to do
that, he had to make common cause with some real rejectionist
powers around the world, and so he actively pursued the Iranians.
They saw a target of opportunity. They went in, they have moved
aggressively.

Now we have got a leadership change in Caracas. We don’t know
what is going to happen, but we do have to watch it carefully, and
I think we can look at similar changes that may be under way with
other elections in the region. That is one reason why I think it is
so important that as a hemisphere community we continue to focus
on democracy development, and one of those aspects——

Mr. MEEKS. With that, because I have a limited amount of time,
democracy development, is there a role for the OAS in this, in try-
ing to help and work together?

Mr. FARNSWORTH. Absolutely. And I think one of the—what hap-
pens when leaders, even if they are serially reelected, if they re-
main in power for year after year after year, that can deepen actu-
ally those relations with Iran that a new President may not, in
fact, find in his or her interests. And so that change at the top
through democratic processes, I think, is, first of all, on its face an
important aspect of democracy, but in the concept of national secu-
rity, that also has important dividends to pay. And I think from
that perspective absolutely the OAS has to be a part of that, and
that is why I would like to see a more robust posture of the OAS
toward things like election monitoring, and democracy develop-
ment.

And you have mentioned a couple countries; I would mention
similar ones. But we are approaching now another round of elec-
tions in the Western Hemisphere in many countries. This year and
next year it is going to be really important that democracy and the
electoral process remains clean, open and transparent, and that the
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opposition has a legitimate chance to actually contest for those
elections.

Ms. Ros-LEHTINEN. Thank you, Mr. Meeks.

I think the OAS is there to make the Senate look like an active
body, but we shall see.

My friend, my colleague Chairman Salmon is recognized.

Mr. SALMON. Thank you very much, Madam Chairman.

Okay. So the statutorily required report that State Department
recently rendered says that the influence of Iran is waning in the
Western Hemisphere. As I listened to the testimony given today,
I sure don’t sense that you echo that sentiment that it is waning.

And so my first question would be—and I am calling for specula-
tion, okay? So you can’t say, I can’t speculate. I want you to specu-
late. Why the report that kind of glosses over everything, why do
you believe—what could be the motivation, or was it just that they
looked at the wrong criteria? Anybody care to take it on?

Mr. LEVITT. My colleagues will be happy to throw me under the
bus and let me go first.

I asked the same question you did, and I asked a lot of people
around town, and I am convinced that this is an unexcusable clas-
sic example of left hand-right hand. My understanding is that the
people who wrote this report did not in a timely manner consult
with people who would have the information. Those people, both
within the Department and elsewhere, are quite upset that they
were not properly consulted. It is my understanding that the State
Department as such, the building, does not agree with everything
in this report. There are parts of the building that are quite upset
with it. And those agencies and departments who have information
that might have been able to be used in this report, I think, are
quite annoyed.

I haven’t—I no longer have my clearances, I didn’t see the classi-
fied version, but the unclassified version appears to have been writ-
ten by an intern.

Mr. SALMON. By an intern?

Mr. LEVITT. By an intern.

Mr. SALMON. I hope it is an A student intern.

Mr. LEvITT. Well, I wouldn’t have given it an A.

Mr. SALMON. An incomplete?

Mr. LEVITT. I don’t think it is complete. And even the report
itself indicates that some of the key points, the conclusion, if you
will, that Iran’s activities are waning was itself put in the unclassi-
fied version at the very top under a section labeled “Assumptions.”

Mr. SALMON. Thank you.

Anybody else? I don’t want to get you in any trouble, but I really
am interested.

Mr. BRAUN. Listen, I don’t think you are going to get any of us
in trouble, but I would echo what Matt said. I think that the report
obviously was written in a vacuum. I don’t think that the authors
physically met with probably some of the most important players
in town who aren’t going to typically—and I spent 33 years in gov-
ernment, so I have got a sense for how this stuff works.

You know, a lot of this can’t be answered, you know, in open
emails and that kind of thing. You ultimately have to reduce them
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to classified reporting to respond to—you know, to the questions or
the inquiries that are coming in. So

Mr. SALMON. Kind of like garbage in, garbage out?

Mr. BRAUN. Well, there you go, left hand-right hand.

Mr. SALMON. Right.

Mr. BRAUN. You know, another analogy.

You know, I think it was poorly put together, I think it was done
so, just the unclassified piece of it. I have still got my clearances,
but I don’t have a direct need to know, so I did not read the classi-
fied side of this either.

You know, suffice it to say I think it was poorly written by un-
seasoned probably analysts that contributed, and I would sense
that there wasn’t strong leadership involved as well, and, again, I
base that not on direct knowledge, it is very much speculation, but
that is based on 33 years in government.

Mr. SALMON. And that is what I asked for.

Did you care to make a comment?

Mr. FARNSWORTH. No.

Mr. SALMON. Okay. I have one other question. Given the many
other ways in which Argentina is emulating Venezuela’s behavior,
including its crackdown on the independent press, on the judiciary;
its uncompensated nationalization of private assets; its defiance of
U.S. and international legal judgment; its warming relations with
other rogue nations, how far do you think Argentina is willing to
go to work with Venezuela to continue increasing Iran’s ability to
evade sanctions?

Mr. BRAUN. Well, I think the question should be not only Argen-
tina, but how far is Ecuador going, how far is Bolivia going, how
far is Paraguay going? And, in my mind, I think you can take this
back to, you know, pre—even pre-9/11, the pre-9/11 era when we
packed up SOUTHCOM and moved from theater. You know, we
moved SOUTHCOM to Miami. And Miami is a wonderful place.
Miami is a wonderful place, and just recently visited again, but,
you know, we don’t have—and then couple that, Mr. Salmon, with
the fact that post-9/11 well over 60 percent of our military’s detec-
tion and monitoring assets packed up and moved to other parts of
the world, and they have never returned. And you had a dimin-
ished or, I should say, a decreased level of Federal law enforcement
presence in theater, and our intelligence services because they also
went to other parts of the world, and look at what has happened.

I mean, should this be any surprise to anyone? I think not. But
it is something that I believe we can turn around. I don’t think it
would cost us an enormous amount of money to do. But I will tell
you, we better get focused on this at some very high levels before
it bites us in the posterior.

Mr. SALMON. I have run out of time. I will yield back.

Ms. Ros-LEHTINEN. Thank you very much. Excellent questions.

Mr. Deutch is recognized.

Mr. DEUTCH. Thank you, Madam Chairman. And, Madam Chair-
man, if it is okay, I would like to ask unanimous consent to enter
my opening remarks into the record.

Ms. Ros-LEHTINEN. Without objection.

Mr. DEuTCH. Thank you to the witnesses for coming and staying.
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One of my concerns about Iran’s role in the region is that it is
increasingly attempting to use the relationships there as a mecha-
nism for circumventing sanctions. And I am increasingly concerned
about Ecuador, which I don’t think we have had a chance to dis-
cuss yet today. Not only has Ecuadorean President Rafael Correa
repeatedly reaffirmed his support for Iran, but Ecuador and Iran
have attempted to establish illicit banking channels, and, perhaps
most importantly, Ecuador’s currency is the dollar. So our Iran
sanctions regime has gone to great lengths to ensure that Iran does
not have access to the dollar, but essentially any trade with Ecua-
dor has the potential to undermine that. Therefore, given that we
know that Iran often fails to follow through on their public prom-
ises, how significant is their bilateral trade, number one? What im-
pacts could that have on our sanctions regime? And what should
the U.S. be doing now to stop that? I would throw that out to any
of you that would like to answer.

Mr. FARNSWORTH. Well, thank you for the question, Mr. Deutch,
and let me simply say if I can that I think this has been one of
the most troubling aspects of Iran’s entry into the Western Hemi-
sphere, if you want to put it that way, the ability or the effort to
evade international sanctions, no question about it. I would point
to some of the financial issues that you did. I would point to the
offers of gasoline from Venezuela that should clearly be in violation
of international sanctions against Iran. And more importantly even
than that, in my view, is the political imprimatur that relations
with some of the countries in Latin America has given the Iranian
regime as a legitimate global player.

And this is a real problem when you are trying to create an
international regime in a political science sense or an international
institution of sanctions against a certain country to have other
countries that willfully go out of their way to try to create avenues
to break those sanctions. And I think some of the things you point-
ed to, we have seen reports of financial relations with Ecuador, and
we have seen certainly some sanctions that the U.S. Government
has taken against financial entities in Ecuador as well.

I think those have to be watched very, very carefully. I haven’t
seen the classified information around some of those activities, but
I would suggest that the ability to circumvent some of the inter-
national sanctions by Iran certainly is one of the most troubling as-
pects of this whole scenario.

Mr. DEUTCH. And before seeking your input, gentlemen, just to
follow up a bit, in 2008, the Central Bank of Ecuador agreed to ac-
cept $120 million in deposits from the Export Development Bank
of Iran, which Treasury sanctioned for advancing Iran’s WMD pro-
grams. In 2012, another state-owned Ecuadorean bank opened cor-
responding accounts with sanctioned Iranian banking institutions
through a state-owned Russian bank. There have also been discus-
sions of clandestine selling of the Ecuadorean bank to sanctioned
Iranian banks.

Obviously, this is all incredibly disconcerting, but the question is
whether this type of behavior is a trend that we should anticipate.
Iran trying to move into the region and what we have seen here
in Ecuador, should we expect that they are going to try to replicate
that throughout the region?
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Mr. LEVITT. Yes, in a nutshell. Ecuador may be unique because
of the nature of the regime’s interest in sticking its finger in Wash-
ington’s eye and because it is based on the dollar, but we should
expect to see more of this.

The good news is that we actually have a whole lot of tools at
our disposal for trying to deal with such behavior up to and includ-
ing 311 action, and 311 action can be used, by the way, not only
against a bank, as it has been used in the past. It can be used
against a jurisdiction, it can be used against a country, it can be
used against a part of a country, it can be used almost against any
type of entity you can imagine. There are lots of ways, and before
you use it, of course, it is diplomatic leverage to say you are consid-
ering such use. That would be devastating for the country in ques-
tion, and so there are lots of ways to go about trying to convince
them to change their behavior.

Mr. DEUTCH. Mr. Braun?

Mr. BRAUN. You know, I would, I think, a bit more forcefully just
add to what I said earlier. I mean, what is happening in Ecuador
is not uncommon. You know, we are seeing it play out through not
only all of Latin America or much of Latin America, but we are
also seeing it play out in West Africa, North Africa, and throughout
Europe now.

I don’t want to—you know, listen, I am the former Federal nar-
cotics guy on this panel, and I don’t want to oversimplify it, but,
sir, you missed a little bit earlier my opening comments. The
Hezbollah is now responsible for generating hundreds of millions of
dollars of revenue, contraband revenue, each year because of their
expanding and growing involvement in the global cocaine trade,
and all of the places that I have just discussed, not strangely it is
pretty evident in my eyes after 33 years in this business it lines
up perfectly. And, you know, when you factor in some other things,
you know, that I have mentioned here, you know, the concurrent
growing expansion of Quds Force and Hezbollah—let us never for-
get that it was the Quds that stood them up. They came up with
the concept, they stood them up, they developed them, they have
nurtured them over many, many years, and many experts now be-
lieve that it is the Quds that actually manage and direct some of
the Hezbollah’s more sophisticated activities around the globe.

You know, it is all part and parcel of this growing confluence be-
tween the international drug trade and other transnational crimi-
nal activity and terrorist organizations. The President himself has
remarked about this on several occasions recently, you know, that
he and the White House have seen this growing confluence, and,
you know, we have to do a better job at, again, driving a wedge
between these very powerful forces as they come together.

We are drifting further apart, the good guys, quite frankly, in
this town. You have got counternarcotics strategies, you have got
counterterrorism strategies, and the two are not interlocking. The
funding streams are absolutely separated; there are no singular
funding streams. We have got to have interlocking strategies. We
have got to have singular funding streams. As they grow closer to-
gether, we are drifting further apart. It needs to get turned around.

Mr. DEUTCH. Thank you, Madam Chairman.

Ms. Ros-LEHTINEN. Thank you, Mr. Deutch.
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And I am so pleased to turn to Mr. Duncan, who, as we had
pointed out, was the author of the bill that called for this report.
Mr. Duncan.

Mr. DUNCAN. Thank you, Madam Chairman.

Isaiah 5:20: What are those who call evil good and good evil, who
put darkness for light and light for darkness, who put bitter for
sweet and sweet for bitter?

I believe the State Department failed in its mission given to
them by a bipartisan effort of Congress, signed into law by Presi-
dent Obama. I believe there was a preconceived or a predetermined
conclusion, and that justified the methods in their report.

So I have got a few questions, and bear with me, and I will start
with Mr. Braun.

Hezbollah was primarily formed in what country? Michael?

Mr. BRAUN. Well, Lebanon, but, you know, suffice it to say that
]i;: was Iran that was managing the—I am sorry. You know, Iran,

ut

Mr. DUNCAN. Primarily Lebanon.

Mr. BRAUN. Yeah, Lebanon, but suffice it to say that it was Iran
that managed and directed every bit of that through the Quds
Force, the special—you know, the Iran special forces, the elite folks
that are responsible for global clandestine operations.

Mr. DUNCAN. It is an Iranian proxy primarily formed in Lebanon
back in the late 1970s, early 1980s, and has been active ever since.

So the triborder region, primarily a hub for activity of what non-
foreign terrorist organization?

Mr. BRAUN. You have had a long-standing interest on the part
of Hezbollah, Hamas, and al Qaeda and others in the triborder
area, the Western Hemisphere’s usual suspects, the FARC, the
Sendero, and others. But, you know, Hezbollah and al Qaeda and
Hamas have been at work in the triborder area not for years, but
they have been down there for decades.

Mr. DuNcaN. Okay. AMIA bombings, the plan and the op was
hatched and carried out from where? Dr. Levitt?

Mr. LEVITT. Lebanon, Iran, and then in Argentina, the triborder
area.

Mr. DUNCAN. Triborder area, okay.

When I met with the Paraguayans in the triborder region, they
showed and shared with us the Hezbollah activity and as well as
the Lebanese travel documents that allowed Lebanese individuals
to come into the triborder region and change out, or forge, or
change their identity and actually travel throughout the South
American region, okay?

Dr. Levitt, you mentioned in a statement on July 9th, a Home-
land Security hearing that you couldn’t attend because you were in
Europe convincing the European Parliament to do the right thing
and name Hezbollah as a foreign terrorist organization, which
thankfully they have done in the last 2 weeks. I am going to enter,
without objection, his testimony to the Homeland Security Com-
mittee written July 9th.

Ms. Ros-LEHTINEN. Without objection, subject to the length limi-
tation in the rules.

[The information referred to is not reprinted here but is available
in  committee records on the Internet at: http:/
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www.washingtoninstitute.org/uploads/Documents/testimony/
LevittTestimony20130709-House.pdf.]

Mr. DuNcaAN. Thank you, Madam Chairman.

On page 8, Dr. Levitt, you say that—you mentioned the
Hezbollah activity in Latin America, and you specifically reference
in at least one instance a highly trained Hezbollah operative,
Mahmaoud—I pronounced that wrong—Youssef Kourani succeeded
in sneaking across the border into the U.S. through Mexico in the
trunk of a car. Kourani paid the owner of a Lebanese cafe in Ti-
juana $4,000 to smuggle him across the border in February 2001.
The cafe owner—and I am not going to pronounce his name—ad-
mitted to assisting more than 300 Lebanese sneak into the U.S. in
similar fashion over a 3-year period; is that correct?

Mr. LEVITT. Yes, sir.

Mr. DuNcAN. Okay. So we know or we believe that there are Ira-
nian Government officials in the U.S. right now. Some of them are
spies for Iran’s Ministry of Intelligence Security, or MOIS. Others
may be members of the Iranian Islamic Revolutionary Guard,
IRGC, or Quds Force. Indeed IRGC members assigned to the Ira-
nian mission at the United Nations in New York have repeatedly
been expelled from this country for conducting preoperational sur-
veillance of potential terror targets.

So in light of what the State Department did or did not say in
their assessment that the Iranian threat in the Western Hemi-
sphere is waning, what action are you to believe that State should
take to mitigate this threat? And I ask that to Dr. Levitt and to
Mr. Braun.

Mr. LEVITT. There are lots of different things that can and
should be done. The first is I think there is a need for a scrub of
the next report that delves into these issues a lot more carefully.

But there are lots of other things that can be done, and we
should be trying to come at this through multiple different angles.
In the current report the State Department stressed its success at
leveraging diplomatic relationships, and that is not to be scoffed at.
There is a lot that can be done by working with allies to make this
region less hospitable to groups like the Quds Force or Hezbollah.

Mr. DUNCAN. Let me ask you this: Did it surprise you that the
State Department didn’t even talk to any of the allies in this re-
gion?

Mr. LEVITT. It did. It did. It should not just be a diplomatic ef-
fort, though. Mike can tell you better than I, there is so much that
can be done at the law enforcement level in terms of cooperation
on counternarcotics or other things. And I will give you a tangible
example that gets back to the AMIA case that we have centered
this testimony around.

After the 1992 bombing of the Israeli Embassy from Buenos
Aires, nothing was done all that serious, and then less than 2 years
later the AMIA Jewish Community Center was bombed as well.
One of the things that the U.S. Government—and some of the lead-
ership here was from State Counterterrorism at the time—took it
upon itself to lead through law enforcement and intelligence chan-
nels something that became known as Operation Double Tap. Oper-
ation Double Tap didn’t involve the T word, “terrorism,” and it
didn’t involve the H word, “Hezbollah.” It just involved us working
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with our allies, their intelligence and law enforcement services
with ours, to identify bad actors—almost every single one of them
is also involved in all kinds of criminal activity, whether it is in
the triborder, as you said, or elsewhere, the human smuggling
cases cited or many, many others—and simply Al Capone-ing them
and trying them for tax evasion, for example, or other things, and
it was very successful. It was disruptive to their activities, and in
some cases we actually saw people from South America leaving the
region, even if they weren’t themselves targeted, but because the
Rliaessure was getting too hot, and going elsewhere; for example, to
rica.

So there is lots of different tools in our toolbox, and I can’t tell
you what we are or are not doing, because that is classified; and
it is not that I know and can’t tell you, I don’t know anymore. But
this report doesn’t suggest to me to reflect the reality as I under-
stand it.

Mr. DUNCAN. Mr. Braun?

Mr. BRAUN. Mr. Duncan, I mean, you have heard me say this be-
fore. I think first and foremost the most important thing we have
got to do is, again, demand interlocking counternarcotics/trans-
national criminal activity strategies with counterterrorism strate-
gies. You have got departments and you have got agencies in this
town that are attempting to address both threats, and they are not
even talking internally, much less externally.

There are strategies that are developed and have been developed
routinely over the past few years; as an example focused on Latin
America, a counternarcotics strategy for Latin America that doesn’t
even mention the word “terrorism” anywhere. The Revolutionary
Armed Forces of Colombia, for God’s sakes. The case study has
been around since 1964.

There are state sponsorship. The Soviet Union, or the old Soviet
Union, comes apart at the seams, that funding stream dries up al-
most overnight. And what they had been fundamentally opposed to,
diabolically opposed to, and that was getting involved in the co-
caine trade, literally they made a decision unanimously, the FARC
Executive Secretariat, with less than 5 minutes of discussion in the
early 1990s, that they were making a monumental change. It was
the only way they were going to keep their movement alive.

And as we continue to successfully prosecute the global war on
terror—that may not be politically correct these days—but as we
continue to press hard on the global war on terror, you are going
to see more and more of these groups that are left with no choice.
They have got to and they will inevitably turn to transnational
criminal activity, organized crime, to keep their movements alive.
That is what Hezbollah is doing, Hamas, Abu Sayyaf. You know,
you can go right down the line. Well over 70, 75 percent of all of
the designated foreign terrorist organizations are now involved in
this activity, and we are not doing enough to turn it around.

A couple other things real quick. We have got to break our obses-
sion with developing strategies to defend the 1-yard line, meaning
our southwest border and our northern border. We can’t take our
eyes off of them, but we need to get more resources downrange, like
I talked about earlier, so that we can counter these threats when
they are 1,000 miles out, rather than when they are on our border,
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or, God forbid, we have already talked about this, inside our bor-
der. The threat is already inside of our border. Let us, you know,
gate it off, let us fence it off as best we can and get a handle on
this situation.

And then finally, and this is extremely important, we have really
got to revitalize a focus on the traditional threats. If our Federal
law enforcement, and State and local counterparts, and our foreign
counterparts, as Matt was saying, you know, got refocused on
drugs, guns, money, humans, counterfeiting, extremely important,
countercorruption, those kinds of things take our law enforcement
headlong straight in to terrorist operatives and the organizations
that they represent. And we have seen that play out time and time
again with the DEA investigations over the past few years that I
have talked about and that Matt has talked about many times, and
certainly that you all know about. Thank you.

Mr. DUNCAN. Thank you for that.

The chairwoman has been very gracious with the time, but I will
remind the committee of Isaiah 5:20. We have got to be able to talk
about the enemy of this country and this war on terror.

Thank you, Madam Chairman. I yield back.

Ms. ROS-LEHTINEN. Amen.

Gentlemen, I want to thank you for your patience. You have been
incredible witnesses. Not only was your testimony just so on point,
but you were gracious enough to wait for us to do the people’s busi-
ness, and for that we thank you. And I have every confidence that
with the leadership of Matt Salmon and Albio Sires, we will finally
get the State Department to come and testify in an open setting
on the issue of Iran’s influence in the Western Hemisphere. May
it be thus.

Mr. Deutch and I say muchas gracias, thank you so much. It was
a pleasure. And with that the subcommittee is adjourned.

[Whereupon, at 5:02 p.m., the subcommittee was adjourned.]
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Question 1:

Given the many other ways in which Argentina is emulating Venezuela’s behavior,
including its crackdown on the independent press and the judiciary, and its
warming relations with other rogue nations, how far do you think Argentina is
willing to go to work with Venezuela to continue increasing Iran’s ability to evade
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As Congress has recently made clear, the continued application of biting sanctions offers
the best hope for the international community to forestall Iran’s ability to develop a
nuclear weapons program or to promote terrorist activities through its Hezbollah proxy or
other means. With that in mind, I am not aware of any evidence indicating that Argentina
has plans to work with Venezuela in an effort to help Iran evade sanctions.



