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Chairwoman Kim, Ranking Member Bera, and members of the Subcommittee, thank you for the 
opportunity to testify before you today on this important and timely topic. It is an honor to be here. 
My name is Jenny Jun, Research Fellow in the CyberAI Project at the Center for Security and 
Emerging Technology (CSET) at Georgetown University. I am also finishing my PhD at Columbia 
University where I have conducted research on cyber coercion. My comments today are my own 
and not to be attributed to CSET, Atlantic Council, or Columbia University. 
 
North Korea’s Cyber Operations 
 
If nuclear bombs are North Korea’s ultimate weapon, then cyber capabilities are its Swiss army 
knife. North Korea frequently uses its cyber capabilities to further a variety of national goals from 
stealing cryptocurrency to fund its nuclear and missile program to espionage on organizations 
related to COVID-19 research.1 Through cyber operations, North Korea is able to target globally 
despite its physical isolation. Kim Jong-un himself allegedly referred to cyber capabilities as an 
“all-purpose sword,” according to a 2013 briefing by the South Korean National Intelligence 
Service.2 How often North Korea uses cyber capabilities and in diverse settings poses a vastly 
different policy problem than responding to its nuclear and missile threat.  
  
North Korea’s hackers have proven time and time again that they are quick learners who are 
persistent, bold, and creative. They learn fast from major cyber incidents and quickly adopt 
relevant tactics, techniques, and procedures (TTP) as part of their own toolkit. For example, just 
months after the public disclosure of the Sunburst/SolarWinds campaign in December 2020, North 
Korea was observed leveraging software supply chain attacks.3 We are now seeing more of such 
attacks in high-profile incidents in 2023 such as the compromise of the voice-over-internet-
protocol (VoIP) software 3CX and cloud-based directory-as-a-service platform JumpCloud.4 In 
another example, North Korea started using wiper malware in 2013 during the DarkSeoul 
campaign against South Korea, months after a 2012 Iranian wiper attack against Saudi Aramco. 
The year after, wipers featured as a major component in North Korea’s cyber attack against SONY 
Pictures Entertainment. 
 
What makes me most worried about North Korea’s cyber threat is that they are sometimes not 
afraid to launch operations that are brazen and destructive with a singular determination to achieve 
the task at hand, even if it means that their operations are less discreet as a result. For example, in 
2018 North Korea reportedly destroyed 9,000 workstations and 500 servers through a wiper attack 
on Banco de Chile, in order to obfuscate investigation of a $10 million fraudulent SWIFT 
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transaction in a bank heist.5 Not only do such techniques increase the extent of the victim’s damage, 
they are indicative of a certain North Korean mindset that has a disregard for diplomatic 
consequences as a result of attribution.  
 
This problem is compounded by the observation that in cyberspace, restraint is often costly to 
achieve in terms of time and resources.6 Operational elements such as thorough testing of malware 
to minimize accidents and collateral damage or refraining from indiscriminate targeting and 
automation may take a back seat compared to an incentive to exploit as many targets as possible 
using a particular tool to maximize profit within a limited timeframe. Such operational choices are 
evident in past North Korean behavior in cyberspace, in which hackers enabled fraudulent ATM 
cash withdrawals simultaneously in 23 different countries as part of its FASTcash campaign.7 
North Korea is different from other state-sponsored Advanced Persistent Threats (APT) marked 
by their tolerance of more operational risk and a willingness to trade off secrecy for expediency.         
 
North Korea’s Cryptocurrency Theft 
 
While North Korea has engaged in small-scale cyber crime since at least 2009, the frequency and 
scale of its operations have gone up dramatically since 2015.8 North Korea has come up with a 
potpourri of daring and innovative ways to earn money through cyber means, often coming in 
waves of campaigns including fraudulent SWIFT transactions targeting banks, fraudulent ATM 
cash withdrawals, ransomware, protection rackets, credit card skimming, cryptocurrency mining 
and cryptojacking, fraudulent Initial Coing Offerings (ICO), offering services as foreign IT 
workers, and most notably large scale cryptocurrency thefts.9  
 
The cash-strapped country has long relied on illicit finance to prop up its regime. The revenue 
generated by cyber means is a lifeline for the regime, and North Korea is unlikely to scale down 
its operations anytime soon. For an easy comparison, North Korea’s total exports in 2022 were a 
meager $160 million with heavy dependence on mineral exports to China, where 96.7% of total 
exports were outbound for China and minerals accounted for 41.3% of total exports.10 On the other 
hand, North Korea’s total imports in 2022 were $1.4 billion.11 Whether through cyber means or 
not, North Korea absolutely needs additional revenue from illicit finance given this situation.  
 
Estimating how much money North Korea ends up making through its diverse cyber crime 
enterprise is a very difficult but essential task that needs further collaborative research, especially 
if those estimates are to be used in turn to estimate North Korea’s progress in its nuclear and missile 
program. For one, it is important to note that the dollar equivalent of the amount of virtual assets 
stolen initially does not necessarily go back to the regime in its entirety. Aside from the fact that 
cryptocurrency values are highly volatile, North Korea loses an unknown percentage of the initial 
bounty as they try to launder the asset through various intermediaries for a fee and sometimes cash 
them out in fiat currency. For example, of the approximately $620 million worth of Ethereum 
stolen in the infamous 2022 Axie Infinity/Ronin Bridge hack, about $455 million was laundered 
through Tornado Cash, a virtual currency mixer, and a portion of the money, each $30 million and 
$5.9 million, have since been seized by law enforcement.12 Sometimes North Korea just sits on 
large sums of unlaundered cryptocurrency assets without moving them around, and sometimes 
North Korea may never need to cash them out in fiat currency if they are using the proceeds to 
self-fund further cyber espionage operations.13 What we know with a higher degree of certainty is 
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that the sum of these criminal proceeds, even after heavily discounting for the above, are likely to 
safely surpass the $160 million in official exports by the regime and is thus an essential part of the 
regime’s survival strategy. What we are less sure is a more precise range of estimates that can then 
be used for a variety of other projections about the regime.   
 
What to do about it? 
 
North Korea’s illicit financing through cyber means is a management problem, not a deterrence 
problem. U.S. and its like-minded partners will not be able to persuade North Korea to cease 
activity in this space altogether through threats of punishment. For the foreseeable future, the 
dynamic will be that of a cat-and-mouse game or a whack-a-mole, and the goal would be to 
mitigate the frequency and scale of North Korea’s cyber crime enterprise through various policy 
levers and cooperation with international partners. The other part of this management problem 
would be to shape the way North Korea conducts its cyber operations in such a way that reduces 
systemic risks of accidents, widespread collateral damage, and/or third-party exploitation, so as to 
prevent incidents such as WannaCry.  
 
Fortunately, the U.S. government is well aware of the cyber threat posed by North Korea and has 
taken important steps to curtail their activity in coordination with the private sector, including 
indictments on North Korean hackers and money laundering intermediaries, sanctions on key 
entities and individuals, and direct freezing and seizure of virtual assets. Outside of the North 
Korean context, there is a move towards more domestic regulation of cryptocurrency transactions 
and exchanges and in coordination with groups such as the Financial Action Task Force (FATF). 
The U.S.-ROK alliance has revived its Working Group on the DPRK Cyber Threat last year, and 
has published relevant joint advisories and issued joint sanctions.  
 
Still, challenges remain in this cat-and-mouse game. After authorities and cooperating 
cryptocurrency exchanges started to freeze about $1 million of the approximately $100 million in 
stolen virtual assets from the 2023 Atomic Wallet hack, North Korean hackers began to launder 
their assets through the Russia-based Garantex cryptocurrency exchange, which has been already 
been sanctioned by the Office of Foreign Assets Control (OFAC) since April 2022 but has 
continued to operate despite the designation.14 Even after OFAC designated an Ethereum wallet 
address associated with the 2022 Axie Infinity/Ronin Bridge hack on the Specially Designated 
Nationals (SDN) List, hackers simply sent bits of Ethereum to new, unsanctioned wallets, then 
continued to launder money through Tornado Cash, up to $455 million.15 Last year cryptocurrency 
mixers such as Blender.io and Tornado Cash have been sanctioned, though there is also an ongoing 
legal battle over whether decentralized smart contract protocols such as Tornado Cash count as an 
“entity” and “property” that can be sanctioned by OFAC.16 In the meantime, North Korea has 
turned to a variety of other ways to launder its virtual assets.  
 
In conclusion, North Korea’s cyber capabilities are not to be underestimated, and the regime is 
determined to continue to generate foreign cash through illicit finance, especially through cyber 
means. These revenue sources are a lifeline for their regime, and North Korea continues to 
skillfully evade sanctions despite many dedicated efforts by the U.S. government and the 
international community. I would like to thank the subcommittee for their attention to this 
important and timely matter. I look forward to your questions. 
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