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IMPROVING SOFTWARE LICENSING
MANAGEMENT

MONDAY, MAY 19, 2025

SUBCOMMITTEE ON TECHNOLOGY MODERNIZATION,
COMMITTEE ON VETERANS’ AFFAIRS,
U.S. HOUSE OF REPRESENTATIVES,
Washington, DC.

The subcommittee met, pursuant to notice, at 3:02 p.m., in room
360, Cannon House Office Building, Hon. Tom Barrett (chairman
of the subcommittee) presiding.

Present: Representatives Barrett, Luttrell, Budzinski, and
Cherfilus-McCormick.

OPENING STATEMENT OF TOM BARRETT, CHAIRMAN

Mr. BARRETT. All right. Good afternoon, everyone, and thank you
all for being here today. The subcommittee will come to order. We
are here today to talk about software license management, an issue
that affects every veteran who expects the U.S. Department of Vet-
erans Affairs (VA) to function efficiently, securely and trans-
parently, while also keeping costs in mind.

The VA spends over $1 billion on software licenses every year
and the Department has never done a good job of managing it all
or knowing how many they have. Without good data the VA has
no way of knowing how much money they are wasting on duplica-
tive or unnecessary licenses.

In some ways, software licenses are a lot like library cards. Just
like a library card allows you to check out a book from a library,
a software license gives you access to the software product. Each
library represents a different software product, and VA purchases
software licenses, or library cards, for their employees to use that
product. We would have used to call these Blockbuster cards back
in the day, but those are no longer applicable.

VA purchases hundreds of thousands of library cards for thou-
sands of different libraries every year. VA simply cannot make
smart decisions about how many software licenses they buy if they
do not have complete and accurate data. At the fundamental level,
VA needs to understand what licenses they own, and whether they
are being used.

Government Accountability Office (GAO) published a report last
year with several alarming findings about the state of software li-
cense management at the VA. VA could not explain what they paid
for specific software products that are bundled into a single license
la{g]resment: because the cost for each individual product are not bro-

en down.
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VA could not track whether the licenses they purchased for their
most widely used software licenses are actually being used. They
can track some of them, but not all.

VA is not able to compare software license usage to purchase
records so they can have the information they need to negotiate
better deals and identify cost savings. This basic information that
any organization needs to make sure they are buying the right li-
censes for the right number of people at a fair price.

I understand that VA has made some progress resolving these
issues, and I expect to hear more about that from our VA witnesses
during this hearing.

GAO and other organizations have been calling out the Federal
Government’s problems with software license management for over
a decade. As long as this problem is unresolved, there will be waste
and inefficiencies to be realized.

Earlier this year, the Federal Chief Information Officer (CIO)
asked each agency to submit inventories of the software licenses
they purchased from the five largest software vendors in the Fed-
eral Government. I reviewed the VA’s response last week. For tens
of millions of dollars worth of licenses, VA wrote that the license
usage in quantities were unknown. It is clear that VA still has a
long way to go.

VA was supposed to produce a full inventory of all software li-
censes by the end of April, but we have not seen that yet.

I recognize that this problem was not created in 1 day, and will
not be solved in a single day either. I believe that the VA wants
to get this right, and I am committed to working with the new ad-
ministration to finding a solution to do that.

I applaud the Trump administration’s effort to put a stop to this
wasteful spending on software licensing by reviewing VA and other
software—other agency’s software inventories.

President Trump’s executive order consolidating aspects of Infor-
mation Technology (IT) procurement into the general services ad-
ministration is another step in the right direction. Let me be clear,
consolidation alone will not solve the problem. Agencies must be re-
sponsible and accountable.

The VA must maintain an accurate software inventory to keep
track of what licenses are being used. They must track license
usage in real time, analyze performance data and hold vendors ac-
countable. These are not lofty ideals. They are basic good business
practices.

Today I want to focus on three things: First, what is preventing
VA from keeping and a full and accurate inventory of their soft-
ware licenses that has clear price breakdowns and tracks the usage
by user?

Second, how has software mismanagement impacted broader
technology and modernization efforts at the VA?

Last, what can Congress do to help make sure that the VA is not
wasting valuable resources on software licenses that could be spent
on veterans?

At the end of the day, every unused or duplicative software li-
cense that VA pays for is not just a line item, it is a waste of tax-
payer dollars and a missed opportunity. An upgrade that never
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happened, a fix that got delayed, a veteran waiting longer for the
care they earned. Let us change that.

I can tell you I know that this is not a unique issue alone to the
VA, but this is the committee that I have jurisdiction over and
want to work with my committee members to fixing, and that is
why we are here today working on the VA.

With that I yield to Ranking Member Budzinski for her opening
statement.

OPENING STATEMENT OF NIKKI BUDZINSKI, RANKING
MEMBER

Ms. BupzINskI. Thank you very much, Mr. Chairman. Thank you
for holding today’s hearing about software licensing concerns at the
Department of Veterans’ Affairs. I do look forward to working with
you to address this issue and coming up with appropriate and com-
monsense solutions for the employees of the VA, and our Nation’s
veterans. We owe it to them, and we do owe it to the American tax-
payer.

I also want to thank our witnesses for attending today’s hearing
to discuss the future of how VA manages its catalog of software li-
censes and how it will procure them in light of the recent executive
order that could centralize all Federal acquisitions of IT services
under the General Services Administration, GSA.

As T have said many times, pretty much everything VA does
have some relationship to a computer, whether it is documenting
in a medical record, reviewing a veteran’s benefits’ claim, or track-
ing staff schedules. VA’s catalog of software is an essential tool for
the provision—for the provision of healthcare and benefits to our
Nation’s veterans.

I am concerned about VA’s inability to account for the number
of software licenses they currently have, how many are in actual
use, and how much money has been wasted by the lack of this ac-
countability.

A January 2024 Government Accountability Office report identi-
fied several issues with 24 Federal agencies, including the VA,
where they observed wasteful spending—wasteful spending of tax-
payer funds on software licenses and systems that at a time were
not needed.

In the report, GAO made two recommendations to the VA. One,
VA should track all licenses in its portfolio that are currently in
use; two, VA should compare the number of licenses in use with
the number of licenses VA actually paid for to identify waste.

As I understand it, VA Office of Information Technology (OIT)
leadership has acknowledged GAO’s recommendations, and is
working diligently to implement solutions by the end of Fiscal Year
2025. I am happy to hear the VA is making progress, but I am curi-
ous if VA has looked at the higher-order processes. It is easy to
treat inspector general and GAO report findings like a punch list,
but is VA looking at the processes that contributed to this mess?

Shadow IT is a struggle that many major organizations contend
with. What is VA doing to get a handle on it? Software is only part
of the solution, how is VA addressing the policy and process issues
that have allowed it to explode?
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Also, in many—in my short time on this committee, I have heard
many times that poor requirements development has contributed to
almost every IT modernization failure at VA. How is VA refining
that process to ensure that the software end user receive meets
their needs? We need to stop playing whack-a-mole and start
thinking strategically.

Finally, I am concerned about a recent executive order from
President Trump that will consolidate the procurement of all com-
mon goods and services, including IT products under GSA. The in-
tent is to reduce waste and improve efficiencies. I fully support
making sure that VA is more efficient, but we must be sure that
any changes to IT procurement do not create downstream disas-
ters.

I think we can have a conversation about how this can be done
with software like Microsoft and Adobe, but I am concerned that
this executive order does not take into account the unique mission
VA provides to our veterans.

Most of the software used at VA is not commercial off-the-shelf,
or COTS products, but unique to VA because—I am sorry—unique
to VA providing care and benefits to veterans. This executive order
would remove VA’s oversight in the purchasing of the software and
increase the risk of wasteful spending on software that does not
meet the VA’s needs. Not to mention that the Trump administra-
tion shuttered GSA’s tech unit and plans to cut its budget in half.
How are we supposed to trust that GSA can handle taking on VA’s
IT purchasing?

The focus should be on serving our veterans and empowering VA
to make its own software purchasing decisions while accounting for
the number of software licenses it currently has, and if they are
being used. The focus should be on VA using GAO’s recommenda-
tions to improve its accountability over its software licenses, and
future purchasing of software licenses. We owe it to our veterans
and to the VA employees to get this right. Thank you, Mr. Chair-
man, and I yield back.

Mr. BARRETT. Thank you so much. I will now introduce our wit-
nesses. From VA’s Office of Information Technology, Mr. Jeff
VanBemmel, Executive Director of End User Operations. Thank
you for being here, sir.

Mr. Don Carter, Executive Director for Contract and Operations
Management. Thank you.

A familiar face to this committee is Ms. Carol Harris, Director
of Information Technology and Cybersecurity at the Government
Accountability Office. Thank you for being here as well.

I will now ask the witnesses to please stand for your oath, and
we will swear you in. Please raise your hand, right hand.

[Witnesses sworn.]

Mr. BARRETT. Thank you. Let the record reflect all witnesses
have answered in the affirmative.

Mr. VanBemmel, you are now recognized for 5 minutes to deliver
your opening statement on behalf of VA.

STATEMENT OF JEFF VANBEMMEL

Mr. VANBEMMEL. Chairman Barrett, Ranking Member
Budzinski, and distinguish members of the subcommittee, thank
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you for the opportunity to testify regarding the software asset man-
agement (SAM) program at VA. Your long-standing support of vet-
erans and their families is greatly appreciated.

I am accompanied today by Mr. Don Carter. He is our executive
director for contract and operations management, the Office of In-
formation Technology, OIT.

OIT recognizes that software is a critical component in delivering
the care and services our veterans deserve. This recognition has led
to substantial investments in both commercial and VA developed
software solutions.

The increase in software solutions has required VA to constantly
review and update its management policies and practices, espe-
cially in areas such as decentralized procurement and license over-
sight.

In this vein, OIT has launched a strategic initiative to address
the recommendations documented in GAO’s report, “Federal Soft-
ware Licenses: Agencies Need to Take Action to Achieve Additional
Savings.”

OIT software asset management program mitigates risks, such
as decentralized software procurement, lack of product ownership,
loose license and data management. OIT will identify existing ca-
pability gaps in software and asset visibility, especially estab-
lishing a single source of truth for all software data usage data and
developing and implementing new SAM policies and formal govern-
ance procedures.

The SAM program is building a centralized software repository
to streamline software management and stakeholder communica-
tion. OIT is also working to automate tasks within the SAM
lifecycle framework, where feasible, and leveraging existing tools
and systems for efficient implementation, integration and report-
ing.

This comprehensive approach allows VA to effectively plan for fu-
ture software needs, manage updates and ensure proper disposal of
outdated or unused software. OIT’s recent progress in the deploy-
ment management and retirement phases of software asset
lifecycle has realized significant software license cost avoidance
across its top 15 most widely used titles.

OIT recognizes that software procured or deployed outside of ap-
proved channels poses security, compliance and financial risks. VA
is working to mitigate those risks by establishing this program, by
providing training and facilitating a culture of change, through con-
tinuous improvement and metrics, and by rigorously applying poli-
cies on procurement and oversight. We are strengthening govern-
ance mechanisms, improving software visibility, and working with
VA business owners to rationalize requirements and minimize un-
authorized software acquisitions.

OIT is issuing guidance for all related—relevant staff, focusing
on requirements definition, acquisition planning, software lifecycle
management, and the risks associated with unauthorized software
procurement. Training staff on SAM processes and policy compli-
ance is a crucial aspect of the program. By educating staff early in
the acquisition process, we aim to foster a culture of accountability
and proactive software management.
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VA is committed to refining our policies and practices to ensure
the most efficient use of resources and the best possible outcomes
for our veterans.

VA’s way forward includes improvements to VA directive 6008,
which governs all IT acquisitions and enforces the chief informa-
tion officer oversight for software purchases ensuring compliance
with Federal laws. These procurements also go through the Federal
Information Technology Acquisition Reform Act, FITARA, review
processes.

VA is also working on new guidance for product service codes
used in procurement and medical devices that have a software com-
ponent that are connected to the VA network, or standalone med-
ical devices that store persistent patient information. These up-
dates close many previous gaps that allowed licenses to be pur-
chased without centralized review.

OIT is also establishing ways to measure the effectiveness of the
SAM program, including capturing our cost savings, assessing com-
pliance rates, utilization efficiency, and resolving audit findings.

OIT is committed to continuing our progress, strengthening our
governance, and fully optimizing our software portfolio, but effec-
tive software management is not just the responsibility of a single
office, rather a collective effort across VA’s entire enterprise.

Through OIT’s ongoing efforts in the SAM program, VA aims to
ensure that every dollar spent on technology supports the critical
mission of serving America’s veterans with excellence.

Thank you for your continued support, and for the opportunity
to testify here today.

[THE PREPARED STATEMENT OF JEFF VANBEMMEL APPEARS IN THE APPENDIX]

Mr. BARRETT. Very good. Thank you, sir. Mr. Carter, do you have
testimony, or were you guys joined together?

Mr. CARTER. We are joined together.

Mr. BARRETT. Okay. Very good. Ms. Harris, you are now recog-
nized for 5 minutes.

STATEMENT OF CAROL HARRIS

Ms. Harris. Thank you. Chairman Barrett, Ranking Member
Budzinski, and members of the subcommittee, thank you for invit-
ing us to testify today on VA’s software license management.

As requested, I will briefly summarize our prior work on the De-
partment’s effort to track software license usage and manage re-
strictive licensing practices.

As you know, the use of IT is crucial to helping VA effectively
serve our Nation’s veterans. The investment in IT is substantial.
In Fiscal Year 2025, VA plans to spend roughly $985 million on
software, including commercial software licenses. I appreciate this
subcommittee’s attention on this topic, because software licenses
has been problematic across the Federal Government for a long
time, and especially at VA. With more effective management, the
potential for cost savings could be huge.

This afternoon I will highlight two key points. The first is that
VA lacks the ability to know if it is purchasing too many or too few
licenses. Last January we reported that VA did not track software
licenses currently in use, nor did it regularly compare the inven-
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tories of those licenses to purchase records. These are key activities
needed to effectively manage software licenses.

While the Department was able to report to us its 5 most widely
used software vendors at that time, officials could not demonstrate
that they were tracking the appropriate number of licenses for each
item of software currently in use.

In contrast, vendors perform these activities all the time to en-
sure that customers are adhering to contract terms, and can apply
true-up penalties when customer use exceeds those stated terms.
Without data of its own, VA cannot verify whether the vendor’s in-
formation is accurate.

Moreover, VA will continue to miss opportunities to reduce costs
on duplicate or unnecessary licenses. As such, we made two rec-
ommendations to VA to fully address these key management activi-
ties.

In response to our recommendations, the VA has told us it has
implemented new procedures for its most widely used software li-
censes, and will implement a centralized approach to ensure soft-
ware is tracked throughout the entire lifecycle. The Department
fully expects to address our recommendations by the end of the
year. We will continue to monitor VA’s actions to do so.

My second point relates to work we did this past November on
restrictive software licensing practices which adversely impacts
agency’s cloud-computing efforts, including those at VA.

According to VA officials, some of the restrictive practices that
they have encountered, including a vendor requiring the agency to
pay additional fees to use the vendor’s software on infrastructure
from third-party clouds, making the agency repurchase the existing
software licenses being used on its on-premise systems for use in
the cloud, and also requiring or promoting vendor lock-ins, such as
not allowing another vendor’s software to be used with its own
hardware.

VA officials reported that the restrictive licensing practices gen-
erally impacted the cost of cloud computing and the choice of cloud
service provider. However, the Department had not established
guidance for effectively managing the impacts from these restric-
tive licensing practices.

Further, VA had not assigned responsibility for managing such
practices.

Accordingly, we made two recommendations to VA to address
these gaps. VA has concurred and stated it will provide actions it
plans to take to address both of these recommendations.

Moving forward in the two areas I noted, it will be critical for
VA to fully implement our recommendations as soon as possible.
Doing so will present the VA with opportunities to reduce costs on
duplicate or unnecessary licenses, and also take action to mitigate
the impact of restrictive licensing practices.

As I mentioned earlier, the cost savings potential is tremendous.
The Department had previously reported it had saved about $65
million over 3 years due to analyzing just one of its software li-
censes. You can imagine the possibilities when you apply that
across the entire inventory of licenses.

That concludes my statement, and I look forward to addressing
your questions.
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[THE PREPARED STATEMENT OF CAROL HARRIS APPEARS IN THE APPENDIX]

Mr. BARRETT. Thank you. The written statement of both Ms.
Harris and Mr. VanBemmel will both be entered into the record,
so thank you.

We will now proceed to questioning, and I am going to recognize
myself first for 5 minutes for questions.

Ms. Harris, when you were saying that in your testimony, ven-
dors know very carefully if any contract that they are under, if
there is a level of usage in excess of the terms of the contract, if
they buy 10,000 licenses and 10,001 people try and use it, they are
going to know that and they are going to charge the agency for that
additional usage, it sounds like, based upon your testimony today?

Ms. HARRIS. That is right. It is called a true-up penalty.

Mr. BARRETT. Okay. It is not also the case that we are being no-
ticed if we bought 10,000 licenses and only 6,000 are being used
over the last, you know, 6 months to a year, some period of time
that we can get a pretty good indication whether or not it was ever
going to get used.

Ms. HARRIS. Well, given that vendors do track the usage, they
most likely do know if the licenses are being underutilized, but
most likely they are not going to present that information to the
government.

Mr. BARRETT. Do we know if any of the terms that the contract
has would require that notice to be given back to—specifically to
the VA, or any other Federal agency that you may have come
across?

Ms. HARRIS. We have not seen those terms stated in the VA con-
tracts during the course of our audit.

Mr. BARRETT. Okay. Is there a best practice that would call for
that type of awareness with a vendor contract, if you go out and
buy a number of licenses, to know how many are being utilized?

Ms. HARRIS. I would consider that to be a leading practice, to
have that included in the contract, but it is also important for the
government to do its own tracking of usage——

Mr. BARRETT. Sure.

Ms. HARRIS [continuing]. because we need to be able to verify
that the vendor information is accurate.

Mr. BARRETT. Okay. Thank you. Then Mr. VanBemmel, you said
that this—back at the end of—or sometime in 2024, the SAM office,
right, remind me again what that stands for, the . . .

Mr. VANBEMMEL. Software Asset Management program.

Mr. BARRETT. Okay. That is sort of designed to be an office that
really takes this into account; is that correct?

Mr. VANBEMMEL. Yes, sir, that is correct.

Mr. BARRETT. If that is the case, I know we have got still some
lingering findings from Ms. Harris’ review of this, can you give us
an update on the progress that is been made in that effort to kind
of true up what needs we have versus what we are actually using?

Mr. VANBEMMEL. Yes. On the two recommendations, we are close
to getting ready to close out with GAO formally the tracking of the
top 15 titles. That was one of their first recommendations. We are
now able to do that and reliably take that inventory against our
acquisition records and do true-ups in real-time, as she indicated.
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The second one is a much larger recommendation. Getting be-
yond the 15 titles you start—you know, we have very good visibility
on more than 80 percent of that. We can see almost all of the soft-
ware today, and we have made some investments in visibility on
the endpoints. We can actually not just see the licenses assigned
to this user, but we can actually tell if that user is using that li-
cense, and that is a piece of software that we did not have even
a year ago.

That improved visibility is really getting that visibility, and then
tying that together with the acquisition data is the work that we
still have together with us for all of those larger

Mr. BARRETT. To me, it is less about who is being granted the
license and more about whether or not they are using it. There
may be a portfolio of things as a basic package that an employee
may get, but if they do not need one of those licenses, that is where
I think the rub comes from is where do you split out, yes, they need
this, this, and this, but do they need this enhancement of other
products available?

The other question I had for you is if I work at a local VA hos-
pital, say, perhaps in Michigan, not far from where I live even, just
to use an example, what—if I were working there and I thought,
Hey, I need this additional software program, what is the process
that is used by the VA to determine if that is already under con-
tract, and if I can just add onto that contract, or are we duplicating
efforts where the VA facility close to my home is buying the exact
same product that a VA facility 500 miles away is purchasing and
we hgve not bundled that into a more efficient purchasing agree-
ment?

Mr. VANBEMMEL. That is right. That is one of the, I think, longer
term challenges that we are facing with the SAM program, getting
visibility on what is in use today and being able to track license
usage in real time and reconciling that so we are not overbuying,
underbuying, and that people are really using the software that
they have asked for.

The second one is being able to rationalize requirements with our
business stakeholders. The hospital, for example, has——

Mr. BARRETT. You said rationalize

Mr. VANBEMMEL. Requirements. When somebody asks for a prod-
uct, we often look at that as a requirement. In a software category,
we might have already purchased software that fulfills that same
requirement, and they could use one of the existing softwares avail-
able in the catalog today, or it might have—it might be part of a
new requirement.

Having a discussion with the stakeholders on the business side
and asking them about the requirements and making sure that we
buy smartly, and then to your point, this is a submission from
Michigan, how pervasive is this across the entire enterprise? How
common is this practice? Making sure that we buy once and we do
an enterprise approach to a solution.

I think that is really where the challenge is for this program
stem from, is the historical legacy of the way VA was organized.
That hospital in Michigan, for example, 5 or 10 years ago was an
independent operating unit within the Department of VA, and they
made their own local procurement decisions on software like that
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if it was related to the care of veterans. Now we are trying to get
a business side to look at an enterprise approach as IT has been
centralized over the last 5 or 6 years, and taking those independent
titles that are out there—we have—a lot of our software catalog ti-
tles are comprised of those individual titles and rationalizing them
down into a subset of softwares.

Mr. BARRETT. Okay. Thank you. Ranking Member Budzinski for
5 minutes.

Ms. BupziNskI. Thank you, Mr. Chairman. Mr. VanBemmel, the
VA’s Software Access Management policy, VA Directive 6403, out-
lines the roles and responsibilities of VA leadership, OIT leader-
ship, IT acquisition professionals and service legal agreements,
SLA, concerning VA OIT operations, this policy was initially issued
back in July 2015. Has the policy been updated since then?

Mr. VANBEMMEL. We are staffing changes that we are—we have
really learned a lot over the last year. This GAO report, as you
mentioned, in January 2024 prioritized software asset management
for the OIT. We put a lot of effort into it, and we are learning a
lot of things. We think that policy, along with 6008, and some of
our other policies, and the processes that stem from policy, need
some updating.

Ms. BUDZINSKI. It is not updated yet, but it sounds like you are
working——

Mr. VANBEMMEL. That is part of the overall plan of establishing
this program, updating that document, as well as others.

Ms. Bubpzinski. Okay. Great. Then maybe just to follow up a lit-
tle bit on what you were just discussing about kind of the tracking
system for the current user licenses. So what, I think from what
I understood, you are saying that currently it is kind of tracked at
the local level, but that you are trying to move it more toward the
enterprise where the enterprise is tracking it, moving it out of the
local kind of jurisdiction; is that accurate?

Mr. VANBEMMEL. Yes, for the most part, I would say that we
have good visibility now across the entire enterprise. The real chal-
lenge is putting all of that into a central repository and tying it to
acquisition data so that we do not have to do a manual reconcili-
ation across different systems.

Ms. BuDzINsSkI. That was going to lead to my next question.
What offices within the VA are going to be responsible, if they are
not already fully responsible for the enterprise, you know, view of
this work, what offices will be or are in charge of understanding
and storing the list of user licenses currently?

Mr. VANBEMMEL. End user operations is the lead for this effort,
but we are doing it in partnership with several different groups
within OIT. Don’s office, Office of Strategic Sourcing which does a
lot of the acquisition work is another partner in that. Then we
have a team that does a lot of the cloud software development,
platform management, those types of product offerings. Software as
a Service (SaaS) is largely in their footprint. That is why we have
these different repositories because different groups had different
responsibilities. We are going to pull all of that into a central sys-
tem. My organization will be the lead for that aggregation of data,
and then pulling all of that together as a corporate process.
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Ms. BupziNski. Am I understanding this correctly, there are like
3 entities within the VA——

Mr. VANBEMMEL. Largely, yes.

Ms. BupzINskI. Then eventually that is all going to be consoli-
dated into your kind of purview?

Mr. VANBEMMEL. Right.

Ms. Bubpzinski. Okay. Who has currently access to all of this dif-
ferent—these different sets of information?

Mr. VANBEMMEL. Can you clarify what you mean? Like people in
OI&T or

Ms. Bupzinski. Well, the people in OIT, who in the VA, outside
of the VA, might have access to this type of data?

Mr. VANBEMMEL. Okay. All of these repositories are internal use
really for the IT staff.

Ms. BUuDZINSKI. Okay.

Mr. VANBEMMEL. Our intention when we get into the central re-
pository is to be able to expose the software catalog to our popu-
lation of supported users. To your point about the user in Michi-
gan, when they have a software request they can look it up and
say, Hey, have we already bought this thing, and they could see,
oh, we do have this, we have 10 licenses we purchased, we have
five available.

That is the overarching intent is that it is internal for VA use.
Right now, that data is really just the IT operators, but we would
like to be able to share that in a request-type way with our end
users.

Ms. BUDZINSKI. Am I understanding this correctly, using the
Michigan example, currently they kind of make that decision lo-
cally, but eventually what is going to happen is they are going to
go to the VA, to your office specifically and kind of inquire whether
there is a license or a contract already—

Mr. VANBEMMEL. Yes.

Ms. BupziNski. They do not duplicate, basically, a contract or
recreate a license that exists.

Mr. VANBEMMEL. That is correct.

Ms. BupzinskI. Thank you. Ms. Harris, my question, your recent
reports identified the need for clear roles and responsibilities for ef-
fective software license management. What steps has the VA taken
to create, kind of speaking, I think, a little bit to these earlier ques-
tions, better ownership around these processes, what does the VA
still need to accomplish in this space from GAQO’s perspective?

Ms. HARRIS. We are still waiting for information from the VA in
terms of what steps they are going to take to implement our rec-
ommendations.

You know, to Mr. VanBemmel’s point, you know, I think he did
a really good job of laying down the groundwork for the culture at
VA of the decentralization of the software licenses, and so now this
movement to centralize is a very positive step that is essential to
effective license management. Then having, you know, a single
point of accountability is also something that is going to be impor-
tant. It sounds like it is going to be funneled through his office, the
buck will stop with him.

It sounds like all the key, you know, the key things that they are
doing all sounds good. We are going to, you know, have more dialog




12

with VA and verify those activities, and then come back to you
with what we think.

Ms. Bupzinskl. It looks like. Okay. Thank you. I will yield back.

Mr. BARRETT. Thank you. Mr. Luttrell, 5 minutes.

Mr. LUTTRELL. Thank you. Just for absolute clarification for my-
self, Mr. VanBemmel, off the chair and the ranking member, so I
have DeBakey in my district, or in my area, excuse me, Michigan,
each of the 170-plus VA facilities will now have to come directly to
your office to get a software update, upgrade or enhancement for
their facility instead of going to Microsoft or Oracle or Adobe or
ServiceNow or Splunk, is that a fair statement?

Mr. VANBEMMEL. All of those procurements already come
through OI&T. The difference is that we are going to start having
a requirements discussion instead of, you know, we talked about
this one software for this one local hospital, we will be looking at
that as an enterprise approach. All of—in terms of the large titles,
the Microsofts, the Oracles, all of those kinds of things, those are
already under enterprise license agreements. We already have a
process in place by which they request those licenses. We manage
all of that software inventory for them.

Mr. LUTTRELL. When that request comes into your office, how
many people are responsible for making the decision for DeBakey?
Is it one person? Is there like a representative inside your office
that is speaking directly to me and—proverbial me, and saying,
Hey, you have got the green light on this?

Mr. VANBEMMEL. This is the part, when we talked about
governances processes and updating policies, establishing a correct
mix of stakeholders that can do those software reviews and make
those decisions—it will not be me all by myself. We want to have
representation from the business. We—you know, this is relatively
new construct in VA. Oftentimes we took, you know, the Veterans
Affairs Medical Center (VAMC) director’s request and we fulfilled
that request if we had the software dollars available. If we did not
have the software dollars available we worked on, you know, the
tradeoffs there.

In the future, what we really want to do is have a collective con-
versation, and so, that also means that on the stakeholders side of
the house, for Veterans Health Administration (VHA), Veterans
Benefits Administration (VBA), those sorts of entities, that they
have representation on these titles.

The first thing we want to be able to do in this central repository
is expose the total—the totality of licenses in use today.

Mr. LUTTRELL. Is this something—forgive me. I need to interject.

Mr. VANBUMMEL. Yes.

Mr. LUTTRELL. Is this something that we are going to have to
purchase more software to do? If you are going to have to build out
an internal VA enclave infrastructure or something to process what
we are asking, will it be more money that we are going to have to
spend, or does something like this currently exists?

Mr. VANBEMMEL. Currently exists.

Mr. LUTTRELL. Then how are we in this problem?

Mr. VANBUMMEL. How did we get into this problem?

Mr. LUTTRELL. How are we here? If this already exists, how are
we here? I mean, we are $33 million on Oracle,
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$438—annually, $438 million for Microsoft every year.

Mr. VANBEMMEL. Yes.

Mr. LUTTRELL. $12 million on Adobe. Splunk, I have never even
heard of that, but it apparently search and makes excessive large
amounts of data, obviously it is not doing a very good job, I mean,
what are we missing here? If it already exists currently inside the
VA and we have this problem—how long have you been in this po-
sition?

Mr. VANBEMMEL. Two and a half years. The investment that I
am talking about was made very recently. In the last year, we
made two major investments that are improving our visibility. One
is a piece of software that gives us visibility across all 600,000 end
points for VA, so I can see real-time usage of the software. That
is a different——

Mr. LUTTRELL. Who is doing that?

Mr. VANBUMMEL. We have already done that.

Mr. LUTTRELL. No, no, no. What is the name of the——

Mr. VANBEMMEL. The vendor?

Mr. LUTTRELL. Yes.

Mr. VANBUMMEL. The project is called Tachyon, it is from a com-
pany called 1E.

Mr. LuTrTRELL. How much did that cost us?

Mr. VANBEMMEL. It is about $12 million for the entire fleet.

Mr. LUTTRELL. We need to add that on to this list?

Mr. VANBEMMEL. It was already paid for last year.

Now, the other piece that we bought is a repository software
asset management module that goes on to our existing IT Enter-
prise Resource Planning (ERP) that we use for all of our incident
and problem management. This is a place where we are—we also
have a module for hardware asset management, we will now have
a software asset management, again, it is a place to store inven-
tory. It is a place to

Mr. LUTTRELL. Is this in every single VA or specifically in the VA
department?

Mr. VANBEMMEL. No. It is managed at the OIT centrally. All
those endpoints now will report back to the central repository and
be able to do reconciliations against that repository.

Mr. LUTTRELL. I still do not understand why if that is the case—
then why cannot our hospitals talk to each other? I am

Mr. VANBEMMEL. I am not sure I understand.

Mr. LUTTRELL. I know you are not—I am just kind of throwing
that out there. It seems that with the large amount of money that
we are spending on all these different software profiles, you would
think like one could do it alone. I am assuming that is just not the
case?

Mr. VANBEMMEL. No, sir.

Mr. LUuTTRELL. I yield back, Mr. Chairman. Thank you, Mr.
VanBemmel.

Mr. BARRETT. Thank you. Mrs. Cherfilus-McCormick for 5 min-
utes.

Ms. CHERFILUS-MCCORMICK. Thank you so much, I think both
sides will agree that there is a lot of money being wasted based on
the mismanagement of the software, and I do have some concerns
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on how we are going through and streamlining the process, so
please indulge me as we go through these questions.

Ms. Harris, how much money is wasted because VA does not ag-
gressively manage its licenses?

Ms. HARRIS. We do not know that figure because VA does not
have the information available in terms of what they are tracking
because they are just unable to track the full inventory at this
time.

Ms. CHERFILUS-MCCORMICK. Now, Mr. VanBemmel, who is the
executive in charge of the software assets management?

Mr. VANBEMMEL. That is me.

Ms. CHERFILUS-MCCORMICK. You are responsible for it?

Mr. VANBEMMEL. Yes.

Ms. CHERFILUS-MCCORMICK. Okay. This is a $7 billion a year
management system, correct?

Mr. VANBEMMEL. No. Are you talking about the service asset—
the software asset management module in our ERP?

Ms. CHERFILUS-MCCORMICK. Yes.

Mr. VANBUMMEL. Service now?

Ms. CHERFILUS-MCCORMICK. Yes.

Mr. VANBUMMEL. No.

Ms. CHERFILUS-McCORMICK. How much is it?

Mr. VANBEMMEL. I would have to take that back for the record.
I do not know, to be honest with you.

Ms. CHERFILUS-MCCORMICK. How much would it cost to catalog
and {I?laintain the catalog of all VA assets to include staff and other
costs?

Mr. VANBEMMEL. How much would it cost to maintain this entire
program?

Ms. CHERFILUS-McCoORMICK. Uh-huh.

Mr. VANBEMMEL. Let me take that back for the record. It is prob-
ably an evolving picture.

Ms. CHERFILUS-MCCORMICK. Are you engaging in any use of Ar-
tificial Intelligence (AI) to help manage?

Mr. VANBEMMEL. Yes.

Ms. CHERFILUS-McCORMICK. How many are you actually using
at this current moment?

Mr. VANBEMMEL. Again, let me take that back for the record.
There are a potential for Al involved in this process.

Ms. CHERFILUS-MCCORMICK. Now, how long have you been using
any of these Als?

Mr. VANBEMMEL. In terms of the software asset management
system, that is a relatively new investment, and we have not fin-
ished the work on fully fielding that. It will not be done until the
end of this year. Our intention is to be able to get real-time feeds
from the field, and then reconcile that data against other data
feeds. We do see an opportunity on the platform to introduce Al to
help with that work, but we have not today integrated AI because
we have not fully deployed the system.

Ms. CHERFILUS-McCoORMICK. Have you found any promising in-
formation showing that it is actually going to identify any costs, or
help you with cost management?

Mr. VANBEMMEL. Yes. We have already made—we have already
had some significant cost avoidance just in the top 15 titles. To
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date, I think the number is somewhere about $136 million that we
have had in terms of getting better visibility.

Ms. CHERFILUS-MCCoORMICK. Have they done a good job in identi-
fying any redundancy or idle contracts in licensing?

Mr. VANBEMMEL. I think the bigger issue that we have in terms
of redundancy is not duplicative software, but in a software cat-
egory, we have 4 or 5 titles that do the same types of things just
in a different way. Then the question would be, what is the best
value for VA in terms of reducing those four or five titles to, say,
one or two different options.

Ms. CHERFILUS-McCORMICK. Well, my question

Mr. VANBEMMEL. That is the work that we have ahead of us,
even after we get the asset management system in place, that is
a long term effort to try to go through all of those titles today.

Ms. CHERFILUS-MCCORMICK. My concern, and the reason I am
asking these questions is because I am wondering if we would be
better suited by having an actual executive, like people in place to
go through, or is Al a better way for us to actually find these and
identify these redundancies, especially since we are limiting how
much money you are going to have access to, and the impact of
those cuts into making sure that we can identify.

That is why I was asking to see what is actually promising, or
should the funding actually be put toward having individuals there
to actually map out how we can actually find those costs, and have
you found any Al programs that actually are working.

To that extent, could you also provide us at a later time a full
list of all the Als you have been using so we can actually be watch-
ing that to see what is working and what is not?

Mr. VANBEMMEL. Yes. Let me clarify, we are not in full operation
today, so we are not currently. We do have our eye on some oppor-
tunities in this space.

Al will help us with the aggregation of large datasets and help
us understand what is in use and what are the most likely choices.
Ultimately, conversations with the business, people conversation,
and then actually doing the work to migrate to do an acquisition
for, say, one to two titles versus the four or five that we have in
that product category, and then migrating people from one set of
softwares to those one and two titles instead of the three or four
that they may have. That is a people-led issue. I would say that
the investment in at least the near term is going to be a people-
led issue.

Ms. CHERFILUS-MCCORMICK. If you do not have that investment
with people-led issues, how do you think the whole process and
really bringing down the cost that we are seeing, do you think that
is going to be successful, or will we have another year where we
are fighting the same problem?

Mr. VANBUMMEL. I also think that there is a lot of opportunity
here for us to do more with less. When you start to get the infor-
mation coming back from all of the endpoints and you put it into
a great repository there—right now that process is very manual.
We have to do manual reconciliations on some of these products,
and so that is much more labor intensive. I think the automation
piece and the ability, then, to see data in one place is going to real-
ly reduce the overall manpower requirements.
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Ms. CHERFILUS-McCCORMICK. Thank you so much. I yield back.

Mr. BARRETT. Thank you. I appreciate it. I will recognize myself
again for 5 more minutes.

We have, Mr. VanBemmel, we have 170 independent VA hospital
facilities; is that correct?

Mr. VANBEMMEL. I manage it by areas, and there are 137 areas,
and within that we have a couple of hospitals—there are a few
areas that have more than one hospital in it, but yes, it is 137
areas.

Mr. BARRETT. Well over a hundred.

Mr. VANBEMMEL. Yes.

Mr. BARRETT. You know, more than 150 even.

Mr. VANBEMMEL. Correct.

Mr. BARRETT. Prior to this establishment of the office that you
described, they were all kind of independent autonomous agencies
within VA, almost as if they were their own department to a de-
gree, more or less, purchasing their own software and all of those
things on their own. Through the formation of your office, that IT
purg)hasing should be consolidated through your efforts; is that cor-
rect?

Mr. VANBEMMEL. That is correct.

Mr. BARRETT. We are not quite a year and a half into this now?

Mr. VANBEMMEL. Well, so centralization in IT has been ongoing
for more than 6 or 7 years. We wrote VA Directive 6008 to help
clarify what they could spend their non-IT acquisition appropria-
tions on, and what we would spend the IT appropriation on. That
regulation is evolving as we move forward. Yes, essentially, you
know, in the past, they were all operating as independent units,
a}llld now we are managing IT centrally, and software is one of
those.

Mr. BARRETT. Yes. I see a little parallel to a degree between this
electronic health record rollout that we have been dealing with on
this committee, as well as some of this other stuff where we had
independent systems, and to Mr. Luttrel’s point, they could not
even then send files directly to one another because they had
evolved separately over time, and then you have IT systems that
are procured in different ways, and you may not know if the agency
across town or across the State or across the country is purchasing
that same IT equipment. There is not currently a catalog that you
could go to to see if another agency is already purchasing software
through this particular vendor that you could then add on to. Is
that correct?

Mr. VANBEMMEL. That is correct. From the end user perspective,
there is not.

Mr. BARRETT. Then do you manage the contracts themselves, or
just the purchasing of them?

Mr. VANBEMMEL. Just the purchasing of them.

Mr. BARRETT. The license?

Mr. VANBEMMEL. Yep. Don’s team does a lot of the acquisition
work. We have another team that does the software—the software
has a service, this cloud-based software.

Mr. BARRETT. Mr. Carter, then, perhaps this question is best to
you, is there anything that is standard boilerplate in our contracts
as we are going out for large scale acquisition, not a 1s and 2s kind
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of acquisition of very, you know, something irregular, but a large
portfolio that would require feedback to the VA as to actual license
usage so we would know if we are over purchasing or not.

Mr. CARTER. Thank you, Congressman, for that question. We ac-
tually do look at that when we develop the vehicle. A lot of times,
and I think there is a misconception, all software purchased has to
be reviewed. They have to use a correct product service code. That
is what we have been harping on through the FITARA process
since 2015. When the product is requested, it has to go through the
process, reviewed, and then it is tracked from that point on.

The issue we have had is that at times, some of the medical folks
purchase this, it might be for a medical device, and they focus on
it as a medical device not letting us know that—or using the cor-
rect product service code, and that is when you get that IT pur-
chase that we miss. The CIO does not have an opportunity to re-
view it or add it into the catalog only until after the maintenance
time comes around.

Mr. BARRETT. Would that be a medical device like the program
where people have a pacemaker that relays information to their
cardiologist and there is an interfacing on the cardiologist’s side, a
piece of equipment that receives that information?

Mr. CARTER. Yes, sir.

Mr. BARRETT. Okay. Then, would it be also the case that some-
times there is a projection made where we buy, you know, a bulk
number of licenses expecting them to get filled out over time, like
we are not just going to buy for the 10 people that want it now,
we are maybe going to buy more than that expecting it to be a
greater need and that thing goes underutilized, are we over time
calibrating that to the appropriate usage?

Mr. CARTER. I can only speak to the ones that we have done. A
great example is our award of the Microsoft contract recently. In
the contract, what we have added in that contract is a clause that
allows us, if the amount goes below 10 percent, we see an adjust-
ment, then we are allowed to go back and readjust that contract.
That was something that we did not have in before.

Mr. BARRETT. Below 10 percent, so if 90 percent are going un-
used?

Mr. CARTER. No. I mean, sir, 10 percent usage.

Mr. BARRETT. Okay.

Mr. CARTER. Below 10 percent usage of the total. We have over
570,000 license, so if 10 percent is not being used, we can go back
and readjust that contract. During that contract, the award of that
contract this past year, over the lifecycle of that contract for 5
years, we avoided $136 million.

Mr. BARRETT. By calibrating it more precisely.

Mr. CARTER. Overall cost avoidance on that contract.

Mr. BARRETT. Okay. Thank you. I will have a few more ques-
tions, but I am going to yield to Ranking Member Budzinski for 5
minutes.

Ms. Bupzinski. Thank you, Mr. Chairman. I think picking up on
questions that some of my colleagues have had,

Mr. VanBemmel, if I could ask you, we are talking about how we
are dealing with what is a largely decentralized licensing process,
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and so, how do we eliminate duplications and how do we coordi-
nate, a local coordinate with the VA enterprise.

I am curious, the VA’s business integration and outcome service,
BIOS, what role would they play in getting at these questions and
issues?

Mr. VANBEMMEL. The BIOS’ office is an office within OI&T that
essentially does that stakeholder engagement and management
and has representatives from business on the other side of that
conversation.

Ms. Bupzinski. They are useful to this process as far as elimi-
nating redundancies, being a resource to the local VAs that are
looking for additional software support?

Mr. VANBEMMEL. In some way we need to manage those con-
versations with our business partners, yes.

Ms. Bupzinski. That makes sense to me. They seem like an im-
portant—they play an important role.

I do want to ask you, what is the current status of BIOS? We
have heard that BIOS, the BIOS team has been told that their
work is not mission critical, that they are expecting to be a part
of the reduction in force (RIF) plan. Do you know of any—are they
included in the RIF planning?

Mr. VANBEMMEL. I am not managing that for larger OI&T. 1
have to take that back for the record.

Ms. BuDzINSKI. Okay. Would Mr. Carter know?

Mr. CARTER. No, ma’am. We would have to take that back for the
record.

Ms. Bubpzinski. Okay. I would be very interested to know be-
cause I think there has been a lot of conversation around who is
helping local VAs and how are they—they seem to be an entity
that could be helpful moving forward.

Mr. VanBemmel, can I also ask, so going back to your testimony,
you stated that when centralized data repository is completed at
the end of the year, OIT will be able to establish clear key perform-
ance indicators to measure the effectiveness of the SAM program.
Have those key performance indicators already been established?

Mr. VANBEMMEL. They have not. We are learning a whole lot
over the course of this install, and as we get visibility on the soft-
ware, and we want to start setting some goals. One of those ques-
tions is, to your point, what opportunities do we have for consolida-
tion? We are looking at the totality. Now that we can see the total-
ity of the endpoints and the software, breaking those down into the
software product categories, and then saying is it reasonable to ex-
pect that we could get down to one or two titles per software cat-
egory, and what does that timeline look like? Those would be the
kinds of metrics that we are looking for.

Ms. BuDpzINSKI. That you are looking for. Okay. Thank you.

I would like to switch gears, Mr. VanBemmel, and ask you, I
have read President Trump’s executive order calling for the consoli-
dation of common goods and services acquisition under the General
Services Administration. I do have some concerns about how that
would impact software purchasing at VA. How does the VA plan
to respond to President Trump’s executive order requiring GSA to
take over IT procurement for the entire Federal Government?
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Mr. VANBEMMEL. I am going to refer to Don, since he does acqui-
sitions.

Ms. BUDZINSKI. Sure. Yep.

Mr. CARTER. Ms. Congresswoman, when we work with GSA, we
have been involved in their category management, as well as con-
versations for the past year. Obviously, we still use the vehicles
that are available, and when they come with a plan, we will be
ready to support. We still go for the best value for the government
when we are looking at contracts.

Ms. Bubpzinski. Okay. Do you think that GSA is equipped and
capable of taking over all of VA’s IT purchasing in addition to the
rest of the Federal Government’s? My second follow up would be,
where would you draw the line between what GSA is allowed to
take over versus what VA should maintain?

Mr. CARTER. I think I would have to agree with what plan they
come with, and we have to work through it. Again, it goes to the
best value to the government. I think we have used GSA vehicles
before, but we have also gone with other vehicles that show the
best value and we have proved in the business case, so we are al-
lowed to work that way.

Ms. BupziNski. Have you already started to engage in conversa-
tions, then, with the GSA over what this—what this would poten-
tially look like?

Mr. CARTER. No, ma’am, we have not gone down that road yet.

Ms. Bupzinski. Not yet. Okay. I would love to keep in touch on
that. I just, you know, want to make sure that the VA’s, you know,
ability I think to procure IT is not hurt in that process taking over
such a big endeavor as GSA taking over all Federal Government’s
procurement.

How would GSA’s goal of cutting its budget in half impact their
abilities to carry out the VA’s IT purchasing?

Mr. CARTER. I cannot answer that question, ma’am.

Ms. BuDzINSKI. Okay. Okay. I just remain concerned that this
administration seems poised to move forward with this plan to re-
structure Federal IT acquisitions, but it is not clear how the im-
pact—how that is going to impact, as I said, the VA’s acquisition
process.

Several articles have noted that they are losing too many key
people, including some Senior Executive Service (SES) in the Fed-
eral acquisition service, so I just wanted to note that.

Mr. VanBemmel—well, actually, I am going to—I will yield since
I only have 20 some seconds left. Go ahead.

Mr. BARRETT. Do you have something quick?

Ms. BUDZINSKI. That is Okay.

Mr. BARRETT. Okay. All right. Mr. Luttrell.

Mr. LUTTRELL. Thank you, Mr. Chairman. This may be a ques-
tion for you, Mr. Carter. Mr. VanBemmel, you said some soft-
ware—we may have three or four of the same software profiles in-
side of an organization, so we are duplicating efforts, correct?

Mr. VANBEMMEL. In a product, software product category, I will
give you a good example, Zoom and Teams, they both do video con-
ferencing, but they are different. In our legal community very much
uses Zoom, not a lot of Teams. Across Federal Government we use
a lot of Teams. The question becomes, do we support one or both.
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Mr. LUTTRELL. Or both. Right.

Mr. VANBEMMEL. There is probably two or three other titles in
that same product category.

Mr. LUTTRELL. That is I am sure every single VA facility has a
different argument.

Mr. VANBEMMEL. Correct, sir.

Mr. LUTTRELL. Mr. Carter, can we, when we are dealing with our
business—do we have the opportunity to—I am assuming this is
like bundling, we are saying, Hey, can we put this—can the VA put
this together themselves, or does Microsoft or Adobe say, Hey, this
is what we offer you and this is what you have to go with?

Mr. CARTER. Sir, we work with the third-party resellers, so at
times we do have an opportunity to speak to Microsoft so we tell
them what our priorities are, what we are looking for, and then the
price that we get back is what they offer the third-party resellers
to sell to us.

Mr. LUTTRELL. How do we—how do we—this may seem—this
seems like it may turn into a larger problem. Teams and Zoom is
a great point. When we start to upgrade software and the expan-
siveness of technology starts to run, but our smaller facilities stay
with Zoom and everyone else goes something different, we will al-
ways have to purchase Zoom for that smaller facility because that
is what they want. As this starts to play itself out, even antiquated
or dated software will continue to remain—correct me, I may be
wrong on this, I am talking out loud to you. It seems to be that
once the software at any particular level is inside the VA it is going
to have to remain, and we are just going to start stacking things
on top of it, or am [——

Mr. VANBEMMEL. No. I think our strategy is probably the oppo-
site direction. There are a lot of local choices that were made that
were maybe appropriate to their budget at the time. We are man-
aging the IT software spend for VA now, and so it is really more
about requirements. Then as to your point, as we bundle those re-
quirements together, we do better buying and we pick better prod-
ucts.

Mr. LUuTTRELL. If each facility makes the argument, Hey, we are
a Teams facility, or we are a Zoom facility, is there going to be a
ploint in which the VA says, Hey, look, we are going with a clean
slate

Mr. VANBEMMEL. Correct, sir. We are going to have to choose an
every product category, the best value of that—best value for VA,
and then we would reduce—and there is a lot of hidden costs in
supporting so many titles per product category, and so reducing
that really does not only make a standardized VA, which reduces
operational costs, it also reduces our IT costs.

Mr. LUTTRELL. It is the challenging part with what we are deal-
ing with with the electronic filter, each facility is different and they
are making a different argument whether or not, Hey, look, we do
not have the body count or we do not have the expertise to imple-
ment this system, so—it is a challenge because every single institu-
tion is its own institution underneath the VA umbrella.

Mr. VANBEMMEL. I would say that if you ran this as a business
you would not want to have every one of your hospital to be totally
different. It is not cost effective.
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Mr. LUTTRELL. True statement. Yes, sir. Thank you, Mr. Chair-
man. I yield back.

Mr. BARRETT. I will recognize myself for a minute. I would say
that while that may be how we would have designed it from the
beginning, we also woke up in the America of today this morning,
so we have to confront what we have, and I find myself saying that
more often as I am here longer.

To the ranking member’s point about the GSA consolidating
some of the large scale purchasing, I know that there was a report
with Adobe where we achieved a 70 percent discounted procure-
ment based on the overall bundled nature of the software license.
I am pretty sure Adobe does not care whether you are doing work
at the VA or whether you are doing work in the Internal Revenue
Service (IRS), like, they are software is going to operate the same
in both, and that license holder is insignificant to them, and if we
are achieving a much more bundled, you know, the Costco model
of buying software licenses versus the one off retail model that you
would otherwise get, should we expect to see more of that cost sav-
ings as this effort is continued?

Mr. VANBEMMEL. Again, it is more of an acquisition question for
Don.

Mr. BARRETT. Sure.

Mr. VANBEMMEL. I would only say that we definitely—and Don
and I spoke about this before, we agree that there is better buying
power in consolidating requirements, and in commodities software,
there is an opportunity to do that. It really is devil is in the details,
what does GSA get as a price versus what we have negotiated on
previous agreements. We really want to look at that.

To the Congresswoman’s point, that really rings true in the com-
modity space, but as you start to get into specialized software for
the mission that VA does, that is probably not true.

Mr. BARRETT. Yes, the cardiologist program not the same as
Adobe.

Mr. VANBEMMEL. There is a lot of specialty software for medical
and benefits delivery that is unique to VA.

Mr. BARRETT. Sure. Okay.

Mr. Carter, I do not know if you have anything you want to add
to that.

Mr. CARTER. Oh, yes, sir. Yes, Congressman. This past year, even
about eight of our contracts, our larger contracts, we had a cost
savings—cost avoidance of over $230 million.

Mr. BARRETT. Was that through GSA or was that through your
own negotiating?

Mr. CARTER. Through our own negotiating.

Mr. BARRETT. Okay.

Mr. CARTER. I think the biggest thing of that was looking at
what we are buying and really going down to where the need is,
even lot pricing on some of the software, but also looking at the
usage level of that software. We have been working toward that the
past year and a half of looking a lot closer when we come in.

Also understand that when we purchase software, when it comes
over the requirement, it goes through a governance board, so all
users get an opportunity to review and have comments before it
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gets to the FITARA area, and we look at it to ensure that we are
getting the best value before it goes out for solicitation.

Mr. BARRETT. Thank you.

Mr. VanBemmel, I mentioned in my opening remarks that the
Federal CIO asked VA to submit software inventories for the five
vendors that GAO identified in their report. Now, for nearly $30
million worth of licenses, VA said it was unknown whether the li-
censes were being used. Does that mean that we did not know if
part of that was being spent on licenses, or we did not know that
the licenses being procured were actually being used by the end
user that is assigned to that computer that it was installed on?

Mr. VANBEMMEL. I do not have that data call in front of me, so
I would have to take that back for the record, but we can certainly
help with that.

Mr. BARRETT. Okay. We look forward to your response and ap-
preciate you looking into that.

Ms. Harris, in Michigan, I spent time in the State legislature be-
fore coming here, and there was kind of a department that man-
aged a lot of this procurement for a lot of different things, whether
it was hardware, software, a lot of different aspects of that. Not un-
like—it seems to me a lot like what the GSA is looking to do with
software licensing on a bigger scale in the Federal Government. Do
we have anything like this through the VA, or is really this GSA
model the closest thing that would somewhat resemble that?

Ms. HARRIS. I mean, the GSA model is probably the closest for
the Federal Government. I think within VA, I would say that prob-
ably OIT purchasing software on behalf of the enterprise is prob-
ably the closest—next closest at the Department level.

Mr. BARRETT. Do you look at all at the best practices of other
governmental agencies like, you know, how States do it? I under-
stand that is obviously a much smaller scale than Federal Govern-
ment would be, but maybe some lessons learned can come from
whether or not you have autonomous agencies buying their own,
and then from there subautonomous agencies like the VA has had
through the medical, you know, hospitals for so long to where you
are really kind of diminishing your purchasing power through that
whole chain of, you know, chain of command basically.

Ms. HaRrRrIS. Sure. We have not done any work at the State level
to identify best practices, at least as it relates to managing soft-
ware licenses. We do it in other areas of work, like in unemploy-
ment insurance systems, for example, but we have not done that.
That would be a very interesting review for sure. We do intend to
evaluate GSA’s work to consolidate that the buying power across
the Federal Government, we do intend to start that work toward
the end of the year, so that is something that we do—that I think
the results of that will be very interesting in terms of how they in-
tend to implement that executive order.

Mr. BARRETT. Thank you. Appreciate it. Member Budzinski.

Ms. BubziNskI. Thank you, Mr. Chairman. Ms. Harris, actually,
can I just follow up on my questioning around GSA kind of taking
over VA’s IT procurement. Could you give, just from GAO’s per-
spective, any kind of concerns or opportunities you see in that, just
any reflections on that happening?
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Ms. HARRIS. I mean, I think that certainly we have done a lot
of work in the telecommunication space as it relates to, you know,
GSA having this large government vehicle for the government to
utilize, and typically what we have seen are, you know, cost over-
runs, and delays and agencies implementing, you know, and mov-
ing off of one legacy contract to the new contract. I think that, you
know, in terms of how GSA implements this, I think Mr.
VanBemmel was very correct that, you know, when it comes to the
commodity IT, Microsoft, Adobe, Salesforce, those are probably the
areas where you can get that economy to scale, but the devil is
going to be in the details, as he said. I agree with that.

Ms. BuDzINSKI. Okay. That is helpful. Thank you.

Mr. VanBemmel, can I—I have heard some concerning stories
about Department of Government Efficiency’s (DOGE) impact at
the VA. For example, we have heard that a DOGE employee Sahil
Lavingia has been using Al to write code and has been integrating
that code into some of VA’s existing systems. What government
structures are in place to ensure that any code added to VA’s sys-
tem is not going to have unintended consequences?

Mr. VANBEMMEL. I have to take that one back for the record.
That is a complicated software engineering question I would not be
able to answer right here.

Ms. Bubpzinski. Okay. Has DOGE been required to abide by any
governing structures that you—governance structures that you
have as it relates to IT?

Ms. HARRIS. I would have to take that one back for the record,
ma’am.

Ms. Bubpzinski. Okay. Do you know what qualifications Mr.
Lavingia has—have to be modifying VA systems, any qualifications
he has to be dealing with the system is the question?

Mr. VANBEMMEL. I am not aware, but I would have to take that
one back.

Ms. Bubpzinski. Okay. I just have obviously some grave concerns
about these special government employees who have no experience
working in government, or the programs that they are toying with
having unfettered access into the VA’s IT systems. The committee
has sent several Request For Information (RFI) about this, and we
have really received zero response. While you take it back, I appre-
ciate that. We really would like to see responses to these questions.

Mr. VanBemmel, I am going to switch gears. It is my under-
standing that the software used by VA employees is only a portion
of the software VA purchases. Does your office also monitor IT re-
sglérées provided to veterans by the Office of Connected Care
( )?

Mr. VANBEMMEL. No, ma’am.

Ms. Bupzinski. Okay. Do you know how OCC tracks the software
that they provide to veterans?

Mr. VANBEMMEL. I do not.

Ms. Bupzinski. Okay. Ms. Harris, when GAO did its evaluation
of software licenses at VA, did it include software provided to vet-
erans as well as a software purchased for employee usage?

Ms. HARris. My understanding is that it was just employee
usage of the inventory, so I do not believe it included that universe
of software.
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Ms. BupzinsKI. If we are going to focus on all this effort on cen-
tralizing software license management as discussed, why would we
create a whole separate process for software provided to veterans?

Ms. HARRIS. Yes. I mean, I think that, to your earlier point about
shadow IT, it is important for VA to have full visibility into all of
the software that is being purchased for the Department, whether
it is for the VA users or for veterans.

Ms. Bupzinski. Okay. My last question, Mr. VanBemmel, what
would it take for the VA to adopt a more enterprise-like approach
to assistive tech procurement for veterans?

Mr.?VANBEMMEL. Can you help me with assisted tech, what you
mean?

Ms. BupziNskI. Blind and low vision veterans, excuse me, yes.

Mr. VANBEMMEL. Okay. We do procure software for our employ-
ees. A distinction on a question there, our appropriation is for VA
to provide for VA employees on the VA network, so not to provide
services or software to veterans directly. This is the corporate in-
ternal VA usage. The Office of Connected Care, for example, that
software is procured through a different appropriation, and it is not
on the VA network, and so it is separate. Any of those assistive
technologies for veterans that are not on the VA network, I do not
manage that, but if you are a VA employee and you need assistive
technology, we do manage that and we have the responsibility for
procurement.

Ms. BubpzINskI. Okay. Great. Thank you. I yield back.

Mr. BARRETT. Thank you. I will now recognize myself again.

Mr. VanBemmel, what is the breakdown in spending between
VA’s 15 largest software titles and the rest of the VA software
spending?

Mr. VANBEMMEL. Can I take that one back?

Mr. BARRETT. Sure.

Mr. VANBEMMEL. We manage the

Mr. BARRETT. I know there is quite a few, but I know the top
several account for the largest share of the total pie, but then there
is a smattering of many others beyond that.

Mr. VANBEMMEL. Yep.

Mr. BARRETT. Does the Department know exactly how many total
software licenses they have purchased, and what they are using
currently, or is that inventory still being done?

Mr. VANBEMMEL. We now have 100 percent visibility. I can tell
you that we are managing about 4,400 titles, 4,433 commercial off-
the-shelf titles, and about another 224 SaaS offerings.

Mr. BARRETT. Okay. Sorry. 300 some off-the-shelf. You are talk-
ing, like, Microsoft Word, something like that?

Mr. VANBEMMEL. 4,433, and those are all commercial off-the-
shelf offerings, and so it goes to—you know, it is everything that
runs that gamut now. Microsoft Office 365 would be a SaaS offer-
ing. That is in our other titles.

Mr. BARRETT. What is—sorry. I can go get Microsoft 365——

Mr. VANBEMMEL. Right.

Mr. BARRETT [continuing]. at Best Buy right now or I can go on-
line and download it.

Mr. VANBEMMEL. Right.

Mr. BARRETT. How is that not a commercial off-the-shelf product?
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Mr. VANBEMMEL. Yes. The distinction is if you install it locally
on the machine, commercial off-the-shelf product, that is a different
category of management. SaaS is a cloud-based offering, and so if
you get Office 365, it is not actually installed on your machine.

Mr. BARRETT. Okay. What does SaaS stand for?

Mr. VANBEMMEL. Software as a Service.

Mr. BARRETT. Okay. That is the cloud-based——

Mr. VANBEMMEL. Yes.

é\/Irl.{ BARRETT. The shift from when you used to get Microsoft on
a disk.

Mr. VANBEMMEL. Yes.

Mr. BARRETT. You know, office products on a disk to now getting
it where you pay a subscription——

Mr. VANBEMMEL. Correct.

Mr. BARRETT. Per year or something and it stores your informa-
tion on the cloud.

Mr. VANBEMMEL. Yes.

Mr. BARRETT. Okay. Now, that commercial off-the-shelf, that is
still basically downloaded, or disk-installed on it on an actual indi-
vidual device?

Mr. VANBEMMEL. Yes.

Mr. BARRETT. Okay. We have thousands of those and hundreds
of SaaS?

Mr. VANBEMMEL. Correct, sir.

Mr. BARRETT. Okay. All right. Then the Federal CIO asked for
that information by the end of April. Have you provided that to
them already?

Mr. VANBEMMEL. We are largely, I would say, 90, 95 percent
through with that entire inventory.

Mr. BARRETT. Okay.

Mr. VANBEMMEL. The gaps that we have on the inventory are
not on the identification of the software or even the licenses in use,
but it is really down to who owns the software in VA, who is the
person accountable for that license. That really is the work that we
have going forward to identify the accountable person for every
software title, and then, you know, working with that requirements
owner on the way ahead for their product.

Mr. BARRETT. Okay. Then from there, how many different orga-
nizations within VA are currently purchasing software licenses? Is
it all now consolidated through your office?

Mr. VANBEMMEL. Yes. It all comes to our office.

Mr. BARRETT. Battle Creek VA, you know, 40 minutes from my
house, they want to download or install something, it is got to go
through your office now.

Mr. VANBEMMEL. That is right, and we are reviewing every one
of those acquisitions.

Mr. BARRETT. Okay. Then how many different vendors is VA cur-
rently buying software licenses from? I assume in that thousands
and hundreds, some of those are the same vendor with different
products.

Mr. VANBEMMEL. Correct, sir. I would have to take that one back
to get you the correct answer.

Mr. BARRETT. Okay. Thank you. I believe I had a question for
Ms. Harris, if I am not mistaken. Actually, Mr. Carter. I apologize.



26

GAO’s recommendation on comparing data on software license
usage to purchase records is still open. What is VA currently doing
to compare what they are buying to what they are using?

Mr. CARTER. We are actually looking at what we buy. A couple
software titles like Oracle and Oracle Java, those are unlimited li-
cense agreements that we have.

Mr. BARRETT. Okay.

Mr. CARTER. Also what we are doing is we are trying to measure
out what we have. It was not for the best value. When Oracle Java,
which is strictly for development, we can do that and recheck that.
This is a better value to go with unlimited license, and we are able
to prove that. Oracle is a little bit different only because Oracle has
about 190 products, so that is an ongoing effort.

Mr. BARRETT. It is not everything Oracle. It is just that product
you can buy on an unlimited basis and then if you want to buy
something else, it is a different contract.

Mr. CARTER. Correct.

Mr. BARRETT. Okay.

Mr. CARTER. Microsoft, we are down to who is using what on all
that license.

Mr. BARRETT. Okay. With Microsoft, we are not buying all-you-
can-eat buffet of Microsoft like we are with Java. It is a different
system that we have.

Mr. CARTER. Correct. Just like when you buy 365, you also have
to buy a virus protection. That is included as well and that is per
license, per software, per individual user, and it goes as well on vir-
tual machines and everything.

Mr. BARRETT. What—this will be my last question before I yield
again. What—would you say is it common or uncommon to have
the—as many as you want enterprise-wide unlimited license versus
a per user license? It feels to me like the per user is more common.

Mr. CARTER. Yes, sir. Per user is more common.

Mr. BARRETT. Okay. Thank you.

Ranking Member Budzinski, you have any more questions?

Ms. BUDZINSKI. No.

Mr. BARRETT. Okay. I just have a couple more that I will run
through and then we can close out. Mr. Carter, once VA has a com-
plete inventory in one system and is able to compare data on
whether a license is being used to purchase records, how long will
it take to VA to go through each software title to figure out if they
are overspending?

Mr. CARTER. I will have to let Mr. VanBemmel answer that, but
for the Microsoft in our new agreement, we used to do a reclama-
tion every 90 days.

Mr. BARRETT. Okay.

Mr. CARTER. We now have a written where we do it every 30. We
go back and review. If it is not being used, we can pull it back to
inventory.

Mr. BARRETT. Okay. Thank you. All right. I think we are good.
Appreciate both of you being here today. Before I close out, I will
yield to the ranking member if you want to give your closing.

Ms. Bupzinski. Thank you, Mr. Chairman, and thank you again
to the witnesses for being here. I am glad to hear that the VA is
making progress in getting its software asset management systems
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in order. I agree that it is important to be able to track what the
Department owns and what it is being used to minimize waste and
unnecessary cost. I am concerned, though, that the Department is
not looking strategically at ways this program can be expanded to
cover all assets purchased by the Department. Until the Depart-
ment is tracking all its assets to include those utilized by veterans
as well as employees, we can never be totally sure that it is pre-
venting waste.

I am also seriously concerned about the potential of moving, es-
pecially the specialized software of VA’s IT acquisition to what I be-
lieve will be a gutted GSA. If the Trump administration were seri-
ous about this executive order, they would be fortifying GSA to
handle the onslaught of requirements from across the Federal Gov-
ernment. Instead, they are bleeding it dry just like other agencies.
There is no other way—there is no way that an anemic GSA is pre-
pared for this. VA employees and veterans should not have to wait
in line behind other agencies to get their resources they need, espe-
cially when they have fully functional processes to get these re-
sources in-house.

Also, I want to be real clear that we cannot allow the Depart-
ment to continue to obscure the activities of DOGE in the VA. It
is unacceptable that these people are given unfettered access to
VA, access to contracts and its IT systems with zero transparency
and zero oversight. If these actions are in the best interest of vet-
erans, then I ask why is the Department hiding them? I am terri-
fied of what kind of damage they are doing and what the lasting
impacts will be for our veterans. We must do better and I look for-
ward to working with the chairman to do the necessary oversight
to ensure that our veterans are protected.

Thank you, Mr. Chairman. I yield back.

Mr. BARRETT. Thank you, Ranking Member Budzinski, and I
want to thank our witnesses again for appearing today to discuss
VA software licensing and management practices. Thank you for
your candor with your answering of questions, and for those that
are being taken back, we look forward to your response. I have
made this point before, but information technology is the backbone
of every service and benefit that VA delivers to veterans, whether
you are filing a claim, whether you are going in for an exam,
whether you are receiving your health benefits or your disability
claim payment, everything runs on information technology right
now. We all understand that.

This is not the VA of 40 years ago and software is an essential
aspect of VA operations. Mr. VanBemmel, to your point, a genera-
tion ago, each of these VA facilities were very autonomously oper-
ated and run, and now we are trying to do the hard work of having
some standardization. We are seeing that with electronic health
record rollout. We are seeing it with other software licensing as
well, so I am encouraged by that desire to get that done.

As VA and the Federal Government’s technology footprint has
grown over the years, it has clearly led to inefficiencies in waste
of over purchasing and underutilization, and not right-sizing what
every product would be designed for. It would be hard-pressed to
find any expert on software licensing that would disagree with this.
As I said, I know this is not unique to the VA, but this is the com-
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mittee that, you know, has oversight of the VA and that is why I
want to leave this effort here.

VA employees need software to do their job, but there is no good
reason why VA cannot do better at cutting waste and negotiating
prices. Part of House Republicans’ mission and why the American
people gave us the majority is to root out inefficiencies and waste
where they exist in government to make it work better.

Software licensing is a clear example of this that has been ac-
knowledged for years by both side of the aisle. To the VA wit-
nesses, as I said, I appreciate your candor today, but now this sub-
committee needs a commitment, a commitment to transparency,
timelines, and accountability. We are ready to support you, but we
will also hold you accountable as well. Let us cleanup the mess and
stop the waste and keep our focus where it belongs: Providing good,
forward-thinking care and services to veterans who earn them.

I ask unanimous consent that all members have 5 legislative
days to revise and extend their remarks and exclude extraneous—
include extraneous material. Without objection, so ordered. This
hearing is adjourned.

[Whereupon, at 4:21 p.m., the subcommittee was adjourned.]
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Prepared Statement of Jeff VanBemmel
Introduction

Chairman Barrett, Ranking Member Budzinski, and distinguished Members of
the Subcommittee, thank you for the opportunity to testify regarding Software Li-
censing at VA. Your longstanding support of Veterans and their families is greatly
appreciated. I am accompanied by Don Carter, Don Carter, Executive Director for
Contract and Operations Management, OIT.

VA’s Past Software Asset Management State

OIT recognizes that software is a critical component in delivering the care and
services our Veterans deserve. This recognition has led to substantial investments
in both commercial and VA-developed software solutions. The increase in software
solutions has required VA to constantly review and update its management policies
and practices, especially in areas such as decentralized procurement and license
oversight.

Current Efforts of the SAM Program

In January 2024, OIT established the Enterprise Software Asset Management
(SAM) program to address the two GAO recommendations made in GAO-240105717
including issues such as decentralized software procurement, lack of product owner-
ship, loose license management, and data management. The core aspects of this pro-
gram are:

1. Centralization and Standardization: Establishing a centralized data re-
pository for software inventory, deploying modern tools for tracking software
usage, and assigning clear product ownership across the enterprise. Previously,
software was managed in a decentralized manner. The SAM program will as-
sign product ownership to enhance communications with software stakeholders
and streamline management.

2. Automation and Efficiency: Automating tasks within the SAM lifecycle
framework where feasible while leveraging existing tools and systems for effi-
cient SAM implementation and improving the integration of tools, systems, and
reporting mechanisms. The process includes managing licensing, data migra-
tion, configuration, and other related services.

3. Continuous Improvement: The SAM program incorporates Continuous
Process Improvement to meet future software needs, manage updates, and en-
sure proper retirement of unused software. OIT has implemented tools to im-
prove software visibility and data management, and to consolidate data on soft-
ware usage into a singular centralized enterprise repository for better oversight
and management.

OIT’s comprehensive approach involves planning for future software needs, man-
aging updates, and ensuring proper disposal of outdated or unused software. The
software management lifecycle comprises six phases: plan, request, procure, deploy,
manage, and retire. Notable progress has been made in the area of Centralization
and Standardization noted above including managing the software asset lifecycle
from deployment to retirement, particularly in license management, software rec-
lamation, and repurposing.

Current Challenges

Starting with the top 15 most widely used software titles across VA, these im-
rovements in license management tools and practices have already led to over
513161(\1/1 in software cost avoidance but challenges remain. Identified key challenges
include:

¢ Business Led Information Technology (IT): Software procured or deployed
outside approved channels poses security, compliance, and financial risks. We
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are strengthening governance mechanisms, improving software visibility, and
working with VA business owners to rationalize requirements and minimize un-
authorized software acquisitions.
Training and Culture Change: Training staff on SAM processes and policy
compliance is crucial. OIT is rolling out guidance for all relevant staff, focusing
on requirements definition, acquisition planning, software lifecycle manage-
ment, and the risks associated with unauthorized software procurement. By
educating staff early in the acquisition process, we aim to foster a culture of
accountability and proactive software management.

e Improving IT Visibility and Governance: Identifying existing capability
gaps in software and asset visibility, establishing a “single source of truth” for
software usage data, and developing and implementing new SAM policies and
formal governance procedures.

Way Forward

VA has accomplished the first recommendation made in GAO 24-10571 to track
software for its most widely used titles. This improved management has produced
the cost avoidance outlined in the testimony above. VA has made substantive
progress on the second recommendation in GAO 24-10571. All software in use on
the VA network has been identified and VA will complete the population of the cen-
tralized SAM data repository by the end of the year. This will enable VA to compare
licenses in use against purchase records and make better informed investment deci-
sions. VA’s way forward includes:

¢ Strengthening Governance and Oversight: VA Directive 6008, Acquisition
and Management of VA Information Technology Resources, governs all IT ac-
quisitions and enforces Chief Information Officer oversight for software pur-
chases, ensuring compliance with Federal laws. We also track IT procurements
through product service codes and medical devices that have a software compo-
nent. These procurements also go through our Federal Information Technology
Acquisition Reform Act review process. This closes many previous gaps that al-
lowed licenses to be purchased without centralized review.

Metrics and Performance Measurement: When the centralized data reposi-
tory is completed at the end of the year, OIT will be able to establish clear Key
Performance Indicators to measure the effectiveness of the SAM program, in-
cluding cost avoidance, compliance rates, utilization efficiency, and audit find-
ings. These metrics can be included in the Annual Performance Plan.

Ongoing Improvement: Effective software management is not the responsi-
bility of a single office but a collective effort across VA’s entire enterprise. The
OIT team is committed to continuing our progress, strengthening our govern-
ance, and fully optimizing our software portfolio.

Conclusion

Through OIT’s ongoing efforts in the SAM program, VA aims to ensure that every
dollar spent on technology supports the critical mission of serving America’s Vet-
erans with excellence. Thank you for your continued support and for the opportunity
to testify here today.
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Why GAO Did This Study

VA depends on critical underlying IT
systems to manage benefits and
provide care to millions of veterans and
their families. VA obligated about $21
billion in fiscal years 2022 through
2024 for a range of IT products,
systems, and services.

In 2015, GAO identified the
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focus area in its High-Risk report. GAO
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need for federal agencies—including
VA—to ensure better r 1t of
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What GAO Found

The Department of Veterans Affairs (VA) spends billions of dollars annually for IT
and cyber-related investments, including commercial software licenses. In a
January 2024 government-wide report, GAO noted that while VA identified its five
most widely used software vendors with the highest quantity of licenses installed,
VA faced challenges in determining whether it was purchasing too many or too
few of these software licenses. Specifically, VA was not tracking the appropriate
number of licenses for each item of software currently in use. Additionally, the
department did not compare inventories of software licenses that were currently
in use to purchase records on a regular basis (see table).

GAO January 2024 Report A the D of Affairs’ of
Widely Used Software Licenses
Assessment

Key Activity

software licenses.

GAO was asked to testify on VA's
software licensing practices. GAO
summarized its government-wide
January 2024 and November 2024
reports specific to VA's efforts to track
software license usage and manage
restrictive licensing practices. GAO
also compiled information from its past
reports on leading software license
management practices and
summarized VA's actions in response
to recommendations made in those
reports.

What GAO Recommends

GAO made four recommendations in
its two recent 2024 reports for VA to
improve its management of software
licenses and mitigate the effects of
restrictive software licensing practices.
Although VA concurred with the
recommendations, it has not yet
implemented them. Implementation of
the recommendations is essential to
minimizing costs and mitigating
restrictive licensing impacts.

For more information, contact Carol C. Harris
at harriscc@gao.gov.

Track software licenses that are currently in use Not met

Regularly compare the inventories of software licenses
that are currently in use to purchase records

Not met

Source: GAO analysis of agency data. | GAO-25-108475

Until VA adequately assesses the appropriate number of licenses, it cannot
determine whether it is purchasing too many licenses or too few. GAO
recommended that VA track licenses in use within its inventories and compare
them with purchase records. VA concurred with the recommendations and is
taking preliminary actions to track software license usage. Implementation of
these recommendations would allow VA to identify opportunities to reduce costs
on duplicate or unnecessary licenses.

In a November 2024 government-wide report, GAO found that restrictive
software licensing practices adversely impacted federal agencies’ cloud
computing efforts, including those of VA. These practices either increased costs
of cloud software or services or limited VA’s options when selecting cloud service
providers. VA had not established guidance for effectively managing impacts
from restrictive practices for cloud computing or determined who is responsible
for managing these impacts.

Until VA establishes guidance and assigns responsibility for mitigating the
impacts of restrictive software licensing practices, it will likely miss opportunities
to avoid or minimize these impacts. GAO made two recommendations to VA to
mitigate the impacts of restrictive software licensing practices. VA concurred with
the recommendations and stated that it would provide the actions it plans to take
to address both recommendations in its update to the final report.

United States Government Accountability Office
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Chairman Barrett, Ranking Member Budzinski, and Members of the
Subcommittee:

Thank you for the opportunity to discuss our prior work on the Department
of Veterans Affairs (VA) management of software licenses. As you know,
VA depends on its IT systems to manage benefits and provide care to
millions of veterans and their families.

The department spends billions of dollars annually on its IT and cyber-
related investments, including for purchases of commercial software
licenses.' According to the Federal Procurement Data System (FPDS),
VA has obligated approximately $21 billion on contracts to procure a
range of IT products, systems, and services between fiscal years 2022
and 2024.2 For fiscal year 2025, the department plans to spend about
$985 million on software including commercial software licenses.

Effective management of commercial software licenses can help
organizations avoid purchasing too many licenses that result in unused
software (which we refer to as over-purchasing). In addition, effective
management can help avoid purchasing too few licenses (which we refer
to as under-purchasing), which may result in noncompliance with license
terms and cause the imposition of additional fees.

As early as 2014, we reported on the need for agencies—including VA—
to ensure better management of software licenses. We noted that, to
maximize the value of these investments, agencies should effectively
manage them by, among other things, regularly (1) tracking and
maintaining a comprehensive inventory of software licenses, and (2)
analyzing agencywide software license data.3

1Commercial software is software that is ready-made and commercially available to the
public. According to the Federal Acquisition Regulation (FAR) and the Defense Federal
Acquisition Regulation Supplement (DFARS), software licenses specify the government's
legal rights to use software in accordance with terms and provisions agreed to by the
software copyright owner. FAR § 52.227-19(a) and DFARS § 227.7202-3(a).

2FPDS is the federal government's central database of information on federal
procurement actions. Agencies are generally required to report contract actions to FPDS.
See 41 U.S.C. § 1122(a)(4), 1712(d)(2). See also, Federal Funding Accountability and
Transparency Act of 2006, Pub. L. No. 109-282, 120 Stat. 1186 (Sept. 26, 2006) 31
U.S.C. § 6101 note. According to the August 2024 FPDS Government User’'s Manual,
FPDS can identify who bought what, from whom, for how much, when, and where.

3GAO, Federal Software Licenses: Better Management Needed to Achieve Significant
Savings Government-Wide, GAO-14-413 (Washington, D.C.: May 22, 2014).
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We also first identified IT acquisitions and operations as a high-risk area
in our 2015 High-Risk report.4 In that report, we identified the
management of software licenses as a focus area, in part, because of the
potential for cost savings. Since 2014, agencies have reported about $4.6
billion in cost savings related to better management of software licenses.

In this statement, | will summarize the results of our two prior reports that
include details on VA’s software licensing practices. In developing this
testimony, we summarized these two 2024 government-wide reports® that
included VA’s efforts to determine the appropriate number of licenses for
its five software vendors? with the highest quantity of licenses installed®
and the impacts of restrictive software licensing practices.® We also
compiled information from our past reports on leading software license
management practices. Detailed information on the objectives, scope,
and methodology of this work can be found in each issued report. For this
statement, we also reviewed VA documentation related to the status of
efforts to implement our recommendations since the two reports were
issued.

We conducted the work on which this statement is based in accordance
with generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on
our audit objectives.

4GAO, High-Risk Series: An Update, GAO-15-290 (Washington, D.C.: Feb. 11, 2015).

SGAO, Federal Software Licenses: Agencies Need to Take Action to Achieve Additional
Savings, GAO-24-105717 (Washington, D.C.: Jan. 29, 2024) and Cloud Computing:
Selected Agencies Need to Implement Updated Guidance for Managing Restrictive
Licenses, GAO-25-107114 (Washington, D.C.: Nov. 13, 2024).

8GA0-24-105717 and GAO-25-107114.

7For the purposes of this statement, we use the term vendor to also include original
equipment manufacturers and publishers.

8|nstalled licenses are software licenses deployed for use on department or agency
owned or controlled computers. For purposes of this report, we used the terms “installed”
and “deployed” interchangeably.

SWe defined restrictive software licensing practices as any software licensing agreements

or vendor processes that limit, impede, or prevent agency efforts to use software in cloud
computing
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Background

Software licenses specify the government’s legal rights to use software in
accordance with terms and provisions agreed to by the software copyright
owner. 10 Rights to use software are separate from the legal rights to the
software itself, which are normally kept by the software manufacturer or
other third party. Licenses may be purchased and are normally required
whenever externally acquired software is used, which will typically be
when the software is installed on a computer (or when executed on a
computer even if installed elsewhere, such as on a server). Licenses may
be purchased in bundle packages, which are multiple software products
offered under a single license agreement. They may also be defined in
enterprise terms, such as number of workstations or employees, in which
case a license is required for each qualifying unit or individual regardless
of actual usage.

Many software products are commercial-off-the-shelf, meaning the
software is sold in substantial quantities in the commercial marketplace.
Commercial software typically includes fees for initial and continued use
of licenses. These fees may include, as part of the license terms, access
to product support and/or other services, including upgrades.

License models and definitions may differ significantly depending on the
software product and vendor. For example, the basic types of licenses
vary by duration and measure of usage.

Duration

s Perpetual licenses: use rights are permanent once purchased.

o Subscription or rental licenses: are used for a specific period of time,
which can vary from days to years and may or may not include
upgrade rights.

¢ Term licenses: are used for a limited period of time and are not owned
in perpetuity.

Measure of Use

« Per copy, by workstation/seat/device, name used: Historically most
licenses sold have been on a per-copy-used basis, with several

10See, for example, FAR § 52.227-19(a) and DFARS § 227.7202-3(a). Note that while the
DFARS does not itself apply to VA, its language about commercial software is instructive
here.
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different units of measure possible. Sometimes multiple users will be
allowed per license.

« Concurrent usage: This type of license allows agencies to permit a
specified number of users to connect simultaneously to a software
application.

o Per server speed or per processor: These licenses are linked to the
speed or power of the server on which they run, or the number of
processors.

« Enterprise or site: These licenses are sold on an enterprise or site
basis.

« Other complexities: Other, more complex situations related to usage
also exist with regard to licensing and the use of techniques such as
cloud computing. ' For example, software can be used as part of
different cloud service models (e.g., software as a service, platform as
a service, and infrastructure as a service). 12

We have previously reported that software license management is
intended to manage, control, and protect an organization’s software
assets, including management of the risks arising from the use of those
assets.13 Proper management of software licenses helps to minimize risks
by ensuring that licenses are used in compliance with licensing
agreements and deployed in a cost-effective manner. It also ensures that
software purchase and maintenance expenses are properly controlled.

According to the National Institute of Standards and Technology (NIST) guidance, cloud
computing is a means for enabling ubiquitous, convenient, on-demand network access to
a shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction. National Institute of Standards and
Technology, The NIST Definition of Cloud Computing, Special Publication 800-145
(Gaithersburg, MD: Sept. 2011).

12According to NIST guidance, infrastructure as a service delivers and manages the basic
computing infrastructure of servers, software, storage, and network equipment; platform
as a service delivers and manages the infrastructure, operating system, and programming
tools and services that an agency can use to create applications; and software as a
service delivers one or more applications and all the resources (operating system and
programming tools) and underlying infrastructure, which an agency can use on demand
National Institute of Standards and Technology, Special Publication 800-145.

13See GAO-24-105717
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Federal Laws and
Guidance and GAQO’s
Leading Practices Call for
Agencies to Manage
Software Licenses

In December 2014, Congress enacted IT acquisition reform legislation
(commonly referred to as the Federal Information Technology Acquisition
Reform Act or FITARA) as part of the Carl Levin and Howard P. ‘Buck’
McKeon National Defense Authorization Act for Fiscal Year 2015.14
FITARA provides a mechanism for Congress to monitor covered
agencies’ increased efficiency and effectiveness of IT investments, as
well as holding agencies accountable for reducing duplication and
achieving cost savings.'® FITARA contained specific requirements related
to seven areas, including expanding government-wide software licensing
that is available for use by agencies.®

Additionally, the Making Electronic Government Accountable by Yielding
Tangible Efficiencies (MEGABYTE) Act of 2016 further enhanced
management of software licenses by requiring agency ClOs to establish
an agency software licensing policy and a comprehensive software
inventory to track and maintain licenses, among other requirements.1?

In June 2016, OMB issued a memorandum that provided software license
management guidance to federal agencies.® Specifically, the guidance
required, among other things, that agencies:

* move to a more centralized and collaborative software
management approach that includes appointing a software
manager to be responsible for managing software licenses;

e maintain an agencywide inventory of software licenses; and

14Carl Levin and Howard P. “Buck” McKeon National Defense Authorization Act for Fiscal
Year 2015, Pub. L. No. 113-291, division A, title VIII, subtitle D, 128 Stat. 3292, 3438-50
(Dec. 19, 2014).

15The provisions apply to the agencies covered by the CFO Act, 31 U.S.C. § 901(b).
However, FITARA has generally limited application to the Department of Defense.

16The government-wide software purchasing program, to be led by the General Services
Administration, is to be available for use by all executive agencies. FITARA also included
requirements for covered agencies to enhance agency CIO authority and transparency,
improve risk management in IT investments, and advance portfolio review and the federal
data center consolidation initiative.

17Pub. L. No. 114-210, 130 Stat. 824 (2016)
180ffice of Management and Budget, Category Management Policy 16-1 Improving the

Acquisition and Management of Common Information Technology: Software Licensing, M-
16-12 (Washington, D.C.: June 2, 2016).
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* analyze inventory data to ensure compliance with software license
agreements, consolidate redundant applications, and identify
other cost-saving opportunities.

We have previously identified leading practices that federal agencies can
follow for managing their software licenses. Table 1 describes these
practices.

Table 1: Leading Practices for Managing Software Licenses

Leading practice

Description

Centralize management of
software licenses

Employ a centralized software license management approach that is coordinated and integrated with
key personnel (e.g., the acquisition and IT management personnel responsible for software purchases
and decisions). Such an approach allows for centralized recordkeeping of software licensing details
including the terms of the licenses. Further, agencies should centralize the governance and oversight
of specific enterprise and commercial software licenses consistent with agency policy (e.g., software
licenses reflective of the majority [80 percent] of agency software license spending and/or agency
enterprise licenses) in order to make department-wide decisions.

Establish a comprehensive
inventory of software
licenses

Establish a comprehensive inventory of the software licenses consistent with agency policy (e.g., an
inventory representative of the majority [80 percent] of the agency's software license spending and/or
enterprise licenses). This inventory should incorporate automated discovery and inventory tools that
provide easy search and access to software license information (e.g., contract terms and agreement
records). Such a repository allows managers to monitor performance (e.g., how many employees are
using software compared to the amount of software purchased) and conduct analysis reporting needed
for management decision-making. A comprehensive inventory will better ensure compliance with
software license agreements and allow for agencywide visibility that consolidates redundant
applications and identification of other cost-saving opportunities.

Regularly track and maintain
comprehensive inventories of
software licenses using
automated discovery and
inventory tools and metrics

Regularly track and maintain comprehensive inventories of software licenses using automated
discovery and inventory tools and metrics (e.g., metrics related to employee usage and number of
licenses purchased) to ensure that the agency has the appropriate number of licenses for each item of
software in use. Agencies should track inventories and compare software licenses purchased with
licenses installed regularly (e.g., at least annually) and consistent with their policies.

Analyze the software license
data to inform investment
decisions and identify
opportunities to reduce costs

Make decisions about software license investments that are informed by an analysis of department-
wide software license data (e.g., costs, benefits, usage, and trending data). Such an analysis helps
agencies make cost-effective decisions, including decisions about what users need.

Provide appropriate agency
personnel with sufficient
software license
management training

Provide appropriate agency personnel (e.g., legal, acquisition, technical, and user) with sufficient
training on managing software licenses, including training on contract terms and conditions,
negotiations, laws and regulations, acquisition, security planning, and configuration management.
Sufficient training allows organizations to develop the skills and knowledge of employees so they can
perform their roles effectively and efficiently.

Source: GAO-14-413 | GAO-25-108475
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VA Has Previously Faced
Challenges in its Efforts to
Manage Software
Licenses

In May 2014, we reported on federal agencies’ management of software
licenses and stressed that better management was needed to achieve
significant savings government-wide. 1°

Regarding VA, we noted that the department did not have comprehensive
policies that included establishing clear roles and central oversight
authority for managing enterprise software license agreements, among
other things. We also noted that it had not established a comprehensive
software license inventory, a leading practice that would help the
department to adequately manage its software licenses.

The inadequate implementation of these and other leading practices in
software license management was partially due to weaknesses in the
department’s licensing management policies. We therefore made six
recommendations to VA to improve its policies and practices for
managing licenses. For example, we recommended that the department
regularly track and maintain a comprehensive inventory of software
licenses and analyze the inventory to identify opportunities to reduce
costs and better inform investment decision-making.

Since our 2014 report, VA has taken actions to implement all six
recommendations. Among these actions, the department created a
solution to generate and maintain a comprehensive inventory of software
licenses using automated tools for the majority of agency software license
spending and/or enterprise-wide licenses. Additionally, the department
implemented a solution to analyze agencywide software license data,
including usage and costs; it subsequently identified approximately $65
million in cost savings over 3 years from analyzing one of its software
licenses.

VA’s Role for Managing IT
and Fiscal Year 2025
Budget Request

Since 2007, VA has operated a centralized organization, the Office of
Information and Technology, which performs most key functions intended
for effective IT management. This office is led by the Assistant Secretary
for Information and Technology, also known as VA’s Chief Information
Officer (CIO). It is responsible for providing strategy and technical
direction, guidance, and policy related to how IT resources are to be
acquired and managed for the department. It also is responsible for
working with its business partners—such as the Veterans Health
Administration—to identify and prioritize business needs and
requirements for IT systems. Further, the Office of Information and

19GAO-14-413.
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Technology is responsible for managing the majority of VA’s IT-related
functions including the purchase of software licenses.

VA’s budget request for fiscal year 2025 was about $6.2 billion in total for
the Office of Information and Technology, which included over $4.5 billion
for operations and maintenance, nearly $1.7 billion for staffing and
administrative support, and about $960,000 for new development.20 The
2025 budget request included several key areas related to software
licenses:

e $476.7 million for end user software;2!

o $47.5 million for the IT Enterprise Agreement platform
investment;22 and

e $17.5 million for the Office of Strategic Sourcing software
maintenance.2?

Recent GAO Reports
Highlighted VA's
Challenges with
Managing Software
Licenses and
Restrictive Practices

In January 2024, we reported that agencies faced challenges managing
licensing agreements and that certain agencies—including VA—did not
address the two key activities that can assist agencies’ software license
management efforts and enable them to assess whether they purchased
the appropriate number of software licenses. Accordingly, we made two
recommendations to VA to consistently assess the appropriate number of
software licenses for its most widely used software licenses. In addition,
in November 2024, we reported that restrictive software licensing
practices adversely impacted federal agencies’ cloud computing efforts—
including VA—and that the department had not established guidance for
effectively managing impacts from restrictive practices for cloud
computing. We therefore made two recommendations to VA to mitigate
the impacts of restrictive software licensing practices.

20Department of Veterans Affairs, U.S. Department of Veterans Affairs FY 2025 Budget
Submission, Information Technology Programs and Electronic Health Record
Modernization Vol. 5 of 5, March 2024.

21The VA's End User Operations Software project outcome is intended to provide
sustainment and maintenance of existing software licenses for ongoing operations across
the department.

22The VA IT Enterprise Agreement Platform investment provides platform IT solutions and
resources through enterprise agreements for VA. This investment supports the Oracle
Enterprise License Agreement and Oracle Java Enterprise Agreement.

23The enterprise agreements within the Office of Strategic Sourcing software maintenance

provide software licenses, subscriptions, and associated services and support capabilities
as part of the core Office of Information and Technology infrastructure.
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VA Did Not Determine
Over- or Under-
Purchasing of Widely
Used Software Licenses

As previously noted, our prior 2014 report and OMB guidance identify
leading practices for effectively managing software licenses.24 These
leading practices include two key activities that can assist agencies’
software license management efforts and result in assessing the
appropriate number of software licenses:

« tracking software licenses that are currently in use; and

e regularly comparing the inventories of software licenses that are
currently in use to purchase records to determine if licenses have
been over- or under-purchased.

As noted earlier in this statement, VA has implemented our six prior
recommendations to improve its software license management practices.
However, our recent report highlighted current challenges the department
faces in assessing its software licenses.25 In alignment with the key
activities described above, sound software license management includes
a regular reconciliation review by agencies to ensure they have the
appropriate number of licenses for each item of software in use. Vendors
also perform reviews to assess the number of licenses in use to ensure
that the legal agreements associated with procured software licenses are
adhered to and that organizations avoid purchasing unnecessary
licenses. These reviews are called true-up and true-down. The more
common true-up review compares the current software deployment to the
software purchase data to revalidate and reconcile software utilization
with historical software procurement data and terms and conditions. On
the other hand, the true-down review determines if fewer licenses are
required. These reviews generally occur prior to software license
renewals or exercising of options under a software license agreement.

While VA reported its five most widely used software vendors with the
highest quantity of licenses installed2s, as of July 31, 2022,27 VA did not
track software licenses that are currently in use for all five of these

24GA0-14-413; and Office of Management and Budget, Category Management Policy 16-
1 Improving the Acquisition and Management of Common Information Technology:
Software Licensing, M-16-12 (Washington, D.C.: June 2, 2016)

25GA0-24-105717.

26For the purposes of this statement, the phrase “most widely used software licenses”
refers to the licenses that come from a specific vendor and means the aggregate number
of software licenses an agency uses that originate with a particular vendor.

27According to VA, the five most widely used software vendors with the highest quantity of

licenses installed, as of July 31, 2022, include Microsoft (identified twice by VA), HCL
Technologies, 1E, and Raytheon Technologies.
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software licenses. For the five most widely used licenses, the agency
provided screenshots of count data by product, but it did not provide
documentation tracking the appropriate number of licenses for each item
of software currently in use.

In addition, the agency did not compare the inventories of software
licenses that are currently in use to purchase records on a regular basis.
Specifically, it did not analyze usage of its five most widely used software
licenses per its defined process. For example, VA officials stated that the
department had established varying processes with each vendor to
analyze usage and purchasing of its most widely used software licenses.
VA also stated that in fiscal year 2022, the agency reviewed its licenses
and reported an increase of 10,000 licenses at a cost of $678,610.40 for
one of its most widely used licenses, HCL Technologies. However, VA did
not provide documentation as evidence of these analyses.

VA officials stated that they had not developed and implemented
procedures for tracking software licenses in use and comparing
inventories of these software licenses with known purchases. Officials
provided various reasons, including that in most software contracts, the
Office of Information and Technology has a contract line item to allow for
purchasing of additional licenses on an as needed basis. Additionally,
officials stated that the Office of Information and Technology utilizes the
features within software products to track licenses and monitors the
historical data and trends to determine if usage is increasing or
decreasing. However, VA did not demonstrate how it utilizes these tools
to compare software licenses purchased with licenses currently in use for
any of its five most widely used licenses on a regular basis.

As a result, in our January 2024 report, we made two recommendations
to VA to consistently track software license usage and compare its
inventories with purchased licenses. At a minimum, VA should develop
and implement procedures for tracking license usage and comparing the
inventories of licenses in use to purchase records. VA concurred with our
recommendations, but it has not yet implemented them.

As of February 2025, VA reported it had implemented new procedures for
12 of the top 15 widely used software licenses and will implement a
centralized software approach to ensure software is tracked throughout
its entire lifecycle by June 30, 2025. However, it is unclear why VA
selected these 12 licenses or whether these licenses are part of the five
most widely used licenses VA reported during our review. Additionally, it
has yet to demonstrate that it has developed and implemented
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procedures to track license usage and compare the number of licenses in
use with the number of licenses purchased, in line with this
recommendation. We will continue to monitor VA’s actions to fully
implement these recommendations.

Until VA consistently tracks software licenses and compares its
inventories to known purchases for each of its five most widely used
software licenses, it will not be able to readily determine whether its
software licenses were over- or under-purchased. As a result, the
department is likely to miss opportunities to reduce costs on duplicative or
unnecessary software licenses. If implemented, the potential savings
could be significant. The agency has previously reported that it had
realized approximately $65 million in cost savings over 3 years due to
analyzing just one of its software licenses. Additionally, by developing and
implementing procedures that define the steps to be taken to determine
over- and under-purchasing, VA can better ensure it is consistently
reviewing usage of what it purchased to optimize costs. As a result, VA
would be better positioned to negotiate with vendors regarding user
needs when analyzing the purchasing of licenses.

VA Is Not Effectively
Managing the Impacts of
Restrictive Software
Licensing Practices

In our November 2024 government-wide review, we reported on the
impacts of restrictive software licensing on VA.28 Cloud computing can
often provide access to IT resources through the internet faster and for
less money than owning and maintaining such resources. However, as
agencies implement IT and migrate systems to the cloud, they may
encounter restrictive software licensing practices. Restrictive software
licensing practices include vendor processes that limit, impede, or prevent
agencies’ efforts to use software in cloud computing.

Effectively managing software licenses for cloud computing involves,
among other things, applying industry best practices for acquisition and
risk management.2® Key activities for managing impacts of restrictive
software licensing practices for cloud computing include (1) identifying
and analyzing impacts of restrictive practices during the acquisition

28 GAO-25-107114

29SACA, CMMI Model V3.0 (Pittsburgh, PA: Apr. 6, 2023). CMMI Model and ISACA
©[2023] All rights reserved. Used with permission.
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process and for established IT investments or projects, and (2)
developing plans for mitigating adverse impacts.30

Our government-wide review of federal agencies—including VA—found
that restrictive software licensing practices adversely impacted VA'’s cloud
computing efforts. According to VA officials, the restrictive practices that
they encountered included, among other things, a vendor

e requiring the agency to pay additional fees to use the vendor’s
software on infrastructure provided by other cloud service
providers;

e charging more for (e.g., a conversion fee) or requiring the agency
to repurchase the existing software licenses that the agency had
been using in its on-premise systems for use in the cloud;

e requiring or promoting vendor lock-in via the cloud service
provider’s terms and conditions or acquisition practices; and

* lacking accurate or sufficiently detailed cost data to support
agency planning for moving on-premise licenses to the cloud.

Officials reported that the restrictive practices generally impacted the (1)
cost of cloud computing and (2) choice of cloud service provider or cloud
architecture.

VA did not establish guidance for effectively managing impacts from
restrictive practices for cloud computing. Officials stated that they would
manage restrictive practices as risks, but the department did not provide
supporting documentation demonstrating that such practices are to be
managed as risks. Officials also stated that VA’s existing IT and
acquisition management policies and procedures could be used to help
identify and manage restrictive practices and their potential impacts.
However, the agency was not able to identify parts of these policies and
procedures that specifically addressed identifying, analyzing, and
mitigating impacts from such practices.

Further, VA had not assigned responsibility for managing such practices.
Specifically, officials reported they had encountered restrictive licensing

practices, but that managing impacts from such practices was either the
responsibility of the agency CIO or was a shared responsibility among

30ISACA, CMMI Model V3.0 (Pittsburgh, PA: Apr. 6, 2023). CMMI Model and ISACA
©[2023] All rights reserved. In particular, we reviewed and selected relevant practices
from the CMMI practice areas of supplier agreement management, service delivery
management, risk management, and causal analysis and resolution
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multiple offices that manage IT and acquisitions or provide legal counsel.
However, VA had not specifically assigned or documented this
responsibility. As such, it was unclear who was accountable for ensuring
the consistent implementation of the two key activities for managing
restrictive practices.

Additionally, according to officials, they had not focused on how to
address restrictive licensing practices because, as of July 2024, VA had
not encountered many instances of such practices. The officials also
stated that the impacts from such practices had not been a significant
issue impacting their cloud computing services. As such, the officials
stated that they either did not consider it necessary or did not consider it a
priority to develop or update agency guidance to specifically address the
management of such practices and their impacts. However, until VA
focuses on managing restrictive practices, the full extent of impacts from
such practices on the department will remain unknown.

Without implementing comprehensive guidance for managing the impacts
of restrictive software licensing practices, VA is not well positioned to
identify and analyze the impact of such practices or to mitigate any risks
they present in an efficient and effective manner. In addition, without
consistently implementing the two key activities for managing restrictive
licensing practices, VA will likely miss opportunities to take action to avoid
or minimize the impacts.

Accordingly, we made two recommendations to VA to (1) update and
implement guidance to fully address identifying, analyzing, and mitigating
the impacts of restrictive software licensing practices; and (2) assign and
document responsibility for identifying and managing such practices
across the department. VA concurred with our recommendations and
stated that it would provide the actions it plans to take to address both
recommendations in its update to the November 2024 final report.

In conclusion, fully assessing software licenses and effectively managing
impacts from restrictive licensing practices at VA is an issue of vital
importance. It presents VA with opportunities to reduce costs on duplicate
or unnecessary licenses and take action to mitigate the impact of
restrictive practices.

We have made four recommendations to VA in the reports summarized in
this testimony. As of today, VA has not implemented them. If the
department continues to experience the challenges we have previously
identified and does not take actions to address our recommendations, it
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may jeopardize its ability to effectively manage its software licenses that
provide critical services to veterans.

Chairman Barrett, Ranking Member Budzinski, and Members of the
Subcommittee, this concludes my prepared statement. | would be happy
to answer any questions that you may have at this time.

If you or your staff have any questions about this testimony, please
GAO Contact and contact Carol C. Harris at harriscc@gao.gov. Contact points for our
Staff Offices of Congressional Relations and Public Affairs may be found on
ACknOWIedgments the last page of this statement.

GAO staff who made key contributions to this testimony include Niti
Tandon (Assistant Director), Jacqueline Mai (Analyst-in-Charge), Amanda
Andrade, Robert Bullock, Jess Lionne, Andrew Stavisky, Adam Vodraska,
and Merry Woo.
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