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MAPPING THE CHALLENGES AND PROGRESS
OF THE OFFICE OF INFORMATION AND
TECHNOLOGY

Tuesday, April 2, 2019

COMMITTEE ON VETERANS’ AFFAIRS,
U. S. HOUSE OF REPRESENTATIVES,
Washington, D.C.

The Subcommittee met, pursuant to notice, at 10:20 a.m., in
Room 1302, Longworth House Office Building, Hon. Susie Lee pre-
siding.

Present: Representatives Lee, Brownley, Lamb, Cunningham,
Banks, Watkins, and Roy.

OPENING STATEMENT OF SUSIE LEE, CHAIRWOMAN

Ms. LEE. Good morning. This hearing will now come to order.

This is the first hearing of the 116th Congress by the Sub-
committee on Technology Modernization. This Subcommittee was
created last year and recognized that all aspects of implementing
technology at the Department of Veterans Affairs needs to be sus-
tained attention and oversight.

I am pleased that the work that was begun last year will con-
tinue and I am honored to be part of the effort. I look forward to
working with my colleague, Ranking Member Banks, and the other
Members of the Subcommittee on this very important mandate.

VA has many technology modernization projects underway, from
the Electronic Health Record Modernization, the Financial Man-
agement Business Transformation, and the efforts to update its
supply chain system.

Congress has also given VA several critical programs to imple-
ment, including the MISSION Act and the Forever GI Bill. These
programs will need to have strong technology systems that support
the successful delivery of health care and benefits to our veterans.
The Subcommittee will engage in oversight of each of these pro-
grams over the next several months; however, I thought it would
be helpful to begin the Subcommittee’s work with an assessment
of the office within the VA that bears much of the responsibility for
implementing that technology that will support these critical pro-
grams.

The Office of Information and Technology, I will refer to as OIT,
is responsible for all aspects of technology modernization in the VA,
including the acquisition, development, and implementation.

OIT is also responsible for making sure that VA’s critical systems
are secure, and that veterans’ personal data is protected.
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It is clear that OIT has struggled in its mission. Many decades
of oversight by the Government Accountability Office and the Office
of Inspector General have found and documented systematic lead-
ership and management challenges at OIT. Progress at solving
these problems, unfortunately, has been halting. Today, I would
like to explore the root causes of these challenges and to identify
the barriers for improvement. And if OIT has made progress, I
would like to explore that as well, so that we can determine how
to successfully replicate those results.

One of the major problems at OIT has been high turnover in
leadership. VA has had five Chief Information Officers in 4 years.
I am glad that the confirmed leader is in place and I wish Mr.
Gfrerer success in his position, and I hope that he is able to imple-
ment some of the critical change that is needed at OIT. However,
you will note that we have an empty chair at the table where OIT
should be represented. The Subcommittee invited Mr. Gfrerer to
the hearing today, but the VA declined, because he is testifying be-
fore the Full Committee later this afternoon. That is somewhat un-
derstandable, and we told the VA we would accept a Deputy for
testimony today.

I want to be clear that we won’t stand on ceremony in the Sub-
committee. We want to engage with knowledgeable management
and staff, no matter their title, to better understand these chal-
lenges and figure out the solutions. Unfortunately, VA refused this
Subcommittee’s request.

I hope we will hear from OIT at a Subcommittee hearing in the
near future, because if we want VA to be able to successfully de-
liver health care and benefits to our veterans, OIT has to be an ef-
fective part of that effort.

There is no doubt that we want OIT to succeed at its mission,
because its success means that veterans get the highest level of
care and reliable access to the benefits they have earned.

I am pleased to have Members of our oversight community here
today to help the Subcommittee further its oversight of technology
at VA. I look forward to testimony from the GAO and OIG, and en-
gaging in discussion with them now and moving forward.

Thank you.

Ms. LEE. I would now like to recognize my colleague Ranking
Member Banks for 5 minutes to deliver any opening remarks he
may have.

Mr. Banks.

OPENING STATEMENT OF JIM BANKS, RANKING MEMBER

Mr. BANKS. Thank you, Madam Chair. It is my privilege to be
working with you on this Subcommittee this Congress.

We got off to a great start with oversight of the HR Moderniza-
tion Program last year; that continues to be my priority, but our
jurisdiction extends to all enterprise technology projects, and I com-
mend you for considering other issues as well.

The VA Office of Information and Technology is responsible for
the networks, computers, and software that VBA, VHA, and NCA
rely on to carry out their missions. I was relieved to see the Chief
Information Officer, Mr. Gfrerer, confirmed by the Senate on the
very last day of the 115th Congress. We had a candid, encouraging
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?eeting in my office last month and I look forward to working with
im.

I understand that Mr. Gfrerer will be testifying before the Full
Committee this afternoon, but I was surprised and, frankly, dis-
appointed that not only was he unable to appear this morning, but
VA declined to send any witness in his place from OIT. I was hop-
ing to start this year with a discussion of OIT’s activities and prior-
ities. I appreciate the Secretary outlining his focuses: EHRM, the
MISSION Act, supply chain integration with DoD, and financial
systems modernization; given the circumstances, I am going to take
this opportunity to outline mine.

VA’s number one IT problem, before we even get into specific
programs, is that operation and maintenance of legacy systems and
fixed infrastructure cost consume almost all of the OIT budget.
When 1 joined this Committee, that percentage was about 80, and
now it is approaching 90. We have been devoting more attention
to IT, but the situation is actually getting worse.

The Administration is proposing a $240 million OIT increase on
a base of about $4.1 billion. I agree, we have to invest in IT, but
I need to know this will actually bend that cost curve and produce
sc&me new capabilities rather than perpetuate the current state of
affairs.

As to EHRM, OIT’s role is upgrading the networks and computer
hardware at the medical centers in anticipation of Cerner being in-
stalled. I am cautiously optimistic that OIT is actually ahead of the
curve here. Although OIT’s role has not changed, VA has decided
to shift many of these infrastructure costs out of the EHRM appro-
priation into the OIT appropriation. I do not object to that in prin-
ciple, but I am concerned about transparency.

As to the MISSION Act IT systems, chiefly the Decision Support
Tool, I appreciate the media bringing attention to the issue, but we
are getting a lot of alarming conjecture without the basic informa-
tion about what the projects are and what they are supposed to do.
I look forward to discussing that in this afternoon’s hearing.

As to the VA adopting DMLSS from DoD and integrating the
supply chains, I generally agree with the concept, but I have been
given very little information on which to base an opinion. The Sub-
committee needs an in-depth briefing on the pilot site, and we
know to know the long-term plan. I think adding DMLSS to the
EHRM scope of work in Spokane and Seattle might be one too
many blocks on the Jenga tower.

I will say that I am concerned about what impact the cost of
these new systems for the MISSION Act, supply chain, and others
will have on bending that operations and maintenance cost curve.

DST is a new system integrating data from a half a dozen legacy
systems and it is going to layer on top of them, not replace any of
them. Integrating DST with CPRS is messy and difficult, and the
whole goal of EHRM is to get rid of CPRS. DMLSS has existed in
DoD for a long time, but is going to be a complicated integration
into VA. I see a natural tension here between adding new systems
that are necessary to VA’s mission and retiring old systems to bend
that cost curve.

Finally, as to the Financial Management Business Trans-
formation Program, I need to see some forward movement. VA
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started FMBT almost 3 years ago and I have watched it relaunch
three separate times, balloon in cost to above $2 billion, but not de-
liver any new capabilities. We have been told that the old financial
and accounting software barely holds together, and VA’s ability to
pass an audit is hanging on by a thread; that sort of thing abso-
lutely gets my attention, but FMBT stalls and the status quo seems
to continue without incident. That makes me question the urgency
that VA used to sell this program.

I appreciate our witnesses from OIG and GAO being here and I
am eager to hear your perspectives. And with that, Madam Chair,
I yield back.

Ms. LEE. Thank you, Mr. Banks.

I will now introduce the witnesses that have come before the
Subcommittee today. First, I would like to introduce Carol Harris,
who is the Director of Information Technology Acquisition Manage-
ment Issues at the U.S. Government Accountability Office.

Brent Arronte is the Deputy Assistant Inspector General in the
Office of Audits and Evaluations in the VA Office of the Inspector
General, and he is accompanied by Michael Bowman, who is the
Director of Information Technology and Security Audits Division
within the Office of Inspector General. Welcome.

We will now hear the prepared statements from our panel Mem-
bers. Your written statements in full will be included in the hear-
ing record without objection.

Ms. Harris, you are recognized for 5 minutes.

STATEMENT OF CAROL HARRIS

Ms. HARRIS. Thank you, Madam Chairlady.

Chair Lee, Ranking Member Banks, and Members of the Sub-
committee, thank you for inviting us to testify today on the state
of IT acquisitions and operations at VA. As requested, I will briefly
summarize our prior work on the Department’s systems moderniza-
tion efforts over the last decade, as well as its IT acquisition reform
and cyber security efforts.

As you know, the use of IT is crucial to helping VA effectively
serve the Nation’s veterans. Each year the Department spends bil-
lions of dollars on its information systems and assets. VA’s IT
budget now exceeds $4 billion annually. This morning I would like
to highlight three key points from our body of IT-related work at
VA.

First, VA’s management of IT system modernization efforts con-
tinues to be high risk. VA’s track record of delivering failed or trou-
bled IT systems is a large part of why we designated VA health
care as a high-risk area for the Federal Government in 2015.

For example, VA pursued three efforts over nearly two decades
to modernize VistA, its health information system. These efforts ex-
perienced high costs, challenges to ensuring interoperability of
health data, and ultimately did not result in a modernized system.
VA recently initiated its fourth effort, called the Electronic Health
Record Modernization, and the program is already facing serious
challenges.

As we have previously reported, the Government’s plan for this
program has not been fully defined, nor has the VA fully imple-
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mented our recommendation to define a role of the key office in its
governance plans.

VA’s Veterans Benefits Management System, its system for proc-
essing disability benefit claims, we pointed out that the system was
not able to fully support disability and pension claims, as well as
appeals processing. The development of this system was expected
to be completed in 2015, but that did not occur, and VA had not
produced a plan that identified when the system would be com-
pleted.

We also noted three areas that were in need of increased man-
agement attention: cost estimating, system availability, and system
defects. Accordingly, we made five recommendations to improve
VA’s ability to more effectively complete and deliver the system.
The Department has only addressed one of the five recommenda-
tions thus far.

My second point, VA’s progress to better manage its IT oper-
ations is uneven and its CIO authorities continue to have key
weaknesses.

I am pleased to report that the Department has implemented a
comprehensive software license management program based on six
recommendations we made in 2014. As a result, VA is able to ana-
lyze agency-wide software license data such as usage and costs,
and it subsequently identified about $65 million in cost savings
over 3 years from analyzing just one of its licenses. However,
progress is much more limited when it comes to accurately assign-
ing risk to VA’s IT investment portfolio, as well as meeting OMB’s
targets for data center closures and optimization.

The Department also lacks policies fully addressing the role and
responsibilities of the CIO in four of six statutory areas, including
IT workforce and budgeting. Ensuring that these CIO authorities
are formalized is especially critical for the Department, as they
have had ten CIOs since 2004 and six since 2012, thus making the
average CIO tenure at VA less than 2 years.

Lastly, in the area of cyber security, VA has more work to ensure
its high-impact systems are adequately protected. These systems
hold sensitive information, the loss of which could cause a Nation
catastrophic harm. In May 2016, we found VA had implemented a
number of security controls over selected systems, but that it had
also not always effectively implemented access controls, patch man-
agements, and contingency planning to protect the confidentiality,
integrity, and availability of these critical systems. These weak-
nesses existed in part because VA lacked a robust information se-
curity program.

Moving forward in these three areas I noted, it will be critical
for VA to fully and effectively implement our 17 open recommenda-
tions as soon as possible. Doing so will better position the Depart-
ment to more effectively deliver secure systems and IT operations
that meet mission needs, and also, where available, realize addi-
tional cost savings.

That concludes my statement. I look forward to addressing your
questions.

[THE PREPARED STATEMENT OF CAROL HARRIS APPEARS IN THE AP-
PENDIX]
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Ms. LEE. Thank you, Ms. Harris.
Mr. Arronte, you are now recognized for 5 minutes.

STATEMENT OF BRENT ARRONTE

Mr. ARRONTE. Thank you, Madam Chair, Ranking Member
Banks, and Members of the Subcommittee, thank you for the op-
portunity to discuss the Office of Inspector General’s oversight of
VA’s Office of Information and Technology.

VA faces challenges in developing IT systems it needs to support
its current goals and overall mission. For over 20 consecutive
years, information security has been reported as a material weak-
ness in VA’s consolidated financial statement audit. Our audits
have shown that IT systems development and management at the
VA is a long-standing, high-risk challenge. Despite some incre-
mental advances, our reports indicate VA IT programs are still
often susceptible to cost overruns, schedule slippages, and perform-
ance problems.

Further, VA struggles to maintain a permanent CIO. Since June
of 2013, VA has had six permanent or acting CIOs. From January
2017 to January 2019, there have been three acting CIOs. With
such turnover in a key position, it is difficult for VA to support and
drive IT innovation for the Department.

In fiscal year 2016, the VA’s Chief Information Officer formed an
Enterprise Cyber Security Strategy Team, also known as ECST,
that developed an Enterprise Cyber Security Strategic Plan. The
plan was designed to help VA achieve transparency and account-
ability, while securing veteran information through teamwork and
innovation. The team scope included management of current cyber
security efforts, as well as the development and review of VA’s
operational requirements from desktop to software to network pro-
tection.

The ECST has launched 31 plans of action to address previously
identified weaknesses. We continue to see information systems se-
curity deficiencies similar in type and risk level to our findings in
prior years, and an overall inconsistent implementation of the secu-
rity program.

Our annual FISMA audits indicate that the Enterprise Cyber Se-
curity Plan efforts has not been fully effective in addressing or
eliminating material weaknesses found in VA’s information secu-
rity program for fiscal year 2018.

Examples of some of those weaknesses identified are legacy fi-
nancial management system, password standards not consistently
implemented, and users provided inappropriate access to some sys-
tems, and systems not securely configured to mitigate
vulnerabilities.

VA is also challenged in developing IT systems needed to support
mission goals. Recent OIG reports disclose that some progress has
been made in timely deploying system functionality because of the
agile system development methodology. However, despite these in-
cremental advances, VA struggles with cost overruns and perform-
ance shortfalls in its efforts to develop several major mission-crit-
ical systems.
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VA’s mechanism for overseeing IT program management has im-
proved, but has not been fully effective in controlling these IT in-
vestments.

Our work has demonstrated that VA continues to struggle with
its IT investments and securing IT systems. Some improvements in
information security management have become evident with the in-
ception of the ECST initiative; however, more work remains to be
done and VA needs to remain focused on addressing OIG rec-
ommendations in the security and development of IT systems.
Until a proven process is in place to ensure control across the en-
terprise, the IT material weaknesses may stand, and VA’s mission-
critical systems and sensitive veterans’ data may remain at risk of
attack or compromise.

Madam Chair, this concludes my statement. We would be happy
to answer any of your questions or questions from other Members
of the Committee.

[THE PREPARED STATEMENT OF BRENT ARRONTE APPEARS IN THE
APPENDIX]

Ms. LEE. Thank you very much, Mr. Arronte.

We will now begin the question-and-answer portion of the hear-
ing, and I would like to start by asking a few questions of Ms. Har-
ris from the GAO.

The GAO has included the VA on its high-risk list since 2015,
at least partially because of the information technology struggles.
In your report to congressional committees in March of 2019, GAO
found that the VA had regressed in the area of leadership commit-
ment.

Will you explain GAQ’s views on why this rating changed for the
worse?

Ms. HARRIS. Yes, ma’am. So the reason why VA regressed in this
area is because of the frequent turnover in the CIO leadership.
Again, the average turnover—or the average tenure of the VA CIO
is less than 2 years and that is a major problem.

Our work has shown that the CIO needs to be in office roughly
3 to 5 years to be effective, and about 5 to 7 years for any major
change initiative to take hold in a large public sector organization.

And so that is the primary reason as to why VA regressed in that
area.

Ms. HARRIS. Thank you.

What is the status of the VA’s efforts to address the rec-
ommendations that the GAO had made in relation to VA’s IT man-
agement issues?

Ms. HARRIS. Well, we have made 29 recommendations in total re-
lated to the IT management challenges, VA has closed roughly 40
percent of those recommendations thus far, so there are about 60
percent that are remaining. And so those are related to the dis-
ability benefits system and ensuring that they have a plan in place
for when they intend to complete the remaining functionality for
that system. That is one of the priority recommendations that we
have identified.

Another priority recommendation that we believe VA should im-
plement as soon as possible is defining the role of the Interagency
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Program Office on its Electronic Health Records Modernization
Program, and they should do that as soon as possible.

And then the last priority recommendation of that remaining 60
percent that are open are related to data center optimization, be-
cause, as Mr. Banks had noted, you know, 80 percent of the IT
OI&T budget is mired in that legacy system money. And so to iden-
tify areas where there can be cost savings, data center optimization
is one of those areas where cost savings in that area could be rein-
vested into developing new modernized systems.

Ms. LEE. How many of—speaking of those top priorities in your
recommendations, how many of those require the leadership of the
CI10?

Ms. HARRIS. All three areas require the leadership of the CIO.
I mean, certainly in the area of the Electronic Health Records Mod-
ernization, the CIO doesn’t play the primary role, he is more of a
supporting role for the Department, but his leadership still needs
to be there, because he will be responsible for the infrastructure
that is necessary for when that system is deployed.

Ms. LEE. Thank you.

Mr. Arronte, in your recent report on the Forever GI Bill imple-
mentation, you found that no one appeared to be in charge of the
project. This seems to, unfortunately, be a common theme at the
VA. What were your findings regarding the lack of accountability?

Mr. ARRONTE. Yes, ma’am. We found there was no single ac-
countable management official. And what happened—and we agree
with you, this seems to be a common theme, and what happens is,
when it is time to make final decisions about an initiative or an
application, there is nobody there to do that. So it stalls the initia-
tive, the initiatives tend to be pushed out the door when they are
not ready, and then what we end up seeing is functionality prob-
lems with those programs as they mature. And then they try to fix
it in flight, so to speak, and they struggle with that.

I think they struggle with program management across the board
when it comes to IT initiatives.

Ms. LEE. In your opinion, why do you think the VA has found
it so difficult?

Mr. ARRONTE. Without trying to speculate too much, based on
our experience, I think there is just—maybe this is a poor anal-
ogy—maybe there are too many chefs in the kitchen, and everybody
has ownership of a piece of this, and I think there is poor commu-
nication between the CIO’s office and the administrations.

Ms. LEE. Thank you very much.

I now yield 5 minutes to Mr. Banks for his questions.

Mr. BANKS. Thank you, Madam Chair.

Ms. Harris, the last time you testified before the Subcommittee,
we were talking about the IPO, the Interagency Program Office,
and the management of EHRM and MHS Genesis. Everyone
agreed the IPO is not living up to Congress’ vision for a single
point of accountability. At the time, I promised legislation on the
subject. Unfortunately, DoD and VA still have not come to any de-
cisions.

Last week, staff began circulating a summary of the legislation,
we are working to finalize it. The idea is the IPO should be re-
purposed to organize all aspects of interoperability, not just the
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electronic health records, between DoD, VA, and the Office of the
National Coordinator. The departments will have to figure out
what level of centralized control they want, but we need to focus
on comprehensive interoperability.

What more can you add today about the IPO’s role and what is
your opinion of the concept of that type of legislation?

Ms. HARRIS. I appreciate the question, Mr. Banks. I think the
IPO, as it is currently operating, is not an effective office for lead-
ing or for being that central point of accountability. I think you
have two departments, VA and DoD, who are unwilling to relin-
quish control to a third party to make those decisions. And I think
that this is actually the most important recommendation that we
have made for the EHRM program. If DoD and VA cannot for-
malize a process for how they are going to adjudicate these really
tough issues, they are going to fail again in this fourth attempt in
integrating their systems.

So, again, having a single point of accountability is crucial, be-
cause when the wheels start falling off the bus, we have to be able
to identify who is responsible in order to effectively have corrective
actions.

And in terms of the proposed legislation, we are happy to take
a look at it and weigh in, and certainly, you know, we are happy
to meet with you to discuss that further.

Mr. BANKS. I appreciate it. I hope we can get there before the
wheels fall off the bus and correct the problems before it gets to
that point.

Ms. HARRIS. Absolutely.

Mr. BANKS. My next question is for anyone who wants to answer
it.

The major recent organizational changes in OIT seem to be the
creation of the IT Operations and Service Division, which central-
ized the help desk support and the Enterprise Program Manage-
ment Office, which is the, quote, “air traffic control tower,” if you
will, for all of the IT projects.

Are these offices making a positive impact? And, if not, how
would you improve it?

Mr. BowMAN. Every year, we evaluate VA’s information security
program under FISMA, and we do interact with the ITOPS per-
sonnel when we are conducting site visits at 24 VA facilities. We
are seeing incremental improvement, some incremental improve-
ments over accountability. We are starting to see roles and respon-
sibilities defined as it relates to IT security, but the improvements
have just been marginal at best.

Mr. BANKS. Anybody else? Okay.

Ms. HARRIS. I will say, just in terms of centralization, one of the
benefits that we have seen or one of the good things to come out
of centralizing IT at VA is in their software license management
area.

Previous to VA implementing our recommendations, the manage-
ment of these licenses were relatively decentralized, and now they
actually have a comprehensive inventory of their licenses and they
are able to systematically identify the costs and the usage associ-
ated with these individual licenses. And so now they are in a better
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position to identify cost savings as a result and so that is one of
the benefits of this centralization.

I think one of the things that they should be focusing on if they
are going to continue this route is, you know, when it comes to IT
project management and utilizing and sharing IT best practices in
the area of, for example, agile software development, they can har-
ness this type of an approach to ensure that their IT project man-
agers are adequately trained in this area, so that they can have
adequate oversight over their contractors who are also utilizing
this same software methodology.

Mr. BANKS. I appreciate that. I don’t have enough time to ask
another question, but I will save more for the second round with
that.

I will yield back.

Ms. LEE. Thank you, Mr. Banks.

I would now like to recognize Ms. Brownley from California.

Ms. BROWNLEY. Thank you, Madam Chair, and thank you for
holding this hearing that is an important one. And I just want to
say that I agree with you wholeheartedly about your disappoint-
ment and our disappointment that VA has failed to send a witness
here for today’s hearing.

You know, Congress has a huge responsibility in terms of over-
sight and making sure that VA is hitting its benchmarks and it is
modernizing its IT systems, especially with large-scale under-
takings like the electronic health record—already said, fourth at-
tempt, this was an important one to succeed in—all of the IT sys-
tems involved in the implementation of the MISSION Act, just to
name a few, it is critically important that we know. So we put a
lot of trust in the VA that they are meeting their benchmarks and
moving forward in the timeframe that they set out to do, but if
they are not here today it is really very hard to have any con-
fidence or trust that VA is doing what they should be doing.

So, I share your concerns and I am disappointed that they are
not here.

I wanted to follow up with you, Ms. Harris, on your comment
around the CIO and the turnover that it has had. If you could tell
us in your opinion, you know, why is this happening? What is caus-
ing it? What are the—are there barriers? Is it the job description
in and of itself?

Why is it that it is so difficult to have a high-quality leader in
this very important position and hold on to that person?

Ms. HARRIS. Well, we have seen a high turnover of CIO leader-
ship across the Federal Government. This isn’t a problem that is
specific to the VA necessarily, but the actual tenure of less than 2
years makes VA one of the most challenging of the bunch for sure.

I am not quite sure as to why specifically VA can’t seem to hold
on to a CIO; however, I do commend them for recently making the
change of ensuring that the CIO does report directly to the Sec-
retary, because that is an important elevation of the position. I
think that that recent change by VA will actually help them have
a CIO stay in the position longer, because when that position is
elevated then you are going to retain and recruit high-quality
CIOs.
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And also I think that, you know, when it comes to the CIO posi-
tion, if VA can have the CIO, Mr. Gfrerer, in this position for about
3 to 5 years, that is when, you know, based on our work, we have
seen CIOs become more effective, and especially a large change
management program like EHRM, the Electronic Health Records
Modernization Program. You are going to want Mr. Gfrerer to be
in there at least 3 to 5 years, hopefully longer, 5 to 7 years, where
we have actually seen success in public sector organizations.

Ms. BROWNLEY. Thank you. You also mentioned too that it is
going to be necessary for the DoD and the VA to iron out its dif-
ferences and be on the same page in order to properly implement
the EHR Modernization. And to me, when I hear that, my sense
is that we should stop right now until, you know, we have crossed
our Ts and dotted our Is before—that this has to be ironed out first
and foremost. It sounds like this is a critical piece, I mean common
sense will tell you it is a critical piece, it is the reason why we have
been unsuccessful over many, many, many years.

So what are your recommendations in terms of, you know, in our
oversight responsibilities how we should proceed?

Ms. HARRIS. Ensuring that VA fully defines the role of the Inter-
agency Program Office with DoD is the most important action that
VA can take to ensure that the EHRM program is a success. If they
do not fully define that process with DoD, they are going to fail.

Ms. BROWNLEY. Well, that seems abundantly clear.

I know my time is running out, but I just wanted to touch upon
the Family Caregiver Program. It is a very important program in
terms of its expansion and moving forward and I know, again, the
IT systems have really delayed the implementation of that pro-
gram, and if there were any comments in terms of how that is pro-
gressing.

[Pause.]

Ms. BROWNLEY. I yield back my time.

Ms. LEE. Thank you, Ms. Brownley.

I would now like to recognize Mr. Lamb from Pennsylvania.

Mr. LAMB. Thank you very much, Madam Chairwoman.

I want to address a couple of big-picture questions first. And I
apologize if this retreads any ground that you covered before I got
here, but I just want to open this to all three witnesses.

I see kind of a couple of different ingredients in the recurring
problem that we keep having with the Electronic Health Records,
with the GI Bill benefits, with some of the issues with disability
claims that we have had on the IT side.

There is clearly a management and leadership piece in terms of
achieving stable leadership in the CIO position and leadership that
is willing to show up for relevant hearings, but then obviously
there is an investment component as well. There are many people
who feel that the IT infrastructure is outdated.

There is kind of a recurring problem, it seems like, in Federal
infrastructure generally where money gets doled out piecemeal over
a lot of years in a way that makes it difficult to ever finish the task
of a single big investment.

So I guess if you think about those two factors, leadership and
money, can you address at all whether one of those is more to
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blame for the recurring problems that we keep having or the other,
or is it something else entirely?

Mr. BOWMAN. I can certainly talk about our ongoing work with
the VA’s implementation of FTAR and that relates to the CIO’s
ability to see IT acquisitions across the enterprise, be involved in
the planning, programing, budget, and execution aspect of that.
And, although our draft report is under development, we are seeing
that the CIO is not actively involved in the planning and budgeting
of IT within all the administrations across the enterprise. I think
that has a real adverse effect, and then you combine that with the
frequent turnover, it is a recipe for disaster.

Mr. LAMB. Ms. Harris, do you have anything to add to that?

Ms. HARRIS. I actually would like to add to what Mr. Bowman
is saying about the CIO’s absence in the IT budgeting process. Ac-
tually within VA, VA does not have any policies associated with the
CIO’s roles and responsibilities associated with IT strategic plan-
ning whatsoever and only a minimal amount of policies in place re-
lated to the IT budgeting aspect. And that is a major problem, es-
pecially with this frequent turnover of CIOs that we have.

Having codified policies that ensures that the CIO establishes
goals for improving agency operations through IT and measuring
progress against those goals is absolutely critical. So we have made
recommendations in this area and VA should be—we want VA to
implement them as soon as possible.

Mr. LaMmB. Thank you.

And I think the kind of separate issue that is kind of hanging
out there, I think that makes a lot of sense for the year-over-year
regular budgeting for IT investments, maintenance, that kind of
thing. Obviously, we have the second massive project with the elec-
tronic health records.

Given the instability in leadership that we have talked about,
again, the unwillingness to show up to a relevant hearing, do you
have any suggestions to us as to how we can make sure that this
EHR project actually stays on schedule and within budget, or at
least that we know when there is a red flag? You know, we don’t
want to happen on the VA side what happened on the DoD side
with this sort of disastrous rollout when it was show time. So, any
specific suggestions there?

Ms. HARris. Well, the first is defining the role of the IPO and
having a single point of accountability, ensuring that DoD and VA
have a formalized process for adjudicating those tough issues. That
is the first piece.

The second piece is ensuring that VA develops a comprehensive
baseline for its EHRM program with a reliable cost estimate and
a reliable schedule with performance targets that can be tracked,
because what we have seen in these large, major IT programs with
VA is that they lack this baseline plan. And so it is really chal-
lenging to hold their management accountable in the absence of a
plan.

So those are the two key things that VA needs to be set up for
success.

Mr. LaMB. Would that differ from the way the DoD did the roll-
out at the limited number of sites? I mean, I guess, what are you
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saying specifically in terms of a performance target, can you give
an example?

Ms. HARRIS. Well, I mean, the rollout of sites, I am not saying
that that should be necessarily different. I think piloting is cer-
tainly the way to go, but having performance targets associated
with the system itself, for example, in measuring system defects or
measuring customer satisfaction, those are key areas that VA will
have to make sure that they have measurable targets in place for.

Mr. LaMmB. Thank you.

I yield back.

Ms. LEE. Thank you, Mr. Lamb.

I would now like to recognize Mr. Banks for additional questions.

Mr. BANKS. Thank you very much, Madam Chair.

First of all, Ms. Harris, in your testimony you write that the VA
operates 240 information systems. Could you put that into perspec-
tive for me a little bit? Is that a lot for an agency the size of the
VA? And about how many systems would VA need under optimal
conditions?

Ms. HARRIS. Well, VA operates one of the most complex and larg-
est IT networks within the civilian agencies. I mean, you look at
their IT budget, it is the third highest behind DHS and HHS. I
can’t tell you what the right number of systems should be, but con-
sidering that 80 percent of their budget goes to maintaining old
legacy systems, that is a major problem both from an operational
perspective of having to ensure that they have the personnel in
place to maintain old code, but also from a cyber security perspec-
tive as well, that is a major challenge for them.

So—

Mr. BANKS. Is 240 a lot or that is—because of the complexity of
the systems, that is within range of what you would expect?

Ms. HARRIS. I would say that that number is high. And, again,
taking a look at where the money is going, since only 20 percent
of their money is going towards developing modernized systems,
that makes it a problem. So there isn’t enough money available to
invest into, you know, decreasing that, turning off old legacy sys-
tems and investing into new systems.

I can’t tell you what the right number would be, but—

Mr. BANKS. Okay, thank you for that. I will move on.

Mr. Bowman, I understand that you manage the VA Cyber Secu-
rity Audit under the Federal Information Security Modernization
Act. In 2015, you found 35 weaknesses; last year, you found 28.
That seems like slow progress towards securing veterans’ data.

Historically, what has VA done to address the FISMA rec-
ommendations and how would you characterize their progress?

Mr. BOWMAN. So when I first came to VA to become the Director
back in 2008, there was about 33 outstanding recommendations in
connection to the FISMA work. So that if you compare that today
from our most recent report, we are now down to 28 recommenda-
tions.

Most of the improvement that I have seen VA do is really it is
in policy, it is in plans of action and milestones. Incident handling
and response has also made an improvement. But as far as making
corrections and remediations to address access control issues, con-
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figuration management issues, disaster recovery issues, the
progress has been just marginal at best. It is—

Mr. BANKS. So what are the barriers that are preventing the VA
from—I mean, 35 to 28, that doesn’t seem like very good progress
to me. What is stopping us from substantially diminishing that
number?

Mr. BowMAN. In my opinion, that VA has to implement a more
robust vulnerability management program. They need to be able to
identify the vulnerabilities and correct them before we conduct our
FISMA audits.

And there are times where VA is seeing these issues at the same
time that we are seeing them every year. And so that has to be a
more proactive program. They need to be able to patch their sys-
tems in a more timely manner. We are finding systems that are
outdated with security updates by more than 2 years and these are
on the mission-critical systems.

They also need to make IT security a priority and there are years
where we just don’t feel that they are dedicating the resources to
take these issues seriously.

Mr. BANKS. So, a lack of urgency?

Mr. BOWMAN. In my opinion, yes.

Mr. BANKS. Okay. Of the 28 recommendations last year, the VA
didn’t concur with three of them, claiming that they had already
been resolved. Can you explain these recommendations and wheth-
er or not you agree with the VA’s position?

Mr. BowMAN. Well, part of it was is that we sat with VA several
times, we asked for them to provide us supporting documentation,
so that we could conclude whether or not the corrective action
plans had been remediated. VA did not provide them to us, nor
were we able to perform any subsequent testing, and for that rea-
son those recommendations remain.

Now, going forward, we are going to put efforts to see whether
or not those corrective action plans are effectively mitigating the
vulnerabilities. It just remains to be seen right now, but I don’t feel
VA made a concerted effort to give us the information we were ask-
ing for.

Mr. BANKS. All right, let me get one more question in really
quick, continuing on the same subject. What are the VA’s most sig-
nificant risks from its many systems that are connected with exter-
nal organizations?

Mr. BowMaN. I think it is very important you have got to mon-
itor all system interconnections on the VA networks. They have got
hundreds of business partners, they have got numerous connections
in and out of the network. VA doesn’t monitor all those systems.

Now, going forward, there is only maybe about five or six that
aren’t monitored, which is better than how they were doing 4 or
5 years ago, but you really shouldn’t have any interconnections
that weren’t monitored, because your partners, their security pos-
ture may be far worse than VA. They could be a vector right into
your network and, without monitoring it, VA doesn’t know whether
or not its systems are infiltrated.

Mr. BANKS. Thank you. My time has expired.

Ms. LEE. Thank you, Mr. Banks.
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I want to talk about, you know, successful IT programs require
that agencies know exactly what they are building or buying, who
the users are and what they are actually going to need. This is re-
quirements development and it takes a lot of legwork by the agency
to research and talk to stakeholders, and it is also a place where
many agencies under time and money constraints tend to fall short.

Mr. Arronte or Ms. Harris, either one of you, what are some of
the best practices that the GAO and OIG have identified regarding
requirements development and recommendations?

Ms. HARRIS. One of the most critical success factors in delivering
major IT programs is, as you mentioned, requirements develop-
ment and management, ensuring that the program is adequately
involving the end users in the development of those requirements.
And then from there prioritizing requirements, because as if, for
example, funding becomes unstable or gets cut, you are going to
want to be able to very quickly, you know, de-scope the program
as necessary.

And so those are the two critical success factors that we have
found regarding requirements in delivering IT systems.

Mr. BOwMAN. I definitely agree that agile software development
practices. The sooner you get the end users involved in developing
the requirements and testing it and on the rollout, you are more
likely to hit your targets. But I think it is also important that VA
stabilize their functionality requirements. A lot of times in these
projects they will go in with a general idea of what they want and,
as they start developing a road plan, they realize that they need
a lot more functionality to achieve end user goals and to meet the
goals of the project. So, without stabilizing that, you are not going
to hit your schedule, you are not going to hit your cost goals, and
then the system will not perform as intended.

Ms. LEE. Thank you. Mr. Arronte, the OIG reviewed the issue of
unwarranted medical examinations for disability benefits and
found that the VBA needed to take steps to prioritize the design
and implementation of system automation reasonably designed to
minimize unwarranted reexaminations. The VBA then concurred
with the recommendation, but the OIG Web site says it was not
implemented because, quote, “the recommendation was unable to
be satisfactorily addressed despite significant efforts due to the
lack of resources or other reasons.”

Could you elaborate on that?

Mr. ARRONTE. Yes, and this was kind of a surprise to us. Typi-
cally, we meet with the Department and we discuss our rec-
ommendations. They came back; they felt that the recommendation
was a good recommendation that they wanted to implement. And
then, as they started moving along the course to implement, OI&T
came and told them, well, we might be able to do this, but it is
going to be 18 to 24 months before we can do this. And when we
make our recommendations, we try to gear our recommendations
to be implementable within a year. So, once VBA leadership was
notified that this was not going to happen in a year, they came
back to us and said, look, we are not going to be able to do this;
not that we don’t agree with it and not that we don’t want it, but
OI&T is telling us 18 to 24 months.
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Ms. LEE. So there was no way to sort of define what could be ac-
complished within a year?

Mr. ARRONTE. No. And OI&T, the way they prioritize what is im-
portant is—I can speak from VBA, VBA senior leadership has con-
veyed to me that it is unclear to them how OI&T prioritizes work
across the Department.

Ms. LEE. Okay, that is surprising.

Ms. Harris, one more question. I have just a little bit of time.
One of the issues that the GAO cited with regards to the Forever
GI Bill implementation was that the VBA Education Service and
the Office of Information and Technology could not agree on what
a working solution was.

You know, we have talked about having a single point of account-
ability can be helpful to prevent this type of disagreement, but
what other types of mechanisms can an agency have in place that
would help keep the project’s scope on track?

Ms. HARRIs. Well, certainly having strong leadership in place is
absolutely vital and ensuring that program staff have the nec-
essary knowledge and skills from an IT management and con-
tractor oversight perspective. Those are two major areas that are
common to successfully delivering an IT system.

Ms. HARrIS. Thank you.

I now yield to Mr. Banks.

Mr. BANKS. Thank you, Madam Chair.

Mr. Arronte or Mr. Bowman, the VA also undergoes a financial
statement audit every year, which includes IT systems and cyber
security. I understand there are many material weaknesses in that
audit as well. What actions should VA take to correct the material
weaknesses?

Mr. ARRONTE. So Mr. Bowman is going to speak specifically to
some of the IT challenges. We do have one that is directly related
to information technology and it is ensuring effective information
security program and system controls. And one of the things that
we see—and we have talked about budget and management and
which one is more or less important—with these security controls
and the CIO not being part of the budget process, what we find is
medical centers are purchasing IT equipment under their own
budget, and then what happens is the CIO is unaware that this
equipment has been purchased, so the CIO is not—there is no proc-
ess to ensure that the security of this equipment is in place be-
cause the CIO was unaware of it.

Mr. BowMAN. Related to IT, even though that my focus is of
FISMA, part of that focus is to evaluate the IT controls in connec-
tion with the consolidated financial statement audit as well, and so
what we see in FISMA is basically duplicate issues that we find for
the consolidated financial statement.

So the real issues, the way for VA to remediate the material
weakness and get it downgraded to a significant deficiency is we
have got to see password controls consistently implemented across
all systems. And we still see passwords with the same user name
and passwords sometimes 2 and 3 years running, we have got de-
fault passwords. And, you know, when you are briefing the VA Sec-
retary and we start explaining that, it is really uncomfortable, be-
cause that seems like very low-hanging fruit and why is that a dis-
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cussion point every year when we brief out on the financial state-
ment. So that is first and foremost.

The other thing—

Mr. BANKS. You brief that over and over again, but little to no
progress in addressing it?

Mr. BowMAN. It certainly gets a lot of air time at the meeting
and, you know, there is a lot of focus that says, well, we are going
to get rid of this next year. Either our testing methods are very
good or just VA is lax, it is hard to tell. Sometimes we just go back
and test the same systems and we will find those same user ac-
counts with unchanged passwords.

But the other thing is, is VA has legacy systems that are no
longer supported by the vendor, so they can’t update those systems
for, you know, hot fixes and security patches to address emerging
IT security issues.

And so, unless you resolve those, the material weakness will re-
main.

Mr. BANKS. Unbelievable, but let’s move on.

Mr. Arronte, in your testimony you cite the VA IT budget pro-
posal as $4.3 billion. Does that include all IT spending?

Mr. ARRONTE. No, sir, it does not. And, as I alluded to earlier,
what happens is VHA has a specific line item for the purchases of
IT equipment, which I was in a meeting and we asked the CFO at
the time, why is there a specific line item for the hospitals or the
VA MCs or the VISNs to purchase IT equipment without going
through the CIO? And what we were told was it takes the CIO’s
office too long to approve equipment that we need now.

Mr. BANKS. So let me ask you, what are the practical con-
sequences of having IT activities that the Chief Information Officer
isn’t aware of?

Mr. ARRONTE. So, one, cost overruns; two, duplication of IT ac-
quisition equipment; and, third, not being able to—because you are
unaware of this equipment, you can’t place security on it and you
can’t track it, and then it becomes an inventory issue as well.

Mr. BaNKs. That is startling and troubling, and, with that, I will
yield back.

Ms. LEE. I am going to continue on this with respect to the elec-
tronic health records revamp that we are doing in terms of the ac-
quisition process.

Do you have recommendations? I mean, we have the $10 billion
contract with Cerner and then the $6 billion that the VA needs to
use for the infrastructure and the equipment. Are there rec-
ommendations you have to make sure that process is as successful
as possible?

Mr. ARRONTE. So we have not done any formal work with EHR.
We have staff that attend clinical council meetings to monitor the
progress. Right now we understand that there are discussions be-
tween VA and DoD on medical coding. Until some of that is re-
solved, I am not sure what our role is going to be with the limited
resources we have. But I think a good answer is, look at the past
practices, look at the past—like Mr. Banks indicated, 33 rec-
ommendations, 28 recommendations, they can’t get security on
equipment right.
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I think VA risks—this is a behavior for VA, and I think what is
the potential risk for EHR is these types of behaviors will roll over
into this initiative, and that is what we are looking at right now.

Ms. LEE. Okay.

Ms. HARRIS. Madam Chair, we intend to initiate work on the
EHR program very soon. We have ongoing work at VistA, as well
as ongoing work on the DoD side, the MHS Genesis program. So
we have not made specific recommendations related to the EHR ac-
quisition itself, but we do have the one outstanding recommenda-
tion to define the role of the Interagency Program Office.

And again, as I mentioned earlier, if that process hasn’t been for-
malized, whatever VA does on the acquisition, I mean, it is ulti-
mately going to fail in terms of the interoperability with DoD.

Ms. LEE. Thank you.

Ms. HARRIS. So they have to get that right.

Ms. LEE. Thank you.

Well, this has been somewhat depressing, but also a helpful dis-
cussion. And we certainly look forward to working with the VA to
ensure that we help overcome these deficiencies, because ulti-
mately making sure that we are successful means better care for
our veterans, which is ultimately the goal for all of us.

So I look forward to continuing as the Subcommittee moves for-
ward with oversight of technology and modernization at the VA.

I would like to thank all of our witnesses for your attendance
and your testimony, and your patience in answering these ques-
tions.

And all Members will have 5 legislative days to revise and ex-
tend their remarks and include extraneous material.

And this hearing has now been adjourned. Thank you.

[Whereupon, at 11:18 a.m., the Subcommittee was adjourned.]



APPENDIX

Prepared Statement of Mark Takano, Chairman Full Committee

Good Morning. This hearing will come to order.

This is the first hearing of the 116th Congress by the Subcommittee on Tech-
nology Modernization. This Subcommittee was created last year because this Com-
mittee recognized that all aspects of implementing technology at the Department of
Veterans Affairs needs sustained attention and oversight.

I am pleased that the work that was begun last year will continue and I am hon-
ored to be a part of the effort. I look forward to working with my colleague, Ranking
Menﬂoer Banks, and the other members of the Subcommittee on this important
mandate.

VA has many technology modernization projects underway, from the Electronic
Health Record Modernization, the Financial Management Business Transformation,
and efforts to update its supply chain system. Congress has also given VA several
critical programs to implement, including the MISSION Act and the Forever GI Bill.
These programs will need to have strong technology systems that support the suc-
cessful delivery of healthcare and benefits to our veterans.

The Subcommittee will engage in oversight of each of these programs over the
next several months. However, I thought it would be helpful to begin the Sub-
committee’s work with an assessment of the office within VA that bears much of
the responsibility for implementing the technology that will support these critical
programs.

The Office of Information and Technology (OI&T) is responsible for all aspects of
technology modernization at VA, including acquisition, development, and implemen-
tation. OI&T is also responsible for making sure that VA’s critical systems are se-
cure, and that veterans’ personal data is protected.

It is clear that OI&T has struggled in its mission.

Many decades of oversight work by the Government Accountability Office and the
Office of Inspector General have found and documented systemic leadership and
management challenges at OI&T. Progress at solving these problems has been halt-
ing.

Today, I would like to explore the root causes of these challenges and to identify
the barriers to improvement. And if OI&T has made progress I would like to explore
that as well, so that we can determine how successful results can be replicated.

One of the major problems at OI&T has been high turnover in leadership. VA has
had five chief information officers in four years. I am glad that a confirmed leader
is now in place and I wish Mr. Gfrerer success in his position and I hope that he
is able to implement some of the critical change that is needed at OI&T.

However, you will note that we have an empty chair at the table where the Office
of Information and Technology should be represented. The Subcommittee invited
Mr. Gfrerer to the hearing today, but the VA declined because he is testifying before
the Full Committee this afternoon. That is somewhat understandable, and we told
VA that we would accept a deputy for testimony today. We won’t stand on ceremony
in this Subcommittee. We want to engage with knowledgeable management and
staff - no matter their title - to better understand these challenges and to figure
out solutions. Unfortunately, VA refused the Subcommittee’s request.

I hope we will hear from OI&T at a Subcommittee hearing in the near future,
because if we want VA to be able to successfully deliver healthcare and benefits to
our Veterans, OI&T has to be an effective part of that effort. There is no doubt that
we want OI&T to succeed at its mission, because its success means that veterans
get the highest level of care and reliable access to the benefits they have earned.

I am pleased to have members of our oversight community here today to help the
Subcommittee further its own oversight of technology at VA. I look forward to testi-
mony from GAO and the OIG and engaging in discussion with them now and going
forward.

Thank you.

(19)
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————

Prepared Statement of Carol C. Harris

Addressing IT Management Challenges Is Essential to Effectively Sup-
porting the Department’s Mission

Chair Lee, Ranking Member Banks, and Members of the Subcommittee:

Thank you for the opportunity to participate in today’s hearing regarding the De-
partment of Veterans Affairs’ (VA) Office of Information and Technology (OI&T). As
you know, the use of information technology (IT) is crucial to helping VA effectively
serve the nation’s veterans. The department annually spends billions of dollars on
1tls1 information systems and assets-VA’s budget for IT now exceeds $4 billion annu-
ally.

However, over many years, VA has experienced challenges in managing its IT
projects and programs, raising questions about the efficiency and effectiveness of
OI&T and its ability to deliver intended outcomes needed to help advance the de-
partment’s mission. These challenges have spanned a number of critical initiatives
related to modernizing the department’s (1) health information system, the Veterans
Health Information Systems and Technology Architecture (VistA); (2) program to
support family caregivers; and (3) benefits management system. The department
has also experienced challenges in implementing provisions of the Federal Informa-
tion Technology Acquisition Reform Act (commonly referred to as FITARA),! and in
appropriately addressing cybersecurity risks.

We have previously reported on these IT management challenges at VA and have
made recommendations aimed at improving the department’s system acquisitions
and operations.2 At your request, my testimony today summarizes results and rec-
ommendations from our work at the department that examined its system mod-
ernization efforts, as well as its efforts toward implementing FITARA and address-
ing cybersecurity issues.

In developing this testimony, we relied on our recently issued reports that ad-
dressed IT management issues at VA and our bi-annual high-risk series.3 We also
incorporated information on the department’s actions in response to recommenda-
tions we made in our previous reports. The reports cited throughout this statement
include detailed information on the scope and methodology of our prior reviews.

We conducted the work on which this statement is based in accordance with gen-
erally accepted government auditing standards. Those standards require that we
plan and perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit objectives. We
believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

1Carl Levin and Howard P. ‘Buck’ McKeon National Defense Authorization Act for Fiscal Year
%8%23 Pub. L. No. 113-291, division A, title VIII, subtitle D, 128 Stat. 3292, 3438-50 (Dec. 19,
2GAO, Electronic Health Records: VA and DOD Need to Support Cost and Schedule Claims,
Develop Interoperability Plans, and Improve Collaboration, GAO 14 302 (Washington, D.C.: Feb.
27, 2014); VA Health Care: Actions Needed to Address Higher-Than-Expected Demand for the
Family Caregiver Program, GAO 14 675 (Washington, D.C.: Sept. 18, 2014); Veterans Benefits
Management System: Ongoing Development and Implementation Can Be Improved; Goals Are
Needed to Promote Increased User Satisfaction, GAO 15 582 (Washington, D.C.: Sept. 1, 2015);
IT Dashboard: Agencies Need to Fully Consider Risks When Rating Their Major Investments
GAO 16 494 (Washington, D.C.: June 2, 2016); Information Technology Reform: Agencies Need
to Improve Certification of Incremental Development GAO 18 148 (Washington, D.C.: Nov. 7,
2017); Data Center Optimization: Continued Agency Actions Needed to Meet Goals and Address
Prior Recommendations, GAO 18 264 (Washington, D.C.: May 23, 2018); Federal Chief Informa-
tion Officers: Critical Actions Needed to Address Shortcomings and Challenges in Implementing
Responsibilities, GAO 18 93 (Washington, D.C.: Aug. 2, 2018); Information Security, Agencies
Need to Improve Controls over Selected High-Impact Systems GAO 16 501 (Washington, D.C.:
May 18, 2016); Information Security: Agencies Need to Improve Implementation of Federal Ap-
proach to Securing Systems and Protecting against Intrusions, GAO 19 105 (Washington, D.C.:
Dec. 18, 2018); and Cybersecurity Workforce: Agencies Need to Accurately Categorize Positions
to Effectively Identify Critical Staffing Needs, GAO 19 144 (Washington, D.C.: Mar. 12, 2019).
3GAO maintains a high-risk program to focus attention on government operations that it
identifies as high risk due to their greater vulnerabilities to fraud, waste, abuse, and mis-
management or the need for transformation to address economy, efficiency, or effectiveness chal-
lenges. VA’s issues were highlighted in our 2015 High-Risk Report, GAO, High-Risk Series: An
Update, GAO 15 290 (Washington, D.C.: Feb. 11, 2015), 2017 update, GAO, High-Risk Series:
Progress on Many High-Risk Areas, While Substantial Efforts Needed on Others, GAO 17 317
(Washington, D.C.: Feb. 15, 2017), and 2019 update, GAO, High-Risk Series, Substantial Efforts
1\N/Ieed%d th lg)chieve Greater Progress on High-Risk Areas, GAO 19 157SP (Washington, D.C.:
ar. 6, 2019).
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Background

VA’s mission is to promote the health, welfare, and dignity of all veterans in rec-
ognition of their service to the nation by ensuring that they receive medical care,
benefits, social support, and lasting memorials. In carrying out this mission, the de-
partment operates one of the largest health care delivery systems in America, pro-
vilding health care to millions of veterans and their families at more than 1,500 fa-
cilities.

The department’s three major components-the Veterans Health Administration
(VHA), the Veterans Benefits Administration (VBA), and the National Cemetery Ad-
ministration (NCA)-are primarily responsible for carrying out its mission. More spe-
cifically, VHA provides health care services, including primary care and specialized
care, and it performs research and development to address veterans’ needs. VBA
provides a variety of benefits to veterans and their families, including disability
compensation, educational opportunities, assistance with home ownership, and life
insurance. Further, NCA provides burial and memorial benefits to veterans and
their families.

VA Relies Extensively on IT

The use of IT is critically important to VA’s efforts to provide benefits and services
to veterans. As such, the department operates and maintains an IT infrastructure
that is intended to provide the backbone necessary to meet the day-to-day oper-
ational needs of its medical centers, veteran-facing systems, benefits delivery sys-
tems, memorial services, and all other systems supporting the department’s mission.
The infrastructure is to provide for data storage, transmission, and communications
requirements necessary to ensure the delivery of reliable, available, and responsive
support to all VA staff offices and administration customers, as well as veterans.

Toward this end, the department operates approximately 240 information sys-
tems, manages approximately 314,000 desktop computers and 30,000 laptops, and
administers nearly 460,000 network user accounts for employees and contractors to
facilitate providing benefits and health care to veterans. These systems are used for
the determination of benefits, benefits claims processing, patient admission to hos-
pitals and clinics, and access to health records, among other services.

VHA’s systems provide capabilities to establish and maintain electronic health
records that health care providers and other clinical staff use to view patient infor-
mation in inpatient, outpatient, and long-term care settings. The department’s
health information system-VistA-serves an essential role in helping the department
to fulfill its health care delivery mission.

Specifically, VistA is an integrated medical information system that was devel-
oped in-house by the department’s clinicians and IT personnel, and has been in op-
eration since the early 1980s.4 The system consists of 104 separate computer appli-
cations, including 56 health provider applications; 19 management and financial ap-
plications; eight registration, enrollment, and eligibility applications; five health
data applications; and three information and education applications. Within VistA,
an application called the Computerized Patient Record System enables the depart-
ment to create and manage an individual electronic health record for each VA pa-
tient.

In June 2017, the former VA Secretary announced that the department planned
to acquire the same Cerner electronic health record system that the Department of
Defense (DOD) has acquired.® VA’s effort-the Electronic Health Record Moderniza-
tion (EHRM) program-calls for the deployment of a new electronic health record sys-
tem at three initial sites in 2020, with a phased implementation of the remaining
sites over the next decade.

In addition, VBA relies on the Veterans Benefits Management System (VBMS) to
collect and store information such as military service records, medical examinations,
and treatment records from VA, DOD, and private medical service providers. In
2014, VA issued its 6-year strategic plan, which emphasizes the department’s goal
of increasing veterans’ access to benefits and services, eliminating the disability
claims backlog, and ending veteran homelessness. According to the plan, the depart-
ment intends to improve access to benefits and services through the use of enhanced
technology to provide veterans with access to more effective care management.

4VistA began operation in 1983 as the Decentralized Hospital Computer Program. In 1996,
the name of the system was changed to VistA.

5In July 2015, DOD awarded a $4.3 billion contract for a commercial electronic health record
system developed by Cerner, to be known as MHS GENESIS. The transition to the new system
began in February 2017 in the Pacific Northwest region of the United States and is expected
to be completed in 2022.
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The plan also calls for VA to eliminate the disability claims backlog by fully im-
plementing an electronic claims process that is intended to reduce processing time
and increase accuracy. Further, the department has an initiative under way that
provides services, such as health care, housing assistance, and job training, to end
veteran homelessness. Toward this end, VA is working with other agencies, such as
the Department of Health and Human Services, to implement more coordinated
data entry systems to streamline and facilitate access to appropriate housing and
services.

VA Manages IT Resources Centrally

Since 2007, VA has been operating a centralized organization, OI&T, in which
most key functions intended for effective management of IT are performed. This of-
fice is led by the Assistant Secretary for Information and Technology-VA’s Chief In-
formation Officer (CIO). The office is responsible for providing strategy and tech-
nical direction, guidance, and policy related to how IT resources are to be acquired
and managed for the department, and for working closely with its business part-
ners-such as VHA-to identify and prioritize business needs and requirements for IT
systems. Among other things, OI&T has responsibility for managing the majority of
VA’s IT-related functions, including the maintenance and modernization of VistA.®¢
As of January 2019, OI&T was comprised of about 15,800 staff, with more than half
of these positions filled by contractors.

VA Is Requesting about $5.9 Billion for IT and a New Electronic Health
Record System for Fiscal Year 2020

VA’s fiscal year 2020 budget request includes about $5.9 billion for OI&T and its
new electronic health record system. Of this amount, about $4.3 billion was re-
quested for OI&T, which represents a $240 million increase over the $4.1 billion en-
acted for 2019. The request seeks the following levels of funding:

e $401 million for new systems development efforts to support current health care
systems platforms, and to replace legacy systems, such as the Financial Man-
agement System;

o approximately $2.7 billion for the operations and maintenance of existing sys-
tems, which includes $327.3 million for infrastructure readiness that is to sup-
port the transition to the new electronic health record system; and

e approximately $1.2 billion for administration.

Additionally, the department requested about $1.6 billion for the EHRM program.
This amount is an increase of $496 million over the $1.1 billion that was enacted
for the program for fiscal year 2019. The request includes the following:

e $1.1 billion for the contract with the Cerner Corporation to acquire the new sys-
tem,

e $161,800 for program management, and

e $334,700 for infrastructure support.

VA’s Management of IT Has Contributed to High-Risk Designations

In 2015, we designated VA Health Care as a high-risk area for the federal govern-
ment and noted that IT challenges were among the five areas of concern.” In part,
we identified limitations in the capacity of VA’s existing systems, including the out-
dated, inefficient nature of certain systems and a lack of system interoperability-
that is, the ability to exchange and use electronic health information-as contributors
to the department’s IT challenges related to health care.

Also, in February 2015, we added Improving the Management of IT Acquisitions
and Operations to our list of high-risk areas.® Specifically, federal IT investments
were too frequently failing or incurring cost overruns and schedule slippages while
contributing little to mission-related outcomes. We have previously reported that the

6VistA is a joint program with OI&T and VHA.

7GAO maintains a high-risk program to focus attention on government operations that it
identifies as high risk due to their greater vulnerabilities to fraud, waste, abuse, and mis-
management or the need for transformation to address economy, efficiency, or effectiveness chal-
lenges. VA’s issues were highlighted in our 2015 High-Risk Report, GAO, High-Risk Series: An
Update, GAO 15 290 (Washington, D.C.: Feb. 11, 2015) and 2017 update, GAO, High-Risk Se-
ries: Progress on Many High-Risk Areas, While Substantial Efforts Needed on Others, GAO 17
317 (Washington, D.C.: Feb. 15, 2017).

8GAO 15 290.
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fedegalggovernment has spent billions of dollars on failed IT investments, including
at VA.

Our 2017 update to the high-risk report noted that VA had partially met our lead-
ership commitment criterion by involving top leadership in addressing the IT chal-
lenges portion of the VA Health Care high-risk area; however, it had not met the
action plan, monitoring, demonstrated progress, or capacity criteria.

We have also identified VA as being among a handful of departments with one
or more archaic legacy systems. Specifically, in our May 2016 report on legacy sys-
tems used by federal agencies, we identified two of VA’s systems as being over 50
years old-the Personnel and Accounting Integrated Data system and the Benefits
Delivery Network system.10 These systems were among the 10 oldest investments
and/or systems that were reported by 12 selected agencies.

Accordingly, we recommended that the department identify and plan to modernize
or replace its legacy systems. VA addressed the recommendation in May 2018, when
it provided a Comprehensive Information Technology Plan that showed a detailed
roadmap for the key programs and systems required for modernization. The plan
included time frames, activities to be performed, and functions to be replaced or en-
hanced. The plan also indicated that the Personnel and Accounting Integrated Data
system and the Benefits Delivery Network system are to be decommissioned in
quarters 3 and 4 of fiscal year 2019, respectively.

Our March 2019 update to our high-risk series noted that the ratings for leader-
ship commitment criterion regressed, while the action plan criterion improved for
the IT Challenges portion of the VA Health Care area.!! The capacity, monitoring,
and demonstrated progress criteria remained unchanged. Our work continued to in-
dicate that VA was not yet able to demonstrate progress in this area.

Since its 2015 high-risk designation, we have made 14 new recommendations in
the VA Health Care area, 12 of which were made since our 2017 high-risk report
was issued. For example, in June 2017, to address deficiencies we recommended
that the department take six actions to provide clinicians and pharmacists with im-
proved tools to support pharmacy services to veterans and reduce risks to patient
safety. VA generally concurred with these recommendations; however, all of them
remain open.

FITARA Is Intended to Help VA and Other Agencies Improve Their IT Ac-

quisitions

Congress enacted FITARA in December 2014 to improve agencies’ acquisitions of
IT and enable Congress to better monitor agencies’ progress and hold them account-
able for reducing duplication and achieving cost savings. The law applies to VA and
other covered agencies. 2 It includes specific requirements related to seven areas,
including agency CIO authority, data center consolidation and optimization, risk
management of IT investments, and government-wide software purchasing. 13

e Agency CIO authority enhancements. CIOs at covered agencies are re-
quired to (1) approve the IT budget requests of their respective agencies, (2) cer-
tify that IT investments are adequately implementing incremental development,
as defined in capital planning guidance issued by the Office of Management and

9 GAO, Information Technology: Management Improvements Are Essential to VA’s Second Ef-
fort to Replace Its Outpatient Scheduling System, GAO 10 579 (Washington, D.C.: May 27,
2010); Information Technology: Actions Needed to Fully Establish Program Management Capa-
bility for VA’s Financial and Logistics Initiative, GAO 10 40 (Washington, D.C.: Oct. 26, 2009).

10 GAO, Information Technology: Federal Agencies Need to Address Aging Legacy Systems,
GAO 16 468 (Washington, D.C.: May 25, 2016).

11GAO 19 157SP.

12The provisions apply to the agencies covered by the Chief Financial Officers Act of 1990,
31 U.S.C. § 901(b). These agencies are the Departments of Agriculture, Commerce, Defense,
Education, Energy, Health and Human Services, Homeland Security, Housing and Urban Devel-
opment, Justice, Labor, State, the Interior, the Treasury, Transportation, and Veterans Affairs;
the Environmental Protection Agency, General Services Administration, National Aeronautics
and Space Administration, National Science Foundation, Nuclear Regulatory Commission, Office
of Personnel Management, Small Business Administration, Social Security Administration, and
U.S. Agency for International Development. However, FITARA has generally limited application
to the Department of Defense.

13FITARA also includes requirements for covered agencies to enhance the transparency and
improve risk management of IT investments, annually review IT investment portfolios, expand
training and use of IT acquisition cadres, and compare their purchases of services and supplies
to what is offered under the federal strategic sourcing initiative that the General Services Ad-
ministration is to develop. The Federal Strategic Sourcing Initiative is a program established
by the General Services Administration and the Department of the Treasury to address govern-
ment-wide opportunities to strategically source commonly purchased goods and services and
eliminate duplication of efforts across agencies.
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Budget (OMB), (3) review and approve contracts for IT, and (4) approve the ap-
pointment of other agency employees with the title of CIO.

e Federal data center consolidation initiative. Agencies are required to pro-
vide OMB with a data center inventory, a strategy for consolidating and opti-
mizing their data centers (to include planned cost savings), and quarterly up-
dates on progress made. The law also requires OMB to develop a goal for how
much is to be saved through this initiative, and provide annual reports on cost
savings achieved. 14

e Enhanced transparency and improved risk management in IT invest-
ments. OMB and covered agencies are to make detailed information on federal
IT investments publicly available, and department-level CIOs are to categorize
their major IT investments by risk. 15 Additionally, in the case of major invest-
ments rated as high risk for 4 consecutive quarters, 16 the act required that the
department-level CIO and the investment’s program manager conduct a review
aimed at identifying and addressing the causes of the risk.

¢ Government-wide software purchasing program. The General Services
Administration is to enhance government-wide acquisition and management of
software and allow for the purchase of a software license agreement that is
available for use by all executive branch agencies as a single user. Additionally,
the Making Electronic Government Accountable by Yielding Tangible Effi-
ciencies Act of 2016, or the “MEGABYTE Act,” further enhanced CIOs’ manage-
ment of software licenses by requiring agency CIOs to establish an agency soft-
ware licensing policy and a comprehensive software license inventory to track
and maintain licenses, among other requirements. 17

In June 2015, OMB released guidance describing how agencies are to implement
FITARA. 18 This guidance is intended to, among other things:

e assist agencies in aligning their IT resources with statutory requirements;

o establish government-wide IT management controls that will meet the law’s re-
quirements, while providing agencies with flexibility to adapt to unique agency
processes and requirements;

e clarify the CIO’s role and strengthen the relationship between agency CIOs and
bureau CIOs; and

o strengthen CIO accountability for IT costs, schedules, performance, and secu-
rity.

VA and Other Agencies Face Cybersecurity Risks

The federal approach and strategy for securing information systems is prescribed
by federal law and policy. The Federal Information Security Modernization Act
(FISMA) provides a comprehensive framework for ensuring the effectiveness of in-
formation security controls over information resources that support federal oper-
ations and assets.1® In addition, the Federal Cybersecurity Enhancement Act of
2015 requires protecting federal networks through the use of federal intrusion pre-
vention and detection capabilities. Further, Executive Order 13800, Strengthening
the Cybersecurity of Federal Networks and Critical Infrastructure 29, directs agen-
cies to manage cybersecurity risks to the federal enterprise by, among other things,

14In November 2017, the FITARA Enhancement Act of 2017 was enacted into law to extend
the sunset date for the data center provisions of FITARA. The law’s data center consolidation
and optimization provisions currently expire on October 1, 2020. Pub. L. No. 115-88 (Nov. 21,
2017).

15“Major IT investment” means a system or an acquisition requiring special management at-
tention because it has significant importance to the mission or function of the government; sig-
nificant program or policy implications; high executive visibility; high development, operatlng,
or maintenance costs; an unusual funding mechanism; or is defined as major by the agency’s
capital planning and investment control process.

16 The IT Dashboard lists the CIO-reported risk level of all major IT investments at federal
agencies on a quarterly basis.

17Pub. L. No. 114-210 130 Stat. 824 (July 29, 2016).

18 QMB, Management and Oversight of Federal Information Technology, Memorandum M-15—
14 (Washington, D.C.: June 10, 2015).

19The Federal Information Securlty Modernization Act of 2014 (FISMA 2014) (Pub. L. No.
113-283, Dec. 20, 2014) largely superseded the Federal Information Security Management Act
of 2002 (FISMA 2002) enacted as Title III, E-Government Act of 2002, Pub. L. No. 107-347,
116 Stat. 2899, 2946 (Dec. 17, 2002). As used in this report, FISMA refers both to FISMA 2014
and to those provisions of FISMA 2002 that were either incorporated into FISMA 2014 or were
unchanged and continue in full force and effect.

20 The White House, Strengthening the Cybersecurity of Federal Networks and Critical Infra-
structure, Executive Order 13800 (Washington, D.C.: May 11, 2017), 82 Fed. Reg. 22391 (May
16, 2017).
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using the National Institute of Standards and Technology Framework for Improving
Critical Infrastructure Cybersecurity 2! (cybersecurity framework).

Federal agencies, including VA, and our nation’s critical infrastructures-such as
energy, transportation systems, communications, and financial services-are depend-
ent on IT systems and electronic data to carry out operations and to process, main-
tain, and report essential information. The security of these systems and data is
vital to public confidence and national security, prosperity, and well-being.

Because many of these systems contain vast amounts of personally identifiable in-
formation, agencies must protect the confidentiality, integrity, and availability of
this information. In addition, they must effectively respond to data breaches and se-
curity incidents when they occur.

The risks to IT systems supporting the federal government and the nation’s crit-
ical infrastructure are increasing, including insider threats from witting or unwit-
ting employees, escalating and emerging threats from around the globe, and the
emergence of new and more destructive attacks. Cybersecurity incidents continue to
impact federal entities and the information they maintain. According to OMB’s 2018
annual FISMA report to Congress, agencies reported 35,277 information security in-
cidents to DHS’s U.S. Computer Emergency Readiness Team 22 in fiscal year 2017.

VA Has Made Limited Progress toward Addressing IT System Moderniza-
tion Challenges

VA has made limited progress toward addressing the IT management challenges
for three critical initiatives: VistA, the Family Caregiver Program, and VBMS. Spe-
cifically, the department has recently initiated its fourth effort to modernize VistA,
but uncertainty remains regarding the program’s governance. In addition, although
VA has taken steps to address our recommendations for the Family Caregiver Pro-
gram and VBMS, the department has not fully implemented most of them.

VA Recently Initiated Its Fourth Effort to Modernize VistA

VA has pursued four efforts over nearly 2 decades to modernize VistA.23 These
efforts-HealtheVet, the integrated Electronic Health Record (GEHR), VistA Evo-
lution, and EHRM-reflect varying approaches that the department has considered
to achieve a modernized health care system. Figure 1 shows a timeline of the four
efforts that VA has pursued to modernize VistA since 2001.

Figure 1: Timeline of the Department of Veterans Affairs Four Efforts to Mod the Health y
and Technology Architecture (VistA) Since 2001
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HealtheVet

In 2001, VA undertook its first VistA modernization project, the HealtheVet ini-
tiative, with the goals of standardizing the department’s health care system and
eliminating the approximately 130 different systems used by its field locations at
that time. HealtheVet was scheduled to be fully implemented by 2018 at a total esti-
mated development and deployment cost of about $11 billion. As part of the effort,
the department had planned to develop or enhance specific areas of system
functionality through six projects, which were to be completed between 2006 and
2012.

21 National Institute of Standards and Technology, Framework for Improving Critical Infra-
structure Cybersecurity, Version 1.1 (Gaithersburg, MD: Apr. 16, 2018).

22Within DHS, the U.S. Computer Emergency Readiness Team is a component of the National
Cybersecurity and Communications Integration Center. It serves as the central federal informa-
tion security incident center specified by FISMA.

23 GAO, VA Health IT Modernization: Historical Perspective on Prior Contracts and Update
on Plans for New Initiative, GAO 18 208 (Washington, D.C.: Jan. 18, 2018).
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In June 2008, we reported that the department had made progress on the
HealtheVet initiative, but noted concerns with its project planning and govern-
ance. 24 In June 2009, the Secretary of Veterans Affairs announced that VA would
stop financing failed projects and improve the management of its IT development
projects. Subsequently in August 2010, the department reported that it had termi-
nated the HealtheVet initiative.

iEHR

In February 2011, VA began its second VistA modernization initiative, the iEHR
program, in conjunction with DOD. The program was intended to replace the two
separate electronic health record systems used by the two departments with a sin-
gle, shared system. In addition, because both departments would be using the same
system, this approach was expected to largely sidestep the challenges that had been
encountered in trying to achieve interoperability between their two separate sys-
tems.

Initial plans called for the development of a single, joint iEHR system consisting
of 54 clinical capabilities to be delivered in six increments between 2014 and 2017.
Among the agreed-upon capabilities to be delivered were those supporting labora-
tory, anatomic pathology, pharmacy, and immunizations. According to VA and DOD,
the single system had an estimated life cycle cost of $29 billion through the end of
fiscal year 2029.

However, in February 2013, the Secretaries of VA and DOD announced that they
would not continue with their joint development of a single electronic health record
system. This decision resulted from an assessment of the iEHR program that the
secretaries had requested in December 2012 because of their concerns about the pro-
gram facing challenges in meeting deadlines, costing too much, and taking too long
to deliver capabilities. In 2013, the departments abandoned their plan to develop the
il%figegrated system and stated that they would again pursue separate modernization
efforts.

VistA Evolution

In December 2013, VA initiated its VistA Evolution program as a joint effort of
VHA and OI&T. The program was to be comprised of a collection of projects and
efforts focused on improving the efficiency and quality of veterans’ health care, mod-
ernizing the department’s health information systems, increasing the department’s
data exchange and interoperability with DOD and private sector health care part-
ners, and reducing the time it takes to deploy new health information management
capabilities. Further, the program was intended to result in lower costs for system
upgrades, maintenance, and sustainment. However, VA ended the VistA Evolution
program in December 2018 to focus on its new electronic health record system ac-
quisition.

EHRM

In June 2017, VA’s Secretary announced a significant shift in the department’s
approach to modernizing VistA. Specifically, rather than continue to use VistA, the
Secretary stated that the department would acquire the same electronic health
record system that DOD is implementing. In this regard, DOD awarded a contract
to acquire a new integrated electronic health record system developed by the Cerner
Corporation. According to the Secretary, VA decided to acquire this same product
because it would allow all of VA’s and DOD’s patient data to reside in one system,
thus enabling seamless care between the department and DOD without the manual
and electronic exchange and reconciliation of data between two separate systems.

According to the Secretary, this fourth VistA modernization initiative is intended
to minimize customization and system differences that currently exist within the de-
partment’s medical facilities, and ensure the consistency of processes and practices
within VA and DOD. When fully operational, the system is intended to be a single
source for patients to access their medical history and for clinicians to use that his-
tory in real time at any VA or DOD medical facility, which may result in improved
health care outcomes. According to VA’s Chief Technology Officer, Cerner is ex-
pected to provide integration, configuration, testing, deployment, hosting, organiza-
tional change management, training, sustainment, and licenses necessary to deploy
the system in a manner that meets the department’s needs.

To expedite the acquisition, in June 2017, the Secretary signed a “Determination
and Findings,” for a public interest exception 25 to the requirement for full and open
competition, and authorized VA to issue a solicitation directly to Cerner. Accord-

24GAO 08 805.
25FAR, 48 C.F.R. § 6.302-7.
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ingly, the department awarded a contract to Cerner in May 2018 for a maximum
of $10 billion over 10 years. Cerner is to replace VistA with a commercial electronic
health record system. This new system is to support a broad range of health care
functions that include, for example, acute care, clinical decision support, dental care,
and emergency medicine. When implemented, the new system will be expected to
provide access to authoritative clinical data sources and become the authoritative
source of clinical data to support improved health, patient safety, and quality of care
provided by VA.

Further, the department has estimated that, as of November 2018, an additional
$6.1 billion in funding, above the Cerner contract amount, will be needed to fund
additional project management support supplied by outside contractors, government
labor costs, and infrastructure improvements over a 10-year implementation period.

Deployment of the new electronic health record system at three initial sites is
planned for March 2020,26 with a phased implementation of the remaining sites
over the next decade. Each VA medical facility is expected to continue using VistA
until the new system has been deployed at that location.

After VA announced in June 2017 that it planned to acquire the Cerner electronic
health record system, we testified in June 2018 that a governance structure had
been proposed that would be expected to leverage existing joint governance facili-
tated by the Interagency Program Office.27 At that time, VA’s program officials had
stated that the department’s governance plans for the new program were expected
to be finalized in October 2018. However, the officials had not indicated what role,
if any, the Interagency Program Office was to have in the governance process. This
office has been involved in various approaches to increase health information inter-
operability since it was established by the National Defense Authorization Act for
Fiscal Year 2008 to function as the single point of accountability for DOD’s and VA’s
electronic health record system interoperability efforts.

In September 2018, we recommended that VA clearly define the role and respon-
sibilities of the Interagency Program Office in the governance plans for acquisition
of the department’s new electronic health record system.28 The department con-
curred with our recommendation and stated that the Joint Executive Committee, a
joint governance body comprised of leadership from DOD and VA, had approved a
role for the Interagency Program Office that included providing expertise, guidance,
and support for DOD, VA, and joint governance bodies as the departments continue
to acquire and implement interoperable electronic health record systems.

However, the department has not yet provided documentation supporting these
actions and how they relate to VA’s governance structure for the new acquisition.
In addition, the role described does not appear to position the office to be the single
point of accountability originally identified in the National Defense Authorization
Act for Fiscal Year 2008. We continue to monitor the department’s governance plans
for the acquisition of the new electronic health record system and its relationship
with the Interagency Program Office.

The Family Caregiver Program Has Not Been Supported by an Effective IT
System

In May 2010, VA was required by statute to establish a program to support family
caregivers of seriously injured post-9/11 veterans. In May 2011, VHA implemented
its Family Caregiver Program at all VA medical centers across the country, offering
caregivers an array of services, including a monthly stipend, training, counseling,
referral services, and expanded access to mental health and respite care. In fiscal
year 2014, VHA obligated over $263 million for the program.

In September 2014, we reported that the Caregiver Support Program office, which
manages the program, did not have ready access to the types of workload data that
would allow it to routinely monitor the effects of the Family Caregiver Program on
VA medical centers’ resources due to limitations with the program’s IT system-the
Caregiver Application Tracker.2? Program officials explained that this system was
designed to manage a much smaller program and, as a result, the system has lim-
ited capabilities. Outside of obtaining basic aggregate program statistics, the pro-

26 The three initial deployment sites are the Mann-Grandstaff, American Lake, and Seattle
VA Medical Centers.

27GAO, VA IT Modernization: Preparations for Transitioning to a New Electronic Health
Record System Are Ongoing, GAO 18 636T (Washington, D.C.: June 26, 2018).

28 GAO, Electronic Health Records: Clear Definition of the Interagency Program Office’s Role
in VA’s New Modernization Effort Would Strengthen Accountability, GAO 18 696T (Washington,
D.C.: Sept. 13, 2018).

29 GAO 14 675.
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gram office was not able to readily retrieve data from the system that would allow
it to better assess the scope and extent of workload problems at VA medical centers.

Program officials also expressed concern about the reliability of the system’s data.
The lack of ready access to comprehensive workload data impeded the program of-
fice’s ability to monitor the program and identify workload problems or make modi-
fications as needed. This runs counter to federal standards for internal control
which state that agencies should monitor their performance over time and use the
results to correct identified deficiencies and make improvements.

We also noted in our report that program officials told us that they had taken
initial steps to obtain another IT system to support the Family Caregiver Program,
but they were not sure how long it would take to implement. Accordingly, we rec-
ommended that VA expedite the process for identifying and implementing a system
that would fully support the Family Caregiver Program. VA concurred with our rec-
ommendation and subsequently began taking steps to implement a replacement sys-
tem. However, the department has encountered challenges related to the system im-
plementation efforts. We have ongoing work to evaluate VA’s effort to acquire a new
IT system to support the Family Caregiver Program.

Additional Actions Can Improve Efforts to Develop and Use the Veterans
Benefits Management System

In September 2015, we reported that VBA had made progress in developing and
implementing VBMS-its system for processing disability benefit claims-but also
noted that additional actions could improve efforts to develop and use the system. 30
Specifically, VBA had deployed the initial version of the system to all of its regional
offices as of June 2013. Further, after initial deployment, it continued developing
and implementing additional system functionality and enhancements to support the
electronic processing of disability compensation claims.

Nevertheless, we pointed out that VBMS was not able to fully support disability
and pension claims, as well as appeals processing. While the Under Secretary for
Benefits stated in March 2013 that the development of the system was expected to
be completed in 2015, implementation of functionality to fully support electronic
claims processing was delayed beyond 2015. In addition, VBA had not produced a
plan that identified when the system would be completed. Accordingly, holding VBA
management accountable for meeting a time frame and demonstrating progress was
difficult.

Our report further noted that, even as VBA continued its efforts to complete the
development and implementation of VBMS, three areas were in need of increased
management attention: cost estimating, system availability, and system defects. We
also noted in our report that VBA had not conducted a customer satisfaction survey
that would allow the department to compile data on how users viewed the system’s
performance and, ultimately, to develop goals for improving the system.

We made five recommendations to improve VA’s efforts to effectively complete the
development and implementation of VBMS. VA agreed with four of the rec-
ommendations. In addition, the department has addressed one of the recommenda-
tions-that it establish goals for system response time and use the goals as the basis
for reporting system performance.

However, the department has not yet fully addressed our remaining recommenda-
tions to (1) develop a plan with a time frame and a reliable cost estimate for com-
pleting VBMS, (2) reduce the incidence of system defects present in new releases,
(3) assess user satisfaction, and (4) establish satisfaction goals to promote improve-
ment. Continued attention to these important areas can improve VA’s efforts to ef-
fectively complete the development and implementation of VBMS and, in turn, more
effectively support the department’s processing of disability benefit claims.

VA Has Demonstrated Uneven Progress toward Implementing Key FITARA
Provisions

FITARA included provisions for federal agencies to, among other things, enhance
government-wide acquisition and management of software, improve the risk man-
agement of IT investments, consolidate data centers, and enhance CIOs’ authorities.
Since its enactment, we have reported numerous times on VA’s efforts toward imple-
menting FITARA. 31

VA’s progress toward implementing key FITARA provisions has been uneven.
Specifically, VA issued a software licensing policy and has generated an inventory
of its software licenses to inform future investment decisions. However, the depart-

30GAO 15 582.
31GAO 16 494, GAO 16 469, GAO 18 148, GAO 18 264, GAO 18 93.
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ment did not fully address requirements related to IT investment risk, data center
consolidation, or CIO authority enhancement.

Software Licensing

VA has made progress in addressing federal software licensing requirements. In
May 2014, we reported on federal agencies’ management of software licenses and
stressed that better management was needed to achieve significant savings govern-
ment-wide. 32 Specifically regarding VA, we noted that the department did not have
comprehensive policies that included the establishment of clear roles and central
oversight authority for managing enterprise software license agreements, among
other things. We also noted that it had not established a comprehensive software
license inventory, a leading practice that would help the department to adequately
manage its software licenses.

The inadequate implementation of these and other leading practices in software
license management was partially due to weaknesses in the department’s policies
related to licensing management. Thus, we made six recommendations to VA to im-
prove its policies and practices for managing licenses. For example, we rec-
ommended that the department regularly track and maintain a comprehensive in-
ventory of software licenses and analyze the inventory to identify opportunities to
reduce costs and better inform investment decision making.

Since our 2014 report, VA has taken actions to implement all six recommenda-
tions. For example, the department implemented a solution to generate and main-
tain a comprehensive inventory of software licenses using automated tools for the
majority of agency software license spending and/or enterprise-wide licenses. Addi-
tionally, the department implemented a solution to analyze agency-wide software li-
cense data, including usage and costs; and it subsequently identified approximately
$65 million in cost savings over 3 years due to analyzing one of its software licenses.

Risk Management

VA has made limited progress in addressing the FITARA requirements related to
managing the risks associated with IT investments. In June 2016, we reported on
risk ratings assigned to investments by CIOs. 33 We noted that the department had
reviewed compliance with risk management practices, but had not assessed active
risks when developing its risk ratings.

VA determined its ratings by quantifying and combining inputs such as cost and
schedule variances, risk exposure values, and compliance with agency processes.
Metrics for compliance with agency processes included those related to program and
project management, project execution, the quality of investment documentation,
and whether the investment was regularly updating risk management plans and
logs.

When developing CIO ratings, VA chose to focus on investments’ risk manage-
ment processes, such as whether a process was in place or whether a risk log was
current. Such approaches did not consider individual risks, such as funding cuts or
staffing changes, which detail the probability and impact of pending threats to suc-
cess. Instead, VA’s CIO rating process considered several specific risk management
criteria: whether an investment (1) had a risk management strategy, (2) kept the
risk register current and complete, (3) clearly prioritized risks, and (4) put mitiga-
tion plans in place to address risks. As a result, we recommended that VA factor
active risks into its CIO ratings. We also recommended that the department ensure
that these ratings reflect the level of risk facing an investment relative to that in-
vestment’s ability to accomplish its goals. VA concurred with the recommendations
and cited actions it planned to take to address them.

Data Center Consolidation

VA has reported progress on consolidating and optimizing its data centers, al-
though this progress has fallen short of targets set by OMB. 34 Specifically, VA re-
ported a total inventory of 415 data centers, of which 39 had been closed as of Au-
gust 2017.35 While the department anticipated another 10 data centers would be
closed by the end of fiscal year 2018, these closures fell short of the targets set by
OMB. Further, while VA reported $23.61 million in data center-related cost savings

32GAO, Federal Software Licenses: Better Management Needed to Achieve Significant Sav-
ings Government-Wide, GAO 14 413 (Washington, D.C.: May 22, 2014).

33GAO 16 494.

34 GAO 18 264.

35VA reported this data in its August 2017 inventory update to OMB.
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and avoidances from 2012 through August 2017, the department did not realize fur-
ther savings from the additional 10 data center closures. 36

In addition, as of February 2017, VA reported meeting one of OMB’s five data cen-
ter optimization metrics related to power usage effectiveness. Also, the department’s
data center optimization strategic plan indicated that VA planned to meet three of
the five metrics by the end of fiscal year 2018. Further, while OMB directed agen-
cies to replace manual collection and reporting of metrics with automated tools no
later than fiscal year 2018, the department had only implemented automated tools
at 6 percent of its data centers.

We have recommended that VA take actions to address data center savings goals
and optimization performance targets identified by OMB.37 The department has
taken actions to address these recommendations, including reporting data center
consolidation savings and avoidance costs to OMB and updating its data center opti-
mization strategic plan. However, the department has yet to address recommenda-
tions related to areas that we reported as not meeting OMB’s established targets,
including implementing automated monitoring tools at its data centers.

CIO Authorities

VA has made limited progress in addressing the CIO authority requirements of
FITARA. Specifically, in November 2017, we reported on agencies’ efforts to utilize
incremental development practices for selected major investments. 38 We noted that
VA’s CIO had certified the use of adequate incremental development for all 10 of
the department’s major IT investments. However, VA had not updated the depart-
ment’s policy and process for the CIO’s certification of major IT investments’ ade-
quate use of incremental development, in accordance with OMB’s guidance on the
implementation of FITARA, as we had recommended. As of October 2018, a VA offi-
cial stated that the department was working to draft a policy to address our rec-
011'nm3ndation, but did not identify time frames for when all activities would be com-
pleted.

In January 2018, we reported on the need for agencies to involve CIOs in review-
ing IT acquisition plans and strategies.3® We noted that VA’s CIO did not review
IT acquisition plans or strategies and that the Chief Acquisition Officer was not in-
volved in the process of identifying IT acquisitions.

Accordingly, we recommended that the VA Secretary ensure that the office of the
Chief Acquisition Officer is involved in the process to identify IT acquisitions. We
also recommended that the Secretary ensure that the acquisition plans or strategies
are reviewed and approved in accordance with OMB guidance. The department con-
curred with the recommendations and, in a May 2018 update, provided a draft proc-
ess map that depicted its forthcoming acquisition process. However, as of March
2019, this process had not yet been finalized and implemented.

In August 2018, we reported that the department had only fully addressed two
of the six key areas that we identified-IT Leadership and Accountability and Infor-
mation Security.4? The department had partially addressed IT Budgeting, mini-
mally addressed IT Investment Management, and had not at all addressed IT Stra-
tegic Planning or IT Workforce. Thus, we recommended that the VA Secretary en-
sure that the department’s IT management policies address the role of the CIO for

36 For additional information, see Department of Veterans Affairs, Office of Inspector General,
Lost Opportunities for Efficiencies and Savings During Data Center Consolidation, 16-04396—
44 (Washington, D.C.: Jan. 30, 2019). In January 2019, the VA Office of the Inspector General
released a report that concluded VA had not reported a projected 860 facilities as data centers,
due to incorrect internal agency guidance on what should be classified as a data center. The
department agreed with the report’s associated recommendations to develop additional guidance
on determining what facilities were subject to OMB’s data center optimization initiative and to
establish a process for conducting a VA-wide inventory of data centers. The VA Office of Inspec-
tor General reports the status of these recommendations as closed, based on actions taken by
the department.

37For other reports on data center consolidation, see GAO, Data Center Consolidation: Report-
ing Can Be Improved to Reflect Substantial Planned Savings, GAO 14 713 (Washington, D.C.:
Sept. 25, 2014); Data Center Consolidation: Agencies Making Progress, but Planned Savings
Goals Need to Be Established [Reissued on March 4, 2016], GAO 16 323 (Washington, D.C.:
Mar. 3, 2016); Data Center Optimization: Agencies Need to Complete Plans to Address Incon-
sistencies in Reported Savings, GAO 17 388 (Washington, D.C.: May 18, 2017); and Data Center
Optimization: Agencies Need to Address Challenges and Improve Progress to Achieve Cost Sav-
ings Goal, GAO 17 448 (Washington, D.C.: Aug. 15, 2017).

38 GAO 18 148.

39GAO 18 42.

40Based on our reviews of FITARA and other relevant laws and guidance, we identified 35
key CIO IT management responsibilities and categorized them in six management areas for this
report. GAO 18 93.
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key responsibilities in the four areas we identified. The department concurred with
the recommendation and acknowledged that many of the responsibilities provided
to the CIO were not explicitly formalized by VA policy.

VA’s Cybersecurity Management Lacks Key Elements

In December 2018, we reported on the effectiveness of the government’s approach
and strategy for securing its systems. 4! The federal approach and strategy for se-
curing information systems is prescribed by federal law and policy, including FISMA
and the presidential executive order on Strengthening the Cybersecurity of Federal
Networks and Critical Infrastructure. 42

Accordingly, federal reports describing agency implementation of this law and pol-
icy, and reports of related agency information security activities, indicated VA’s lack
of effectiveness in its efforts to implement the federal approach and strategy. Our
December 2018 report identified that the department was deficient or had material
weaknesses in all four indicators of departments’ effectiveness in implementing the
federal approach and strategy for securing information systems. Specifically, VA
was not effective in the Inspector General Information Security Program Ratings,
was found to have material weaknesses in the Inspector General Internal Control
Deficiencies over Financial Reporting, did not meet CIO Cybersecurity Cross-Agency
Priority Goal Targets, and had enterprises that were at risk according to OMB Man-
agement Assessment Ratings.

High-Impact Systems

We reported on federal high-impact systems-those that hold sensitive information,
the loss of which could cause individuals, the government, or the nation catastrophic
harm-in May 2016.43 We noted that VA had implemented numerous controls, such
as completion of risk assessments, over selected systems. However, the department
had not always effectively implemented access controls, patch management, and
contingency planning to protect the confidentiality, integrity and availability of
these high-impact systems. These weaknesses existed in part because the depart-
ment had not effectively implemented elements of its information security program.

We made five recommendations to VA to improve its information security pro-
gram. The department concurred with the recommendations and, as of March 2019,
had implemented three of the five recommendations.

Cybersecurity Workforce

Our March 2019 report on the federal cybersecurity workforce indicated that VA
was not accurately categorizing positions to effectively identify critical staffing
needs. 44 The Federal Cybersecurity Workforce Assessment Act of 2015 required
agencies to assign the appropriate work role codes to each position with
cybersecurity, cyber-related, and IT functions. Agencies were to assign a code of
“000” only to positions that did not perform IT, cybersecurity, or cyber-related func-
tions.

As we reported, VA had assigned a “000” code to 3,008 (45 percent) of its 6,636
IT positions. Human resources and IT officials from the department stated that they
may have assigned the “000” code in error and that they had not completed the
process to validate the accuracy of their codes.

We recommended that VA take steps to review the assignment of the “000” code
to any of the department’s positions in the IT management occupational series and
assign the appropriate work role codes. VA concurred with the recommendation and
indicated that it was in the process of conducting a cyber coding review.

In conclusion, VA has long struggled to overcome IT management challenges,
which have resulted in a lack of system capabilities needed to successfully imple-
ment critical initiatives. In this regard, VA is set to begin deploying its new elec-
tronic health record system in less than 1 year and questions remain regarding the
governance structure for the program. Thus, it is more important than ever for the
department to ensure that it is managing its IT budget in a way that addresses the
challenges we have identified in our previous reports and high-risk updates. If the
department continues to experience the challenges that we have previously identi-
fied, it may jeopardize its fourth attempt to modernize its electronic health record
system.

41GAO 19 105.

42The White House, Strengthening the Cybersecurity of Federal Networks and Critical Infra-
structure, Executive Order 13800 (Washington, D.C.: May 11, 2017), 82 Fed. Reg. 22391 (May
16, 2017).

43GAO 16 501.

44 GAO 19 144.
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Additionally, the department has been challenged in fully implementing provi-
sions of FITARA, which has limited its ability to improve its management of IT ac-
quisitions. Until the department implements the act’s provisions, Congress will be
unable to effectively monitor VA’s progress and hold it accountable for reducing du-
plication and achieving cost savings. Further, the lack of key cybersecurity manage-
ment elements at VA is concerning given that agencies’ systems are increasingly
susceptible to the multitude of cyber-related threats that exist. As VA continues to
pursue modernization efforts, it is critical that the department take steps to ade-
quately secure its systems.

Chair Lee, Ranking Member Banks, and Members of the Subcommittee, this com-
pletes my prepared statement. I would be pleased to respond to any questions that
you may have.

GAO Contact and Staff Acknowledgments

If you or your staffs have any questions about this testimony, please contact Carol
C. Harris, Director, Information Technology Management Issues, at (202) 512-4456
or harrisc@gao.gov. Contact points for our Offices of Congressional Relations and
Public Affairs may be found on the last page of this testimony statement. GAO staff
who made key contributions to this testimony are Mark Bird (Assistant Director),
Eric Trout (Analyst in Charge), Justin Booth, Rebecca Eyler, Katherine Noble, Scott
Pettis, Christy Tyson, and Kevin Walsh.

GAO HIGHLIGHTS

Why GAO Did This Study

The use of IT is crucial to helping VA effectively serve the nation’s veterans. Each
year the department spends billions of dollars on its information systems and as-
sets. However, VA has experienced challenges in managing its IT programs, raising
questions about its ability to deliver intended outcomes needed to help advance the
department’s mission. To improve federal agencies’ IT acquisitions, in December
2014 Congress enacted FITARA. GAO has previously reported on IT management
challenges at VA, as well as its progress in implementing FITARA and cybersecurity
requirements.

GAO was asked to summarize key results and recommendations from its work at
VA that examined systems modernization efforts, FITARA implementation, and
cybersecurity efforts.

To do so, GAO reviewed its recently issued reports and incorporated information
on the department’s actions in response to GAO’s recommendations.

What GAO Recommends

GAO has made numerous recent recommendations to VA aimed at improving the
department’s IT management. VA has generally agreed with the recommendations
and has taken steps to address them; however, the department has fully imple-
mented less than half of them. Fully implementing all of GAO’s recommendations
would help VA ensure that its IT effectively supports the department’s mission.

View GAO-19-476T. For more information, contact Carol C. Harris at (202) 512—
4456 or harriscc@gao.gov.

What GAO Found
The Department of Veterans Affairs (VA) has made limited progress toward ad-
dressing information technology (IT) system modernization challenges.

e From 2001 through 2018, VA pursued three efforts to modernize its health in-
formation system-the Veterans Health Information Systems and Technology Ar-
chitecture (VistA). However, these efforts experienced high costs, challenges to
ensuring interoperability of health data, and ultimately did not result in a mod-
ernized VistA. Regarding the department’s fourth and most recent effort, the
Electronic Health Record Modernization, GAO recently reported that the gov-
ernance plan for this program was not yet defined. VA has not fully imple-
mented GAQO’s recommendation calling for the department to define the role of
a key office in the governance plans.

e The Family Caregiver Program, which was established to support family care-
givers of seriously injured post-9/11 veterans, has not been supported by an ef-
fective IT system. Specifically, GAO reported that, due to limitations with the
system, the program office did not have ready access to the types of workload
data that would allow it to routinely monitor workload problems created by the
program. GAO recommended that VA expedite the process for identifying and
implementing an IT system. Although the department concurred with the rec-
ommendation, VA has not yet fully addressed it.
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e VA had developed the Veterans Benefits Management System-its system that
is used for processing disability benefit claims; however, the system did not
fully support disability and pension claims, as well as appeals processing. GAO
made five recommendations for VA to improve its efforts to effectively complete
the development and implementation of the system. The department concurred
with the recommendations but has implemented only one thus far.

VA has demonstrated uneven progress toward fully implementing GAO’s rec-
ommendations related to key Federal Information Technology Acquisition Reform
Act (FITARA) provisions. Specifically, VA has implemented all six recommendations
in response to GAQO’s 2014 report on managing software licenses, leading to, among
other things, savings of about $65 million over 3 years. However, the department
has not fully addressed two recommendations from GAQO’s 2016 report on managing
the risks of major IT investments. Further, the department has not implemented
(1) two of four recommendations related to its effort to consolidate data centers and
(ngGAO’s four recommendations to increase the authority of its Chief Information

icer.

VA’s management of cybersecurity has also lacked key elements. For example,
GAO reported in May 2016 that VA had established numerous security controls, but
had not effectively implemented key elements of its information security program.
In addition, as GAO reported in March 2019, the department had not accurately cat-
egorized positions to effectively identify critical staffing needs for its cybersecurity
workforce. VA has implemented three of six cybersecurity-related recommendations
from these two reports.

———

Brent Arronte

Madam Chair, Ranking Member Banks, and members of the Subcommittee, thank
you for the opportunity to discuss the Office of Inspector General’s (OIG’s) oversight
of VA’s Office of Information and Technology (OIT). Our statement will focus on the
effectiveness of VA’s information security program, the progress made, and chal-
lenges VA continues to face in developing the information technology (IT) systems
needed to effectively carry out their mission. We base our conclusions on OIG re-
ports on VA’s information security program and our ongoing oversight of IT systems
development and management. I am accompanied by Mr. Michael Bowman, Director
of the OIG’s Information Technology and Security Audits Division.

BACKGROUND

Since 2000, the OIG has identified information management as a major manage-
ment challenge because VA has a history of not properly planning and managing
its critical IT investments. !

For fiscal year (FY) 2020, VA requested a total IT investment of $4.3 billion to
fund information system security, system development initiatives, and system oper-
ations and maintenance.

IT systems and networks are critical to VA in carrying out its mission of providing
medical care and a range of benefits and services to veterans and their families. En-
suring the secure operation of these systems and networks is essential given the
wide availability and effectiveness of internet-based hacking tools. Lack of proper
safeguards renders these systems and networks vulnerable to intrusions by groups
seeking to obtain sensitive information, commit fraud, disrupt operations, or launch
attacks against other VA systems. VA has previously reported security incidents in
which sensitive information, including personally identifiable information, has been
lost or stolen, potentially exposing millions of veterans and their families to the loss
of privacy, identity theft, and other financial crimes. 2

MAJOR CHALLENGES FACING OIT

OIG audits have consistently shown that IT systems development is a challenge
for VA. Projects are susceptible to cost overruns, schedule slippages, performance
problems, and in some cases, complete failure. The OIG has identified significant
control deficiencies in the IT areas of security, project management, and system de-
velopment that are discussed in more detail below. By continuing to identify defi-
ciencies, make recommendations, and oversee implementation plans, the OIG’s goal
is to help VA:

1Office of Inspector General 2018 Major Management Challenges, November 2018.
2Review of Issues Related to the Loss of VA Information Involving the Identity of Millions
of Veterans, July 11, 2006.
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e Strengthen areas of IT security weakness to effectively safeguard veterans’ per-
sonal information and benefits.

e Properly plan and manage IT projects to deliver a timely and cost-effective
product that adequately satisfies the needs of VA staff.

IT Security

VA’s fundamental mission of providing benefits and services to veterans is de-
pendent on deploying secure IT systems and networks. VA’s information security
program and its practices must be designed to protect the confidentiality, integrity,
and availability of VA systems and data.

Federal Information Security Management Act of 2002 Audit. The Federal
Information Security Management Act of 2002 (FISMA) requires that agencies and
their affiliates, such as government contractors, develop, document, and implement
an organization-wide security program for their systems and data. In FY 2018, the
OIG’s contractors completed audits to review the extent to which VA had appro-
priate IT safeguards in place.3 The audit concluded that VA has made progress pro-
ducing, documenting, and distributing policies and procedures as part of its pro-
gram. However, VA continues to face hurdles implementing components of its agen-
cywide information security risk management program to meet FISMA require-
ments.

Significant deficiencies persist related to system access controls, system configura-
tion management controls, system hardware and software change management con-
trols, as well as system disaster recovery practices designed to protect mission-crit-
ical systems from unauthorized access, alteration, or destruction. To address these
deficiencies, VA must prioritize remediation of these security weaknesses, as ongo-
ing delays in implementing effective corrective actions may contribute to the contin-
ued reporting of an information technology material weakness in VA’s financial
statements. The FY 2018 FISMA report contained 28 recommendations to the As-
sistant Secretary for Information and Technology for improving VA’s information se-
gurity program. These recommendations focused on improving the following security

omains:

e System access controls to include password standards and user account reviews

e System configuration management controls to include timely system security
updates

e Information security management controls such as consistently updating Plans
of Action and Milestones and System Security Plans

e System disaster recovery practices for critical systems

The Principal Deputy Assistant Secretary for Information and Technology con-
curred with 25 of 28 recommendations and provided acceptable action plans. While
the Principal Deputy Assistant Secretary did not concur with three recommenda-
tions, the OIG believes these recommendations warrant further attention from VA
and will follow up on these issues during the FY 2019 FISMA audit.

Use of Unauthorized Databases. The OIG conducted a review in response to
anonymously reported allegations that the VA Long Beach Healthcare System (the
system) in California was maintaining an unauthorized Microsoft Access database,
the unauthorized database hosted Sensitive Personal Information (SPI), and all of
the Veterans Health Administration’s 24 Spinal Cord Injury Centers had access to
the database through a Microsoft SharePoint intranet portal.4 The complaint also
stated that unsecured veteran SPI was stored on a server outside of VA’s protected
network environment. The OIG substantiated the allegation related to the unau-
thorized database at the system. Consistent with the allegation, the OIG found mul-
tiple instances of databases that hosted SPI in violation of VA policy. The OIG also
substantiated that veteran SPI was hosted on an external server, located at the
University of Southern California, without a formal Data Use Agreement author-
izing such activity. In addition, the review team noted this server could be accessed
from the internet using default logon credentials. The OIG recommended the Under
Secretary for Health ensure that the Spinal Cord Injury and Disorders program
staff comply with VA’s Privacy Program and information security requirements for
all sensitive veteran data collected, the Executive Director for the National Spinal
Cord Injury Program Office discontinue storing SPI in unauthorized Microsoft Ac-
cess databases, and the Acting Assistant Secretary for Information and Technology
ensure that Field Security Services and VA’s Privacy Service implement improved
procedures to identify unauthorized uses of SPI and take appropriate corrective ac-

3Federal Information Security Modernization Act Audit for Fiscal Year 2018, March 12, 2019.
4Review of Alleged Unsecured Patient Database at the VA Long Beach Healthcare System,
March 28, 2018.
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tions. The three responsible offices concurred with the recommendations. VA pro-
vided corrective action plans that were responsive to the recommendations. Based
upon our review of VA’s corrective actions, the OIG has closed all report rec-
ommendations.

IT Project Management and System Development

VA must continue to invest in and improve IT project management and system
development so that future initiatives and major projects can experience more effi-
cient and seamless rollouts. To the extent that VA does not properly plan and man-
age these IT investments, they risk overrunning projected costs and delivering prod-
ucts that do not consistently align with user requirements.

Real Time Location System Review. The OIG conducted a review based on
concerns of contract mismanagement involving the development and implementation
of the Real Time Location System (RTLS), a product that uses multiple technologies
for locating and tracking medical equipment.? At the time of the review, VA was
in the process of deploying RTLS at all medical facilities nationwide. The team de-
termined that management failed to comply with VA policy and guidance when it
deployed RTLS assets without appropriate project oversight. Specifically, the OIG
concluded the RTLS Project Management Office (PMO) did not follow guidance to
use an incremental project management approach during the acquisition and de-
ployment of RTLS assets to compensate for numerous known project management
risks. Consequently, the RTLS PMO did not ensure the vendor could meet con-
tracted functionality requirements on the initial $7.5 million task order, such as ac-
curate asset tracking, before ultimately committing a total of $431 million to the
same vendor for further RTLS deployments. The OIG reported that management
failed to provide effective oversight of the RTLS project from acquisition through de-
velopment and implementation to ensure the product was successfully deployed.

The OIG also reported that VA deployed RTLS assets without meeting VA’s infor-
mation security requirements. Specifically, RTLS assets were deployed without the
appropriate system authorizations needed to connect such devices to VA’s network.
This inadequate oversight of RTLS risk management activities left VA mission-crit-
ical systems and data susceptible to unauthorized access, loss, or disclosure. Con-
sequently, VA’s internal network faced unnecessary risks resulting from untested
RTLS system security controls. In response to the OIG’s findings, the Acting Assist-
ant Secretary reported that OIT will conduct risk assessments prior to future de-
ployments and will enforce the use of incremental project management to ensure an
adequate return on investment. VA provided corrective action plans that were re-
sponsive to the OIG’s recommendations. Based upon its review of VA’s corrective ac-
tions, the OIG has closed all report recommendations.

Data Center Consolidation. The OIG conducted an audit to determine whether
VA met the data center requirements of the Federal Information Technology Acqui-
sition Reform Act (FITARA). 6 Specifically, the OIG assessed whether VA accurately
identified and reported data center inventories, achieved cost savings, and met the
Office of Management and Budget’s Data Center Optimization Initiative (DCOI) tar-
gets for data centers at existing VA facilities. The OIG found that VA faced several
challenges in identifying data centers VA-wide, establishing a sufficient plan to
achieve cost savings and avoidance targets, and meeting optimization metrics and
closures. The OIG determined that all VA data centers were not accurately reported
to OMB and VA’s strategic plan was inconsistent with DCOI requirements due to
missing and incomplete information. Without an accurate inventory of data centers
or a credible plan to increase operational efficiency and achieve cost savings, VA will
continue to operate in an IT environment that is at greater risk for duplication and
waste. The OIG made five recommendations, and the Principal Deputy Assistant
Secretary for IT concurred and has provided an acceptable action plan for four of
the five recommendations.

Veterans Benefits Management System. A key part of the Veterans Benefits
Administration’s (VBA’s) modernization efforts involved replacing its paper-based
claims process with an automated solution that integrates commercial and govern-
ment off-the-shelf web-based technology and improved business practices. VBA and
OIT jointly developed the Veterans Benefits Management System (VBMS).

5Review of Alleged Mismanagement of VA’s Real Time Location System Project, December 19,
2017.

6 Lost Opportunities for Efficiencies and Savings During Data Center Consolidation, January
30, 2019.
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e In 2015, the OIG reviewed how effectively VA was managing the cost, perform-
ance, and schedule of VBMS development.? While the OIG found that VA
stayed on schedule in deploying planned VBMS functionality to all VA regional
offices, VBMS costs increased significantly, more than doubling from about
$579.2 million to approximately $1.3 billion from 2009 to 2015. The increases
were due to inadequate cost control, unplanned changes in system and business
requirements, and inefficient contracting practices. As a result, VA could not
ensure an effective return on its investment and total actual system develop-
ment costs remained unknown. The OIG recommended the Executive in Charge
for OIT, in conjunction with the Under Secretary for Benefits, define and sta-
bilize system and business requirements, address system performance problems,
deploy required functionality to process claims end-to-end, and institute metrics
needed to identify and ensure progress toward meeting stated goals. While this
report is from 2015, it highlights issues with IT project management that VBA
continues to face.

In recent OIG reports on the processing of disability claims, the OIG found that
VBMS functionality issues have contributed to concerns related to the processing of
benefits.

e In a review of whether VBA staff assigned correct effective dates on claims for
compensation benefits with an intent to file, the OIG determined that inac-
curate dates for these claims partially occurred because VBMS lacked the need-
ed functionality to assist rating personnel when assigning effective dates for
benefits based on intent to file claims. 8 The intent to file allows claimants the
opportunity to provide minimal information related to the benefit sought and
gives them up to one year to submit a complete claim. The OIG found that VBA
assigned incorrect effective dates for approximately 17 percent of compensation
benefits with receipt of the intent to file from claimants. VBA concurred with
the OIG’s recommendation related to functionality and indicated a correction is
due in late 2019.

e In a review to determine whether VBA employees required disabled veterans
to submit to unwarranted medical reexaminations, the OIG also found VBMS
functionality issues.® The OIG determined that many unwarranted medical re-
examinations occurred because VBMS did not have the functionality to prevent
the scheduling of reexaminations in cases that met the exemption criteria.
While reexaminations are important in certain situations to ensure taxpayer
dollars are appropriately spent, unwarranted reexaminations cause undue hard-
ship for veterans. They also generate excessive work, resulting in significant
costs and the diversion of VA personnel from veteran care and services. VBA
concurred with the OIG’s recommendation and stated that VBA and OIT are
in the process of developing automated examination request requirements and
anticipate full functionality in FY 2019, pending prioritization and approval of
new development efforts.

Forever GI Bill. In March 2019, the OIG released an issue statement in re-
sponse to allegations that VA planned to withhold retroactive payments for missed
or underpaid monthly housing stipends that it failed to pay students under the
Harry W. Colmery Veterans Education Assistance Act, also known as the Forever
GI Bill. 10 Given the impact of delayed or incorrect payments on veterans and con-
gressional concerns, the OIG examined VA’s timeline of early implementation ac-
tions and the impediments to meeting Forever GI Bill mandates. The OIG found
that VBA failed to modify their electronic systems, such as the Long-Term Solution
application, by the required implementation date to make accurate housing allow-
ance payments under sections 107 and 501 of the law. VA also lacked an account-
able official to oversee the project during most of the effort. Ineffective program
management resulted in unclear communication of implementation progress and in-
adequately defined expectations, roles, and responsibilities of the various VA busi-
ness lines and contractors involved.!! The OIG also found that approximately 10
months passed from the time Congress enacted the Forever GI Bill until VA re-
ceived the initial software development release and began testing the system modi-

7Follow-up Review of VA’s Veterans Benefits Management System, September 14, 2015.

8 Processing Inaccuracies Involving Veterans’ Intent to File Submissions for Benefits, August
21, 2018.

9 Unwarranted Medical Reexaminations for Disability Benefits, July 17, 2018.

10 Forever GI Bill: Early Implementation Challenges, March 20, 2019.

11The VA business lines and contractors involved include OIT, VBA Education Service, VBA
Office of Business Process Integration, Booz Allen Hamilton, and VA leaders.
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fications to VA’s Long-Term Solution application in order to address sections 107
and 501 of the law.

ONGOING OVERSIGHT INITIATIVES

OIG engagements that are planned or underway will provide additional oversight
of VA’s IT management and IT security programs.

The FY 2019 FISMA audit will determine the extent to which VA’s information
security program and practices comply with FISMA requirements. This annual
audit will evaluate selected management, technical, and operational controls sup-
porting 49 selected major applications and general support systems hosted at 25 VA
facilities, including VA’s four major data centers. As previously discussed, in 2018
the OIG reported that VA has made progress developing, documenting, and distrib-
uting policies and procedures as part of its program. However, VA still faces chal-
lenges implementing components of its agency-wide information security risk man-
agement program to meet FISMA requirements. The OIG’s 2019 audit will deter-
mine whether VA’s improvement efforts are adequate to remove the IT material
weakness from the OIG’s report on VA’s financial statements.

The OIG is also conducting an audit to determine whether VA has implemented
key elements of FITARA Section 831, Chief Information Officer Authority Enhance-
ments. Specifically, this audit will evaluate the extent to which the Chief Informa-
tion Officer met requirements to: (1) review and approve all IT asset and service
acquisitions across the VA enterprise; and (2) participate in VA’s IT planning, pro-
gramming, budgeting, and execution, including governance, oversight, and report-
ing.

The OIG is monitoring many facets of VA’s Electronic Health Record Moderniza-
tion project, implementation of the MISSION Act, and other IT initiatives. As VA
moves forward with these projects, the OIG will track the progress made and deter-
mine the most efficient and useful ways to provide oversight of VA’s ongoing work.

CONCLUSION

Advances in IT enable VA to more effectively deliver benefits and services to our
nation’s veterans and their families. It is imperative that VA maintain secure sys-
tems and properly develop new systems. Until a proven process is in place to ensure
control across the enterprise, the IT material weakness will remain and VA’s mis-
sion-critical systems and sensitive veterans’ data will be at risk of attack or com-
promise. While VA has made recent improvements in information management,
more work remains to be done and VA must continue to address OIG recommenda-
tions related to the security and development of IT systems. The OIG will continue
to conduct oversight of OIT initiatives and major projects to ensure they are se-
cured, developed, and managed appropriately.

Madam Chair, this concludes my statement. We would be happy to answer any
questions you or other members of the Subcommittee may have.

O



