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INTERNET OF THINGS

WEDNESDAY, JULY 29, 2015

HOUSE OF REPRESENTATIVES

SUBCOMMITTEE ON COURTS, INTELLECTUAL PROPERTY,
AND THE INTERNET

COMMITTEE ON THE JUDICIARY
Washington, DC.

The Subcommittee met, pursuant to call, at 10:05 a.m., in room
2141, Rayburn House Office Building, the Honorable Darrell E.
Issa (Chairman of the Subcommittee) presiding.

Present: Representatives Issa, Goodlatte, Chabot, Poe, Marino,
Walters, Nadler, Chu, Deutch, DelBene, Jeffries, Cohen, and John-
son.

Staff Present: (Majority) Vishal Amin, Senior Counsel; Eric Bag-
well, Clerk; and (Minority) Jason Everett, Minority Counsel.

Mr. IssA. The Subcommittee on Courts, Intellectual Property,
and the Internet will come to order. Without objection, the Chair
is authorized to declare a recess of the Subcommittee at any time.

Today we welcome everyone here for a hearing on the Internet
of Things. Throughout its short history, the Internet has been
transformative and a powerful tool. It has shaped communication
commerce worldwide. Technology, too, has proven to advance at
rates that only Moore’s law describes with a doubling of capacity
so quickly that about the time you run out of your short warranty,
goukin fact have a product that can out perform the one on your

esk.

But the Internet of Things, which broadly refers to a network
connected real world items able to exchange data with each other
and across existing network infrastructure is a newer portion of
what now becomes the future of our lives and our communication
in the 21st Century.

It is estimated by 2020 there will be 25 billion connected things,
and without a doubt, before we reach 2020, I will be wrong, and
there will be more connected things. By inventing devices with
electronic sensors, software capable of connecting a market, we in
fact have smart devices. Those smarter devices today already in-
clude, if you choose, every light switch in your home, the watch you
wear, and products throughout the home, whether they be speakers
to hear from or in fact sensors to control climate down to a portion
of every room.
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Data-driven technology is also improving the way we understand
healthcare and the introduction of new health monitoring systems
can in fact prevent, detect, and treat today any number of afflic-
tions. A generation ago, the insulin pump was an amazing product,
but it wasn’t a true demand pump, it wasn’t connected to your phy-
sician, it wasn’t in fact sensing other environments. Today, it not
only could but it soon will.

At the same time, as we talk about your home, your lighting,
your messaging, your voice, and of course, your health and your ac-
tual biological function, issues like privacy and data security for
these interoperable technologies become, not just something to talk
about, but an area in which we in Congress play a large and poten-
tially destructive role if we’re not careful in the development of
these technologies.

Every day in America somewhere someone is being hacked and
somewhere someone is finding out that their personally identifiable
information has been compromised. Too often it in fact is the gov-
ernment who we hear it from, the government who controls, if you
will, whether or not you can further secure your Internet of Things
products or not.

A generation ago I stood with one of our witnesses at a time in
which a Member of Congress, a former FBI agent was trying to
prevent 256 encryption. He was doing so because the FBI needed
to be able to quickly crack the bad guys’ transmissions. It had
needed to be able to unbundle a floppy disk information in a mat-
ter of seconds if they were going to deter organized crime.

Unfortunately, it meant that hackers were taking Microsoft’s op-
erating system and quickly duplicating it and denying them mil-
lions or billions of dollars. It took a number of years for Congress
to realize that that artificial control was not only circumventable
by exporting their software to other countries and reimporting it,
but it was ludicrous because the bad guys were not going to limit
their protection to 256 bits.

Unlicensed spectrum within the Internet of Things is going to be
talked about again and again today. I hope my witnesses will feel
free to talk about the benefits of greater spectrum for the Internet
of Things. I would remind all panelists, however, that the FCC is
not within our primary jurisdiction, but to unbundle these and
other parts of the Internet of Things will take a coordination be-
tween Committees that do control spectrum, those of us who con-
trol a great deal of the privacy requirements, and of course, the
overseeing of what government allows.

In January, the Federal Trade Commission released a report that
followed months of stakeholder roundtables focused on data privacy
and security. The report made a broad nonbinding recommendation
about how companies should address these issues from the onset
and laid the groundwork for future FTC involvement in the Inter-
net of Things.

When Congresswoman DelBene and I launched the congressional
caucus on the Internet of Things in January, the first questions we
received were usually what is the Internet of Things? And why
does Congress care?

To a great extent, we have laid out a number of those even in
my opening statement today, but I would be remiss if I didn’t say
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that the Federal Trade Commission is an agency that has been en-
forcing breaches in security while in fact until recently providing
little guidance. This is yet another example of where we in fact can
come in with the heavy hand of government but seldom with a safe
haven, and that’s an area in which the Internet of Things caucus
and this Committee have an obligation to ensure that we do both.

So today we look forward to a hearing which stakeholders in the
Internet of Things marketplace and further opportunities to deal
with the challenges that Congress brings and those in which we
can bring relief.

Thank you. And I look forward to our witnesses, and I now recog-
nize the Ranking Member, the gentleman from New York, Mr.
Nadler, for his opening statement.

Mr. NADLER. Thank you, Mr. Chairman. The Internet of Things
is the next revolution in our increasingly wired world. Everything
from household appliances to transportation systems can harness
the power of the Internet to increase productivity, efficiency, and
consumer choice. This technology holds great promise for con-
sumers, businesses, and governments alike, but we must also con-
sider the potential threats to security and privacy that are inherent
in system relying on wireless connection and massive data collec-
tion as its lifeblood.

Today’s hearing is an opportunity to examine both the benefits
and the risks that the Internet of Things presents. The Internet of
Things has experienced explosive growth in recent years. By some
estimates, there are already 25 billion connected devices today. By
2020, in 5 short years, there may be as many as 50 billion.

We're already seeing many innovative uses of the Internet of
Things across various industries as well as the potential risks that
this technology may hold. For example, according to one study, by
2020, up to 90 percent of consumer cars may have an Internet con-
nection, up from less than 10 percent in 2013. With this tech-
nology, drivers can monitor whether their car needs maintenance,
the safety of their driving, and even the fuel efficiency of various
routes.

But these features also leave their cars vulnerable to a cyber at-
tack. As the New York Times described last week, researchers were
able to track Internet-enabled cars’ location, determine their speed,
turn on and off their blinkers from afar, turn on and off their blink-
ers, lights, windshield wipers, and radios, interfere with navigation
devices, and in some cases, control their brakes and steering.

As more and more vehicles use Internet technology, it is vital
that automakers install strict security features to ward off poten-
tial attacks.

Similarly, so called smart cities are incorporating Internet of
Things into their transportation energy and even waste manage-
ment systems to increase efficiency. For example, traffic lights can
be timed to maximize traffic flow and ease congestion in realtime.
Street lamps can conserve energy by dimming when sensors tell
them that no one is around, and garbage cans can signal when
trash ought to be collected. Imagine the garbage can talking to the
sanitation department.

Such technology has the potential to revolutionize students that
build infrastructure. I don’t want to know what they say. But un-
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less cities integrate strong security measures when deploying this
technology, their infrastructure could be vulnerable to attack by
hackers looking to do mischief or terrorists seeking to bring a
whole city to a standstill.

In addition to security concerns, the Internet of Things also
raises a host of privacy implications, particularly with respect to
consumer devices. There is no doubt that Internet-enabled tech-
nology can improve a consumer’s experience in ways large and
small. To maximize energy efficiency, your nest thermostat can be
controlled remotely and even adjust temperatures on its own once
it learns your patterns.

Amazon has introduced a Dash button which will allow cus-
tomers to press a button and automatically reorder certain house-
hold supplies. But what do these companies do with the massive
amounts of data they collect about their customers? What sort of
notice do they provide to consumers about their privacy policies,
and what choice do consumers have about how their information is
used? And how will companies protect their sensitive information
from being compromised in a cyber attack? These are all questions
that must be considered as this technology continues to expand its
reach.

For another example, millions of Americans wear devices that
track their physical activity and other health indicators. At least
one insurance company is offering its customers a discount if they
wear such a device and demonstrate a healthy lifestyle, but beyond
encouraging healthier behavior by their customers, it is not clear
how else insurance companies may seek to use this personal infor-
mation in the future. Will it be sold for marketing purposes? Will
it be used in a discriminatory manner to determine the use of suit-
ability for credit or employment?

In its examination of these important questions, the Federal
Trade Commission made a number of important recommendations
that we must consider. It suggested that companies build security
into their devices at the outset rather than as an afterthought. It
also recommended that they monitor connected devices throughout
their expected lifecycle to provide security patches where possible
to cover known risks.

In addition, the FTC urged companies to protect consumers’ pri-
vacy by engaging in data minimization as well as providing notice
in choices to consumers as to how their data may be used. Al-
though the FTC did not make any specific legislative recommenda-
tions, we should consider whether congressional action is appro-
priate at this time to address security and privacy concerns. If so,
should we seek solutions to these concerns that are specific to the
Internet of Things or should they be addressed through broader
legislation on these topics?

The Internet of Things has already led to important technological
breakthroughs, and as it expands its reach, it has the potential to
spur tremendous innovation. Our challenge is to find the proper
balance between promoting this innovation and ensuring that our
security and our privacy are protected as this valuable technology
continues to grow.

I look forward to hearing from our witnesses about how to ad-
dress these challenges, and I yield back the balance of my time.
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Mr. IssA. Thank you, Mr. Nadler.

I now recognize the gentleman from Virginia, the Chairman of
the full Committee, Mr. Goodlatte for his opening statement.

Mr. GOODLATTE. Thank you, Mr. Chairman. Today we’re here to
learn more about the Internet of Things. I think this technology
has the ability to not only improve the more mundane aspects of
our everyday lives but transform the healthcare, transportation,
and information technology industries.

This new area of technology is of particular interest to the Judi-
ciary Committee considering our longstanding jurisdiction when it
comes to issues pertaining to intellectual property, privacy, secu-
rity, cloud computing, and digital trade.

The Internet of Things refers to machines containing sensors
that connect and transmit data to other connected devices and the
Internet. Dramatic growth in cloud computing over the past several
years has helped enable this technology to reach its full potential.
Without the ability for data from an Internet of Things device to
be analyzed in realtime, the data itself would serve little value.

The ability to access this information through mobile apps or
even our cars, makes these Internet of Things devices a key tool
to finding creative solutions for many of the problems of daily life
in the 21st Century. Smart agriculture will help us to grow more
food and prevent waste. Smart transportation will help prevent
traffic jams but can also be used to monitor road conditions and
structural components of bridges and overpasses to detect problems
immediately.

New wearables not only monitor the number of steps we take but
can also include sensors that can catch and alert us to a potential
medical emergency before it actually becomes one. As this Com-
mittee continues to study this new technology, it is important for
us to keep in mind the full scope of the Internet of Things and be
cognizant of its effects on public policy today and in the future.

In particular, we need to examine the privacy and security impli-
cations of this technology and look into the security and privacy
measures industry is building now and the measures they intend
to implement as open standards are developed.

I'm hopeful that this new technology will help fuel the engine of
American innovation, prosperity, and creativity. I think we have a
fantastic panel assembled today. I know all of the witnesses, and
I look forward to hearing from them about this exciting new area
of technology.

Thank you, Mr. Chairman.

Mr. IssA. Thank you, Mr. Chairman.

And now on behalf of the Ranking Member, the gentlelady from
Washington’s First District, Ms. DelBene, will make a short open-
ing statement.

Ms. DELBENE. Thank you. I want to thank my co-chair on the
Internet of Things caucus and our Chairman, as well as the Rank-
ing Member for calling this hearing on this important subject.
When we examine the way that Internet-connected products and
sensors are being used and what’s called the Internet of Things
from home appliances to personal wearables, it might be easy to
conclude that the promise of the Internet of Things is limited only
by American ingenuity, but we have an emerging set of challenges



6

and opportunities to address for both innovators and for con-
sumers.

To start, we need to make sure that we update existing laws to
reflect the way the world works today and where we are headed
in the future. That means, for example, updating the Electronic
Communications Privacy Act to ensure that data on a server is pro-
tected by the same warrant standard as a document in a file cabi-
net. For the multi-billion dollar Internet of Things economy to be
successful, we need to be responsible stewards of policy.

For example, consumers must feel they can trust their devices
will be secure and private, not vulnerable to hacking or spying. De-
vices must be able to talk to each other, and that means forging
a path to adoption of uniform preferably international standards.
Regulatory agencies must find ways to strike the right balance be-
tween encouraging innovation and firmly upholding their duty to
protect the public health and safety, particularly in the realm of
connected cars.

And as all these devices collect unprecedented amounts of data,
they hold great promise for things like health research, but we
must work with stakeholders to create a privacy landscape that
Internet of Things users can understand that provides individuals
with control over their own data.

Again, I want to thank the Chairman and the Ranking Member
for calling today’s important hearing and setting the stage for what
I hope will be a productive and informative series of hearings on
the role that Congress and our Committee can play and create an
environment where Internet of Things innovation can prosper and
consumer protection is at the forefront.

Thank you, Mr. Chair, and I yield back.

Mr. IssA. I thank you, and thank for your leadership on this
issue.

It is now my pleasure to introduce our distinguished panel. The
witnesses’ written statements have been entered into the record
and will be placed in their entirety, and I'd ask witnesses to sum-
marize in about 5 minutes their statements so we can leave time
for lots of questions.

But before I introduce the witnesses formally, pursuant to the
Committee rules, I'd ask that all witnesses stand to take the oath,
customarily raising your right hand.

Do you solemnly swear or affirm that the testimony you're about
to give will be the truth, the whole truth, and nothing but the
truth.

Please be seated. Let the record reflect that all witnesses an-
swered in the affirmative.

Today, our witnesses include Mr. Gary Shapiro, President and
CEO of the Consumer Electronics Association; Mr. Dean Garfield,
President and CEO of the Information Technology Industry Coun-
cil; Mr. Mitch Bainwol, President and CEO of the Alliance of Auto-
mobile Manufacturers; and Mr. Morgan Reed, Executive Director of
ACT|The App Association

Before I go down the row for the witnesses, I have to take a little
bit of a personal privilege. The other three know it. Mr. Shapiro
and I go back a long time. We were there at the birth of the Mod-
ern Consumer Electronics Association, and I once worked for him
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on an unpaid, highly compensated, but unpaid position as the
Chairman. So if today I rough him up, remember get backs, it
takes awhile.

And with that, Mr. Shapiro.

TESTIMONY OF GARY SHAPIRO, PRESIDENT AND CEO,
CONSUMER ELECTRONICS ASSOCIATION

Mr. SHAPIRO. Thank you, Chairman Issa. This is indeed a his-
toric moment in my life because I've been referring to you as boss
for 25 years, and you, as Chairman, oversaw a good portion of our
freedom and our growth. And thank you, Ranking Member Nadler,
Chairman Goodlatte, and other Members as well.

The Consumer Electronics Association represents 2,000 tech-
nology companies, and we own and produce the CES, which is held
each January in Las Vegas, and is the world’s largest innovation
event. The Internet of Things is a big part of the CES now. In fact,
it’s so big that some 900 of our 3,600 exhibiters had Internet of
Things related products at our recent show.

And the Internet of Things, you should know, exists because of
smart phones. Over a billion smart phones have been sold, and
they contain something called MEMS, Micro-Electro Mechanical
Systems. These are tiny little devices that actually move, and they
measure all sorts of things like pressure, temperature, location,
movement, and other valuable information.

And because of the billions of sales of these devices in phones,
now they cost just pennies apiece, and very smart innovators are
putting them together in very clever ways, and what they’re doing
is creating new services rather rapidly. They use very little energy,
and they hook up to the Internet, and that is what the Internet of
Things is based on.

From garden soil moisture monitors to baby monitors, from
wearables like smart watches and fitness trackers to connected
thermostats and lights, from household appliances to connected
cars, consumers are using these devices to stay healthy, to increase
efficiency, to be secure, and to make better decisions.

You’ve heard the estimates of how these are going to grow, and
they are estimates. I just swore to tell the truth, so I can’t say
they’re factual, but there is definite growth. We see it ourselves.
We grew 32 percent in the United States alone in terms of con-
nected home devices. It’s already almost a billion dollar market-
place in the United States just in the home area.

And these home control systems allow consumers to manage
their security systems, turn on appliances, manage heating and
cooling and lighting systems, and they also increase home effi-
ciency and cut bills, they can learn room usage patterns over time,
they can adjust temperatures and maximize efficiency even when
no one is home.

And while these save time and money for ordinary Americans,
there’s an opportunity here to care for our aging population, as well
as the 56 million Americans with disabilities. Assistive technology
has previously been customized and costly. Connected home prod-
ucts consumers are buying today provide novel interfaces like voice
control that help people with reduced mobility and dexterity.
Smoke detectors can now be connected to lighting controls so lights
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can flash to a person who can’t hear, and they can light up the
whole house for a safe exit.

In today’s low-cost connected home products are life changing
and sustaining for many Americans. Think about our older loved
ones. We have limited caregivers with an aging population, and
smart home devices will help seniors to live independently and
comfortably, retain their quality of life, and they could do this with
caregivers watching remotely, and at the same time our older
Americans will retain their privacy and share just what they’re
comfortable sharing.

It’s coming quickly in terms of the Internet of Things, but it does
face impediments. First, it requires spectrum. Wireless spectrum is
a platform on which most of these new devices connect, and we
need additional licensed and unlicensed spectrum.

Second, the Internet of Things is changing what skills we need
to retain our Nation’s competitive advantage. We need experts and
people who can analyze data and make things happen, and we
don’t have enough skilled workers. That’s why we are pushing for
highly skilled immigration reform.

Third, the Internet of Things requires government restraint. It
does require us to consider new challenges. There are legitimate
concerns about safety, privacy, security, but—and important ques-
tions are being raised as to who actually owns the data, and stake-
holders, including government, can and should be discussing these
issues in a forum like this today.

As we said in our IoT filing with the FCC over 2 years ago, con-
sumers’ adoption hinges on building trust. I just heard that again,
Congresswoman. And it’s up to manufacturers and service pro-
viders to make good decisions about privacy and security or they
will fail in the marketplace, and we are passionate that industry-
driven solutions are best to promote innovation while protecting
consumers, but we recognize and respect the legitimate role of gov-
ernment to encourage transparency, clarity, and experimentation.

CEA itself has been involved already in over 30 standards mak-
ing operations, activities that produce ANSI-certified standards,
that are focussing technical aspects of Internet of Things, and of
course, it’s just beginning. But we have to be careful of overly pre-
scriptive mandates because that could stymie the growth of the
Internet of Things. Any government action should be very narrow
and very specific and focus on a real harm.

The Internet of Things is huge. It’s an opportunity to change the
world, and we look forward to working with this Committee to en-
sure that government policies and regulations support growth in
this dynamic sector. Thank you, and I look forward to answering
your questions.

[The prepared statement of Mr. Shapiro follows:]
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Thank you, Chairman Issa, Ranking Member Nadler, Chairman
Goodlatte, Ranking Member Conyers, and members of the
Subcommittee, for inviting me to testify today on the Internet of

Things.

I am Gary Shapiro, CEO and president of the Consumer

Electronics Association (CEA).

CEA is the trade association representing more than 2,000
member companies who comprise the $285 billion U.S. consumer

technology industry.

We also produce the annual CES, the world’s gathering place for
the global technology community held each January in Las
Vegas, where more than 900 exhibitors displayed loT devices —

a hint of the innovation and imagination to come.
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Having a front seat at the latest innovation has allowed me to see

the unimaginable. And it isn't far from us.

Imagine a “smart” Capitol Hill, where smart parking, driverless
cars, and interactive dining and fithess areas make doing

business much easier and better.

It is 5:30 a.m., Congresswoman Smith checks into the Rayburn
House gym via biometrics. Before she starts her workout, she
records her health vitals at an intelligent-equipment station, which
develops today’s personalized workout based on past

performances.

Afterward, she stops by the Longworth House Office

Building cafeteria to grab a cup of coffee from a smart coffee
machine. The machine tracks the daily consumption of users,
making sure that by the time the congresswoman arrives, her

favorite coffee blend is available.
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Midday, she jumps into her driverless car to welcome veterans as

part of the Honor Flight program.

As the lawmaker returns to Capitol Hill for votes, she opens her

smart-thermostat app to begin cooling down her office.

While this is a fictional scenario, it is only a matter of time until it is
everywhere. 10T is so big at the CES that we can no longer

section it off— it is everywhere!

Some argue our entire show floor constituted the loT with almost
every product connected to the Internet and many able to sense,

report on and respond to their surrounding environment.

Over the past several years, we've seen an explosion of
connected devices in the market, as consumers embrace the

positive impact of these devices on their daily lives.
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From wearables like smart watches and fitness trackers, to
connected thermostats and automated lights, from household
appliances to connected cars, consumers are using the loT to
improve their quality of life — to increase efficiency, improve safety

and security, and make faster and better decision-making.

According to a recent study from Juniper Research, 38.5 billion

“things” will be connected to the Internet by 2020.

A January 2015 report from Mind Commerce indicates that the
global market for connected consumer devices will reach $88

billion by 2020.

A significant and growing category within the IoT is connected

home technologies.
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A recent CEA study conducted with the research firm Parks and
Associates predicts smart thermostats, door locks, smoke
detectors and light switches will expand from 20.7 million units in
2014 to 35.9 million units by 2017. These are eye-popping

numbers.

CEA also predicts that the U.S. market for Connected Home
Technologies will reach $967 million in 2015, jumping 32 percent
over last year. This segment will grow to nearly $1.1 billion in

2016.

Home automation systems enable consumers to manage their
security systems, turn on appliances, and manage heating,

cooling and lighting systems, all from a smartphone.



15

Smart systems not only provide safety and convenience for a
homeowner, but they also increase a home’s efficiency and

reduce energy consumption and costs.

Many of these devices also learn room usage patterns over time
allowing them to adjust temperatures automatically to maximize

efficiency when no-one is home.

Today, consumers can purchase refrigerators that can count and
display the number of times the door is opened and alert
homeowners via an app when the door is ajar - all you late night

snackers are hereby warned.

For those like me with limited time, there are now washers and
dryers that allow consumers to start their laundry on the way

home from work ...or the airport.
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At my home in Detroit, my family has a washer dryer that's
connected to the Internet. We have programmed our window
shades to rise based on our sleep patterns, and shut accordingly

to maximize our home’s heating-and-cooling efficiency.

Our thermostats are also connected to our house fans to minimize

energy use.

We have smart locks with codes we can assign to our house
guests — beats keeping the door key under the mat — and safety

cameras we also use to figure out where we put things we lost.

These connected appliances offer consumers convenience,
information to help reduce energy use and costs, and additional

control over the appliances in their homes.
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While these innovations will save time and money and reduce
stress, they provide an even greater opportunity to care for our
aging population, as well as the 56 million people with disabilities

in the US.

Assistive technology for people with disabilities has previously
been customized and prohibitively expensive. The same
connected home products consumers are purchasing today
provide novel interfaces, like voice control, that are immediately

beneficial to people with reduced mobility and dexterity.

Without paying tens of thousands of dollars for a custom home
automation system, smoke detectors can now be connected to
lighting controls, so lights can flash to alert a deaf or hearing

impaired person and light the whole house for safe exit.



18

The amazing conveniences of today’s low-cost connected home
products are life-changing and sustaining for a growing

population.

I am especially excited about how the loT will help us care for our

older loved ones in years to come.

As our population advances in years, and the number of
caregivers shrinks, smart home devices enable seniors to live
independently and comfortably at home, retaining their quality of

life into their golden years.

Connected devices can remind seniors to take their medication,
refill their prescriptions, and help prevent accidental over- or

underdoses.
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Already, a senior who wakes in the middle of the night can adjust
her lighting, confirm the doors and windows are closed and locked
(or lock them if they aren’t), and adjust the thermostat from the
palm of her hand — without the risk of getting up and falling in a

dark house.

Caregivers gain peace of mind using systems that allow them,
regardless of their location in the country or world, to know that

their loved ones are safe and secure.

They can confirm their loved ones are active, they’re eating
properly and taking their medicines, and their homes are safe and
secure, all while allowing the seniors to control the level of
information shared to respect their privacy.

The health and quality of life impacts of the loT will be a game

changer for our nation’s seniors and for those that care for them.

10
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In fact the loT is coming quickly, but it does face impediments.

As with so much other innovation, spectrum is the lifeblood of the
Internet of Things. Wireless spectrum is the platform on which

most of these new devices connect.

The future benefits of the Internet of Things depend directly on

our ability to free up additional licensed and unlicensed spectrum.

Disruptive innovation brings excitement and opportunity, and
requires us to consider new challenges. Government is raising

legitimate concerns about safety, security and privacy.

Healthcare professionals are raising interesting questions about

how they are compensated in their existing health care regimens

for monitoring remote patient data.

11
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Questions are being asked as to who owns data from these

devices.

As the loT grows, manufacturers and service providers will
continue to focus on making good decisions about privacy and the

security of information that devices collect and share.

Consumer adoption hinges on building trust. Devices that do not

meet consumer privacy and security expectations will fail.

CEA and our members are exploring these issues and how best

to ensure consumer privacy and security, while enabling new

technologies to develop and flourish.

We believe that industry-driven solutions are the best way to

promote innovation while protecting consumers.

12
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The loT is also creating new jobs.

We now face a shortage of the needed experts and data analysts
who can help take this massive amount of information and turn it

into useful and actionable results.

The United States simply doesn’t have enough high-skilled
workers with the technical expertise necessary to fill all of the

high-tech jobs our sector is now creating.

The tech industry relies on high-skilled immigrants here on H-1B
visas — many educated at U.S. colleges and universities — to fill

this void.

Of the 172,000 applications for H-1B visas in 2014, fewer than
half were granted, the U.S. Chamber of Commerce reported in
April. That’s a direct result of a federal cap on the number of H-

1Bs issued.

13
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Passing high-skilled immigration-visa reform would go a long way

toward solving the high-skilled worker shortfall.

We are just beginning to understand the benefits and challenges
of the loT. In this dynamic and rapidly changing environment,

governments should exercise regulatory restraint.

Overly prescriptive mandates will stymie growth and become
outdated. If governments must act, then such actions should be
narrowly tailored to address tangible harms without creating

roadblocks for future innovation.

Government should not attempt to regulate based on hypothetical

concerns, but should proceed slowly with targeted solutions to

actual problems.

14
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We are already experiencing the benefits of a connected world,
as connected technologies and services improve the quality of

life, health and safety of consumers.

CEA is proud to represent the companies whose products and

services comprise the Internet of Things.

We look forward to working with the Committee to ensure that

government policies and regulations support growth and

innovation in this dynamic sector.

Thank you, and I look forward to answering your questions.

15
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Mr. IssA. Thank you, Mr. Shapiro.
Mr. Garfield.

TESTIMONY OF DEAN C. GARFIELD, PRESIDENT AND CEO,
INFORMATION TECHNOLOGY INDUSTRY COUNCIL

Mr. GARFIELD. Thank you, Chairman Issa, Ranking Member
Nadler, Members of the Committee. On behalf of 61 of the most dy-
namic and innovative companies in the world, we thank you for
hosting this hearing. We thank you as well for the context, which
is outside pending legislation, and as well, Mr. Chairman and Con-
gresswoman DelBene, for your leadership in creating the Internet
of Things caucus.

It is our firm view that the Internet of Things has the potential
to be one of the most transformative technological innovations in
human history. That is, with the right policy environment. To en-
sure that I'm not accused of engaging in hyperbolic
hyperventilation, I would like to focus my testimony on three areas.

One, why we think that’s the case; two, what we’re doing to en-
able it; and then third, our humble recommendations on how Con-
gress and the Administration can be helpful.

As to the first, the Internet of Things is essentially the
digitization of the physical world through connecting sensors into
a network with computing systems. What may sound simple has
the potential to be seismic in the creation of new industries as well
as disruption of existing ones. Whether we'’re talking about watches
that have the potential to not only help you to be more fit but as
well to prevent catastrophic health incidents through monitoring
your heart rate, or we’re talking about windshield wipers that have
the ability to communicate with other windshield wipers and alert
your car to an impending storm or alert an autonomous vehicle to
the potential for a construction zone that’s soon arriving.

There has been much discussion of the home and personal mani-
festations of the Internet of Things, which are truly exciting. It is
important, however, not to ignore the potential, the commercial de-
ployments. Those commercial deployments are real, tangible, and
have huge potential economic benefit.

Whether it is the deployment of sensors in our energy grid to en-
sure greater resiliency and reliance, the deployment of sensors in
transportation systems to allow more efficient delivery or in mines
to ensure safety for workers, the economic impact, much of the eco-
nomic impact will come from those deployments, which by 2030 is
expected to be almost $7 trillion.

So what are we doing, as the technology sector, to ensure that
is the case? We are focused on a multi-facetted approach that heav-
ily emphasize security, privacy, standards as well as investment in
infrastructure. With regard to security and privacy, we are working
and innovating all the time around those issues, making sure that
security and privacy are developed by design so that they are part
of our forethought rather than an afterthought.

We're developing bespoke solutions to ensure that both security
and privacy are tailored to the particular environment, and as well,
we’re investing in innovation because consumers demand a high se-
curity and privacy and increasing transparency, and it’s in our in-
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terest, and it’s the right thing to do to meet that consumer de-
mand.

As well, we are moving forward on global standards that are
driven by the sector and as well that are open standards to ensure
that we have high interoperability as well as scalability.

Finally, we're investing in the infrastructure. Mr. Shapiro noted
the need for broadband, both wireline and wireless, as well as en-
suring that spectrum is available. In reality, the use of spectrum
on mobile data, is growing by 55 percent each year. With the Inter-
net of Things and the digitization of physical things, it will only
grow more expeditiously, and so spectrum will be increasingly im-
portant.

In addition to doing those things, we intend and need to partner
with Congress and the Administration to make sure that policy is
smartly developed, and there are three things that we think it’s im-
portant that Congress focus on.

One is we need a national strategy around the Internet of
Things. Much in the same way that a national broadband plan was
able to focus our attention and drive the deployment of broadband,
having a national strategy around the Internet of Things will be in-
credibly helpful.

Second, we need more spectrum, as Mr. Shapiro and I pointed
out earlier. The U.S. Government is the largest holder of spectrum,
and hence, has the greatest ability to impact the deployment of
spectrum, and we hope that we can work toward making it more
efficient.

Finally, we need the exercise of restraint. The Internet of Things
is at its nascent stages, and in order to grow to reach its full poten-
tial, it’s important that we avoid mandates that put the thumb on
the scale of particular technologies versus others.

I look forward to your question and look forward to the testimony
of my colleagues. Thank you.

[The prepared statement of Mr. Garfield follows:]
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Mr. IssA. Thank you.
Mr. Bainwol, you only have to deal with all the questions set up
in the opening statement, so I look forward to your 5 minutes.

TESTIMONY OF MITCH BAINWOL, PRESIDENT AND CEO,
ALLIANCE OF AUTOMOBILE MANUFACTURERS

Mr. BAINWOL. It’s a piece of cake. Chairman Issa, Ranking Mem-
ber Nadler, Members of the Committee, thank you for the oppor-
tunity to testify this morning. I wore a different hat the last time
I was here on behalf of another industry that was engaging with
the challenge of technology.

During my time at the recording industry, technology upended
how music was consumed, and access began to replace ownership,
revenues fell sharply, and the fundamental model of business
transformed. Now I'm with the Alliance of Automobile Manufactur-
ers for the last 4 years. Instead of fighting with Gary Shapiro, I
now mostly team up with him. That’s easier. That’s a good thing.

Mr. IssA. Only in Washington.

Mr. BAINWOL. Yeah, right. I represent the Detroit Three, six
major European manufacturers, and three major Japanese manu-
facturers as well.

And for us, the impact of technology is every bit as profound but
not threatening. Quite the contrary, technology and connectivity
are ushering in a new era and some might even say a golden age
in mobility. We’ve seen enormous safety and environmental gains
both in recent years and over the last half century, striking reduc-
tion(s} in fatality numbers and emissions, as well as increases in
MPG.

The next generation of progress will come from IoT-based tech-
nologies. Ownership patterns may evolve somewhat as ride sharing
becomes more prevalent, but the truly material impact of tech-
nology is the convergence, the convergence of environmental, safe-
ty, productivity, and life quality benefits that arise from the
connectivity of an IoT world.

It wasn’t that long ago that when it came to cars, safety and en-
vironmental objectives conflicted. Do you go heavy and safe or light
and green? Every parent struggled with that choice for their teen-
agers. Strategies for safety centered on surviving crashes. Now the
combination of automation and connectivity harmonizes, har-
monizes safety and green. Crash avoidance from technology that
manages the car better than a human can, fosters more efficient
mobility because there will be fewer crashes on the road generating
congestion. Fewer crashes translates into more economic produc-
tivity, more personal time, fewer injuries, fewer fatalities, lower
emissions, and less wasted fuel. In an IoT world where connectivity
offers the promise of these truly monumental benefits, getting to
the future as fast and sensibly as we can is critical.

According to NHTSA, about 95 percent of all traffic fatalities re-
sult from human error or environmental conditions. Vehicle factors
account for just a fraction. Technology is so powerful because it of-
fers the promise of mitigating human error as today’s innovations,
automatic braking, adaptive lighting, lane departure warnings,
blind spot warnings, and tomorrow’s technologies, V-to-V and V-to-
X and to ultimately self-driving vehicles all penetrate the car park.
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This innovation must be embraced and seen as the answer and
not the problem, and that means working proactively to address
concerns about privacy and cybersecurity. Last year, auto manufac-
turers became the first in the IoT, a non-pure play Internet sector,
to adopt a comprehensive set of privacy principles to protect vehicle
owners. The principles have a strong lineage, building on FIPPS,
FEC guidance, the White House Consumer Privacy Bill of Rights,
and suggestions from privacy advocates. They address, among
other elements, transparency, respect for context, data security,
and choice. For the most sensitive types of consumer information
that are needed for some driver-assist technologies, geolocation,
where you’re going, driver behavior, how fast you're going, and bio-
metrics, the privacy principles require clear and prominent notice
about the collection of such information, the purposes of why it’s
collected, and the entities with which it can be shared.

Similarly, the industry is working to stay ahead of the threat
posed by malicious hackers. Earlier this month we announced the
formation of an Auto-ISAC, Information Sharing Analysis Center,
to establish an industry-wide portal for sharing information about
existing or potential cyber threats and vulnerabilities.

The Alliance supports cyber security bills in the House that
would facilitate threat sharing in the private and public sectors
while protecting individual security. We hope the Senate acts soon
so that we can move the bill to the President.

Mr. Chairman and Members of the Committee, the next 20 years
in the evolution of the Internet is enormously exciting and offers
the possibility of amazing outcomes on the road, strengthening the
quality of life, the environment, and our economy. We look forward
to working with you to realize the benefits of innovation and to ad-
dress the challenges that come along the way.

[The prepared statement of Mr. Bainwol follows:]
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On behalf of the Alliance of Automobile Manufacturers and its 12 automakers, T thank
you for the opportunity to testify today on the Internet of Things and the importance of
connectivity in advancing road safety, energy efficiency, environmental protection and mobility.

Today, automakers have gone beyond simply manufacturing cars; they are high tech
companies, too. Nine automakers, along with three suppliers, have opened labs in Silicon
Valley. And, automakers now showcase their latest technologies at the annual Consumer
Electronics Show, where each year the automotive exhibit space — along with the consumer
interest — grows.

Automakers are driving innovation through deep investments in research and
development. Recently, the Boston Consulting Group found that half of the world’s “Most
Innovative Companies™ are automakers, with nine auto manufacturers in the top 20. In fact,
more automakers made the list than technology and telecom companies. Globally, automakers
invested more than $100 billion on R&D in a single year, according to the latest figures from
2013. And that is four times what the entire global aerospace and defense industry invested
($25.5 billion) in that year.

For the automobile industry, technology and connectivity are ushering in a golden age in
mobility. We have seen enormous safety gains in recent years. Government data show this is the
safest time in our nation’s history in terms of motor vehicle safety. Road fatalities are at their
lowest since 1949. Traffic-related crashes declined by 18,000 from 1980-2002, even with more
licensed drivers on the road traveling more miles.

Historically, automakers have focused on engineering vehicles to enhance occupant
protection in the event of a crash. That’s why automobiles today have a range of airbags and
specially engineered crumple zones.

But the future of vehicle safety is technologies that help prevent or mitigate crashes.
Driver error remains the primary cause of more than 95 percent of crashes, according to the
National Highway Traffic Safety Administration (NHTSA). Crash avoidance, or “driver assist,”
technologies employ sophisticated software to interpret data from sensors, cameras, or radar-
based technologies that allow vehicles to sense the environment around them and assist drivers to
become aware of impending dangers. There many different types of driver assists, including
intervention technologies such as electronic stability control and anti-lock brakes, warning
technologies such as blind spot warnings and lane departure alerts, and adaptive cruise control
and automatic high beams that help drivers in specific situations.
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Connected vehicles may help to enhance or enable a host of critical crash-avoidance
technologies. According to NHTSA, connected vehicle technology could potentially mitigate or
eliminate up to 80% of crash scenarios involving non—impaired drivers. That is why both
automakers and the government are investing hundreds of millions of dollars in research,
development and testing of connected vehicle technology also referred to as Dedicated Short
Range Communications (DSRC).

The phrase “connected car” can mean different things to different people. For the auto
industry, when the car moves from being a closed box to a “mobile device” with the ability to
gather data and communicate it, that is a “connected car.”

In our digital world today, drivers want to be seamlessly connected to the web and all its
functionality, including social media, communications, music, navigation and a range of
transportation-related content. These are important to consumers, but connectivity in the car can
do so much.

Connectivity can help reduce the potential of crashes by getting information on real-time
risk factors outside the vision of the driver — or the electronic eyes of the car. This connectivity
refers to the exchange of information either among vehicles (V-to-V) or information between
vehicles and infrastructure (V-to-I).

Imagine the benefits from cars able to communicate with each other and the road way.
Vehicles encountering slippery roads can send messages to cars behind them to slow down.
Likewise, a connected driver can know that a car is speeding toward an intersection or stopped
over the next hill and take countermeasures.

The future of driving safety is bright with promise, and with the right public policies put
in place to support connectivity, industry and government, through working together, can
advance safe mobility. Getting there will require many pieces of a large puzzle to fit together in
addition to technological advancements, including consumer acceptance and achieving critical
mass to enable the “network effect.”

Consideration must be given to the necessary legislative and regulatory framework
needed to spur development and adoption of advanced technologies. A patchwork of state laws
will negatively impact the speed and trajectory of the technologies adopted. Federal leadership is
needed to establish a single, long-term national vision for personal transportation in the future.

Finally, complex legal issues associated with cars and trucks capable of operating with
increasing levels of automation need to be addressed. These include insurance underwriting and
liability issues.
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We are pleased with the great vision of this Committee in focusing today on the future.
Like you, we share the goal of ensuring the public policy pillars necessary to achieve the full
safety value of connectivity and other technological advances be identified and protected.

‘We believe four pillars of policy are central to maximizing safety through
technology in the future: 1) protect the spectrum; 2) invest in infrastructure; 3) ensure
consumer acceptance; and 4) maintain vehicle affordability

Protect the spectrum: The most vital pillar is ensuring that the radio frequency
spectrum now dedicated to V-to-V and V-to-l, or the 5.9 GHz band, remains solely dedicated to
auto communications technologies or any solutions involving sharing maintain the integrity of
DSRC. When vehicles are driving at highway speeds, communications must occur virtually
instantaneously, without delay and without interference. At the same time that DOT is
considering mandating DSRC technology, the FCC is considering whether to open this portion of
the spectrum for use by unlicensed wireless devices. It’s important as we move forward that
regulators be certain that unlicensed users would not compromise the integrity of this vital safety
initiative. We think the FCC should adopt a “do-no-harm” position until thorough testing is
completed and all parties are certain that the spectrum can be shared without interference with
safety critical systems. Importantly, auto manufacturers are moving forward with our supplier
partners, Cisco and Denso, to test a potential technological solution that will allow DSRC
communications without harmful interference from unlicensed devices. We look forward to
sharing our results with the appropriate federal agencies and Congress.

Invest in infrastructure: The second pillar is building out the infrastructure for the V-
to-I component of connectivity. Surely this will be a gradual process, but we need the vision and
motivation to begin planning today. As is the case with a range of technologies, such as
alternative powertrains for environmental gains, infrastructure investment is essential to
achieving the maximum safety benefit and inducing buyers to purchase the V-to-1
communications functionality.

Ensure consumer acceptance; The third pillar is proactively responding early to
consumer acceptance by addressing public concerns about deployment potential. If the advent of
connected vehicle technology exposes drivers and owners of equipped vehicles to loss of
privacy, security breaches, and/or increased legal liability in the form of automated law
enforcement, we will not realize the many benefits that can be gained by its widespread
deployment. Similarly, connected and automated vehicle systems entail interactive technologies
for which successful outcomes depend not only on drivers’ correct response to alerts and
information, but on multiple entities in both the public and private sectors correctly and
consistently performing their respective portions of the connected enterprise. This creates new
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and unprecedented challenges to managing long-term liability which require up-front policy
solutions.

Maintain vehicle affordability: The fourth pillar is public policy dedicated to keeping
cars and light trucks as affordable as possible by leveraging market forces and utilizing a data-
driven approach to regulation if and when needed. The best technology in the world can only
help if families are able to replace their old cars with new vehicles. Today, the average age of a
caris 11 years old, and we only replace about 6% of the U.S. car park every year. When the
safety and environmental benefits of new cars relative to old cars are sizeable, the public policy
imperative must be to avoid the temptation to mandate and instead facilitate choices by families
in the marketplace. Policies that discourage the purchase of these new technologies should be
avoided. As a matter of public policy, we need to encourage the “virtuous cycle of new car
ownership.”

Finally, we recognize that connectivity in vehicles also may raise questions about privacy
and cyber protections. The auto industry is already taking action in both areas.

Last year, the auto industry became the first industry in the Internet of Things to adopt a
comprehensive set of Privacy Principles to protect vehicle owners. These Principles have a
strong lineage, building on the Fair Information Practice Principles, FTC guidance, the White
House Consumer Privacy Bill of Rights and the suggestions of privacy advocates. The principles
address transparency, respect for context, data security, choice and more. For the most sensitive
types of consumer information, including geo-location, driver behavior and biometrics, the
Privacy Principles require clear and prominent notice about the collection of such information,
the purposes for which it is collect, and the types of entities with which the information may be
shared. These Principles can be viewed at www. AutomotivePrivacy.com, where a list of the 20
leading automakers who voluntarily signed on to them can be found.

Similarly, automakers are working to get ahead of potential threats posed by malicious
hackers. Automakers recently announced the formation of an Automotive Information Sharing
and Analysis Center (Auto-ISAC). The new Auto-1SAC, planned to begin operation before the
end of the year, will establish an industry-wide portal for sharing information about existing or
potential cyber threats and vulnerabilities.

In addition, automakers work with many different groups to advance cybersecurity. These
relationships help automakers develop vehicle-specific security technologies and practices. This
summer, automakers are participating in events with the cybersecurity community like the
annual Battelle-SAE International CyberAuto Challenge and the DEF CON and Black Hat
Conferences. Recently, the Alliance joined the US Chamber of Commerce’s Cybersecurity
Leadership Council, a committee of 20 different industry organizations formed to focus on
current and emerging best practices.
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Finally, there are several government-wide vehicle-specific cybersecurity initiatives,
including research activities undertaken by NHTSA’s Electronic Systems Safety Research
Division, and the Department of Homeland Security’s (DHS) Science and Technology
Directorate.

We are entering the golden age of mobility through technology and connectivity. A top
policy priority for our country is finding smart ways to put more new vehicle technologies on our
roads, because more rapid adoption of these new technologies will help keep drivers safer, avoid
traffic congestion, save time, save money and reduce fuel use too.

In an Internet of Things world, where connectivity offers the promise of monumental
societal benefits, getting to the future as fast as we can is critical.

Many thanks for this chance to share our perspective.
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Mr. IssA. Thank you.
Mr. Reed.

TESTIMONY OF MORGAN REED, EXECUTIVE DIRECTOR,
ACT|THE APP ASSOCIATION

Mr. REED. Chairman Issa, Ranking Member Nadler, and distin-
guished Members of this Committee. My name is Morgan Reed,
and I'm the executive director of the App Association. I thank you
for holding this important hearing on the Internet of Things.

The App Association represents more than 5,000 companies and
technology firms around the globe, making the software that runs
the devices you wear and the apps you love. We are current spear-
heading an effort through our connective health initiative to clarify
outdated health regulations, incentivize the use of remote patient
monitoring, and ensure environment in which patients and con-
sumers can see an improvement in their health.

This coalition of leading mobile health companies and key stake-
holders needs Congress, the FDA, HHS to encourage mobile health
innovation and support polices that keep sensitive health data pri-
vate and secure.

Now, traditionally, this is the moment in my oral testimony
where I should recite some interesting numbers about the industry,
talk about jobs created, and niches filled, but I'd like to break from
that a little bit. I want to tell you a story, and it’s one that I know
is relevant to many of you and certainly to a huge chunk of your
constituents.

Nearly everyone in this room is caring for an aging parent or
knows someone who is. Now, imagine that your parents are fortu-
nate, they’re living in their own home but significant medical chal-
lenges are beginning to face them. The questions begin, do I get a
home health attendant? Do we pay as much as $12,000 a month
to move them into an assisted living facility? Do they move into my
basement? How do I deal with the fact that my parents don’t want
to move into my basement, and mom feels that a home nurse is
infantilizing. What do I do to help them live at home with dignity?

Now, most of you remember Life Alert, you know the product
with the tag line, “Help, I've fallen, and I can’t get up.” Well, that
kind of device is known as a personal emergency response system.
We called them PERS. These are great devices but incredibly lim-
ited to what they can do.

Now, imagine a far more sophisticated PERS packed with sen-
sors that can track blood sugar, blood pressure, heart rate, bio-
markers for medication adherence, geo fencing for Alzheimer’s pa-
tients, and much more. Sensors small enough to fit in a watch like
this one or maybe this one, and all of those devices—yeah, I think
everyone here has got one. All of those devices connect to a loved
one’s phone, an alert service, a physician’s tablet, and a medical
record. Suddenly, mom can stay at home maybe another year,
maybe two, maybe three, all while managing her health. And if
mom allows the data to be sent to you, you can be part of the solu-
tion, staying in touch and on top of her needs. And not insignifi-
cantly, your basement gets to keep its big screen TV.

By 2050, there’ll be 83.7 million Americans over the age of 65,
twice the amount from 2012. Eighty percent will have at least one
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chronic condition. Without question, the age group’s rapid growth
will strain public and private health resources; therefore, the pic-
ture I painted you is not a pipe dream but rather is imperative to
prevent a cataclysmic economic outcome from this boom in aging
adults.

So what’s standing in the way of this dream? What is needed to
ensure that everyone can benefit from these new innovations? Well,
I have three quick messages.

One, innovation in healthcare is happening. It can lead to lower
cost, better care, and improve patient outcomes. Two, the future of
health IoT will be founded on trust, which requires strong security
and privacy measures. Three, regulatory barriers, outdated laws,
and lack of clarity around reimbursement are a threat to the ad-
vancement of mobile health. Congress can and in some cases must
play an important role in improving health outcomes for all Ameri-
cans through innovative technologies.

Questions about privacy, security, reimbursement, and govern-
ment regulation have met to create an environment where compa-
nies are worried about making devices more medically relevant,
and physicians worry about the impact on their practice and their
liability. Patients and care providers must know that their informa-
tion is private and secure. Industry best practices around the treat-
ment of sensitive health data as well as a commitment from gov-
ernment to support these practices are important to establish trust
and push this industry forward.

Clarifications on government access to data matter as well, in-
cluding ECPA reform and the LEADS Act. As most of this health
information will eventually end up in the cloud, and Congress
should be pushing back on any government pressure to weaken
encryption.

Finally, ensuring that doctors are reimbursed for the use of these
technologies will be essential. Currently, CMS is statutorily pre-
vented from reimbursing certain kinds of remote patient moni-
toring because of absurd geographic restrictions and antiquated
technology requirements that were state of the art 15 years ago but
haven’t moved since.

Success will come when technology, trust, and means to pay for
it all come together. I ask that Congress help to ensure that that
happens now rather than see one more of our family members mov-
ing out of the home they love because we failed to act. I look for-
ward to your questions.

[The prepared statement of Mr. Reed follows:]
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Mr. IssA. And on that note, I have questions.

I recognize myself for a series of questions.

Mr. Shapiro, you're not an engineer. You're a long recovering
lawyer, but I'll ask you this question because I think your industry
is well aware of the answer.

As we sit here in air, what percentage, more or less, of the band-
width are we using in this room, of the entire spectrum?

Mr. SHAPIRO. What percentage as us

Mr. IssA. If we are to look at the radio waves being used, the
AM, the FM, the old bandwidth from television, what percentage
of the spectrum is actually being used as we sit here today?

Mr. SHAPIRO. Well, it’s all spoken for, but the actual use is a
small percent.

Mr. IssA. Less than 1 percent will actually be in these air waves.
So if we're trying—and I said I wasn’t going to dwell too much on
spectrum, but if we're trying to create the ability for almost an un-
limited amount of communications between large and small de-
vices, isn’t one of our greatest tasks to recognize that we have allo-
cated all the bandwidth virtually and not used hardly any of it in
any given time in any given room?

Mr. SHAPIRO. Yes. Now I realize you gave me a softball. Thank
you.

Mr. IssA. And you can follow up with devices that can recognize
those voids and take advantage of them.

Mr. SHAPIRO. Right. Thank you. So as you know, there are two
types. Actually all spectrum is pretty much the same, but we,
through the laws, categorize it differently, and we categorize it by
whether it’s licensed or unlicensed. Licensed means that someone
has bought it or they’ve gotten it for free, a broadcast license, and
unlicensed means that, subject to good neighbor rules, anyone can
use it.

Unlicensed spectrum is very valuable because it promotes inno-
vation. We calculated, in a study we did last year, that there’s
about $62 billion of activity created by unlicensed spectrum, so we
are advocates for increasing the amount of unlicensed spectrum be-
cause it does allow entrepreneurs and innovators to do really cool
things that will produce economic activity and provide benefits, but
there’s a lot of spectrum that the government uses.

And what we’re asking, and I know there’s legislation pending,
which is simply that the government catalog and figure out what
could be available and repurposed for commercial purposes because
that alone would not only take some of the pressure off a very
crowded field right now in spectrum, but it would also create a
huge amount of economic activity, and if sold, it will make a tre-
mendous amount of money for the Treasury.

Along the way, though, there is technology being developed
which allows spectrum to be split finer and finer and used, and I
know that’s some of the issues involving going forward, like we are
passionate about driverless cars and all the benefits and all the
great things that are there, but we think there’s an opportunity
there to look and test some of that spectrum that’s being purposed
for that area and split it up a little bit and share it, and that’s
what Mitch and I love to have wonderful conversations about.
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Mr. IssA. Following up with Mitch. Mr. Bainwol, there’s going to
be a lot of questions about obviously whether or not automobiles
that are communicating with the Internet are safe or not, and
that’s topical, but would it be fair to say that whether or not you
share the bandwidth has virtually nothing to do with whether or
not you're going to be effectively hacked on your encrypted signals?

Mr. BAINwWOL. That’s a question that——

Mr. IssA. That’s a softball.

Mr. BAINwoL. Well, it may be, and like Gary, sometimes I can’t
see softballs, and I'm also not an engineer. I think I'd say a few
things. One is, as it relates to spectrum, we’ve heard the message
from Congress and the notion of sharing, if we can make that work,
is something that we really want to do, and field testing is going
to happen this year, in 2015, and the notion, is to find a way to
satisfy the use for spectrum but also meet safety imperatives is
something—that balance has to be struck, and we’re prepared to
try to test to succeed rather than test to fail, so we're committed
to the notion.

I do want to set context, though, in terms of V-to-V. NHTSA esti-
mates that V-to-V could mitigate or eliminate up to 80 percent of
all crashes on the road, and so the promise of V-to-V is over-
whelming. The implications for life, for injury, for productivity are
enormous, so I think the predicate for moving forward has to be do
no harm. Move forward aggressively, find a way to share, but do
no harm.

Mr. IssA. And I want to quickly follow up. The history of data
in the automobile has been one of the automobile manufacturers
having proprietary data buses, keeping them closed, not pub-
lishing. As a representative, is that going to be different—and it’s
a self-asking question or answering question, in the vehicle-to-vehi-
cle world, it has to be an open standard that in fact is published
so that your windshield wipers on one vehicle talk efficiently to an-
other; isn’t that true?

Mr. BAINWOL. So I think it’s both true that interoperability mat-
ters, but I think it’s also true that in a world, a dangerous world
where you have malicious hackers, that system integrity matters a
ton, and finding a balance for both is the test.

Mr. IssA. Well, as I recognize the Ranking Member, I will tell
you at least from this part of the dais that working on legislation
that makes the penalties specific, high, and enforceable against
those who try to maliciously hack automobiles is an area in which
I believe our jurisdiction is not only appropriate but our need for
action is immediate.

Mr. GARFIELD. If I may add one point.

Mr. IssA. With Mr. Nadler’s permission, yes.

Mr. GARFIELD. It’s actually just the point that we have a history
of driving open consensus based standards that fully integrate pri-
VaCﬁr and security protections and can do that in this context as
well.

Mr. IssA. Thank you. Mr. Nadler.

Mr. NADLER. Thank you, Mr. Chairman.

Mr. Shapiro, you argue for a market approach to addressing the
privacy and security concerns raised by the Internet of Things. We
all hope that companies will act responsibly and that the market
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will punish bad actors, but isn’t it important that the government
set forth clear rules on what is and is not permissible?

Mr. SHAPIRO. Thank you, Congressman Nadler. It is important,
I think, that companies know what is legal and not legal, but there
is a—something between the two, which is what is right and will
get customers or not, and we’ve heard many people talk about the
importance of trust for companies, and their brand and their rep-
utation relies entirely upon trust.

Everyone wants privacy. Look, HIPAA was passed to protect
medical privacy, but sometimes there’s different types of informa-
tion and how far it goes, and even HIPAA has some down sides to
it. There has been research that’s been lost, there’s been records
which have not transferred easily because of HIPAA, so there’s a
trade-off that goes on. If you put too much of a line around privacy,
you’re trading off opportunities for new services that consumers
will desire.

I think what companies have an obligation to provide is trans-
parency in what they’re offering, and the consumers could be able
to make a reasoned decision about what they’re willing to give up
in return for sharing some of their privacy. So it is, I think, pre-
mature for Congress to say this is the line we’re drawing, but hav-
ing the discussion is really important, and I think that there
should be a national consensus about what should be protected and
what should not and also what consumers should be allowed to
give up freely and make that choice.

Mr. NADLER. Should there at least be notice to consumers re-
quired?

Mr. SHAPIRO. In terms of giving up what you—if you are sharing
something which you shouldn’t expect normally to share, I think
there should be notice, and it should be clear and conspicuous. I
think our companies have an obligation——

Mr. NADLER. So you do think that government should mandate
notice?

Mr. SHAPIRO. I think there’s a difference—the Federal Trade
Commission has some significant jurisdiction in this area. There’s
a lot of private lawyers who will be more than happy to sue those
that don’t give sufficient notice. If the law is unclear, which I do
not believe it is yet

Mr. NADLER. So the law is clear enough, the FTC should require
notice, and we should leave it at that for the time being?

Mr. SHAPIRO. Well, the FTC is taking a case-by-case approach,
which has provided sufficient guidance. I don’t think there’s a need
yet.

Mr. NADLER. Okay. That’s what I'm getting at. There’s not a
need yet for Congress to do anything because the FTC can handle
it and is handling it so far.

Mr. SHAPIRO. I think the case-by-case approach is a good ap-
proach because this is a quickly evolving area, and before we fore-
close new services and new information, all these great things that
are happening, rather than jump in, I think we should take a

Mr. NADLER. Okay.

Mr. SHAPIRO [continuing]. Deep breath and see our consensus.

Mr. NADLER. Let’s assume that Congress chooses to disagree
with what you just said and chooses to enact privacy and security
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measures. In that case, are there any ways in which we should
treat products connected to the Internet of Things differently from
other companies that collect data or connect to the Internet?

Mr. SHAPIRO. Well, I'd like to think about that answer and per-
haps provide it in writing, but my off-the-cuff answer is that I
would say the Internet of Things does allow easy connectivity
quickly and rapidly, and there is clearly sometimes when knowl-
edge is appropriate and permission, but sometimes there isn’t.

For example, the Internet of Things allows police forces to mon-
itor crowds in a public area. It allows them to monitor conversa-
tions and see whether people are being angry or not in a public
area. It provides an opportunity to have video and see whether
there’s bad people the FBI wants through identification of not only
faces but also by voice. There’s a tremendous opportunity here in
many different areas.

And to me, what’s most important is we let it play out a little
bit, and if we’re going to legislate—or you’re going to legislate; I
don’t have that right—it would be very specific and narrow and ad-
dress a real problem.

Mr. NADLER. Thank you. Mr. Bainwol, in your testimony, you ref-
erence the consumer privacy protection principles released by the
Alliance of Automobile Manufacturers.

Can you briefly describe these principles in some detail? Briefly
in detail.

Mr. BAINWOL. Well, the written testimony goes into some depth,
but it focuses on things like transparency, context, data minimiza-
tion, and clearly the notion of express consent for marketing. So we
provide heightened protection for things like biometrics, driving be-
havior, and geolocation.

So we think this works as a floor. We’ve provided it to the FTC,
so it is enforceable, and I think I'd build on Gary’s point of—and
this applies to privacy and it applies to everything else as we enter
an era of massive innovation.

Mr. NADLER. We should be careful and wait for experience.

Mr. BAINWOL. I'm sorry?

Mr. NADLER. We should be careful and wait for experience.

Mr. BAINwWOL. Well, I think the fundamental challenge that I've
got is that the pace of innovation far outstrips the pace of regula-
tion, and that’s just a fundamental truism. We’re seeing that in the
area of distraction at NHTSA, and I'll give you a specific example.

Mr. NADLER. Well, don’t, because I have other questions.

Mr. BAINwOL. Okay. Sorry.

Mr. NADLER. But thank you, but especially given what you just
said, do you think that the principles you’ve enumerated in the
consumer privacy protection principles should apply to all prior to
the Internet of Things technology or are they uniquely relevant to
the automobile industry?

Mr. BAINwOL. Well, they’re based on FIPS and pretty generally
accepted notions, so I think they’re more broadly applicable, but
I'm testifying today on behalf of the auto industry, and I'm reluc-
tant to impose my judgment on others.

Mr. GARFIELD. I can give you my perspective on it.

Mr. NADLER. Please.

Mr. GARFIELD. Which is—
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Mr. NADLER. That saves me from answering other questions
since my time has run out, but go ahead.

Mr. GARFIELD. I'll be brief. We're talking about the Internet of
Things as if it’s a single thing, but it is not. So what are the pri-
vacy or security regime that we would have in place for a wind-
shield wiper versus a watch that’s monitoring you personally. So
the sectoral approach that we are taking is one that works.

In addition, we shouldn’t assume that this is the wild, wild west,
and there is no one out there monitoring today. The FTC has been
very engaged in this space and is actually taking action.

Mr. REED. I know you’re out of time, but if the Chairman will—
I want to point out something very important in the health context.
I think you are about to see some very significant industry best
practices that rise up because ultimately what’s happened right
now is we aren’t seeing the kind of growth.

An interesting study came out that shows that only 15 percent
of doctors are talking about wearables to their patients, yet nearly
50 percent of doctors think their patients would benefit from the
use of those. When asked as to why——

Mr. NADLER. Why the difference?

Mr. REED. Privacy. The questions that they have about privacy,
how it will affect them when the data comes back, and with an
aging population that’s concerned about how their information
might be used for marketing or other purposes, they hate those late
night telephone calls, I think that the industry right now is—well,
I know. We are working very closely with a lot of folks to come
with some industry best practices that give some more bright lines.
We believe the FTC will be a good enforcement mechanism for
those industry best practices, but that’s where we are today.

Mr. NADLER. Thank you very much. My time has expired.

Mr. IssA. Thank you. And you didn’t even get to the questions
of what does the garbage man say to the garbage can and what
does the garbage can say back.

Mr. NADLER. No, I have to do that in the second round.

Mr. IssA. 'm assuming it’s you stink. That’s going to cost me.
With that, we go to the gentleman from Pennsylvania, Mr. Marino
for his questions.

Mr. MARINO. Thank you, Chairman.

Mr. Garfield, could you—you know, today it’s estimated that the
average home has 11 WiFi devices. In my house with my tech
savvy kids, it’s triple that, and I'll give you an example.

My children have a different taste in music than I do, this just
happened last week. I am in the study, I'm listening to this music,
and the next thing I hear is, Captain Jean Luc Picard’s voice say-
ing, “This does not compute.” My son found a way to connect into
my system and switch the music that I was playing compared to
what he wants to play, and tell me that he just didn’t like this
music, so it’s fascinating what these kids can do with this equip-
ment.

But be that as it may, you know, this unprecedented boom will
require significantly more wireless spectrum, I think beyond what
we realize at this point, that is commercially available today. Could
you expand on the implications of how this might impact the con-
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nection for consumers as well as the overall growth of the sector
of the economy?

Mr. GARFIELD. Yeah, I think both are significant. Your household
actually sounds a lot like mine, so I empathize with you. I agree
with what my colleagues have said about the need for more spec-
trum, whether it’s wireless or wireline or whether it’s licensed or
unlicensed. In this context, wireless is particularly important.

Given the lack of optimization in the use of spectrum today and
how much spectrum is held by the government, I think there’s a
significant opportunity both in the deployment of IoT and economi-
cally as well to more efficiently use spectrum and make more of it
available, and so I think there’s a huge opportunity there.

The reality is that it’s absolutely necessary because as we think
about all of the physical world essentially being digitized, then the
growth that we’ve experienced today in the use of spectrum will
certainly explode, and so it’s something that we need to plan for,
anticipate, and take action to deal with.

Thank you. We realize now that I can raise my garage door up
and down from 2,000 miles away. I can turn my lights on. But
what is to prevent the hacker, the state-of-the-art thief from check-
ing in on my software on my computer system in my house? For
example, when I go on vacation, I will turn the heat down. So they
could tap into my thermostat, read when the heat is reduced over
a certain period of time, come to the conclusion even though there
are lights going on and off all over the house that no one is there.
And this is open to anyone. What is the industry doing to protect
us from that?

Mr. REED. First of all, thank you for your question, and thank
you for your work on a lot of the encryption and privacy issues,
Congressman. First off, welcome to encryption. End-to-end
encryption is a critical element of preventing that from happening.
Yes, there are technological things you can do, man in the middle,
et cetera, forms of attacks that we can run. But, you know what,
once you start getting about 256-bit encryption, 512-bit encryption,
it takes an enormous amount of power to break it.

So one of the questions that the consumer electronics side of the
world, as well as the cloud computing side of the world is looking
at is, how do I put end-to-end encryption in every device and make
it so no one can mess with your lights, or more importantly, other
things in your house that might have a direct impact on the people
living there.

So first off, we need to make sure the government doesn’t weak-
en encryption. Second of all, we need to continue to see the growth
in the kinds of research around encryption that is in some cases
supported by the government.

Mr. MARINO. Yeah. Anyone else?

Mr. SHAPIRO. Can I answer that?

Mr. MARINO. Yes, sir.

Mr. SHAPIRO. I share Mr. Reed’s comments. Also, going back to
the garage door opener, when that was first introduced it was very
primitive. And a fun thing to do, was to drive around the neighbor-
hood and open up other people’s garage doors, or similarly with
cordless telephones. If you played it right, you could listen to other
people’s phone conversations because it was so, by today’s stand-
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ards, relatively primitive even though it was novel then. As we
have gotten more sophisticated, as memory chips have grown, as
encryption has grown, there are solutions and we don’t even hear
about those problems anymore so it has not been an issue.

Mr. MARINO. Okay. Thank you.

Mr. GARFIELD. The reality is, is that a significant investment is
being made in innovating around privacy and security because it’s
the right thing to do and because consumers are demanding it. So
that explains, in part, the shift that you have seen that both Gary,
Mr. Shapiro and Mr. Reed have articulated.

Mr. MARrINO. Okay, just let me know when you have a device
where I can block my son from changing my music as——

Mr. REED. I can help you with that.

Mr. MARINO. Thank you. I yield back.

Mr. SHAPIRO. It is called handcuffs.

Mr. REED. Wow, that is primitive. Yes.

Mr. Issa. Mr. Marino, did you get to your question of the launch-
ing of your trade secrets bill today?

Mr. MARINO. Here?

Mr. IssA. No, you didn’t. Okay. Well, Mr. Collins will be an-
nouncing it, so hopefully you will get to talk on that next.

I'm sorry, did I mention that there will be an announcement on
trade secrets bill today? Okay. Did anyone not hear that? Thank
you.

We now go to the gentlelady from California, Ms. Chu.

Ms. CHU. Mr. Bainwol, I recently read an article about two secu-
rity researchers that were able to wirelessly hack into a Jeep Cher-
okee, first taking control of the entertainment system and wind-
shield wipers, and then disabling the accelerator. They were able
to slow down the car to stop on a busy highway. This experience
reminds us that connectedness flows in both directions and that
hackers could actually manipulate these devices for evil if they so
chose.

What specific best practices does the industry have in place to
ensure that something like this does not come about and how are
automobiles being designed to prevent exactly this from hap-
pening? And what role do you see the Federal Government playing
in this scenario?

Mr. BAINWOL. And I have 5 minutes? Great questions, and the
Jeep hack of a week or two ago, obviously, received enormous na-
tional attention. I'm struck here about the need to both take the
threat very seriously, and we do, but also not to get caught up in
the sensationalism that sometimes accompanies a story like this.
So both things are true.

Our companies are designing and building to meet security risks
from the very start. That’s point one. They are working with gov-
ernment, with academia, with third-party security technologists to
address the hack risk, and the hack risk is real. It’s palpable, and
we need to address it and we need to take it very seriously. We
have also formed an ISAC, and this began more than a year ago.
And the ISAC is a mechanism for the industry to voluntarily share
risk and how to address those risks. So there is a mechanism that
is in formation for specifically this challenge.
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The risk here from a governmental side is the one that we
touched on before, and that’s what’s the touch? How heavy a touch
should there be? And in a world in which innovations happen so
rapidly, how do you make it work so that it is not rigid? And that’s
a challenge. I think what you have done thus far is to facilitate
sha13ng of risk threat and that’s great and we hope that moves for-
ward.

Ms. CHu. Okay, Mr. Garfield, you stated that connectivity and
communications between vehicles must be secure and reliable, es-
pecially for safety applications. That’s something that Congress,
the Department of Transportation, the Federal Trade Commission
and other government stakeholders should oversee to protect con-
sumers. You are referring there to the consumer’s physical safety.

But when it comes to another kind of safety, which is privacy,
and data security, you urge the Federal Government to essentially
take a wait-and-see approach, and asking that if we should only
step in, if industry fails at self-governance. So what in your mind
is the difference between these two kinds of safety that would war-
rant such a divergent approach?

Mr. GARFIELD. I guess two points. Our suggestion is not that the
government do nothing. Our suggestion is that the government ex-
ercise restraint, and that the approach that has been taken today
on privacy, that is sectorially driven, that includes monitoring and
enforcement by the FTC is working. In the first instance, there is
a significant market failure that may not be being met and so im-
mediate action is clear. In the second instance, that is less clear.
I guess the third and final point is the point that we have all made
about the innovation that’s taking place in this space, not only
around IoT, but around ensuring that we are driving privacy and
security by design at the very beginning of these processes is actu-
ally making significant headway and we worry about the unin-
tended consequences of legislation at this stage.

Ms. CHU. Mr. Shapiro, you acknowledge in your testimony sev-
eral important concerns about privacy and the collection of data,
and then go on to state that industry-driven solutions are the best
way to promote innovation. But how do we rely on the industry to
self-govern, and avoid the problems implicit in the fox guarding the
henhouse? And I ask the question particularly in the context of one
concern you raised which is, who owns the data from these devices?
Isn’t the industry incentivized to claim ownership over the data?

Mr. SHAPIRO. Thank you for that question. It is true that a lot
is going on vertically. We have our own wireless health company
group that is focusing on creating rules that everyone can live by.
In part, because it’s the right thing to do; in part because there’s
Congress, which will probably or a government agency will do it if
they don’t. But there are already free-market solutions which are
happening quickly in different other verticals.

For example, in the automobile, hundreds of thousands, if not
millions of consumers are already choosing to give up their data to
insurance companies in return for a lower insurance rate. So the
insurance company is essentially monitoring how fast they drive
and what they do and what kind of driving they do because the
consumers feel it is valuable to give up that information. That’s in-
formed consent. It’s a free market decision, et cetera.
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Also there’s solutions coming up for parents. If they want to give
the kid the keys to the car, they have the ability to monitor their
children now with many different solutions that are coming out
quickly.

My point is not that it is not a legitimate area for government
conversation. It’s that there’s so much happening from an innova-
tion point of view, that there’s different directions that we can go
in. And if industry goes in the wrong direction, we are fully con-
fident that the government will be there saying this is wrong, and
consumers will be there, trial lawyers will be there. Even in the
distracted driving area where the Federal Government has stepped
in rather vociferously and said to industry, you know, you should
really do everything you can to ban a driver from using any prod-
uct while in that driver’s seat. There’s at least 80 different solu-
tions and more developing every day which basically cut down on
distracted driving through monitoring lanes, through monitoring
the head falling asleep, watching your eyes, or even technology pro-
duced locally which monitors your cell phone as a driver and fig-
ures out if you are not paying attention to the road.

Mr. IssA. Would the gentlelady yield for just a followup question
very quickly?

Ms. CHU. Certainly.

Mr. IssA. I think, Ms. Chu’s question, though, was who owns the
data? And wouldn’t you agree that, in fact, data which comes from
an individual inherently government does have a role in defining
what rights they have to retain, protect, or retrieve their own per-
sonally identifiable data, which I think was your question, wasn’t
it?

Ms. CHuU. That’s true.

Mr. SHAPIRO. Well, then I blew the answer.

Mr. IssA. It was a good answer, it just wasn’t quite to that ques-
tion.

Mr. SHAPIRO. I would say, obviously, a consumer that creates
data should have some rights in that data. The question is the
service provider, if they do own data. And this goes into a lot of
areas of the Internet and not just the Internet of Things. If there
are apps providing services, et cetera, what is the tradeoff that’s
involved? And I think it’s fair to say there should be transparency
as to who is using the data. As to who actually owns it and can
retain it, I guess I would say that depends on the level of personal
information in the data. I think whether or not you are using your
windshield wipers, for example, is a type of data that can be easily
collected and shared to provide information on where it’s raining
without a lot of consumers saying that’s fine, as opposed to some-
thing much more personal when you get into the health sphere
where you should, of course, own and determine what happens
with your data.

Mr. IssAa. Thank you. I think that will at least start a dialogue
that will continue. The gentleman from Texas. Mr. Poe.

Mr. POE. I thank the Chairman. Gentlemen, thank you for being
here. I'm going to try to break this down and try to keep it less
complex, very simple. The issue is privacy. The time of the Dick
Tracy watch is here. In fact, our gentleman here on the end has
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two Dick Tracy watches. I don’t even wear a watch, so that will
help you in the answers, I hope.

Mr. IssA. Ted, what time is it?

Mr. POE. It’s up there and I can’t even see the clock. So anyway,
the data that is stored, is stored by a provider and it’s information
about an individual. The privacy of that individual is paramount
to me, and I think the law, the Constitution, the right of privacy.

And it has to be protected by Congress because it’s a constitu-
tional right. Privacy. Congress needs to set the expectation of pri-
vacy for individuals that have shared their information with dif-
ferent entities, and I'm concerned about the privacy of the indi-
vidual two ways: One, the provider or the service provider sharing
it with other nongovernment agencies. And the service provider
providing that information to the government. Especially the gov-
ernment. I think there should be—we should update the ECPA
law, which right now, information stored on the cloud for 6 months
is private. But 6 months and 1 day, the government can have it.
There is no expectation of privacy; absurd protection of the con-
stitutional right of privacy for 180 days only.

I don’t think that we should leave it up to the FTC to set the
guidelines or the FCC, or the FEC, or any other government agen-
cy to determine what the right of privacy should be.

So I'm not through asking the question yet. So how do you know
the answer already? Anyway, should not we in Congress update
the ECPA law to provide whatever rules we think should be pro-
vided so that citizens know that the government, to get this infor-
mation, and you can use geolocation and all other information, has
got to have a search warrant based on the Fourth Amendment of
the Constitution before they order you to give the government that
information about the citizens out there in the fruited plain.

Shouldn’t we be proactive to do that, or are you recommending
that we just wait for all of these different things to happen out
there, and try to solve them, get the lawyers to sue and all of these
things before we get the right of privacy, or should Congress be
proactive? I have been working on this for years, and we haven’t
been able to get anywhere with updating the ECPA law so that
people know the expectation of privacy that the government knows
you cannot get that information without a search warrant. Should
not we do that, Congress do that? And it’s kind of like a yes or no
answer on that.

Mr. REED. Yeah, the reason I was coming in there is because I
wanted to say amen. The reality of the situation is, yes, ECPA re-
form is absolutely essential; 289 cosponsors. This is something the
Committee absolutely has to do.

Congressman Marino was here, Congresswoman DelBene is here
as well with the LEADS Act that you cosponsor. We absolutely
need these kinds of legislation to move forward so we know what
we can tell our customers, what I will protect, how I will protect
it, and when I will be forced to share it. Absolutely.

Mr. POE. And a person may not be a customer for this very rea-
son. Well, I like all this stuff out there. This is wonderful, but I
don’t want the government getting it. And right now you say, well,
then maybe they can have it, maybe they can’t have it. How about
the rest of you?
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Mr. REED. Yes.

Mr. POE. Got an amen here on the right. Good.

Mr. GARFIELD. We support ECPA reform; strongly support ECPA
reform.

Mr. SHAPIRO. I think you are totally right to distinguish between
what government has a right to, and what private parties can ex-
change with each other. So when the government says we have
been burned as an industry pretty seriously to the tunes of billions
of dollars of sales in Europe, and other countries are using the fact
that our government took information, is a total competitive dis-
advantage now to say that cloud servers and things like that
should not be based in the United States, you know, that they are
not secure, government can take the information and it has been
very harmful to the U.S. technology industry and it has been used
against us.

And under the Fourth Amendment, yes, it is about as clear in
the Constitution as you can get about the government must have
only—will not do unreasonable searches and seizures, and that’s
been interpreted—ECPA needs an update. I agree with that.

On a private basis, I think it’s a much more complex discussion.
The reasonable expectation of privacy is set by the Supreme Court,
is almost like the definition of obscenity in a way. It changes with
time. It changes with community, and it changes with technology.
And I think your reasonable expectation of privacy in some data,
if you are out in public and I'll use the windshield wiper example
again, is not perhaps the same as perhaps other data, and that’s
a much longer conversation.

Mr. POE. In the privacy era, it goes into whether it’s voluntary,
whether you volunteer to give that information to another person.
And that’s a different—I'm interested about the government, the
Federal Government, State government, local government, which
all right now can seize that information in the cloud without a war-
rant. And the person involved doesn’t have notice about it. One
more comment.

Mr. BAINWOL. I'm in on the government side. I would note, as
Gary indicated, and this is on the nongovernmental side, that data
is necessary to provide services that consumers want. So whether
it’s the insurance example, we plug in, I'm one of those consumers.
I know exactly how my kids drive because I get a report every
month from the insurance company that tells me how fast they are
driving, how fast they are braking, when they are driving. And as
a parent, that’s a useful thing and it’s a disincentive for them to
drive poorly. So that’s a good thing, and I wouldn’t want to get in
the way of services like that that are pro-consumer.

Mr. Pok. All right. I yield back to the Chairman.

Mr. IssA. I thank the gentleman, and we now go to the
gentlelady from Washington’s First District, Ms. DelBene.

Ms. DELBENE. Thank you, Mr. Chair. Thanks to all of you for
being here. I want to follow up a little bit on the Electronics Com-
munications Privacy Act conversation here. Myself and Congress-
man Poe and Congresswoman Lofgren have also sponsored legisla-
tion that would also create a warrant standard for geolocation in-
formation as well as electronic communications.
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And when we talk about issues of making sure there’s a legal
framework to protect information, and so that consumers feel like
they understand what’s happening with their information, and law
enforcement is clear on how they would access information, what
do you think about expanding that to include geolocation and the
international issues that we face in terms of access to information?
Anyone? Or I guess I will start with Mr. Reed.

Mr. REED. Well, first of all, thank you for your support of the
LEADS Act. Thank you for your introduction. It’s a very valuable
thing to figure out how we move forward. I know we are all Ameri-
cans here and we are in America, but one of the things to realize
from my members who are developing the applications, is just how
much our opportunities are overseas.

And so when the issues that you raise about U.S. Government
access to that data start harming our sales, it hurts jobs here in
the United States. So I think you’re precisely right. This is an issue
that Congress has to step in on. It can’t be done through industry
best practices or standards. And so the question of geolocation,
once again, is something that we will have to work both with you
and with law enforcement because law enforcement does have a
duty to work and protect the citizenry.

The problem comes when I have to tell a customer, I don’t know
about the answer to the question of when I have to hand over that
information. The difference between the Sixth Circuit and the
Ninth Circuit and this idea that I have to tell my customer I don’t
know, is enormous.

I think the other element that should be raised on this is how
other countries look at what’s happening.

If the United States Government says we have access to any
cloud data, at any time, on any person, any way we darn well
please, regardless of where the data is stored or who it’'s on, we
have to expect that Russia will want the same privileges from our
companies; that China will want the same privileges from our com-
panies. And so legislation like what you’re proposing is what we
need because we need to have a strong stance that we can look at
those countries and say, no, I won’t hand over that information
without some better legal authority. So thank you very much.

Ms. DELBENE. Mr. Garfield.

Mr. GARFIELD. Yes, your question also gives us another oppor-
tunity to raise something that Congress can do in this area which
is legal redress. The lack of legal redress rights in the United
States is something that creates great challenges internationally,
and this Committee and Congress generally has the opportunity to
do something and so that’s another step that can be taken that
would help internationally.

Ms. DELBENE. Folks, also, you were earlier talking about
encryption, and we have been having a conversation recently about
whether there should be a backdoor for law enforcement access to
encrypted data, and whether that should be mandated. If such a
policy were mandated by the Federal Government, what would, you
know, the impact be specifically on user data and what do you
think the impact would be for your customers?

Mr. GARFIELD. I think the impact would be quite negative both
here and internationally for a host of reasons. It’s important to
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keep in mind that security is a part of advancing privacy. And if
you create any kind of door, it won’t only be used by those who you
intend it to be used by. And so I think in many respects you create
a Pandora’s Box of challenges that would be highly problematic for
both privacy and security interest and is something that should ab-
solutely not be done.

Mr. Bainwol and I both worked in the recording industry years
ago, and one of the things we realized was rather than fighting
technology, the best solution is to poyne the use of technology, and
I would suggest for the Federal agencies in this context, those an-
swers may hold some merit in this context as well.

Mr. REED. We learned hard lessons. I feel like we are a little bit
of deja vu right now with the Clipper Chip reducts here that we
are facing. The reality is is that over 40 of the leading security ex-
perts have already come out and said, the idea of the government
mandating or creating a, as the FBI director said, a front door into
our devices and our systems, is an anathema to the idea that we
want to create by telling our customers and our users that we have
secure systems. So we have done this dance before. It was already
figured out to be a mistake. I'm disappointed that we are having
to revisit it again when we know the answer. And that is, end-to-
end encryption with as few openings as possible is the best solution
we can provide to all citizens in every country.

Ms. DELBENE. As you may know, we have a piece of legislation
to prevent there from being such a backdoor.

Mr. Shapiro, did you want to add something?

Mr. SHAPIRO. Yeah, I think we are all Americans and we sym-
pathize with law enforcement in what they are trying to do and so
it is a different question. It is not that black and white. But I think
history has shown that having given government a backdoor is not
the best approach as technologies evolve quickly.

On the other hand, as Americans, when a super crisis evolves,
I think you will see companies step up and try to help government.
I think we saw it in Boston in the bombing where technology com-
panies worked very closely to try to find out who it was that did
this dastardly act, and I think we have to recognize there’s some
flexibility and does not require an act of Congress to say that there
must be a backdoor. If there is a backdoor and everyone must have
it, it gets not only having the technology industry very uncomfort-
able, but our consumers very uncomfortable.

Ms. DELBENE. Thank you. My time is expired. I yield back, Mr.
Chair.

Mr. IssA. I thank the gentlelady and I thank her for her impor-
tant questions. With that, we go to the gentleman from Georgia,
Mr. Johnson.

Mr. JOHNSON. Thank you, Mr. Chairman. Thank you for hosting
this very important hearing.

Mr. Garfield, your testimony mentioned the desire of the indus-
try to be free from new regulation without becoming a wild west
of privacy. Earlier this year the Federal Trade Commission rein-
forced this message in its staff report on the Internet of Things,
where it recommended, among other things, that companies build
privacy and security into the designs of their connected devices.
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Last Congress I introduced the APPS Act, a commonsense ap-
proach to an urgent problem that would protect consumers without
disrupting functionality or innovation through a safe harbor, and
other mechanisms to promote trust through self-regulation. I
viewed this legislation as reinforcing of the FTC staff recommenda-
tions on privacy and security for connected devices, and I plan to
reintroduce the APPS Act during this current session of Congress.

Privacy is an issue that should unite us, not drive us apart. In
an always-on ecosystem where over 25 billion connected devices
store and transmit information about consumers, it’s time that we
have some rules of the road. What steps will private industry take
to keep Congress informed and address legislative concerns regard-
ing security and privacy of these emerging technologies?

Mr. GARFIELD. Thank you for your question, Congressman John-
son. The point you made at the beginning about the FTC’s rec-
ommendations, particularly around privacy and security by design,
I think are, in fact, is occurring. The industry is spending billions
to invest and innovate around privacy and security, in part, be-
cause it’s the right thing to do, but also because consumers are de-
manding it.

As well, we are advancing, as Mr. Bainwol pointed out, sector-
specific principles around privacy and security as well. And so
there is much action happening right now in this space and we are
committed to making sure that Congress is fully aware of the steps
that the private sector is taking to advance those issues. It is in
our business interest to be aligned with both you and consumer in-
terest around these issues.

Mr. JOoHNSON. Thank you. Mr. Bainwol, I want to focus on the
portion of your testimony regarding advanced driver assistance sys-
tems. I understand the benefits that you're explaining about these
systems, the sensors that provide braking assist, and adaptive
cruise control. I understand newer software will go far beyond just
those actions. My concern revolves around the encryption of this
technology. If these systems are being operated on a broad range
of wireless communication technologies between vehicles, how are
these frequencies being protected?

Mr. BAINWOL. I will give you an answer, and I will come back
to you with a vetted engineer’s answer. So V-to-V is based on
DSRC which is a technology that was built for the purposes of com-
munications between vehicles. And I will come back to you again
with the specifics of the security that is embedded in that.

We are obviously not at a point of full deployment. This is being
tested. There has been an expansive test out of Ann Arbor over the
last several years. It has been tested abroad. And the fundamental
point I would make is that the benefit stream here, if you do a cost-
benefit analysis here, the benefit stream is absolutely enormous.
And yes, we have got to address the cyber risks and the security
risks, and they are being dealt with from the design phase on up.
But in terms of the security embedded in DSRC, I will have to
come back to you.

[The response from Mr. Bainwol follows:]
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Hearing on Internet of Things
July 29, 2015
Mr. Mitch Bainwol, President and CEQ, Alliance of Automobile Manufacturers

Johnson: My concern revolves around the encryption of advanced driver assist systems /
technology. If these systems are being operated on a broad range of wireless communicalion
technologies between vehicles, how are these frequencies being protected..?

Vehicle to vehicle or vehicle to infrastructure technologies are based off of what is called
Dedicated Short Range Communications (DSRC). These are communications are one-way
or two-way short-range to medium-range wireless communication channels specifically
designed for vehicles to communicate between each other and with infrastructure. These
communications occur every tenth of a second and are constantly changing. DSRC
broadcast messages, like the Basic Safety Message, or intersection map and signal state
messages, are not encrypted. The information is not secret. The sender wants every other
device close by to hear and use the information so that an accident can be avoided or traffic
can be mitigated.

Mr. JOHNSON. Okay, if end-to-end encryption is being utilized,
how will law enforcement access the information stored within a
vehicle? Do you have an answer to that question?

Mr. BAINWOL. So we would require a warrant of some sort. This
is, again, this is the point that Mr. Poe was making earlier.

Mr. JOHNSON. Okay, I'm sorry, go ahead.

Mr. BAINWOL. And so we are very careful and our principles ar-
ticulate very specifically that the information will not be shared
with entities unless there’s a compelling, specific reason.

Mr. JOHNSON. But there will be an ability to counter the
encryption or to kind of a backdoor, if you will, for lack of a better
term.

Mr. BAINWOL. Yeah, I'm going to have—I’'m not an engineer, and
this is a zone that I'm not going to be able to give you a great spe-
cific answer on, so let me come back to you in writing shortly.

[The response from Mr. Bainwol follows:]

Hearing on Internet of Things
July 29, 2015
Mr. Mitch Bainwol, President and CEQ, Alliance of Automobile Manufacturers

Johnson: If end to end encryption is being utilized, how will law enforcement access the
information stored within a vehicle? Will there be an ability to counter the encryption..?

DSRC communications are not stored in any location or within the vehicle, Data
communicated is used for a brief time period by vehicles and infrastructure to provide
short term information. Short term information is, for example, distance measurements
used to determine time to a potential collision with another vehicle, which is used by a
crash avoidance application in real time to send a driver a warning. The crash avoidance
data is then released and erased, not retained and encrypted. Once the vehicle has changed
locations then new information is received and released. This information process
continues to occur as the vehicle travels from one location to the other.

Mr. JoHNSON. All right, thank you. And I yield back.
Mr. IssA. I thank the gentleman. You know, I have had two of
you gentlemen tell me about how you are not engineers, but I want
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to talk about something for a moment that’s a little complex, and
then make it simple.

In the aviation space, collision avoidance of all sorts has been
around for a long time. It started with the large commercial sched-
uled aircraft and then little by little has come down. One of those
technologies, ADS-B is, in fact, mandated now in just a few years
for all aircraft. And it’s a cute name, I have said it forever, but now
I have to say it’s automatic dependent surveillance broadcast, ADS-
B, or ADS-B out.

Now, that technology, in short, says, here is where I am, and it
sends it out to everybody. The FAA regulates it. Other aircraft
while they are sending out where they are, receive where you are.
It makes for a very exact GPS-based within a few feet of knowing
exactly where you are, and of course, which way you are going, how
fast, making a collision almost an impossible thing to do if you're
simply monitoring the product which has alerts.

The question and I want to make sure I ask it to Mr. Bainwol
and others, when the FAA, having jurisdiction over this, they made
a decision that only those who send out a signal can, in fact, re-
ceive a signal. So today, systems that cost anywhere from 6- at the
very low end, plus installation, to hundreds of thousands of dollars,
equipped in aircraft, they communicate by sending out and receiv-
ing information where others are.

Mobile devices, devices that could be bought for a matter of a few
hundred dollars that only receive are blocked from receiving that
information. Meaning that as you roll out a new technology, and
Mr. Bainwol, clearly these kinds of technologies are what big auto
is looking at rolling out, countless millions of automobiles will not
be equipped with those systems for decades to come. The 1965
Mustang or any of the classic cars that Congressman Juan Vargas
has, will not ever been equipped with them.

Can you comment on the need to make sure that any standard
allows for aftermarket retrofitting of products that to the greatest
extent possible enjoy the benefits of newer technology brought to
market in new automobiles?

Mr. BAINWOL. I’'m happy to comment. There is a challenge in the
auto space with fleet penetration. The average age of a car is 11
years old. So when you introduce a new technology, it takes a long
time to wind it’s way through the entire fleet.

Mr. IssA. Not with Mr. Shapiro’s aftermarket products.

Mr. BAINWOL. So, in the example of antilock braking, it took 30
years to go from introduction to 95 percent penetration. So you’re
point about fleet, penetration I think, is a valid one.

And in the case of these technologies that offer such value to so-
ciety, I think you raise a legitimate point that we have to find a
way to fill the gap now. The truth of the matter is, in part that
gap is filled with this phone that Gary peddles so brilliantly. Just
to give you an example——

Mr. IssA. I'm not sure Gary wants to be called a peddler, but he
appreciates you calling many of his members peddlers.

Mr. BAINwoOL. So Waze is a wonderful app, okay, and it’s crowd-
source based, and it provides many of the benefits that V-to-V pro-
vides, but not with the same absolute standard of certainty. So we
have got to find a way to fulfill the marketplace. And I think the
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app world does a good job of bridging that, and then ultimately to
fill the fleet. And so I think your point is a valid one and we have
got to find a way to make it work.

Mr. IssA. Thank you, and Gary, just Mr. Shapiro, the question
more was as new innovative items come out of the OEM market
and new fleet, and there’s an ability to get, perhaps, some but not
all of those benefits, government, at least in the case of aviation,
has blocked the ability of thousands of small pilots, pilots with a
Piper Cub made before you and I were born, in which your mobile
device can be put on board today are blocked from knowing that
there’s a fast mover heading for them because the FAA has saw fit
to block it unless you are sending a signal. That’s really the ques-
1(:1ion of enabling as much benefit from potentially low-cost handheld

evices.

Mr. SHAPIRO. Mr. Chairman, as a member of the flying public,
I never quite understood that decision, and I'm glad that it’s being
rectified and albeit after dozens of years.

Mr. IssA. It is being rectified. All aircraft in a matter of a few
years will have ABS, or I'm sorry, ADS out. However, today some-
body can carry a few hundred dollar product and if it were allowed
to receive the signal, they would be part of knowing where a fast
molver is, and avoiding it even if they are not putting out that sig-
nal.

Mr. SHAPIRO. Well, I am thrilled to hear you are focusing on it
because I fly almost every other day, but——

Mr. IssA. And the Cessna 150 needs to know.

Mr. SHAPIRO. Sir, the reason I have been so excited for years
about driverless cars is the level of death and injury that’s caused
by cars is so huge, and of course we all drive them, they are nec-
essary.

But it can be avoided. We are on the verge of this technology and
several car companies and Google have proven it. And it would be
an absolute tragedy if it was delayed in any way because an
aftermarket was not allowed to develop to move it along. And I
think that you are absolutely correct in indicating that we will get
there in two different ways: One, the car manufacturers themselves
will do everything they can to get this technology in the public
hands, but along the way as we have seen with almost every other
automotive technology, including I might add, car security, the
aftermarket is quicker. It can get greater penetration and provide
competition.

And what my concern is about some of the privacy discussions
is when it comes to matters of losing your limb and losing your life
which is what we are talking about with collisions in cars, it is a
little less important to have privacy than it is in some other areas.
So the privacy discussion is important. I don’t want to denigrate it,
but when it comes time to our physical safety, it takes a backseat.

Mr. BAINWOL. I just need to address——

Mr. IssA. Mr. Bainwol, just remember, the two of you did take
a picture earlier standing next to each other smiling.

Mr. BAINWOL. This is not to contradict Gary, but just to clarify.
So Gary used the words about fatalities in cars as the cars are kill-
ing people. I just want to clarify, 95 percent, maybe 98 percent,
maybe 99 percent of the fatalities on the road are a result of both
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environmental challenges and human error. The car itself works
rather beautifully, and the critical point that we would both em-
brace, is that

Mr. IssA. I certainly think Mr. Shapiro was talking about
antilock brakes, traction control, all of the items that have come
out that have reduced the death rate in all-too-flawed drivers.

Mr. BAINWOL. We are very proud of those technologies. We want
to see them move into the fleet as rapidly as possible, and those
icechnologies are the answer to human error which is a huge prob-
em.

Mr. IssA. Thank you. And Mr. Reed, since you were given credit
for the development of those apps, your members wanting to be
able to develop apps depend on either an open standard or in the
alternative, being able to, if you will, hack in order to create inter-
faces because otherwise youre locked out of interfaces with the
automobile and other products. Isn’t that true?

Mr. REED. So open standard would be a significant part of how
this moves forward.

Mr. IssA. Or published standards.

Mr. REED. But I also think you will end up with published stand-
ards, and you will also end up with what I believe will be inter-
faces where I won’t have to hack it. There is the connotation to
hack which is a little odd.

What will end up happening is, is that APIs will be published by
the car manufacturers that will allow me to the tie into the exist-
ing system, or I will do it through the phone, and the phone manu-
facturer will have done a deal with the auto dealer and then I will
have a secure, safe, API platform that I can build out the apps on.

So I'm actually quite hopeful about the connected car. And I
think that’s a place where you are going to see an explosion of apps
that will be really helpful and beneficial, especially those with kids
in the back seat.

Mr. IssA. Well, earlier on I mentioned in the opening statement
that we do not have in this Committee the jurisdiction over the
bandwidth necessary for many of your products. We do, however,
have a mandated seat at the table in consultation with the Ways
and Means Committee and with the Administration in trade.
Under Trade Promotion Authority for both the European trade and
the TPP in the Pacific.

I would like any of you that want to comment on the importance
of global standards of getting the Internet of Things to, in fact, be
embraced in a way around the world that allows either for economy
of scale, or consistency of service, and I will go right down the line
on that. Mr. Shapiro.

Mr. SHAPIRO. Global standards are nice, but they are not essen-
tial. We have seen in technology that politics and ego often play as
to whose country’s standards, you know, there’s several—

Mr. IssA. I wasn’t necessarily only talking about standards. I was
also talking about the access that trade promotion is intended to
have, the acceptance without tariff for barrier of American prod-
ucts.

Mr. SHAPIRO. Okay. So standards is one issue, but the fact is, is
that trade promotion is good. The ITA is great. We are very excited
with the direction things have taken in the last month. It’s posi-
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tive. Obviously, to the extent that these devices get out there, and
they are improving people’s lives and saving lives, it is an impor-
tant thing.

If there’s an international low tariff approach, that’s always pre-
ferred to one which is country-by-country, high tariff.

Mr. IssA. Mr. Garfield.

Mr. GARFIELD. I think the opportunity that you highlighted, that
trade agreements provide for driving global consensus-based stand-
ards that help to advance scaleability and interoperability, are a
net positive; hence, our strong support for Trade Promotion Author-
ity and ultimately the trade deals that will emanate as a result of
that.

Mr. BAINWOL. With a complex blend of membership, sometimes
trade gets tricky for me. But I would say:

Mr. IssA. Some of your members are for it, and some are against
it, and you are with your members?

Mr. BAINWOL. It’s more complicated than that. But the notion of
harmonization is absolutely a valid one.

Harmonization has been around for 100 years as a concept, but
we are building to different standards all around the globe, and
that ends up upping the cost of the product for consumers all over.

And a new car is safer than an old car so we can reduce the cost
of a product through harmonization. We are getting more people
into newer cars and that’s safer and that’s good for everybody.

Mr. REED. Two quick points. Every single one of your Members
of this Committee has a company in their district that is selling an
app overseas. Guaranteed. We see about 20 percent of all the apps
in China, are actually from U.S. companies, which is huge. If you
pay attention to the China market it’s hard, which brings me to the
second part.

Our one concern about standards is that we are finding some
countries are dipping their toe into the idea of creating quote-un-
quote, “domestic open standards” that are slightly tweaked from
the United States, and these are strictly barriers that they are put-
ting up to protect domestic manufacturers, domestic app devel-
opers. We have seen it in the WiFi space, around the globe. We are
seeing tweaks to standards strictly to protect domestic production.

And so we would support your perspective on improving trade
and improving those standards so that they are available to all.

Mr. IssAa. Thank you. And on that note, with no further ques-
tions, this will conclude today’s hearing.

I want to thank all our witnesses. Without objection, Members
will have 5 legislative days to submit additional written questions
for the witnesses, and additional materials for the record. That also
leaves our witnesses 5 days, if you could please, to provide addi-
tional material, including that which some of you promised to give
to our Members. And with that, we stand adjourned.

[Whereupon, at 11:42 a.m., the Subcommittee was adjourned.]
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SUMMARY

The Internet of Things presents exciting opportunities for a technologically driven
society, but it also presents challenges to the rights and interests of consumers in that same
society. We urge the Subcommittee to account for the wide range of such challenges as it
considers law and policy for the Internet of Things in the coming years.

Patents on consumer technologies. Reforming the patent system is already a
key issue for Congress now, and the Internet of Things will bring new challenges to this
law of innovation. In particular, the Internet of Things is often described as numerous
devices connecting to each other, and a particularly problematic form of patent is that
which merely covers obvious combinations of devices connected to each other. Patent
quality and fairness in patent assertion will be key factors in the success of the Internet
of Things.

Ownership of devices. A particular and discomfiting trend is toward leverag-
ing intellectual property rights and end-user license agreements that prevent consumers
from full enjoyment of the very products those consumers buy. Through technological
measures like DRM and contractual provisions that purport to merely license rather than
sell device-embedded software, manufacturers declare that consumers do not in fact own
their own devices. This already-present problem will only be exacerbated by the world of
the Internet of Things.

Freedom to tinker and innovate. Attendant to the undermining of ownership
rights in devices is the loss of consumers’ ability to repair, improve, and innovate upon
their personal property for their personal interests. Laws like § 1201 of the Digital Mil-
lennium Copyright Act (DMCA) prevent such user-driven creativity and invention, and
as such contradict the basic purpose of intellectual property to “promote the progress
of science and the useful arts” Legal policy should embrace, not entangle, efforts toward
consumer-level progress, especially as the Internet of Things places more devices and thus
more opportunities in the hands of consumers.

Communications privacy. While the future of the Internet of Things is not yet
formed, one thing is certain: there will be numerous devices using communications net-
works to transmit information, much of which will divulge potentially private information
about those devices’ users. In such a world, privacy of the platforms of communication
becomes orders of magnitude more important. Communications statutes give the Federal
Communications Commission authority to ensure privacy and data security on such comn-
munications systems, and such authority must be maintained, strengthened, and adapted
to ensure that consumer expectations are met in the Internet of Things.

Spectrum management. Critical to the Internet of Things is connectivity, and the
primary vector for Internet of Things interconnection is “open” or “license exempt” spec-
trum. The vast majority of wireless Internet of Things devices will rely on open spectrum
technologies like Wi-Fi and Bluetooth. Success of the emerging Internet of Things thus
requires expanding our increasingly strained supply of open spectrum on the same terms
and conditions available today. Additionally, as economic incentives among some actors
grow to block or degrade Wi-Fi and other protocols that support the Internet of Things, we
must ensure that the robust and highly competitive ecosystem of open spectrum critical
to the emerging Internet of Things remains intact.
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THE INTERNET OF THINGS

STATEMENT OF PUBLIC KNOWLEDGE

CHAIRMAN ISSA, RANKING MEMBER NADLER, AND MEMBERS OF THE SUBCOMMITTEE:

Thank you for providing us with the opportunity to submit the followmg testimony
for the record of this hearing on the Internet of Things.

Public Knowledge is a non-profit organization dedicated to preserving the openness
of the Internet and the public’s access to knowledge, promoting creativity through bal-
anced intellectual property rights, and upholding and protecting the rights of consumers
to use innovative technology lawfully. As part of this mission, Public Knowledge advo-
cates on behalf of the public interest for a balanced intellectual property system, particu-
larly with respect to new and emerging technologies, and for communications policy that
fosters such emerging technologies.

While much have been said about privacy and security concerns surrounding the
Internet of Things, Public Knowledge wishes to bring to light many other important issues
that would affect technology-using consumers as these new developments move forward.
In particular, we recommend that the Subcommittee include the following considerations
in its deliberations over the Internet of Things.

I. THE PROPER BALANCE OF PATENT LAw MAY MAKE OR BREAK THE INTERNET
OoF THINGS

This Subcommittee is no doubt aware of the ongoing issues with the patent system

and efforts to reform that system. Concern over so-called patent trolls using patents in

abusive ways to attack small, innovative businesses abound in the news," in the Adminis-

See, e.g., Tabio Marino & Teri Nguyen, Are Patent Trolls Now Zeroed In on Start-Ups?, Tornes (Jan.
17, 2013), http://www forbes.com/sites/ciocentral/2013/01/17/are-patent-trolls-now-zeroed-in-on-start-
ups/; Charles Duan, Taking a Page from the Patent Troll Playbook, SLATE: FUTURE TENSE (Dec. 17, 2011),
http://www.slate.com/articles/technology/future_tense/2014/12/ben_edelman_used_patent_troll_tactics_
in_going_aller_a_chinese_reslaurant.html; Joe Mullin, Patent Trolls Want $1,000—for Using Scanners, Ars
TecHNICA (Jar. 2, 2013), http://arstechnica.com/tech-policy/2013/01/patent-trolls-want-1000-for-using-
scanners/.
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tration,” and even in the opinions of the Supreme Court.> Congress has made significant
progress on two major bills to reform patent litigation.*

The Internet of Things shines a bright light on the patent systemn and its effects.
Obviously, patents are a strong incentive for inventing new technologies, and as such
are a key part of driving the Internet of Things forward. But a system full of overbroad
patents and abusive patent litigation will drive innovation backwards instead, hampering
the very innovators who would create those new technologies by threatening them with
protracted litigation over patents on the most basic ideas.

In particular, the Internet of Things is all about connecting multiple consumer de-
vices: the alarm clock tells the coffee machine to turn on; the refrigerator tells the smart
phone what food to buy at the grocery store, and so on.” These are simple, obvious ideas—
any imaginative person could devise them—and the value for consuiners is not in the idea
itself but in the implementation and standardization among companies that bring these

ideas to market.

*See, e.g., EXECUTIVE OTFICE OF TIIE PRESIDENT, PATENT ASSERTION AND U.S. INNOVATION 6 (2013),
available at hitp://www.whitehouse.gov/sites/default/files/docs/patent_report.pdf (describing PAEs as “pur-
suing legal aclion in a way that does nol increase incenlives (or innovalion”); FEp. TrRapt Comv'N, THE
TvoLvING TP MARKETPLACE: ALIGNING PATENT NOTICE AND REMEDIES WITH COMPETTTION 6768 (2011),
available at hitp://www ftc.gov/os/2011/03/110307patentreport.pdf (suggesting that increased PAE activity
“can be delrimenlal Lo innovalion”); U.S. Patent and Trademark Office: The America Invents Act and Beyond,
Domestic and International Policy Goals: Hearing Before the Subcomm. on Courts, Intellectual Property, and the
Internet of the H. Comm. on the Judiciary, 113th Cong. 13 (2014), available at httpy//www.gpo.gov/fdsys/pkg/
CHRG-113hhrg88922/pdt/ CHRG-113hhrg88922 pdf (statement of Michelle K. Lee, Deputy Under Secretary
of Commerce for Intellectual Property) (“[T]he USPTO believes that additional legislative changes to build
upon the ATA are needed Lo further enhance palent qualily and Lo lessen litigalion abuses in the syslem”).

*See, e.g., Commil USA, LLC v, Cisco Sys., Inc., 135 S. Ct. 1920, 1930 (2015) (quoting eBay Inc. v. MercEx-
change, LLC, 517 U.S. 388, 396 (2006) (Kennedy, J., concurring)); id. at 1932 (Scalia, T, dissenting); Bilski v.
Kappos, 130 S. Ct. 3218, 3257 (2010) (Stevens, J., concurring) (“[PJatent holders may be able to use [patents]
Lo threaten litigation and Lo bully competitors . . . . That can lake a particular toll on small and upstart busi-
nesses” (footnote omitted)); Al Works v Brady, 107 US. 192, 200 (1883) (cxpressing concern over “specu-
lative schemers who make it their business to watch the advancing wave of improvement, and gather its
foam in the form of patented monopolies, which enable them to lay a heavy tax upon the industry of the
country, without contributing anything to the real advancement of the arts”).

4See Tnnovation Act, TLR. 9, 114th Cong. (Tcb. 5, 2015); Protecting American Talent and Tntreprencurship
(PATENT) Act, $. 1137, 114th Cong. (Apr. 29, 2015).

*See discussion infra p. 13 (describing various Internet of Things devices that may be connected with
each olher).
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But it is disappointingly common to see patents on these basic ideas of connecting

one known technology to another. Consider the following examples:

« US. Patent No. 6,975,958: Connecting a thermostat to the Internet.®

» US. Patent No. 6,199,048: Connecting a barcode scanner to a networked computer
database.”

« U.S. Patent No. 7,324,833: Connecting an iPod to a car.*
+ US. Patent No. 7,343,165: Connecting a GPS to user directory information.’

+ U.S. Patent No. 7,016,512: Connecting a hearing aid to an electrical plug.*®

Such patents could easily stifle the development of new Internet of Things devices, and
they could unexpectedly and undesirably deem every consumer of such devices an in-
fringer and breaker of the law merely for connecting those devices to each other.

The Subcomumnittee should thus keep patents at the forefront of its thinking on the
Internet of Things. Current efforts on patent litigation reform are an important step, as
is encouraging and facilitating the U.S. Patent and Trademark Office’s efforts toward im-

proving patent quality,™* to hopefully avoid such patents as those described above.

°U.S. Palenl No. 6,975,958 (liled Apr. 30, 2003); see Mike Masnick, Honeywell’s Lawsuit Against Nest:
The Perfect Example of Legacy Players Using Patents to Stifle Innovation, Tecunpirt INNOvATION (May
8, 2012), https://www.techdirt.com/blog/innovation/articles/20120508/03354418823/honeywells-lawsuit-
againsl-nest-perfect-example-legacy-players-using-patents-lo-stifle-innovalion.shiml.

115, Patent No. 6,199,048 (filed Jan. 15, 1999); see Michacl Barclay, US. Patent Office Rejects All Ninety-
Five NeoMedia Patent Claims, TLecrroNIC TrRoONTIER TouND. (July 18, 2008), https://www.cff.org/deeplinks/
2008/07/u-s-patent-office-rejects-all-ninety-five-neomedia.

*1J.S. Patent No. 7,324,833 (filed Sept. 23, 2004); see Samuel Howard, Affinity Labs Hits Car Stereo Cos. With
Patent Suit, Taw360 (Sepl. 2, 2008), hilp://www .law3o0.com/arlicles/67992/aflinily-labs-hils-car-sleren-cos-
with-patent-suit.

°U.S. Patent No. 7,343,165 (filed Apr. 11, 2001); see Jeff John Roberts, Patent Troll Says It Owns GFS, Sues
Poursquare, Gigaom (July 26, 2012), https://gigaom.com/2012/07/26/patent-troll-says-it-owns-gps-sues-
[oursquare/.

(1.8, Patent No. 7,016,512 (filed Aug. 29, 2003); see K/S HIMPP v. Hear-Wear Techs., LLC, 751 T.3d 1362,
1367 (Fed. Cir. 2011) (Dyk, J., dissenting) (“Ihis should be an easy case, reversing the quite odd decision
of the United States Patent and Trademark Office . . . that it could not consider whether multi-pronged
electrical connections were well known in the prior arl).

"Charles Duan et al,, Comments of the Tlectronic Trontier Toundation, Tngine Advocacy, and Public
Knowledge, Enhancing Patent Quality, 80 Fed. Reg. 6175 (USI'T'O May 6, 2015), http://www.uspto.gov/sites/
default/files/documents/2015quality_a_eff 06may2015pdf.
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II. Lack oF OWNERSHIP RIGHTS OVER ELECTRONIC DEVICES WILL CAUSE SUB-
STANTIAL PROBLEMS FOR THE INTERNET OF THINGS

It’s a basic feature of our laws that consumers have a lot of rights over their own
physical and personal property. You can sell your car to whomever you like, repair it,
modify it up to (and well beyond) the bounds of taste or sanity, lend it to anyone, and even
rent it out or sell it to others. The same is true of pretty much anything else you have in
your possession—your umbrella, your coat, and your desk. The right of ownership is the
right to use and the right to dispose of physical property.*?

Yet when it comes to equally physical, equally tangible electronic devices, those
basic ownership rights have been diminished and even at times eliminated, often through
use of intellectual property law.™® Such efforts are troubling to the consumer interest
and will only worsen as the Internet of Things places more electronics—and thus more

opportunities to erode ownership rights—into everyday household products.

ARE YOU ALLOWED T0 TURN YOUR DEVICES ON? Every computing device, and thus
every Internet of Things device, necessarily performs acts of copying of embedded soft-
ware whenever it is turned on and operated. This means that, absent some sort of appro-
priate legal exception, it would be an act of copyright infringement merely to turn on your
computer, smartphone, or FitBit. Unsurprisingly, the Copyright Act does contain such an
exception: 17 U.S.C. § 117 “it is not an mfringement for the owner of a copy of a computer
program to make or authorize the making of another copy” where the copy is made “as
an essential step in the utilization of the computer program**

It would seem that § 117 would resolve the issue, except that manufacturers have
sought to circumvent—and successfully circumvented—this provision by declaring that a

purchaser of a device with embedded software is not “the owner of a copy” of that software.

*See Denise R. Johnson, Reflections on the Bundle of Rights, 32 V1. L. Rev. 217, 253 (2007) (cnumerating
eleven rights attendant to property ownership).

¥ See Chrislina M. Mulligan, Personal Property Servitudes on the Internet of Things, 49 Ga. L. Rev. (forth-
corming 2015) (manuscript at 4-5), available at http://ssrn.com/abstract=2465651.

117 US.C. § 117(2) (2012).
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For example, many product manufacturers write End User License Agreements (EULAs)
that claim that the embedded software is never owned by the user. This allows them to
assert that users can be found liable for copyright infringement for violations of the EULA
despite § 117.

Courts have looked askance at such a strategy, expressing concerns that it “would
allow software copyright owners far greater rights than Congress has generally conferred
on copyright owners,”* but have overall upheld the idea that purchasers of software may
be denied status as “owners” of such software by virtue of such EULAs.*® This Subcom-
mittee should look equally askance at this denial of basic ownership rights by contracts
of adhesion, considering the negative effects that will only multiply with the device mul-

tiplicity of the Internet of Things.

CHATTEL SERVITUDES VIA INTELLECTUAL PROPERTY. The principle that physical,
personal property may not be encumbered by post-sale restrictions set by a seller of that
property—that chattels may not be subject to servitudes—dates back to Lord Coke’s com-
mon law treatise of 1628.”7 It is now embodied in copyright’s first sale doctrine™ and
patent law’s doctrine of exhaustion.™ But that right of owners to be free of easements on
their things has been attacked in a number of ways using intellectual property law.
Section 1201 of the Digital Millennium Copyright Act (DMCA)*® has been used to
restrict electronic device owners’ ownership rights. Although courts have at times stated
that § 1201 does not “allow any company to attempt to leverage its sales into aftermarket

monopolies,” authorities such as the Library of Congress (who oversees administration

MDY Indus., LLC v. Blizzard Entm’t, Inc., 629 F.3d 928, 911 (9th Cir. 2010).

6See, e.g., Vernor v. Autodesk, Inc., 621 F.3d 1102, 1111-12 (9th Cir. 2010); MAI Sys. Corp. v. Peak Computer,
Inc., 991 F.2d 511, 518 n.5 (9th Cir. 1993); MDY Indus., 629 F.3d al 938.

"1 EDWARD COKE, INSTITUTES OF THE LAWES OF ENGLAND § 360, al 223 (1628).

See § 109(a).

*See Quanta Computer, Inc. v. LG Elecs., Inc., 553 U.S. 617, 625 (2008).

2017 U.S.C.§ 1201 (2012).

“Chamberlain Group, Inc. v. Skylink Techs., Inc, 381 T.3d 1178, 1201 (Ted. Cir. 2004).
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of portions of § 1201) have permitted such restrictions, for example by denying consumers
the right to unlock their cell phones to use them with alternate mobile phone networks.?*

Similarly, the Court of Appeals for the Federal Circuit has approved of using patent
law to enforce manufacturer-imposed restrictions on consumers’ ability to resell lawfully
purchased goods.” This decision is currently being reconsidered as having potentially
been overruled by later Supreme Court precedent.*

These efforts to erode the basic ownership right of alienation, termed “first sale”
in copyright law and “exhaustion” in patent, have not gone unnoticed. As one com-
mentator explains, “the similarities between unprotected goods and intellectual-property-
embedded goods suggest that the exceptions to the first sale doctrine for conditionally-
sold patented goods and software-embedded goods ought to be met with skepticism”*

This Subcommittee should take an equally skeptical eye toward such developments in the

law, in view of the Internet of Things.

Lack oF OWNERSHIP RicHTs Harms CoNSUMERS.  Such efforts to eviscerate owner-
ship rights in their owned products directly harm consumers, who highly value freedom
to use their purchase products and who despise such post-sale restrictions.

Several months ago, the coffeemaker manufacturer Keurig implemented lock-down
technology into the Keurig 2.0 machine, preventing the machine from being used with
single-serve coffee cups other than those authorized by Keurig. Consumers were outraged,
going so far as to say, “I will never buy another Keurig product. This borders on the

»26

unethical forcing people to buy only the K-cups you make.

*See Excmption to Prohibition on Circumvention of Copyright Protection Systems for Access Control
Technologies, 77 Fed. Reg. 65260, 65255-66 (Library of Cong. Oct. 26, 2012) (to be codified at 37 C.ER.
§ 201.40 (2014)), repealed, Unlocking Consumer Choice and Wireless Compelition Act, Pub. L. No. 113-144,
128 StaT. 1751 (2014).

#See Mallinckrodt, Inc. v. Medipart, Inc., 976 F.2d 700, 708 (Fed. Cir. 1992).

#See Lexmark Int’l, Inc. v. Impression Prods., Inc., 785 F.3d 565 (Fed. Cir. 2015) (sua sponte order for re-
hearing en banc) (considering whether Mallinckrodt has been overruled by Quanta).

“Mulligan, supra note 13, at 30.

*Tred Barbash, Keurig's K-Cup Screw-up and How It K-pitulated to Angry Consumers, WasH. Post (May
7, 2015), http://www.washingtonpost.com/news/morning-mix/wp/2015/05/07 /keurigs-k-cup-screw-up-
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Consumers also have objected to vehicle-implemented technological protection
measures that prevent repairs, as those protection measures amount to post-sale restric-
tions. “Vehicle owners expect to have the freedom to repair and tinker with their vehi-
cles, as they have done for decades,” argued one organization seeking to obtain rights for
consumers to overcome such technological locks.”” And an agricultural advocacy group
wrote: “We stand with a community of farmers . . . whose right to access, understand,
and fully utilize their tools should be defended.”® These civil society groups vocalized the
expectations of consumers in having full, unhindered ownership rights.

Full ownership rights confer numerous societal and economic benefits. They avoid
unnecessary administrative costs of tracing the trail of restrictions on any given product.*
They open the door to secondary marketslike eBay.* They allow consumers to repair their
cars and other possessions.™

All of these rights are necessary today, and they will only become even more nec-
essary with the developing Internet of Things, where electronic devices will abound. This
Subcommittee must ensure that in the shuffle to bring new products and services to the

market, consumers’ ownership rights are not lost.

A STEP FORWARD: THE YoUu OwN DEVICES AcT Fortunately, there are simple and

straightforward solutions to protecting this consumer interest in ownership rights. The

and-how-it-k-pitulated-wednesday-lo-angry-consumers/; see also Mal Smith, Surprise! People Don’t Like
Keurig's DRM-Protected Coffeemakers, TNGAnGer (Tch. 6, 2015), http://www.cngadget.com/2015/02/06/
unsurprisingly-people-didn-t-like-keurigs-drm-protected-coffee/ (noting “consumers complaining every-
where online” about Keurig’s plan).

*Comments of Electronic Frontier Foundation 16, Exemption to Prohibition on Circumvention of Copyright
Protection Systems, 79 Ted. Reg. 73856 (Copyright Office Teb. 6, 2015), available at hilp://copy righl.gov/1201/
2015/conunents-020615/InitialComments longform EFF Class21.pdf.

#Comments of Farm Hack, Exemption to Prohibition on Circumvention of Copyright Protection Systems,
79 Fed. Reg. 73856 (Copyright Olfice Feb. 4, 2015), available at hilp://copyrighl.gov/1201/2015/comments-
020615/InitialComments_ShorlForm_FarmHack_class21.pdf.

"*See, e.g., Kirtsaeng v. John Wiley & Sons, Inc, 133 S. Ct. 1351, 1363 (2013); Mulligan, supra note 13, at 32
(“As software is incorporated more frequently into personal property, the information costs associated with
using and translerring personal properly will increase?).

#See Zachariah Chatee, The Music Goes Round and Round: Equitable Servitudes and Chattels, 69 TTArv. L.
Rev. 1250, 1261 (1956) (describing “policy in favor of maobility” long embraced by personal property law).

*See Aro Mfg. Co. v. Convertible Top Replacement Co., 365 U.S. 336, 197 (1961).
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You Own Devices Act, introduced this February, provides that a consumer is allowed to
sell a device containing operating software, regardless of any contractual provision on the
right to resell such software.** Such a bill would be a substantial step toward restoring the
rights of consumers to use and sell their personal property.

As this Subcommittee continues to look at the legal implications of the Internet
of Things, it should consider solutions such as the You Own Devices Act to ensure that

consumers are adequately protected in their purchases of Internet of Things devices.

III. Laws REGULATING THE INTERNET OF THINGS MUsT ENHANCE, NOoT HAMPER,
USER-DRIVEN INNOVATION

The ownership interests in Internet of Things devices are particularly important
because they are the prerequisite to the “freedom to tinker”: the ability of consumers to
use, repair, modify, and improve upon their devices, in ways not contemplated by or even
contrary to the interests of the original manufacturers.

The law would never prevent a consumer from shortening the legs of a chair to bet-
ter fit his table, or a driver from replacing the stock tires on her car with ones that better
suited her driving conditions. Parents might disable the camera on their children’s lap-
tops to protect their privacy. The addition of networked computers into everyday devices
doesn’t change the impulses to modify them. Whether a homeowner wants to alter his
smart thermostat to work better with his existing air conditioner, or an abuse victim who
wants to alter her car’s location reporting so as not to expose it to her stalker, consumers
enmeshed in the Internet of Things will still want and need to make their own adjustments
to their property.

Yet the presence of embedded software can change the legal status of consumers’
rights to repair, adapt, and tinker with their own goods. As explained above, the mere act
of turning on an Internet of Things device can be a copyright infringement based on end-

user license agreements, thus opening an avenue for manufacturers to prevent consumers

*See You Own Devices Act, HR. 862, 111th Cong. sec. 2(a) (Feb. 11, 2015).

10
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from modifying their devices, for fear of intellectual property litigation. Such a result
ought to be avoided, either through application of 17 U.S.C. § 117 as discussed above or,
to the extent that a license agreement purports to divest consumers of ownership of their
own property,* through the doctrine of fair use.*

The anticircumvention provisions of the DMCA®* provide a second avenue for ex-
tinguishing the freedom to tinker. By placing digital locks on consumer products and then
using § 1201 to prevent consumers from opening those locks, manufacturers can dictate
what consumers are allowed to do with their property. Some of the most celebrated cases
on § 1201 feature precisely the type of behavior: a printer manufacturer denying con-
sumers the right to refill their toner cartridges,*® and a garage door opener manufacturer
disallowing its customers from using aftermarket clicker transmitters.”” These attempts
at control have not lessened over the past decade, as filings and testimony at this year’s
triennial proceedings have demonstrated the interest of anumber of manufacturers to con-
tinue using embedded software and access controls upon it to prevent users from adapting
their products.® The Subcommittee should take notice of the demonstrated overreach of
§ 1201 and make efforts to provide necessary exceptions, exemptions, and limitations to
the anticircumvention provisions, so as to grant consumers their deserved freedoms.

The freedom to tinker is particularly important because it is frequently the well-

spring of productive innovation. As one multinational survey found, “millions of citizens

#Such an agsertion, which would put the ownership of the product at odds with the ownership of soft-
ware necessary to grant the owner full and fair use of it, should be scrutinized for potential violations of
antitrust law or as potentially unfair or deceptive trade practices.

#8See 17 US.C. § 107 (2012). Patent law has long recognized a right to repair, see discussion supra note 31,
and copyright Taw has recognized one as well, see Aaron Perzanowski & Jason Schullz, Digital Exhaustion,
58 UCLA L. Rev. 889, 912-19 (2011) (detailing cascs of rights to repair and modify under copyright law
analogous to the patent doctrine). These doctrines should operate today, whether independently or through
the mechanisms of fair use and first sale.

*17 U.S.C. § 1201 (2012).

**See Lexmark Int’l, Inc. v. Static Control Components, Inc.,, 387 F.3d 522 (6th Cir. 2004).

¥See Chamberlain Group, Inc. v. Skylink Techs.. Inc, 381 F.3d 1178 (Fed. Cir. 2004).

*See Section 1201 Exemptions to Prohibition Against Circumvention of Technological Measures Protecting
Copyrighted Works: Second Round of Comments, U.S. CopvriGrt Orr. (Mar. 27, 2015), http://copyright.gov/
1201/72015/comments-032715/.

11
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innovate to create and modify consumer products to better fit their needs”* The result-
ing user-driven innovations became an “unexpected ‘front end’ of free innovation designs
to serve as an important feedstock to commercial mnovation processes in a wide variety
of fields”*® Freedom to tinker does not merely benefit the tinkerers; it in fact benefits
manufacturers and the public as a whole.

But many manufacturers prefer instead to curtail consumers’ rights to tinker with
goods. A manufacturer may try to prevent consumers from modifying products to better
suit their lives and households, preferring instead that they go back to the manufacturer
for repairs—or to buy a new suite of products entirely.

Consumers should therefore be protected against attempts to use copyright law
to prevent these traditional rights in the emerging Internet of Things—in the interests
of them exercising their full property rights, protecting their privacy, and even building
their and their children’s skills in working with technology. The value of the freedom to
tinker is not only the pocketbook value of fixing and customizing one’s own belongings; it
also provides an educational value in showing the user how devices—and the increasingly
scientific, technological, and engineered world—works.

IV. COMMUNICATIONS PRIvACY TAKES ON AN INCREASINGLY IMPORTANT ROLE

IN THE INTERNET OF THINGS

The Internet of Things raises numerous privacy and data security concerns due to
the quantity and granularity of data opened up by software-enabled devices. The Sub-
committee should carefully consider one particular such concern, namely privacy and se-
curity of communications data sent over broadband Internet and other communications

networks.

*Tric von TTippel el al,, The Age of the Consumer-Innovator, MIT Stoan MamT. Rov,, Tall 2011, al 28,
available at https://cvhippel files.wordpress.com/2013/08/smr-art-as-pub.pdf.
"id. at 29.

12
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A Mass OF PRIVATE INFORMATION, OPEN TO COMMUNICATIONS CARRIERS. Theln-
ternet of Things puts a wealth of information into the hands of carriers such as broadband
Internet providers. First, the average consumer in an Internet of Things connected home
now generates more data than ever before. Second, the data produced by the Internet of
Things has grown both vaster and more detailed. And third, the potential for abuse by
private interests has grown exponentially.

The fundamental idea underlying the Internet of Things is one of externalization—
that is, to take the tasks once managed by an individual, and delegate their coordination
to a series of outside devices. A typical example may go something like this: Sarah Con-
sumer programs her LED smart lighting system** to wake her at a certain time by simu-
lating a sunrise. The program controlling the lights,* having identified this as the time
of day when Sarah rises and goes to eat breakfast, prepares the household for the day
by performing various tasks, such as adjusting the thermostat,* dispensing diet food for
the cat,** brewing a pot of coffee,*” checking to make sure there is fruit and yogurt in the
fridge,* and compiling a grocery list if any items were missing.*

The amount of data that passes between devices is substantial, and extremely de-
tailed. In the example above, at various times, connected devices are swapping informa-

tion including Sarah’s sleep patterns, her dietary preferences, how warm she likes her

"Lee Hutchinson, In Living Color: Ars Reviews the Hacker-Approved Philips Hue LEDs. Ars TECIINICA
(Nov. 19, 2012), hilp//arslechnica.com/gadgels/ 2012/11/in-living-color-ars-reviews-lhe-hacker-approved-
philips-huc-leds/.

"Iim Bajarin, Amazon’s Echo Is Showing Us the Future, PCMac (July 27, 2015), http://www . pcmag.com/
article2/0,2817,2488071,00.asp.

“Tom Simonite, How Nest’s Control Freaks Reinvented the Thermostat, MIT Tecu. Rev., Feb. 15, 2013,
al 28, hilp://www.lechnologyreview.com/lealuredslory/511086/how-nes(s-conlrol-lreaks-reinvented-the-
thermostat/.

“Colin Jeffrey, Bistro Cat Feeder and Health Monitor Identifies Cats Using Facial Recognition, Gizyvac (July
21, 2014), hitp://www gizmag.com/[acial-recognition-bislro-cal-feeder-heallh-monilor/33032/.

“Philip Palermo, IRL: I Spent a Month Controlling My Coffeemaker over WiFi, ENGADGET (Feb. 3, 2015),
http://www cngadget.com/2015/02/03/irl-a-month-controlling-my-coffecmaker-over-wifi/.

“A) Dellinger, The New GE ChillHub Fridge Is So Smart, It Thinks It’s a Computer, DIGITAL TRENDs (Feb.
5, 2015), hitp://www digilallrends.com/home/ge-(irstbuild-chillihub-smarl-lridge/.

Bajarin, supra note 42.

13
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apartment, her preferred brand of coffee, whether she lives alone or with others, and the
fact that her cat is overweight.

Much of this data is passed over broadband providers or other communications
carriers. An Internet of Things device may collect usage data and send it over the Internet
to the manufacturer or third parties for various purposes, such as providing services to the
consumer, collecting and aggregating data, or assessing quality of service. The Internet
carrier potentially sees all of this communication, and likely can deduce from the traffic
the nature of the device and potentially even usage patterns.

Others have raised privacy concerns about the capability of individual Internet of
Things devices to collect and track information.*® But communications carriers raise pri-
vacy concerns an order of magnitude larger, because they have a purview over all devices
used by a consumer. While the manufacturer of Sarah’s smart refrigerator may learn
much about Sarah’s eating habits, Sarah’s broadband provider could potentially learn of
her cat feeding preferences, coffee schedule, and daily routine as well, aggregating the
many pieces of information flowing across Sarah’s Internet channel

The panoptic possibilities that the Internet of Things opens up to communications
services thus demands strict oversight, if consumer privacy and data security are to be

maintamed.

THE FCC’s COoMMUNICATIONS PRIvacy AUTHORITY Is CRiTicAL HERE. The Inter-
net of Things highlights just how sensitive communications data can be, and thus it should
come as no surprise that Congress has created specific, strong privacy protections against
communications carriers misusing such data. These protections are found in Sections
201 and 222 of the Communications Act, which protect so-called “customer proprietary

network information,” or “CPNI*

"See, e.g., FEDERAL TRADE COMMISSION STAFF, INTERNET OF THINGS: PRIVACY ¢ SECURITY IN A CON-
NECTED WORLD 15 (2015), https://www.tte.gov/system/files/documents/reports/federal-trade-commission-
staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf.

47 US.C. §§ 201, 222 (2012).

14
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Current FCC regulations put tight restrictions on the collection and use of CPNI,
which is defined to include administrative network data about a user’s communications,
including its point of origin, destination, time, and duration.®® Those regulations pre-
vent communications services from utilizing CPNI for reasons other than providing “the
telecommunications service from which such information is derived, or . . . services nec-
essary to, or used in, the provision of such telecommunications service.”* In other words,
broadband providers cannot use the data gleaned from routing a customer’s broadband
traffic for any purpose that is not essential to providing service. This includes marketing—
even when conducted by the broadband provider itself.”

The FCC has expressed its intent and dedication to applying these strong privacy
protections to broadband Internet services in view of the agency’s recent decision to re-
classify broadband Internet as a telecommunications service under Title II of the Commu-
nications Act.>* In that decision, the FCC noted that Sections 201 and 222 will apply to
broadband providers,” because “consumers concerned about the privacy of their personal
information will be more reluctant to use the Internet, stifling Internet service competition
and growth™’

Through its CPNI authority, the FCC has proven to be a champion of consumer
privacy, taking on massive data breaches by phone companies and rapidly adapting regu-
lations to meet the needs of the times.>® But there have been concerning efforts to strip this

effective agency of this consumer-protective mandate.’” This Subcommittee should make

2047 US.C. § 222(h)(1)(A).

"147 US.C. § 222(c)(1).

247 11.8.C. § 222(b).

**See Protecting and Promoting the Open Internet, 30 F.C.C. Red. 5601 (Fed. Comme'ns Comm’n Mar. 12,
2015) (Report and Order on Remand, Declaratory Ruling, and Order), available at http://transition.fee.gov/
Daily_Releases/Daily_Business/2015/db0312/FCC-15-24A1.pdl.

Id. 462

I, 51,

*¢See Letter from Pub. Knowledge & 11 other organizations, to Michael C. Burgess & Jan Schakowsky,
Data Security and Breach Notification Act of 2015 2 (Mar. 18, 2015), available at hilps://www.
publicknowledge.org/assets/uploads/documents/letter-data-breach-3.pdf.

"See id. at 1.
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efforts to enhance, not impair, consumer privacy in the Internet of Things by protecting
the FCC’s abilities in this arena.

Clear, direct protections must be applied to CPNI generated by Internet of Things
devices. The Subcommittee must remain aware of these and other privacy challenges
going forward, as the Internet of Things becomes more ubiquitous, and the expectations

of privacy evolve.

V. A Dynamic INTERNET OF THINGS REQUIRES SPECTRUM MANAGEMENT THAT
FAvORs INNOVATION, NOT INCUMBENTS

It is an obvious truism that any device considered part of the Internet of Things must
connect “things” to the “Internet” Discussion of the Internet of Things and its evolution all
too often elides over this truism without any concern for precisely how this will occur. We
must not, however, take this condition for granted. If we neglect this first fundamental
precondition—a way for devices to connect cheaply and seamlessly to the Internet and
each other—then the Internet of Things will ultimately become stunted and strangled as
it chokes on its own success.

By far, the preferred means of connecting devices to the Internet of Things has
become wireless. Wireless provides mobility and limits the need for clunky physical con-
nections. Improvement in wireless technologies has facilitated faster and more reliable

connections.

A. A BRIEF OVERVIEW OF SPECTRUM PoLICY IN THE UNITED STATES

Access to wireless spectrum capacity (generally referred to simply as “spectrum”) is
managed in the United States by the Federal Communications Commission (FCC). Until
the 1980s, every use of wireless spectrum required a dedicated band of frequencies for
a specific purpose and no other. For example, one band for television broadcasting, one
band for radio controlled cars, one band for police radios, and so forth.

Changes in technology and the rising demand for spectrum access prompted

16
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Congress and the FCC to rethink the traditional model. By the mid-1990s, the U.S. shifted
to making spectrum available primarily in 2 different ways:
« Exclusive use “licensed” spectrum, where the FCC auctioned off a limited number of

geographic area licenses for general and exclusive use by the winner of the licenses
at auction.

« Unlicensed or “license exempt” spectrum, where any person could operate a device
that conformed to a set of fixed rules, and on the understanding that the device must

(a) Not interfere with licensed services; and (b) must accept interference from any

source, including other license exempt devices.”

The chief benefits of licensed spectrum are (a) protection from interference from
other man-made transmitters (there are always sources of natural interference, such as
sunspots or lightning, and networks must adjust accordingly); (b) relative high power
use; and (c) exclusivity, allowing a relatively few wireless licensees to recoup the high
cost of licenses and deployment by excluding other users. Licensed spectrum has become
the basis for the cell phone industry. Licenses for spectrum suitable for mobile broadband
cost billions of dollars,* and the cost of deployment of national wireless networks also
runs into the billions. As a result, the United States has only 4 national wireless carriers
offering mobile broadband services. Anyone seeking to use these frequencies, whether to
connect with the Internet or with other local devices, must lease spectrum from one of
these carriers and often must use the carrier’s network—which is designed primarily for
the over 300 million mobile phone customers in the country.

By contrast, unlicensed spectrum has become the home of practically all other de-
vices using wireless access. Wi-Fi and Bluetooth have become the chief drivers of this

enormous expansion of unlicensed devices, although the unlicensed spectrum supports

**For history, see generally Harold Feld, From Third Class Citizen to First Among Equals: Rethinking the
Place of Unlicensed Spectrum in the FCC Hierarchy, 15 CommLaw ConsrrcTus: J. Comm. L. & TecH. Por'y
53 (2006), available at http://commlaw.cua.cdu/articles/v15/feld.pdf.

*The most recent auction of mobile broadband wircless spectrum, Auction 97, yiclded a total of approx-
imately $45 billion in winning bids. See Federal Communications Commiission, Auction 97: Advanced Wire-
less Services (AWS-3) (last updated Oct. 1, 2014), http://wirelessfec.gov/auctions/default htm?job auction_
summary&id=97.
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any number of proprietary or open standards for communications and support billions
of non-Internet connected devices such as cordless phones, home security systems, and
garage door openers.
B. UNLICENSED SPECTRUM CONTINUES TO BE NECESSARY FOR CONNECTIVITY OF
THE INTERNET OF THINGS

Despite the advantages of interference protection offered by licensed spectrum, un-
licensed spectrum has become the overwhelming source for connectivity for the Internet
of Things.® Indeed, one may argue that the Internet of Things would be impossible with-

out the ubiquity of cheap license exempt spectrum.

THE OPEN NATURE OF LICENSE EXEMPT SPECTRUM REDUCES cosTs. Today, the
number of unlicensed devices far exceeds the number of licensed devices, an inevitable
result since nearly all “smart” devices operating on licensed frequencies also include Wi-
Fi and Bluetooth capability.®* This creates fantastic economies of scale, driving down the

cost of standard Wi-Fi and Bluetooth chips to almost nothing per device.

THE OPEN NATURE OF LICENSE EXEMPT SPECTRUM ENCOURAGES INNOVATION. Be-
cause wireless carriers invest billions in their networks, they exercise tight control over
what devices may attach to the network, how much data subscribers may use, and other
factors relating to the nature and type of traffic. By contrast, no one controls access to

license exempt spectrum. This allows for innovation on an unprecedented scale.* When

“"See Wi-Fi Alliance “Fifteen for 20157 predictions, WI-F1 ALLIANCE (Jan. 13, 2015), http://www.wi-fi.org/
beacon/wi-fi-alliance/wi-fi-alliance-fifteen-for-2015-predictions (“Wi-Fi leads in smart home, industrial IoT,
and connecled car’); Ricuarp Karz, Toiecom Apvisory Servs., LLC, AsSESSMENT OF THE FUTURE Lco-
NOMIC VALUE OF UNLICENSED SPECTRUM IN THE UNITED STATES (2014), hilp//www.wiliforward.org/wp-
content/uploads/2014/01/Katz-Futurc-Value-Unlicensed -Spectrum-final-version- 1.pdf; RicHarp THANKI,
T1E ECONOMIC SIGNIFICANCE OF LICENSE EXEMPT SPECTRUM To THE FUTURE OF TIIE INTERNET (2012),
hlp://download.microsofll.com/download/ A/6/1/A61ABBER-FD55-480B- AD6F-FRAC65479C58/Economic
20Impact%200f%20License%20Exempt% 20Spectrum 20-%20Richard % 20 Thanki pdf.

“1See Reply Commients of Open Technology Institute at New America, Public Knowledge, Free Press, and
Common Cause 8-11, Office of Engineering and Technology and Wireless Telecommunications Bureau Seek
Information on Current Trends in LTE-U and LAA, 80 Fed. Reg. 26561 (Fed. Comume’ns Comm’n June 26, 2015)
[hereinafter LTTE-U Comments], available at htp://apps.tee.govicefs/document/view?id=60001105564.

“*See id. at 8.
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companies in the United States initially began to deploy “smart meters,” they opted to
deploy in unlicensed spectrum rather than in licensed spectrum because they could do so
without either acquiring licenses or partnering with a licensed carrier. As a result, over

75% of the connections using smart meters rely on unlicensed spectrum.®®

INTERNET OF THINGS TRAFFIC IS BETTER SUITED TO LICENSE EXEMPT SPECTRUM.
Licensed networks have become highly congested with downloads of video traffic and
other high-bandwidth latency-sensitive traffic. Wireless carriers have turned to unli-
censed spectrum to meet their increasing need for capacity through “Wi-Fi offload” and
LTE over unlicensed. As a result, experts predict that Wi-Fi networks will carry as much
as 60% of all traffic originating on smartphones by 2019.%

Most IP traffic from Internet of Things devices is relatively low-bandwidth and tol-
erant of the environment of license exempt spectrum. A great deal of Internet of Things
traffic involves local area networks, where devices communicate directly to one another
rather than routing through a cell tower, traveling through a wireless carrier’s network,
and being rerouted to a device within the same building, or even the same room. The
nature of this Internet traffic from devices is ideally suited to networks using unlicensed
spectrum. By contrast, attempted to load this expanding Internet of Things traffic load

onto licensed spectrum would result in an unmanageable spectrum crunch for everyone.

A1Lr oF TH1s CREATED A VIRTUOUS CYCLE THAT MAKES Wi-FI UBiguiTtous. Al
these factors have combined to create a “virtuous cycle” that has expanded the availability
of Wi-Fi and other technologies using shared spectrum rather than exclusively licensed
spectrum. The ubiquity of Wi-Fi access points, drives down costs and encourages more

innovation. This, in turn, creates more demand, driving costs down further.

“*Yochai Benkler, Open Wireless v. Licensed Spectrum: Evidence From Market Adoption, 26 Harv. ).L. &
Tren. 69 (2012), available at hilp://jolLlaw.harvard.edw/articles/pd(/v26/26 Harv]LTech69.pd[.

“*Andrew Burger, Funiper: Wi-Fi Offload Will Reach Nearly 60 Percent of Mobile Traffic, TELECOMPETITOR
(June 18, 2015), http://www.tclecompetitor.com/juniper-wi-fi-offload-growth-will-reach-nearly-60-pereent-
of-mobile-data-traffic/.
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C. THREATS TO THE AVAILABILITY OF OPEN SPECTRUM THREATEN THE
GROWTH OF THE INTERNET OF THINGS

While the availability of license exempt spectrum has driven the dramatic expansion
and deployment of the Internet of Things, we cannot assume this happy state will continue
forever. To the contrary, two major threats loom on the horizon. First, we are rapidly
exhausting our supply of open spectrum available for the Internet of Things, creating
a “spectrum crisis” for open spectrum similar to the “spectrum crisis” for exclusive use
spectrum that has driven most spectrum policy for the last 5 years. Second, we are seeing
the emergence of actors with the technical capability and financial incentive to either
block or degrade Wi-Fi and unlicensed spectruin generally. Federal policy must address
both these concerns to assure a robust and healthy future for the expanding Internet of

Things.

WE NEED MORE LicENSE EXEMPT SPECTRUM AcCcCESS. In 2010, the National Broad-
band Plan published by the FCC declared that the supply of available licensed spectrum
could not keep pace with the increasing demand. Declaring a national “spectrum crisis” or
“spectrum crunch,” the FCC called for allocation of 500 MHz of wireless capacity for mo-
bile broadband use, either from federal users or from broadcasters and other commercial
users.” The FCC gave scarcely a nod to the need to enhance the availability of unlicensed
spectrum for Internet of Things or other uses.®

In the 5 years since then, federal policy has gradually come to recognize the need to
expand access to license exempt spectrum as well as exclusive use spectrum sold at auction.
In 2012, the President’s Council of Advisors for Science and Technology (PCAST) issued
a report proposing that the future of federal spectrum reallocation required a mixed use

“sharing model” that would permit federal users to retain adequate access to spectrum to

Frp. CoMma'Ns CoMM N, CONNECTING AMERICA: THE NATIONAL BROADBAND PLAN ch. 5 (2010), avail-
able at hllps://lransilion.(ce.gov/nalional-broadband-plan/nalional-broadband-plan.pd(.
“See id.
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perform vital national security and public safety functions, while providing greater oppor-
tunity for non-federal users to access spectrum on both an exclusive and non-exclusive
basis.®” Additionally, the FCC has commenced several proceedings designed to expand
the availability and utility of spectrum in the 5 GHz band,® promote sharing with fed-
eral users as recommended in the PCAST Report,*” and maximize the utility of license
exempt operation in unassigned channels in the broadcast band—the so-called “TV white
spaces”—for next generation Wi-Fi.”

Unfortunately, the FCC has met with considerable resistance from the automobile
industry in the 5 GHz band,”™ and from wireless catriers worried that expanding license
exempt access will introduce new competitors to the mobile wireless space. In addition,
Qualcomm, which derives the majority of its revenues from patents in the licensed space,
has consistently fought to limit expansion of license exempt and shared spectrum where
its patent portfolio is weak, and where patenting policies adopted by the relevant stan-
dards bodies would prevent Qualcomm from using its patents to exclude rival chipmak-
ers.”

Even if all the pending proceedings were completed, however, it would not suffice

SPRESIDENT’S COUNCIL OF ADVISORS ON ScI. & TECIL, EXECUTIVE OFFICE OF TIIE PRESIDENT, REPORT
TO THE PRESTDENT: REALIZING THE TULL POTENTIAL OF GOVERNMENT-TTELD SPrcTRUM TO SPUr Tco-
Nomic Growra (2012), available at hitps://www whitchouse.gov/sites/default/files/microsites/ostp/peast
spectrum_report_final_july 20_2012.pdf.

“*Revision of Part 15 of the Commission’s Rules to Permit Unlicensed National Information Infrastructure
(U-NII) Devices in the 5 GHz Band, 28 F.C.C. Red. 1769 (Fed. Commens Comm’n Apr. 10, 2013), available at
https://apps fee.gov/edoes_public/attachmateh/TCC-13-22A1 pdf.

**Amendment of the Commission’s Rules with Regard to Commercial Operations in the 3550-3650 MHz
Band, 27 FE.C.C. Red. 15594 (Fed. Commc’ns Comm’n Dec. 12, 2012), available at https://apps fec.gov/edocs_
public/attachmatch/FCC-12-148 A1 pdf.

"Robert M. McDowell, The FCC Should Fight for Our Right to TV White Space, WirtD (Apr. 17, 2015),
http://www wired.com/2015/01/fce-white-spaces-database/.

7*A portion of the Unlicensed National Information Infrastructure (U-NI1) Band was assigned to the auto
industry in 1999 for development of collision avoidance syslems. This assignient was inlended Lo be shared
with unlicensed operations already designaled for the band. See 28 E.C.C. Red. 1769, 192 93. Since 1999,
the auto industry has failed to develop any standards or technology suitable for deployment. Since the FCC
announced its intent in 2012 to expand the availability of this portion of the U-NII Band for advanced Wi-Fi
capabilities, the aulo induslry has fiercely resisted any rule change that would facililate deployment of Next
Generation Wi-Ti.

7*See LTE-U Comments, supra note 61, at 21-26.
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to meet the expanding needs of the Internet of Things for the long term. Just as the FCC
proposed developing a “spectrum pipeline” for licensed spectrum in 2010, Congress and
the FCC should supplement this with a spectrum pipeline for license exempt spectrum.
This will require significant rethinking by both the Office of Management and Budget
(OMB) and the Congressional Budget Office (CBO) in how to assess the value of opening
federal spectrum to sharing. At present, because spectrum auction provide an immediate
injection of revenue, OMB and CBO do not assign a positive value to opening federal
spectrum for sharing. Given the enormous value of the Internet of Things to the national
economy, Public Knowledge recommends that CBO and OMB adopt “dynamic scoring”
models to capture the macro-economic benefits of expanding license exempt spectrum
access.
Public Knowledge therefore makes the following policy recommendations:
1. The FCC should move expeditiously to complete its proceedings to expand shared
access of the 5 GHz band. Auto manufacturers should be required to either demon-
strate interference with proposed use of their assigned spectrum, and to propose

suitable mitigation measures that will permit enhanced shared access for the Inter-
net of Things.”

2. The FCC should move expeditiously to finalize the rules for sharing the federal 3.5
GHz band consistent with the Order adopted in April 2015.7*

3. Congress should amend Section 922 of the Telecommunications Act™ to require
the Administrator of the National Telecommunications Information Administration
(NTIA) and the Chairman of the FCC to identify federal bands suitable for license
exempt or otherwise shared operation with non-federal users as part of the National
Spectrum Allocation Planning.

4. Congress should direct the Congressional Budget Office to develop and implement
a dynamic scoring methodology to reflect the macro-economic benefits of existing

7*Automabiles already use licensed and unlicensed spectrum as part of the Internet of Things, including
anti-collision radar and rear-view cameras, without any deployment by auto manufacturers on the 5 GHz
spectrum assigned Lo them i 1999.

72See Amendment of the Commission’s Rules with Regard to Commercial Operations in the 3550-3650
MHz Band, 30 F.C.C. Red. 3959 (Fed. Commc’ns Comm’n Apr. 21, 2015) (Report and Order and Second
Further Notice of Proposed Rulemaking), available at https://apps fec.gov/edocs_public/attachmatch/FCC-
15-47A1.pdl.

7547 US.C. § 922 (2012).
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license exempt access to spectrum, and of expanding license exempt access to spec-
trum. Congress should further require CBO to use this methodology when assessing
all proposals for allocation of spectrum.

WE MusT PROTECT THE ECOSYSTEM FROM THOSE WITH INCENTIVE TO ABUSE IT.
In the last year, several incidents have come to light that indicate that some actors may
have particular incentives to degrade the availability of Wi-Fi or the capacity to use unli-
censed spectrum. Because devices using license exempt spectrum are not entitled to any
interference protection, there is considerable concern that actors with the incentive to
degrade operation of competing services using license exempt spectrum will either delib-
erately chose to do so, or will deploy technologies indifferent to their overall impact on
the ecology of the license exempt space.

Two incidents are particularly noteworthy. First, the FCC brought an enforcement
action against Marriott Corporation for deliberately jamming mobile Wi-Fi “hot spots”
used by guests to force these guests to pay Marriot for use of Marriott’s own Wi-Fi net-
work.”® Marriott took the position that the FCC lacked the authority to prohibit jamming
of devices and networks using license exempt networks.”” Ultimately, in the face of cus-
tomer backlash, Marriott withdrew its legal Petition, leaving the question of the FCC’s
authority unresolved.

More recently, a number of stakeholders (including Public Knowledge) have raised
concerns over the planned deployment of LTE over unlicensed spectrum (LTEU) by wire-
less carriers to supplement their existing LTE deployments on licensed spectrum.” Al-
though proponents of LTEU, and of a proposed standard to utilize licensed and unlicensed
spectrum simultaneously (“Licensed Assisted Access” or “LAA”) insist that LTEU/LAA

will not degrade Wi-Fi, stakeholders note that the LTEU/LAA protocols have the capacity

7*See Press Release, Federal Communications Commission, Marriott to Pay $600,000 to Resolve WiFi-
Blocking Investigation (Oct. 3, 2014), https://apps.fec.gov/edoes public/attachmatch/DOC-329743A1.pdf.

7"See Detition for a Declaratory Ruling to Interpret 47 U.S.C. § 333 or, in the Alternative, for Rulemaking,
In re Petition of Am. Hotel & Lodging Ass'n, Marriott Int’l, Inc., & Ryman Hospitality Props., No. RM-11737
(Aug. 25, 2014), available at http://apps fec.gov/ects/document/view?id=60000986872.

78See LTE-U Comments, supra note 61.
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to degrade Wi-Fi, and that wireless carriers have the financial incentive to do so in the
face of competition from cable offering mobile services on their Wi-Fi footprints. Addi-
tionally, Qualcomm—the primary chip vendor for LTEU/LAA—has the incentive to shift
the standard development process away from the Wi-Fi standards bodies because the Wi-
Fi standards bodies have adopted polices that would limit Qualcomm’s ability to deny
rival chipmakers patents on fair, reasonable and non-discriminatory terms.”

The Internet of Things relies on expanding access to license-exempt spectrum, par-
ticularly to ubiquitously available technologies such as Wi-Fi, and so this potential for
abuse this a matter of grave concern for the future of the Internet of Things. At the same
time, regulation of the “unlicensed space” may have unintended consequences with regard

to the future of innovation.

DonN’t REGULATE TECHNOLOGY, POLICE BAD ACTORs. A straightforward first step
would be to clarify that the FCC’s existing statutory authority will allow it to sanction
actors who either deliberately attempt to degrade traffic using license-exempt frequen-
cies, or who deploy technologies with callous indifference to their detrimental impact on
the ecosystem as a whole. Arguably the Communications Act already provides mecha-
nisms for the FCC to do this,* but the full Commission has never definitively determined
whether the existing statutes provide the necessary authority to police the improper be-
haviors described above.

This Subcommittee should consider amending the law to clarify that no one may
“willfully or maliciously” degrade or block the operation of devices using license exempt
or otherwise non-exclusive/shared frequencies. Alternately, the Subcommittee should
otherwise prohibit willful or malicious interference with devices operating on license ex-

empt spectrum. In all events, the FCC should be authorized to order remedial steps where

" See id.

#See 47 U.S.C. § 333 (prohibiling anyone rom “willlully or maliciously” interfering with any signal “li-
censed or authorized” by the TCC); § 324 (requiring all users of radio frequencics to use the minimum power
necessary to complete the desired communication).
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it finds that operation of a licensed or unlicensed service would constitute a threat to the
unlicensed ecosystem and the Internet of Things.

It is important to understand that the “willful and malicious standard” does not in-
clude the standard “harmful interference” which all devices operating on unlicensed spec-
trum must accept. Nor would it in any way create superior rights of unlicensed devices to
licensed devices. “Willful and malicious” are terms directed at actors, not at technology.
“Maliciously” refers to a deliberate effort to degrade operation for personal gain, such as
occurred when Marriott deliberate jammed Wi-Fi hot spots to drive traffic to its own net-
work. “Willfully” refers to actions taken with the clear understanding that deployment
creates hazards to the broader ecosystem, but where the individual nevertheless acts with
callous indifference and choses to deploy the technology anyway.

Under such a standard, wireless carriers would be free to deploy LTEU/LAA, but
with the understanding that deliberate efforts to degrade competing services would result
in enforcement actions and sanctions. Additionally, if the deployment of LTEU created
widespread interference with Wi-Fi services critical to the Internet of Things, even if car-
riers did not intend to cause such widespread interference, the Commission would retain

the authority to order mitigation measures to protect the unlicensed ecosystem.
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VI. CONCLUSION

As the chairman of this Subcommittee has said, Internet of Things devices “raise
both opportunities and questions about regulatory policy, spectrum space, privacy and
more.”* We hope that the considerations outlined in this statement highlight the breadth
of those opportunities and questions as policymakers such as the members of this Subcom-
mittee face a fast-changing technological space. We thank the Subcommittee for offering

us the opportunity to provide this statement.

Respectfully submitted,

CHARLES DuaN
Haroip FELD
MEREDITH FILAK ROSE
SHERWIN S1v

On behalf of
PuBLic KNOWLEDGE

July 29, 2015

#Trin Kcelly, Congress Sees Security Risk in Tnternet of Things’, USA Tonay, Teb. 9, 2015, http://www.
usatoday.com/story/news/politics/2015/02/09/internet-of-things-house-caucus-senate-hearing/22927075/.
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