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SECTION 512 OF TITLE 17

THURSDAY, MARCH 13, 2014

HoOUSE OF REPRESENTATIVES

SUBCOMMITTEE ON COURTS, INTELLECTUAL PROPERTY,
AND THE INTERNET

COMMITTEE ON THE JUDICIARY
Washington, DC.

The Subcommittee met, pursuant to call, at 9:31 a.m., in room
2141, Rayburn Office Building, the Honorable Howard Coble,
(Chairman of the Subcommittee) presiding.

Present: Representatives Coble, Goodlatte, Marino, Smith of
Texas, Chabot, Issa, Poe, Chaffetz, Farenthold, Collins, DeSantis,
Smith of Missouri, Nadler, Conyers, Chu, Deutch, Richmond,
DelBene, Jeffries, Cicilline, Lofgren, and Jackson Lee.

Staff Present: (Majority) Joe Keeley, Chief Counsel; Olivia Lee,
Clerk; (Minority) Heather Sawyer, Minority Counsel; Jason Ever-
ett, Counsel; and Stephanie Moore, Counsel.

Mr. COBLE. The Subcommittee on Courts, Intellectual Property,
and the Internet will come to order.

Without objection, the Chair is authorized to declare recesses of
the Subcommittee at any time.

We welcome all of our witnesses today. Thank you all for appear-
ing before the Subcommittee for this important part of our copy-
right system, the notice and takedown provisions of Section 512.

Online piracy continues to grow to scale, harming the ability of
individual artists and companies to add to our Nation’s economy.
The notice and takedown provisions of Section 512 are designed to
help copyright owners protect their works from online infringement
while enabling good-faith ISPs to avoid potential liability for the
actions of their users.

A review of the written testimony shows disagreement about the
proper role and action of an ISP in independently identifying and
responding to infringing content. While no one seems to be sug-
gesting that the ISPs routinely seek out infringing files, it does
seem unreasonable that once an ISP has received thousands of no-
tices for the same content from the same copyright owner, it then
acts at least somewhat differently than it would after receiving the
first notice.

A growing flood of notices is not necessarily a sign of success ei-
ther, except perhaps by pirates who deprive the copyright owners
of any income for the work that they have produced.

o))
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In other legislation recently passed by the House, this Sub-
committee has targeted those who have abused the patent system
from their own ends. It appears that some are also abusing the no-
tice and takedown system in order to remove speech from the
Internet they don’t like or the website of a business with whom
they compete. Actions such as these leaves a negative impact upon
the copyright system as a whole, and it needs to be stopped, in my
opinion.

I appreciate all your willingness to appear before our Sub-
committee today, and I will now recognize—well, first of all, let me
officially welcome the gentleman from New York, Mr. Nadler. Jerry
has fulfilled the vacancy created when Congressman Watt re-
signed.

It is good to have you as Ranking Member, Jerry, and I recognize
you for your opening statement.

Mr. NADLER. Well, thank you, Mr. Chairman.

This is my first hearing as the new Ranking Member of this Sub-
committee. I am honored to succeed our former colleague, Mel
Watt, who is now serving as Director of the Federal Housing Fi-
nance Agency, and I look forward to working closely with you, Mr.
Chairman, with the full Committee Chairman, Mr. Goodlatte, with
Ranking Member Conyers and all of my colleagues as we continue
the Subcommittee’s important work.

Today’s hearing is part of our comprehensive review of the Na-
tion’s copyright laws to explore how our copyright system is faring
in the digital age. Section 512 of the Digital Millennium Copyright
Act is a critical piece of this puzzle.

Section 512 limits the liability of online service providers for
copyright infringement by their users. Enacted in 1998 when
YouTube, Facebook, Google Search, Bing, and many other plat-
forms and applications that we enjoy today were still on the hori-
zon, Section 512 sought to balance the concerns and interests of
rights owners and online service providers by creating a collabo-
rative framework for addressing online infringement.

The mechanism established by Section 512 was intended to pro-
vide meaningful protection to rights holders who, understandably
concerned with the increasing ease and speed with which copyright
works could be disseminated to thousands of users, would other-
wise have been reluctant to make their creative works available
over the Internet.

At the same time, Section 512 was also intended to address serv-
ice providers’ concerns that misconduct by users might subject
them to liability. To find shelter in Section 512, providers cannot
know about infringing material or activity, cannot receive financial
benefit from such infringement, and must implement procedures
that allow them to “expeditiously” take down infringing content
when they know about it or are notified by the need to do so by
rights holders.

Although Section 512 does not condition protection on a provider
affirmatively monitoring infringement, except to the extent con-
sistent with standard technical measures, providers must, among
other things, remove material when there is actual knowledge of
infringement or when infringing activity is apparent—in other
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words, when the provider has red-flagged knowledge of infringe-
ment.

More than 15 years have passed since the DMCA’s enactment,
and new technologies have fundamentally changed the Internet,
bringing many new benefits but also new problems that were not
foreseen in 1998. Among other things, it is now possible for users
to share vast amounts of high-quality content with thousands of
others, and largely on their own terms. As a result of this and
other innovations, online infringement has skyrocketed.

Last year, for example, Google received notices requesting re-
moval of approximately 230 million items. This volume is stag-
gering, even for large companies sending or receiving these notices.
For smaller artists, musicians and businesses, it is a practical and
financial nightmare.

Maria Schneider, a Grammy Award-winning musician and one of
my constituents, who is here to testify today, has been unable to
stop online infringement of her works. The resulting loss of income,
combined with the cost of monitoring the Internet and sending
takedown notices, threatens her ability to continue creating her
award-winning music.

As we will hear today, when infringing activity is identified and
the notice is sent, users simply too often re-post the material that
has been taken down using a different URL. As in the arcade game
Whack-a-Mole, the copyright holder succeeds in having the mate-
rial taken down, only to have it pop back up almost immediately,
requiring an endless stream of notifications relating to the same
content.

To deal with this problem, Section 512(c)(3) allows the sending
of a representative list of copyrighted works and information “rea-
sonably sufficient provided to locate infringing material.” I am in-
terested in hearing from our witnesses whether these statutory
guidelines have proven sufficient and how best to address this key
problem.

Some providers have also expressed concern about potential mis-
use of the notice process to take down non-infringing content. Such
claims appear to be a small portion of the millions of infringement
notices that are sent. For example, Google reports that it removed
97 percent of the search results specified in takedown requests be-
tween July and December 2011. Nonetheless, Congress sought to
minimize the abuse by penalizing anyone who knowingly misrepre-
sents that material is infringing, and Section 512(g) provides users
with the opportunity to challenge the removal of content by filing
a counter-notification. But are these protections proving sufficient?

These are examples of some of the challenges that have arisen
under Section 512. I am also interested in hearing how courts have
interpreted the statute and whether key stakeholders have come
together to develop standard technical measures for identifying and
protecting copyrighted works, as is required in Section 512(i).

As we undertake this review, however, we should also keep in
mind that along with its challenges, there have been many Section
512 successes as well. The notice and takedown system has re-
sulted in the quick removal of infringing content on countless occa-
sions. Some stakeholders have come together to develop best prac-
tices and have entered into voluntary agreements to help identify
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and address online infringement in a timely and effective manner,
and Internet innovation has continued to thrive, allowing and in-
spiring greater collaboration and commerce.

Artists and musicians from superstars to startups now use var-
ious Internet technologies to make, market, and sell their creative
works. Our goal now, just as it was in 1998, is to preserve incen-
tives for service providers and copyright holders to work together
to address online infringement in a manner that provides real pro-
tection for creators as the Internet continues to grow and thrive.

Our witnesses today provide a diversity of perspectives and a
wide range of experience with Section 512, and I look forward to
hearing from them. With that, I yield back the balance of my time.

Mr. CoBLE. I thank the gentleman.

The Chair now recognizes the distinguished gentleman from Vir-
ginia, the Chairman of the full Committee, Mr. Goodlatte, for his
opening statement.

Mr. GOODLATTE. Well, thank you, Mr. Chairman. It is a pleasure
to be here, a pleasure to welcome this great panel of witnesses, and
it is also a pleasure to welcome the gentleman from New York, Mr.
Nadler, as the new Ranking Member on what I think is a great
Subcommittee that I have had the opportunity to Chair in the past,
and I look forward to our work together on issues related to intel-
lectual property and our courts and the Internet.

Enacted in 1998 at a time when bulletin boards were still a pop-
ular destination for many Americans, Section 512 was designed to
achieve two important policy goals that were crucial to the success
of the Internet: first, enabling good-faith online service providers to
operate without risk of liability for the actions of their users; and
second, enabling copyright owners to quickly remove infringing on-
line content without flooding the courts with litigation.

These two goals have mostly been met with the rapid growth of
the online economy. However, like all legislation related to tech-
nology, issues have arisen that were not anticipated during the
drafting and enactment of Section 512. These issues have posed
challenges that have led some to call for updates to 512. As the
Committee undertakes its review of copyright law, the time is right
to consider these issues and proposed solutions to them.

Our witnesses today will mention issues of interest to them, and
I am interested in delving into three issues in particular. The first
is referred to as the whack-a-mole game by copyright owners. By
most accounts, good-faith service providers have acted expedi-
tiously in responding to Section 512 notices by removing or dis-
abling links to infringing content.

However, copyright owners are increasingly facing a scenario
that simply wasn’t anticipated during the enactment of 512, the
need of copyright owners to send a voluminous amount of notices
seeking removal of infringing content, followed by the almost im-
mediate reappearance of the same infringing content. In an inter-
esting twist, different groups point to the same statistics showing
the mammoth amount of notices being sent today as proof of either
the Sﬁstem working as designed or the system not working as de-
signed.

A second issue that has been raised is the quality of the notices
and the impact upon other important legal doctrines such as fair
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use and the First Amendment. While there is little disagreement
over the need to expeditiously remove clearly infringing content,
how Section 512 intersects with these other legal doctrines is sub-
ject to court cases still underway.

Finally, some have begun to engage in behavior that abuses the
rationale for Section 512 by sending outright fraudulent notices
with little risk for penalties being imposed upon them for their ac-
tions. Although the number of such cases appears to be low per-
centage-wise, this Committee should consider ways to reduce such
blatant abuse.

Section 512 was the product of balancing a number of interests
to resolve various issues to improve the copyright system for all.
As the Committee conducts its review of our copyright system, we
should keep this consensus model in mind while examining chal-
lenges and potential solutions.

I appreciate the willingness of the witnesses to testify this morn-
ing and look forward to hearing from them.

Mr. CoBLE. I thank the Chairman.

The Chair now recognizes the gentleman from Michigan, the
Ranking Member of the full Committee, for his opening statement.

Mr. CoNYERS. Thank you, Mr. Chairman.

I welcome the witnesses as well and congratulate Jerry Nadler
for his long continuing interest in copyright law and suggest that
the hearings today provide an important opportunity for us to ex-
amine online service provider liability and the effectiveness of Sec-
tion 512 of Title 17 of the Code.

Section 512 creates a mechanism that immunizes certain service
providers from liability as long as they don’t derive financial ben-
efit from infringing activity and take down infringing material that
they know about or are notified about by rights holders through a
notice and takedown process. That process allows copyright owners,
without having to go to court, to request that certain types of serv-
ice providers remove infringing material.

So as we examine Section 512 today, there are several factors to
be kept in mind. To begin with, although much has happened since
512 was enacted in 1998, part of the Digital Millennium Copyright
Act, especially with respect to the Internet and the online land-
scape, many of the same concerns that led to the enactment of this
law still remain.

Fifteen years ago, the Internet was in an early stage of develop-
ment and extremely different from the way it is today. For exam-
ple, there were very few blogs and search engines, and social media
services such as Facebook and Twitter simply didn’t exist. Even
then, however, copyright owners were legitimately worried that
Internet users could spread near-perfect copies of copyrighted
works instantly around the world without first securing permission
to use the works.

At the same time, Internet service providers worried that they
would be held liable for actions of their users even if the service
providers themselves were not directly infringing.

In the 15 years since Section 512’s enactment, advances in tech-
nology and the globalization of the Internet have presented numer-
ous challenges for those seeking to apply Section 512 to the new
and evolving digital distribution systems. So it is important today
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that we assess how the law has kept up with the technology. I am
concerned that some courts interpreting Section 512 have done so
in a way that may be more restrictive than we intended when the
statute was enacted. The law as interpreted by some of these
courts imposes significant burdens on copyright owners to monitor
the Internet and specifically identify sometimes millions of infring-
ing files. At the same time, courts have narrowly interpreted the
circumstances under which providers will be deemed to have suffi-
cient red-flag knowledge of infringement to trigger the duty to take
material down.

In addition, Section 512 has also generated a large amount of
litigation, particularly with respect to issues presented by new
technologies such as cyber lockers and peer-to-peer file sharing.
These advances in particular have facilitated copyright infringe-
ment in a manner that we in Congress did not fully envision when
we enacted the Section 512 safe harbors in 1998. And as a result,
the statute has proven largely, frankly, ineffective in combatting
the massive amounts of infringement that occurs using these tech-
nologies.

We must continue to work to decrease the amount of infringing
content on the Internet. There continues to be an increase in the
number of sites that provide access to infringing copies of movies,
television shows, music, and other content. Further, we must con-
sider how we can improve the process for identifying and handling
repeat infringers.

When takedowns occur, copies of the same works often are put
up immediately elsewhere, resulting in the whack-a-mole scenario
that forces rights holders into a never-ending cycle of takedown re-
quests. While some content owners use automatic systems to locate
huge quantities of online infringement, this generally produces a
large number of notices that may include repeat requests con-
cerning the same infringing file.

We should also consider whether search engines can somehow
prioritize results that don’t contain infringed material. In today’s
environment, search engines have initiated practices to demote or
alter search results in other contexts, for example, where users at-
tempt to manipulate their rank or to address allegations that
search results that prioritize a service provider’s own products over
those of its rivals is anti-competitive. Today, however, there has
been a resistance to do so for copyright holders. We here should ex-
plore whether these practices are suitable in this context as well.

So finally, I want to encourage all stakeholders to continue to de-
velop voluntary initiatives to fulfill the DMCA’s goals to limit copy-
right infringement. Copyright owners, online service providers and
users are in the best position to assess practices with respect to on-
line copyright material, and to that end, the 2013 Copyright Alert
System provides a useful model.

This system is an agreement between major media corporations
and large Internet service providers to monitor peer-to-peer net-
works for copyright infringement and to target subscribers who
may be infringing copyright materials. We are listening carefully
for other suggestions that may come from you that may be helpful
in this area and look forward to your testimony, and I join in con-
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gratulating our witness, the Grammy-winning composer, Maria
Schneider.

I yield back my time and apologize for taking more than should
have been allotted me.

Mr. CoBLE. I thank the gentleman from Michigan.

Without objection, opening statements from other Members will
be made a part of the record.

Prior to introducing our distinguished panel of witnesses, I would
like to swear them in, so I would ask you all to rise, please, and
I will administer the oath to you.

[Witnesses sworn. ]

Mr. COBLE. Let the record show all witnesses responded in the
affirmative.

Professor O’Connor, I believe, Ms. DelBene, is your constituent,
so I think you would like to introduce him to the Committee.

Ms. DELBENE. Thank you, Mr. Chairman. It is my pleasure to
welcome a fellow Huskie to our hearing today. Sean O’Connor is
Professor of Law and Founding Director of the Entrepreneurial
Law Clinic at the University of Washington School of Law in Se-
attle, just outside of my district. His research focuses on how legal
structures and strategies facilitate innovation, and his teaching
and law practice specialize in transactions and the role of the gen-
eral counsel in startup companies.

Professor O’Connor received his law degree from Stanford Law
School, a Master’s degree in Philosophy from Arizona State Univer-
sity, and a Bachelor’s degree in History from the University of
Massachusetts.

Prior to law school, he was a professional musician and a song-
writer for 12 years, and I understand that he still performs now
and then at IP conferences around the country in a rock band
called Denovo. So we can hear about that more later, too, possibly.

Thank you very much for being here today.

And, Mr. Chair, I yield back.

Mr. CoBLE. I thank the lady.

Professor O’Connor, do you also do bluegrass? I am a bluegrass
advocate. [Laughter.]

Mr. O’CONNOR. I try to be very careful with that.

Mr. CoBLE. Good to have you.

Mr. CoNYERS. What about jazz? [Laughter.]

Mr. COBLE. Good to have a fellow Huskie with us.

When you mention Huskie, Ms. DelBene, my mind synonymously
thinks of Norm Dicks, and we miss Norm. He was here for a long,
long time. I hope he is doing well.

Ms. DELBENE. Yes, he will always be remembered as a Huskie.

Mr. CoBLE. Pardon?

Ms. DELBENE. I said he will always be remembered as a Huskie.

Mr. CoBLE. Oh, yes. Thank you.

I will be introducing the remaining panel.

Our second witness is Annemarie Bridy, Professor of Law at the
University of Idaho College of Law. Professor Bridy teaches courses
at the college’s Intellectual Property and Technology Law Program.
Professor Bridy received her J.D. from Temple University School of
Law and her Ph.D. and M.A. from the University of California-
Irvine, and B.A. from Boston University.
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Professor, good to have you with us.

Our third witness is Mr. Paul Doda, Global Litigation Counsel at
Elsevier, Inc. In his position, Mr. Doda is responsible for legislation
and copyright enforcement. Mr. Doda received his J.D. from the
Philadelphia University School of Law and his B.A. from Montclair
State College.

Professor, good to have you with us.

If T appear to be reluctant as I am introducing you, I am having
difficulty with my spectacles. I have to get them changed, but bear
with me as I stumble along today.

Our fourth witness is Ms. Katherine Oyama, Senior Copyright
Policy Counsel of Google, where she focuses on copyright, creativity
and policy. From 2009 to 2011, she served as Associate Counsel
and Deputy Counsel to Vice President Biden. Ms. Oyama is a grad-
uate of Smith College and the University of California Berkeley
School of Law.

Professor, good to have you with us, as well.

Ms. Schneider, good to see you again. I visited with you briefly
yesterday.

Our fifth witness is Ms. Maria Schneider, an American composer
and big-band leader.

No such luck it would be bluegrass, Ms. Schneider. I am not
going to let this die. [Laughter.]

Mr. CoBLE. She is also a Grammy Award-winning composer and
member of the Recording Academy’s New York chapter. Ms.
Schneider received her Master’s in Music from the Eastman School
of Music and studied music theory and composition at the Univer-
sity of Minnesota.

Ms. Schneider, good to have you with us.

Our sixth and final witness is Mr. Paul Sieminski, General
Counsel for Automattic, Inc., best known as the company behind
World Press. Mr. Sieminski received his J.D. from the University
of Virginia School of Law and his B.S. from Georgetown University.

Professor, good to have you with us.

Folks, you will notice there are two timers on your desk. They
go from green to amber to red. When the amber light appears, that
indicates that you have a minute to go. So if you can wrap up your
testimony in about 5 minutes, we would be appreciative to you. I
will keep a sharp lookout on that. You won’t be keel-hauled if you
violate the agreement, but try to stay within that timeframe if you
can.

Let’s start with the gentleman, the Huskie from the University
of Washington.

Mr. O’Connor, good to have you with us.

TESTIMONY OF SEAN M. O’CONNOR, PROFESSOR OF LAW AND
FOUNDING DIRECTOR, ENTREPRENEURIAL LAW CLINIC,
UNIVERSITY OF WASHINGTON (SEATTLE)

Mr. O’CONNOR. Thank you, Chairman Goodlatte, Chairman
Coble, Ranking Members Nadler and Conyers, Members of the
Subcommittee. Thank you for having me in here today to speak
about Section 512. I have already been introduced, so I will dis-
pense with some of my remarks except to just make clear, of
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course, that I am speaking on my own behalf and not on behalf of
any of the organizations or clients that I represent.

I sit at the intersection of artists, copyright owners and tech-
nology entrepreneurs, and this is where Section 512 has really
come to a peak of interest. For example, I have two clients I have
represented over the years, Rhizome.org, which is a non-profit set
up to foster digital arts around the world, and Kolidr.com, which
is a social media platform that allows people to put together multi-
media collages to express themselves using various content that
they can put together.

The interesting thing about both of these companies is that they
were started by artists who respect copyrights and want to help
and make sure that those are respected among their fellow artists,
but who also want to make content widely available. So they are
sitting at the intersection, as I am.

So I would like to make one point, which is that we are often try-
ing to divide the tech world from the content world, and at least
where I am, working with smaller artists and startups, there is
often quite a lot of overlap there.

Section 512 was an excellent solution to problems in the 1990’s,
and there was much mention already in the introductions of the
problems today about what was being addressed at that point. But
over time, it has had some unintended consequences, and I think
it has accidentally helped to foster a culture of copyright contempt,
oddly enough, even though that was not its intent.

Why? Well, because what I see, working with clients and the
kind of advice that they are given when they are doing a website
startup, is that they should not be monitoring for content for poten-
tial infringement. Why? Well, there is no upside for them. They
can. Section 512 allows them to. But there is no upside. They get
the safe harbor regardless of whether they monitor and check.

On the flip side, there are a lot of downsides for taking a look
and trying to monitor. Why? Well, as was mentioned about the red
flags, 1if they start looking at any of their content that their users
are posting, then they may have actual knowledge of an infringing
post, or they will have awareness. If they have either of those, they
have to proactively take down the content even though there has
not been a takedown notice submitted. So why should they look?
That is not the intention of the law but, again, this is the unin-
tended consequence.

I believe there is a lack of monitoring that has led to the situa-
tion we have now where, as was mentioned, there are takedown no-
tices now filed on millions of posts every month. That is clearly
unsustainable.

What I wanted to focus on is not trying to take care of the entire
problem but taking care of what I call the relentless repostings of
clearly infringing works. So these are not the potential trans-
formative use cases. These are not remixes, mashups and things
like that. These are situations where it is just the book, the movie,
the song in its entirety put up with no pretense of there being a
transformative use. That, I think, is a large chunk of the postings
that we could try to reduce.

Since we don’t enforce right now and people are told not to look,
that has emboldened, I think, the bad actors. They know that they
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can just repost this stuff and that the websites, even the ones that
want to do the right thing, are encouraged to not look.

So what we would like to do is get the volume down. We won't
eradicate it entirely. There will still be a fairly high volume of
takedown notices. But if we can take care, again, of what has been
described as the whack-a-mole problem for the infringing works
that are not even attempting to be transformative, I think we can
help out our startups and our artists.

Let’s step back for a moment and talk about 512 and how it came
about. It was summarized, but I want to home in again on the com-
mon carrier doctrine. The most pressing concern in the 1990’s was
that we wanted access to the Internet. We didn’t want the digital
divide to get worse, so we needed to be able to allow everyone,
through the telecomm companies, to get access to the Internet.
Those companies, quite rightly, were concerned that they would be
liable for things being sent through their system.

Let me give a couple of proposals as I am running short of time.
The first one is that there should be notice and stay-down. This
would happen in two stages. First, it would be voluntary practices
among the stakeholders to come together to come up with a system
to stop the repostings, again for the clearly infringing works, and
make some of these tools like Content ID available to the smaller
OSPs that can’t afford them. Google has done a fantastic job in get-
ting a lot of web-based tools. On my own blog I use Google Ana-
lifltics. So there could be a way, then, to help the smaller OSPs get
those.

But stage two, if no agreement is reached in a reasonable time,
we could amend the DMCA to add the duty to remove these re-
posted works or to lose the safe harbor. This would not be much
different from terminating repeat infringer accounts.

The second proposal is to codify willful blindness. Just like the
safe harbor in some ways, with Congress setting policy after the
Netcomm case, Congress could step in and set policy around willful
blindness that now is being set by the courts in a confused array,
as many of you have mentioned. What would happen, then, is that
a website that had policies against monitoring and had a high vol-
ume of notices would lose the safe harbor.

In conclusion, I think that these changes could reduce the vol-
ume of takedown notices to a manageable level, would relieve pres-
sure on both artists and websites, and would help to change the
culture of copyright contempt. No one wants a post-copyright
world. OSPs and artists have valuable IP interests that they need
to protect.

Thank you for your time.

[The prepared statement of Mr. O’Connor follows:]

Prepared Statement of Sean M. O’Connor, Professor of Law and Founding
Director, Entrepreneurial Law Clinic, University of Washington (Seattle)

Chairman Goodlatte, Chairman Coble, Ranking Member Nadler, Members of the
Subcommittee, thank you for the opportunity to testify today about the current state
of notice and takedown provisions under the DMCA.

I am a law professor at the University of Washington in Seattle and the Founding
Director of its Entrepreneurial Law Clinic. We deliver a full range of corporate, IP,
and tax services, focusing on business planning and transactions, to start-ups, art-
ists, and nonprofits. I have also served as Director of UW Law School’s Law, Tech-
nology & Arts Group and its Law, Business & Entrepreneurship Program. I cur-
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rently also serve on the Academic Advisory Board of the Copyright Alliance. Before
academia, I was a full time attorney at major law firms in New York and Boston.
I have continued an active private legal practice, with current social media clients
such as Kolidr, and was General Counsel to Rhizome.org, a nonprofit arts organiza-
tion for the digital and net art community. Before law school I was a professional
musician and songwriter for 12 years, receiving airplay on college and commercial
stations in the Northeast. Because of my multiple affiliations, it is especially impor-
tant to state that my views here are my own and do not necessarily represent the
views of any of the organizations I am or have been affiliated with.

INTRODUCTION

The current litigation over the Innocence of Muslims video provides a timeliness
to the hearing today, as the dispute started with a takedown notice from the ac-
tress, Cindy Garcia, to YouTube demanding that it remove the infamous video from
its site.! Putting aside the more complicated issues in that case, one of the defenses
offered by Google (the owner of YouTube) was quite telling. Google asserted that
taking down the video from YouTube would provide little relief to Ms. Garcia be-
cause it was so widely available on the Internet. Whatever the practical truth of
this contention, Google’s claim that relief from infringing online content is essen-
tially impossible reflects a common, disturbing narrative that we live in a post-copy-
right world where everything is available everywhere and there is nothing we can
really do about it.

This attitude is both a cause and a result of the main failure of the notice and
takedown system that I want to address today: the relentless reposting of blatantly
infringing material. This is not material that the poster believes he has rights to,
either by ownership, license, or transformative fair use. It is simply posted as an
end run around copyright law for fun or profit. This end run is largely made pos-
sible by notice and takedown and the safe harbor for online service providers.

1. The Notice and Takedown system is not working for artists, copyright owners, or
companies in the innovation and creative industries

The current notice and takedown system under §512 of the Digital Millennium
Copyright Act2 is not working for any of its intended beneficiaries: artists, copyright
owners, or online service providers. For artists and copyright owners, the time-hon-
ored analogy of a whack-a-mole game sums up the situation. No sooner does an art-
ist or owner get an infringing copy of their work taken down than other copies get
reposted to the same site as well as other sites. It would be one thing if these were
copies that at least purported to be transformative. And there are some of those.
But holding them to the side, for many artists and owners the majority of postings
are simply straight-on non-transformative copies seeking to evade copyright.3 This
is the flagrant infringement facilitated by mirror sites and endless links. To give a
sense of the scope, a recent report showed that mainstream copyright owners send
takedown notices for more than 6.5 million infringing files to over 30,000 sites each
month.4

If this infringement were restricted to “pirate” sites and others who are posi-
tioning themselves outside the legal system anyway, then this would be a different
concern. That is a problem of combatting piracy and not specifically a problem with
notice and takedown. But many of the infringing posts I refer to are on legitimate
online service provider websites. These sites at least nominally claim to want to be
in compliance. And many of them are truly sincere in this. I have counseled web
start-ups that very much want to do the right thing. But there are challenges pre-
sented by notice and takedown that make this difficult.

1Cindy Lee Garcia v. Google, Inc., Slip. Op. No. 12-57302 (9th Cir., Feb. 26, 2014).

217 U.S.C. §512.

3For example, one can find the original recording of pretty much any popular commercially
released music title posted to SoundCloud (www.soundcloud.com). This is not SoundCloud’s
doing or fault necessarily. SoundCloud is a legitimate and useful service for musicians looking
to post their own material.

4 See Bruce Boyden, The Failure of the DMCA Notice and Takedown System: A Twentieth Cen-
tury Solution to a Twenty-First Century Problem (Center for the Protection of Intellectual Prop-
erty, George Mason Univ. School of Law, Dec. 2013), at http:/cpip.gmu.edu/wp-content/uploads/
2013/08/Bruce-Boyden-The-Failure-of-the-DMCA-Notice-and-Takedown-System1.pdf (citing
Transparency Report: Copyright Owners, GOOGLE (Sept. 8, 2013) http://www.google.com/
transparencyreport/removals/copyright/owners/?r=last-month). The Report also notes that print-
ing out the list of sites for which Google received takedown notices in just one week ran to 393
pages. Further, for the six-month period ending last August, member companies of the Motion
Picture Association of America sent takedown notices for nearly 12 million files to search en-
gines, and over 13 million directly to site operators.
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Entrepreneurs starting web businesses that allow user generated content are gen-
erally told two things by attorneys: i) put strong terms of service agreements and
the §512 copyright information page on your site,> and ii) do not monitor content.®
Those who know the details of §512 may find the second piece of advice curious.
There is nothing in the law that prevents a service provider from monitoring con-
tent for copyright infringement. Further, doing so will not push the service provider
outside the crucial safe harbor provided for in §512. But the start-up IP lawyer’s
perspective is that there is no upside, and some serious potential downside, for the
service provider to monitor content. Because the service provider is shielded from
infringement liability regardless of whether it monitors, then there are only costs
associated with monitoring and no extra benefits. But even worse, given the “red
flag” provisions under §512(c)(1)(A), any service provider who monitors may well
have actual knowledge of infringement or an awareness of facts or circumstances
from which infringing activity is apparent. When this occurs (and this may be hard
to determine), the service provider must expeditiously remove or disable access to
the relevant infringing material, or else lose the safe harbor. Monitoring content is
a pretty sure way to get actual knowledge or awareness of facts and circumstances.
And then the service provider must act, even without having received a takedown
notice, to preserve the safe harbor. Thus, the advice is “don’t monitor,” and don’t
even look.”

At the same time, websites that want to do the right thing fear the “chump” fac-
tor. If everyone else is playing fast and loose with copyright—and making money
or getting attention for doing so—why should they walk the straight and narrow
path (losing eyeballs and money along the way)? Further, in an environment glam-
orizing “piracy” and adhering to the updated credo “everything wants to be free,”8
then the copyright compliant website might look decidedly uncool.

Related to this, because copyright infringement is so rampant, and so many
websites are facilitating it, entrepreneurs question their attorneys’ credibility on the
law. I cannot tell you how many times a web entrepreneur has asked me and other
internet attorneys I know “are you sure about that?” The follow-up to our affirma-
tive answer on the point of copyright law is “but [famous company x] is doing it;
their lawyers must think it is OK.” I am now old enough to remember this line of
questioning from my start-up clients when “famous company x” was Napster, and
then Grokster. And we all know how that ended.

Equally important is that web businesses want to focus on business, not medi-
ating notice and counter notices. Many entrepreneurs are shocked when I put to-
gether the basic legal documents they need for their site. In particular, they chafe
at the formality of the “DMCA copyright page” as we call it. They are also concerned
about the flood of notices that will likely come their way if they host user generated
content, and the requirement to register an agent with the Copyright Office. The
natural response is to want to monitor the site, but this brings its own costs and
downsides as mentioned earlier.

Accordingly, no one seems to be happy with notice and takedown. Service pro-
viders are certainly thankful for the safe harbor. But the burden it creates on them
is significant, especially for small to medium service providers that cannot afford a
compliance staff. At the same time, artists, content owners, and others in the cre-
ative industries are burdened with the seemingly impossible task of protecting their
lifeblood works through endless takedown notices. Most problematic is the unin-
tended consequences: the current state of safe harbors may be contributing to the
free-for-all attitude among service providers as there is little downside for turning
a blind eye and a lot of upside.

5And set up your registered agent with the Copyright Office. Privacy policies are rec-
ommended too, although this gets more complicated as to form and content.

5’)I‘he exception is for offensive or obscene material (unless of course that is the point of the
site).

7This is similar to a certain strain of advice from patent attorneys for patent applicants who
want to do a “prior art” search to see what is out there that might affect the patentability of
their invention. Because of the duty of candor to the U.S. Patent and Trademark Office
(USPTO) for patentees and their patent agents/attorneys, the applicant must disclose to the
USPTO any relevant prior art that it is aware of. But it is under no duty to undertake a prior
art search. Thus, for some patent agents/attorneys, the less they and their clients know about
the prior art, the better. There is no upside for disclosing, while there is significant downside
risk that the very thing you disclose will be the art the examiner rejects your application on.
The attitude is “let the examiner do the prior art search.”

8This is of course a play on the “information wants to be free” ethic.
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2. Original purpose of the Safe Harbors versus current online service provider protec-
tions

For context and potential solutions, it is important to recall where this all started.
The safe harbors were carefully negotiated compromises among different interest
groups solving specific Internet issues of the 1990s. But, as Bruce Boyden notes,
that makes them a “twentieth century solution to a twenty-first century problem.”®
In particular, there were two kinds of internet service providers that sought a safe
harbor: telecommunications companies that provided access to the Internet, and
websites that “distributed” content by hosting it on their servers. The former argu-
ably had the stronger claim to a safe harbor. Both are discussed in the following
sections.

A. The common carrier doctrine and Internet open access

In the earliest days of public access to the Internet, users’ access was somewhat
limited. I remember having my first email and Internet access as a grad student
in the early 1990s, which was a typical starting point for Internet users in those
days. Those affiliated with universities, the military or government, and some large
businesses, had reasonably easy (and free or low cost) access. Others had to find
relatively obscure Internet service providers. Users were few, and the online com-
munity was small.

As commercial providers such as America Online became more widespread, how-
ever, there was a question of who they would, and should, accept as customers. The
government started calling for open access (similar to requirements for access in the
earlier telecommunications revolution of widespread telephone service). Indeed, open
access to any paying member of the public seemed ideal for both business and the
growth of the Internet. However, service providers balked at one implication of open
access: If they could not choose their subscribers, they had limited avenues for en-
suring good behavior online, and thus feared liability for that bad behavior.

The solution to this concern was an update on the common carrier doctrine that
had served reasonably well in transportation and other regulated industries. If ac-
cess to a carrier must be open to all, then the carrier should not have liability for
the potential bad acts of those granted access. But this was generally held to apply
only where the carrier was not directly involved in the activities and instead merely
provided the conduit or vehicle.

This concept led to the safe harbors under the DMCA for Internet access providers
under §§512 (a)-(b). These providers would not have material residing on their serv-
ers or on websites they hosted. Rather, they provided access to the pipeline through
which subscribers would send and receive materials to/from other points on the
Internet. Thus, the materials would be transitory through the providers’ servers,
routers, and networks. The safe harbor for this activity is under §512 (a). Caching
of frequently sent/received materials at nodes could speed up access and functioning
of the Internet, and so this kind of temporary storage of materials solely for the
caching function also was granted a safe harbor under §512 (b).

B. Online service providers and content distributors

The common carrier logic did not apply as well to those providing websites hosting
other people’s content. First, there was no call for these firms or individuals to allow
everyone to use their sites. In fact, from the earliest days until now there have been
many limited access sites protected by passwords and/or firewalls. Second, the con-
tent on these sites was not just passing through on its way from Point A to Point
B. It was staying there either directly visible through a browser or downloadable
from an FTP directory.

Notwithstanding this, following the discussion of Internet bulletin board services’
liability for user’s postings in Religious Technology Center v. Netcom On-Line Com-
munication Services, Inc.,10 website operators who allowed users to post and
download content argued that they were acting more as content distributors than
publishers. Accordingly, even though they were not providing access to the Internet,
they argued that they were still a kind of conduit on the Internet and should like-
wise enjoy a safe harbor. While this is a less compelling argument, in my opinion,
a safe harbor was nonetheless included for service providers who stored content at
users’ direction and did not participate in decisions to post the content. Given the
far lower speeds on Internet connections and smaller capacity of storage on users’
computers, there was not much concern that users would be able to routinely post
high quality digital images, much less audio or video back then. Therefore, it may
have seemed a safer compromise from the artists’ and content owners’ perspective

9 Boyden, supra Note 4.
10907 F.Supp. 1361 (N.D. CA 1995).
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to allow a safe harbor even for these online service providers who were not per-
forming a critical Internet access function. Nonetheless, the common carrier ration-
ale still did not apply, and so there was less of the quid pro quo that justified the
safe harbors for access providers.

But the safe harbor for hosted materials was not a free pass to allow flagrant
copyright infringement on one’s site just because a user had posted it without the
operator’s participation. Instead, part and parcel with the safe harbor was the notice
and takedown system so that copyright owners could let website operators know
that infringing material had been posted. As the responsible party and ultimate con-
troller of what could reside on the website, the operator was a natural party for
such notice. Further, with the incidence of infringing posts assumed to be relatively
low, this was not envisioned to be a frequently used procedure.

Today, by contrast, we have a number of tools to post large content files easily,
whether we have rights to them or not.11 This has resulted in a mind-boggling array
of posts. Within these exist millions of clearly infringing content items. Notice and
takedown, as a somewhat time-consuming task are not made for this kind of volume
of infringement.'2 But the lesson we should learn from this problem is not that
copyright is too expansive or that we should simply roll back notice and takedown
to make service providers’ jobs easier. Instead, the lesson we should take is that we
need to find a way to reduce the amount of infringing posts. We do not live in a
post-copyright world, and such a world would not be beneficial to service providers.
It is easy to dismiss the importance of someone else’s intellectual property, but one’s
own is a different matter. Innovative Internet start-ups hold intellectual property
as core assets just as much as do creative industries firms. Accordingly, a solution
to the overwhelmed notice and takedown system is in everyone’s interest.

3. Proposed solutions

Radical solutions to the notice and takedown problem could include revisiting the
whole safe harbor construct and/or eliminating notice and takedown altogether.
However, those could have far-reaching and unintended consequences. Instead, we
should focus on solutions that simply return some semblance of sanity to notice and
takedown. I propose two solutions.

A. Proposal 1: “Notice and Stay-down”

The highest volume of notices seem to be for reposted works, i.e., ones that have
already been taken down on notice, yet reappear within hours often on the same
site. Further, many of these do not even purport to be transformative or non-
infringing. They are not mash-ups, remixes, covers, etc. They are simply the original
work reposted repeatedly by unauthorized persons. That the posters do not seem to
believe they have any real rights to the works seems supported by the surprisingly
low number of counter notices submitted (relative to the enormous number of take-
down notices).

My first proposal has two stages. In the first stage, service providers should estab-
lish voluntary best practices to monitor for, and immediately remove, reposted
works. We know that Content ID and other systems are reasonably effective at iden-
tifying copyright works generally. They could be even more effective when used to
identify works that have been taken down under notice. The service provider knows
what the work is now—because it has taken it down—and so it can add the work
to the filter’s catalog. Such a system could then automate a “notice and stay down”
regime. This would have benefits for all parties as it would likely result in a dra-
matic downturn in infringing postings and, concomitantly, in notices sent. The time
and money savings for all parties could allow them to focus more on the difficult
situieltions where arguably some transformative use has occurred and fair use might
apply.

The second stage would take place if service providers cannot agree to or imple-
ment a meaningful private ordering notice and stay-down system. Congress should
then consider amending the DMCA to add an affirmative duty for online service pro-
viders to monitor for, and remove, reposted works that they had already received
notice on. In fact, there is already an analog to this in the DMCA requiring termi-
nation of users’ accounts that have been repeat infringers under §512 (i)(1)(A). In
other words, while we might allow more leeway for first time infringers, and first
posts of infringing works, repeats should not require repeated notices from copyright
owners. In its strongest version, the proposal would also have Congress amend the
DMCA so that service providers who do not implement a system to remove reposted

11Note that the innovation that made YouTube famous was an easy to use solution to this
exact problem. Users could effortlessly post relatively large video files that they could not before.
12 See Boyden, supra Note 4.
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works would be taken outside the safe harbor for any reposting of already noticed
works.

B. Proposal 2: Reassert or strengthen “red flag” provisions

The “don’t monitor” advice and glamorization of a piracy culture means that many
websites are in fact turning a blind eye to extensive infringement on their sites.
Courts have grappled with whether the common law concept of “willful blindness”
as a kind of constructive knowledge is consistent with, or abrogated by, the DMCA
red flag provisions.13 The Court of Appeals for the Second Circuit recently found
that the DMCA limited, but did not abrogate, the applicability of willful blindness
to online service providers.'4 The district court on remand failed to find willful
blindness or actual knowledge even where there was an extremely high volume of
apparently infringing works on the defendant’s site (YouTube). Other courts have
failed to find actual knowledge or awareness of facts and circumstances indicating
infringing activity even in situations where significant infringement was occur-
ring.1%

My second proposal, then, is that Congress consider amending the red flag provi-
sions to codify a stronger version of willful blindness than courts are currently
using. Willful blindness could be defined to include any institutionalized policy pro-
hibiting monitoring of content or consistent discouraging of employee monitoring or
investigation of content posts. Evidence could be internal memos, emails, or other
communications establishing a de facto “do not look” culture or policy in the case
where the service provider’s site has already significant takedown notices.

CONCLUSION

The notice and takedown system is not working for anyone—except possibly those
who are posting flagrantly infringing works for their own purposes. Start-up online
service providers are hit particularly hard as they cannot afford significant compli-
ance staff. Similarly, independent artists cannot begin to keep up with the volume
of takedown notices they would need to send to keep infringing versions of their
work off the Internet. Returning to the origins of the DMCA safe harbors reminds
us that a major initial justification was the common carrier doctrine: if we wanted
open access to the Internet, then we had to immunize access providers from the bad
actions of their subscribers. But this perfectly good notion does not stretch to online
service providers who are not obligated to give open access to their sites, and at any
rate are not providing access to the Internet itself. Accordingly, two solutions were
recommended. First, notice and takedown should mean notice and stay-down in
which service providers must take steps to limit the flagrant reposting of works al-
ready taken down under notice. Second, the red flag provisions should be strength-
ened by codifying a strong version of the willful blindness doctrine. Together, these
solutions should reduce the enormous volume of takedown notices, while strength-
ening copyright enforcement. This could help reverse the “post-copyright” mentality
permeating the innovation industry ecosystem and help artists earn the money they
deserve for their works. The value of both our innovation and creative industries
is too important to allow them to continue in conflict over a system neither of them
support (in its current form). We can fix this, and we should.

Mr. CoBLE. Thank you, Professor.
Professor Bridy?

TESTIMONY OF ANNEMARIE BRIDY, ALAN G. SHEPARD PRO-
FESSOR OF LAW, UNIVERSITY OF IDAHO COLLEGE OF LAW

Ms. BriDY. Mr. Chairman and Members of the Subcommittee,
thank you for the opportunity to appear before you today. I appre-
ciate the opportunity to address the effectiveness of Section 512 of
Title 17. I would like to make two points about Section 512 that
I believe are important to bear in mind as the Committee con-

13 See Viacom Int’l Inc. v. YouTube, Inc., 679 F.3d 19 (2d Cir. 2012).

14]d.

15See, e.g., UMG Recordings, Inc. v. Shelter Capital Partners, LLC, 667 F.3d 1022 (9th Cir.
2011).
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templates the scope and shape of what Register Pallante has called
the Next Great Copyright Act.

My first point is that the balancing of interests struck in Section
512 is both sound copyright policy and sound innovation policy.
Section 512 has three groups of beneficiaries: owners of copyrights
in digital content, users of copyrighted digital content, and online
intermediaries that act as conduits and repositories for that con-
tent. Over the years, all three groups have been well served by the
nuanced enforcement framework embodied in Section 512.

The second point I will make and one that I think may not be
shared by some in the room is that Section 512 has proven to be
resilient in the face of the Internet’s evolving culture and tech-
nology. No one doubts that the scale of copyright infringement on-
line is massive or that willful infringers online are adept evaders
of enforcement. But perfect copyright enforcement online is a chi-
mera. It is technically impossible and economically infeasible.

I think what Section 512 facilitates is not perfect enforcement
but fair and workable enforcement. The notice and takedown re-
gime in Section 512(c) has scaled well for enforcing copyrights in
the voluminous content hosted by online service providers. Cor-
porate copyright owners and OSPs have cooperated to automate
the notice-and-takedown process to the greatest extent possible,
thereby lowering the significant costs associated with enforcement
for both groups.

For copyright owners who can’t afford automated systems, many
of the larger online user-generated content platforms provide
fillable forms that can be electronically submitted. I think it would
be a good idea for this to be expanded beyond the larger online
UGC platforms. It is true that Section 512 has scaled less well for
enforcing copyrights over peer-to-peer networks. Statistics show re-
cently, however, that usage of such networks has been declining as
legal download and streaming services expand for both music and
video.

Under the division of labor created in Section 512, copyright
owners are responsible for investigating and identifying specific in-
stances of infringement, and online service providers are respon-
sible for removing or disabling access to infringing material when
they know about it. The framework imposes significant costs and
responsibilities on both parties, in recognition of the fact that on-
line enforcement must be collaborative if it is to be effective.

The legislative history of the DMCA frames the statute as a
means of ensuring the continued global growth of the Internet. If
growth of the Internet is a metric by which we can gauge the suc-
cess of Section 512, then Section 512 has been successful. Fifteen
years after the DMCA’s enactment, there are over 2.4 billion Inter-
net users worldwide, a growth rate of over 550 percent between
2000 and 2012.

As the Internet has grown and thrived, so too have the copyright
industries, which have successfully adapted their business models
to meet robust consumer demand for music and films distributed
online at reasonable prices in digital formats.

According to the IFPI, global revenue from digital music sales
was $5.8 billion in 2012, which represented growth of 8 percent
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over the previous year. There were 4.3 billion paid downloads, a 12
percent global increase.

If the music industry stumbled in its initial transition to online
distribution, it has since returned to a very secure footing. Thanks
in no small part to the workable balancing of interests accom-
plished by Section 512, copyright owners, OSPs, and the American
public are all sharing in the fruits of the Internet’s cultural and
commercial flourishing.

Thank you.

[The prepared statement of Ms. Bridy follows:]
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Ti ENDURING SOUNDNLSS 01 SLCTION 512

Introduction

Committee Chairman Goodlatte, Subcommittee Chairman Coble, Ranking Member
Conyers, and members of the subcommittee, thank you for the opportunity to appear before you
today. [ am Annemarie Bridy, the Alan G. Shepard Professor of Law at the University of Idaho
College of Law. I have a doctorate in English literature and a law degree, and I have taught
copyright and Internet law since entering the legal academy seven years ago.

I appreciate the opportunity to address the effectiveness of § 512 of Title 17, which was
enacted as Title 1T of the Digital Millennium Copyright Act of 1998 (DMCA). I would like to
make two points about Section 512 that I believe are important to bear in mind as the Committee
contemplates the scope and shape of what Register Pallante has called the Next Great Copyright
Act. The first point is that the balancing of interests struck in Section 512 remains both sound
copyright policy and sound innovation policy. Section 512 has three groups of beneficiaries:
owners of copyrights in digital content, users of copyrighted digital content, and online
intermediaries that act as conduits and repositories for that content. Over the years, all three
groups have been well served by the nuanced enforcement framework embodied in § 512.

The second point is that Section 512 has proven to be remarkably resilient in the face of
the Internet’s evolving culture and technology. No one doubts that the scale of copyright
infringement online is massive or that willful infringers online are adept evaders of enforcement.
Perfect copyright enforcement online is a chimera, however; it is technically impossible and
economically infeasible. What § 512 facilitates is not perfect enforcement but fair and workable
enforcement. The notice-and-takedown regime in § 512(c) has scaled well for enforcing
copyrights in the voluminous content hosted by online service providers (OSPs). Corporate
copyright owners and OSPs have cooperated to automate the notice-and-takedown process to the
greatest extent possible, thereby lowering the significant costs associated with enforcement for
both groups. For copyright owners who cannot afford automated systems, many of the larger
online user-generated content platforms provide fillable forms that can be electronically
submitted. Section 512 has scaled less well for enforcing copyrights over peer-to-peer (P2P)
networks, but usage of such networks has been declining significantly as legal download and
streaming services expand for both music and video.'

Under the division of labor created in § 512, copyright owners are responsible for
investigating and identifying specific instances of infringement, and OSPs are responsible for
removing or disabling access to infringing material when they receive notice of it. The

! See Angela Moscaritolo, Illegal Music File-Sharing “Declined Significanily” in 2012, PCMAG, Feb. 26, 2013,
hitp://www pcmag.convarlicle2/0,2817,2415896,00.asp.
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framework imposes significant costs and responsibilities on both parties, in recognition of the
fact that online enforcement must be collaborative if it is to be effective. To the extent that the
costs of enforcement fall more heavily on copyright owners, the allocation is a reasonable one,
particularly when the OSPs in question are, as they very often are, startups with very limited
resources. Imposing on Internet startups a larger share of the enforcement burden than § 512 now
does would erect a potentially insurmountable barrier to entry.

The legislative history of the DMCA frames the statute as a means of ensuring the
continued global growth of the Internet.” If growth of the Internet is a metric by which we can
gauge the success of § 512, then § 512 has been wildly successful. Fifteen years after the
DMCA’s enactment, there are over 2.4 billion Internet users worldwide, a growth rate of over
550% between 2000 and 20127 As the Internet has grown and thrived, so, too, have the
copyright industries, which have successfully adapted their business models to meet robust
consumer demand for music and films distributed online in digital formats. According to the
International Federation for the Phonographic Industry (IFPI), global revenue from digital music
sales was $5.8 billion in 2012, which represented growth of 8% over the previous year.' There
were 4.3 billion paid downloads, a 12% global increase.” If the music industry stumbled in its
initial transition to online distribution, it has since returned to a very sure footing. Thanks in no
small part to the workable balancing of interests accomplished by § 512, copyright owners,
OSPs, and the American public are all sharing in the fruits of the Internet’s cultural and
commercial flourishing,

Discussion
1. Secrion 512 Is Bor SOUuND COPYRIGHT POLICY AND SOUND INNOVATION POLICY.

In the “Online Copyright Infringement Liability Limitation Act” (Title 11 of the Digital
Millennium Copyright Act (the “DMCA”), now codified at 17 U.S.C. § 512), Congress
attempted to strike a balance among the rights and obligations of three separate constituencies,
each holding substantial, and often conflicting, interests in regard to the distribution of
copyrighted works on the Internet: Copyright owners, fearing massive infringement of their
protected works;® OSPs, concerned with uncertain and potentially astronomical liability under
ordinary principles of direct and secondary copyright infringement;’ and Internet users, seeking

% See S RTp. N0.105-190, at 1-2 (1998) (“The ‘Digital Millennium Copyright Act of 1998° is designed to facilitatc
the robust development and world-wide expansion of electronic commerce, communications, research, development,
and educalion in the digital age.”).

? See Internet World Stats: Usage and Population Statistics, available at
http://www.internctworldstats.com/stats. htm.

! See IFP1 Facls and Slals, available al hitp://www ilpi.org/facts-and-stats. php.

CId.

® See S.REP. NO. 105-190 (1998), at 8.

7 See id. (“[W]ithout clarification of their liability, service providers may hesitate to make the necessary investment
in the expansion ol the speed and capacily of the Internel”).

2
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to participate in a growing Internet containing content “as diverse as human thought,”® a rich
array of entertainment, information, goods, services, and ideas that was becoming, as the
Supreme Court described it at the time, “a unique and wholly new medium of worldwide human
communication.”®

Over the last fifteen years, the scheme that Congress implemented in the DMCA, as
interpreted by the federal courts in a number of significant and high-profile cases, has been
resoundingly successful at forging an equitable balance among these conflicting interests. OSPs
have a clear and straightforward set of ground rules to follow, allowing them to conform their
operations to the law and, thereby, to avoid the specter of potentially crushing liability. At the
same time, copyright owners, through the notice-and-takedown process spelled out in § 512(c),
have simple and cost-effective means to curtail large numbers of unauthorized and infringing
uses of their protected expression.

The benefits that Internet users — i.e., the public — have reaped from this compromise
have been profound. Along with its companion provision in federal law, 47 U.S.C. § 230,
which similarly provides OSPs with a safe harbor from claims arising from their users’ activities,
the DMCA has fueled extraordinary and unprecedented growth in innovative Internet services
based entirely on user expression. This explosion of participatory (often referred to as “user-
generated content,” or “Web 2.0”) online services has, in turn, fueled the growth and evolution
of the Internet itself as a truly global communications platform, one that has become, as news
headlines continue to remind us, a powertul tool for grass roots democratic movements around
the world.”" Thousands of Internet businesses, many of which are now household names across
the globe — e.g., Facebook, Twitter, YouTube, Blogger, Craigslist, Pinterest, Tumblr, Flickr, and
many, many others — have emerged over the past fifteen years sharing one common
characteristic: they provide virtually no content of their own (copyrightable or otherwise), but
rely instead entirely on their users to make their sites valuable, engaging, and attractive for other
users. Internet users have responded to the Web 2.0 phenomenon in truly breathtaking numbers. '

8 Reno v. American Civil Liberties Union, 521 U.S. 844, 870 (1997).

° Id. at 850.

47 U.8.C. § 230(c)(1) protects “provider[s] [of] interactive computer service(s)” against claims arising from “any
information provided by anether information content provider,” and has been applied to imununize service providers
against a wide range of federal and slale law claims. See, e.g., Zeran v. America Online, Inc., 129 F.3d 327 (4th Cir.
1997); Chicago Lawyers’ Committee for Civil Rights Under Law, Inc., v. Craigslist, Inc.. 519 F.3d 666 (7" Cir.
2008). By its express terms, however, § 230 does not encompass any mtellectual property claims, see 47 U.S.C. §
230(d)(2) — precisely the gap thal Congress [illed i 1998 in Title 11 of the DMCA.

11 See, e.g., Jennifer Preston, While Facebook Plays a Star Role in the Revolts, Its Fxecutives Stav Offstage, NY
TiMES, Feb. 15, 2011, at A10 (describing role of Facebook and other “social media™ websites in the 2011 uprising in
LEgypt).

12 Far example, recent estimates put the volume of user uploads to the video-sharing sile YouTube al 100 hours of
video per minute. See YouTube Statistics, hitp://www youtube.com/yt/press/statistics.html. The photo sharing site
Fhekr has an average of 3,000 photos uploaded by users per minute. See Statistic Brain,

http://www statisticbrain.com/social-networking-statistics/. And Facebook users share 70 billion pieces of content
per month. See id.

(V%]
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Tt is difficult, if not impossible, to imagine this development in the absence of strong
DMCA safe harbors. It is no coincidence that a// of the service providers listed in the preceding
paragraph are based here in the United States, where Congress had the foresight in the early days
of the Internet to understand that unlimited or uncertain service provider liability for third-party
conduct would have drastic, negative consequences for the realization of the Internet’s full
economic and cultural potential."* Without the limitations on liability provided by the DMCA’s
safe harbors, the legal exposure for a service provider relying upon legions of users freely
sharing content with one another would be unmanageable;'* a business built on such a foundation
could hardly have attracted financing in any rational marketplace, given the scope of the
potential liability.

At the same time, the DMCA safe harbors provide copyright owners with a direct,
efficient, and effective remedy against infringing conduct on the massive scale made possible by
participatory media platforms. Through the notice-and-takedown procedures set forth in §
512(c), millions of infringing works have been quickly removed from circulation over the
Internet through a process that avoids costly and time-consuming adjudication while
simultaneously providing due consideration of the interests of all parties involved."”

The DMCA also protects Internet users, whose expressive rights could be compromised
by over-enforcement. Sections 512(f) and (g) indicate deep Congressional concern with the
implications of the notice-and-takedown system for ordinary Internet users, who could easily
find themselves caught between overly-assertive copyright owners on the one hand and overly-
risk-averse OSPs on the other. Section 512(g) protects OSPs against claims arising from their
“good faith disabling of access to, or removal of, material or activity claimed to be infringing ™'
In the case of removals pursuant to the notice-and-takedown procedures, this protection applies
only if the OSP has both provided notice of the removal to the users responsible for posting the
material"” and afforded those users an opportunity to provide a “counter notification” stating their
“good faith belief that the material was removed or disabled as a result of mistake or
misidentification.”'® If the OSP receives such a counter notification, it can invoke the safe harbor

13 See 8. Reip. NO. 105-190 (1998), at 40 (noting (hat the “liability of online service providers and Infernet access
providers for copyright infringements that talke place in the online environment has been a controversial issue,” and
that the Title II of the DMCA was designed to “provide[ | greater certainty to service providers concerning their
legal exposure for mfringements that may occur in the course of their activities™).

""" A copyright holder is entitled to “an award of slatutory damages (or all infringements |of] any one work, . . . ina
s of not less than $750 or more than $30,000 as the court considers just,” which can be increased at the court’s
discretion to $150,000 in cases involving “willful infringement.” See 17 U.S.C. § 504(c)(1) and (2). At the scale and
volume al which many user-generaled content websiles are operating, the potential inffingement liability for even a
day’s worth of activity can mount into the millions or billions of dollars.

% See Viacom Int'l Inc. v. YouTube, Inc., TI8 F. Supp. 2d 514, 524 (SD.N.Y. 2010) (noting that “the present case
shows that the DMCA notification regime works efficiently: when Viacom over a period of months accumulated
some 100,000 videos and then sent one mass takedown nolice on February 2, 2007, by the next business day
YouTube had removed virtually all of them™), aff’d in part and vacated in part, 676 F.3d 19 (2d Cir. 2012).

117 U8.C. § 512(2)(1).

17 US.C.§ S12(2)(2)(A).

17 US.C. § 512()(3)C).
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only if it (a) “promptly provides . . . a copy of the counter notification” to “the person who
provided the [takedown] notification™" (i.e., the copyright holder who initiated the takedown),
and (b) “replaces the removed material and ceases disabling access to it not less than 10, nor
more than 14, business days following receipt of the counter notice,”” unless, in that intervening
period, the copyright holder has informed the OSP that it has “filed an action seeking a court
order to restrain the subscriber from engaging in infringing activity relating to the material on the
service provider's system or network.”” Finally, § 512(g) provides that OSPs that replace
infringing material in compliance with the counter notice, like those that remove infringing
material in compliance with the original takedown notice, are not liable for any claims arising
from that action.™

Section 512(f), for its part, helps to ensure that all of the information being provided in
this complex notice-and-counter-notice scheme is accurate and reliable. It imposes liability on
anyone who “knowingly materially misrepresents... that material or activity is infringing” (in the
copyright holder’s takedown notice) or that “material or activity was removed or disabled by
mistake or misidentification” (in the user’s counter-notice).”

The scheme is carefully wrought and finely balanced. It contemplates a world in which
copyright owners initiate infringement remediation through § 512(c)(1)(C) takedown notices,
knowing that they will be responsible for any material misrepresentations contained therein.'
OSPs, relying on the information provided in the takedown notice, may remove the material so
identified and inform the users responsible for uploading the material that they have done so. If
the OSP receives a counter-notice from a user (who is likewise subject to the § 512(f) prohibition
on material misrepresentations) informing the OSP that the user has a good faith belief that the
material is nor infringing, the OSP informs the copyright holder of the counter-notice and
restores the material in question, unless the copyright holder chooses to file suit to protect its
rights. In that case, the OSP leaves the disputed material off-line.

The goal Congress was pursuing in §§ 512(f) and (g) is clear: Infringing material should
be rapidly and permanently removed, but non-infringing material should remain available and
accessible. Users and copyright owners are charged with acting in good faith in declaring works
to be in one category or the other. If OSPs respond to notices and counter-notices within the
parameters laid out by the statute, they are effectively insulated from having to adjudicate what
are, in the end, disputes between copyright owners and users. By carrying out their duties, OSPs

917 US.C. § 512(2)2)(B).

P17 US.C. § 512(2)C0).

A

# See 17 U.S.C. § 512(g)(4) (A service provider's compliance with the notification and counter-notification
procedures set forth in § 512(g)(2) “shall not subject the service provider to liability for copyright infringeinent with
respect to the material identified in the [takedown] notice provided under [§ 512(c)(1)(C)].™).

F17US.C. §512(H).

# See Lenz v. Universal Music Group, 572 F. Supp. 2d 1150, 1154-55 (N.D. Cal. 2008).

5
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can be assured of protection against claims that they are infringing copyright (when they replace
material that has been removed) and against claims that they are violating the contractual rights
of their users (when they remove material at the direction of copyright owners).

Section 512 thus balances the competing interests of copyright owners, users, and OSPs
in a nuanced enforcement regime that requires each group to make a proportional investment of
time and resources to ensure that unlawful content is removed from circulation and lawful
content remains available online. While § 512 does not guarantee perfect enforcement, it has
successfully protected the interests of copyright owners through their difficult transition from
brick-and-mortar to online distribution, and it has successfully protected user-generated content
platforms in the early stages of their development, when success is uncertain and resources are
scarce.

2. SECTION 312 HAS BEEN RESILIENT IN TIIE FACE OF AN EVOLVING INTERNET.

To facilitate the goal of ensuring the continued growth of the Internet, the DMCA was
crafted to minimize obstacles to growth for both copyright owners, who would not expand the
digital distribution of their works without assurances that they would be protected from “massive
piracy,” and OSPs,* who would not expand their sites and networks without assurances that they
would be protected from massive liability for copyright infringement.”® In light of the legislative
history’s focus on promoting Internet growth, the DMCA can be understood as a mechanism for
simultaneously scaling up online copyright enforcement and scaling back online copyright
liability—a unified solution designed to give rights owners the security necessary to expand
content distribution and OSPs the security necessary to expand applications and network
infrastructure.

The DMCA scales up enforcement while scaling back liability through provisions in Title
1 that prohibit circumvention of technological protection measures™ and provisions in Title 11
that create safe harbors for service providers, conditioned on their assisting rights owners in the
expeditious resolution of online copyright infringement disputes.™ There are two provisions from
Title 1l on which copyright owners have relied heavily in their efforts to make enforcement scale

> In the sialute, the term “service provider” is defined broadly lo include both providers of Internel access (ISPs)
and providers of online services. See 17 U.S.C. § 512(K).

* See 8. Rip. NO.105-190, at 8 (“Due to (he ease with which digilal works can be copied and distributed worldwide
virtually instantaneously, copyright owners will hesitate to make their works readily available on the Internet
wilhout reasonable assurance that they will be protected against massive piracy. . . . At the same time, without
clarification of their liability, service providers may hesitate to malke the necessary investment in the expansion of
the speed and capacity of the Internct.”).

<" See 17 U.S.C. § 1201.

*See 17 U.S.C. § 512(a)~(d). As Edward Lec has noted, Title I expands copyright liability, while Title II contracts
it. Edward Lec, Decoding the DMCA Safe Harbors, 32 CO1UM. T.L. & ARTS 233, 233 (2009).

6
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for the digital environment: § 512(c), which establishes the notice-and-takedown framework,*
and § 512(h), which allows rights owners to serve subpoenas on service providers outside of
litigation to obtain the identities of alleged infringers.* Tacitly premised on the reality that
litigation is not an efficient means of resolving the voluminous infringement claims that arise in
the context of online services, § 512(c) and § 512(h) require service providers to act
cooperatively with rights owners, without intervention from a court, to remove allegedly
infringing content from their services and to identify those ostensibly responsible for its
distribution.

Despite initial resistance from both groups, OSPs and rights owners have adapted quite
well over the last fifteen years to doing business within the parameters defined by the DMCA’s
notice-and-takedown system.* On YouTube, for example, the § 512(c) notice process can be
initiated with the click of a mouse following completion of a simple, fillable online form.*
Facebook, Scribd, and Pinterest also offer standardized online notice forms that can be submitted
electronically ** The forms are structured to comply with the requirements of § 512(c)3)(A), so
that even copyright owners lacking counsel or legal sophistication can easily seck redress. On the
Internet’s most popular content-sharing sites, the notice-and-takedown system has come to
operate as a well-oiled, always-on copyright enforcement machine.

Notwithstanding this fact, corporate rights owners have argued since the DMCA’s
enactment, and more loudly since the dawn of Web 2.0, that the notice-and-takedown machinery
in the DMCA is inadequate to protect their rights.* Viacom, for example, has pressed this
argument in ongoing litigation against YouTube, now on appeal for the second time in the
Second Circuit.* In its initial opinion granting YouTube’s motion for summary judgment based

# See 17 U.$.C. § 512(c); see also Jennifer M. Urban & Laura Quilter, Efficient Process or "Chilling Effects™?

Takedown Notices under Section 512 of the Digital Millennium Copyright Act, 22 SANTA CLARA COMPUTER &

HiGH TrECH. L.J. 621, 624-31 (2006) (giving a delailed explanation o[ the mechanics ol notice and lakedown under

the DMCA).

* See 17 U.8.C. § 512(h) (“A copyright owner or a person authorized to act on the owner's behalf may roquest the

clerk of any United States district court to issuc a subpocna to a service provider for identification of an alleged

infringer . . . . The request may be made by filing with the elerk . . . a copy of a notification described m subscction

(c)(3)(A); a proposed subpoena: and a sworn declaration Lo the effect that the purpose for which the subpoena 15

sought is to oblain the identity of an alleged infringer and that such information will only be used for the purpose of
rolecting rights under ths litle.”).

A See Jerome H. Reichinan, Gracme B. Dinwoodic, & Pamela Samuelson, A Reverse Notice and Takedown Regime

to Knable Public Intevest Uses of Technically Protected Copyrighted Works, 22 BERKRLEY TECH. L.J. 981, 994

(2007) (concluding that ““the past decade ol experience with the DMCA notice and takedown regime suggests that a

relatively balanced and workable solution to this particular dual -use technology problem has been found. ™).

* See YouTube Copyright Tnfringement Notification, https-//www youtube com/copyright_complaint_form.

* See, e.g., Pinlerest Copyright Infringement Notification, hitp:/Avww pinleresl.com/about/copyright/dmea/.

* See, e.g., Anthony Bruno, RIAA 10 Google: Help Us Fight Piracy, BILLBOARD BIz, Aug. 19, 2010,

http://www billboard biz/bbbiz/content_display/industry/c3if6a7faa50264734981596f5a73238fa5 (reproducing the

text of a letter from the RTAA and other industry groups lo Google CEO Eric Schmidt, in which the senders slale

that “[t]he current legal and regulatory regime 1s not working for America’s creators™); Declan McCullagh, R744:

.S, Copyright Law ‘Isn't Working,” CNET NEWS (Aug. 23, 2010), hitp://news.cnel.com/8301-13578_3-20014468-

38.html (quoting RIAA president Cary Sherman).

** See Viacom, 940 F. Supp. 2d 110, 113 (S.DN.Y. 2013) (granting summary judgment to YouTube on remand form

the Sccond Circuit). Tn its complaint, Viacom accused Google of “shift[ing] the burden entirely onto copyright

7
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on the company’s consistent compliance with the terms of the DMCA’s safe harbor provisions,
the district court rejected Viacom’s contention that the notice-and-takedown system is an
enforcement failure.”* On the contrary, the court concluded, evidence in the record suggested that
the system is both functional and efficient: “Indeed, the present case shows that the DMCA
notification regime works efficiently: When Viacom over a period of months accumulated some
100,000 videos and then sent one mass take-down notice on February 2, 2007, by the next
business day YouTube had removed virtually all of them.”*

Viacom’s power to eliminate 100,000 instances of alleged infringement overnight, with a
single notice, is a testament to the DMCA’s success in making online enforcement scalable
without creating growth-inhibiting burdens for online services whose business models are
founded on content sharing. Although copyright owners continue to advocate interpretations of
the DMCA that would require OSPs to be more proactive in their efforts to enforce third-party
copyrights, the DMCA is quite clear that active monitoring for infringing content is not a burden
that Congress saw fit to allocate to service providers when it balanced the need to make the
Internet safe for copyright owners against the need to promote growth and innovation in online
services. That allocative choice was reasonable in 1998, and it remains reasonable in 2014.

Tt is not the end of the story, however, to say that the DMCA’s enforcement machinery
has proven to be scalable with respect to service providers that host content for users. The
DMCA has not scaled well for enforcing copyrights infringed by means of P2P file-sharing
networks, because the statute was designed primarily to address infringements that occur when
users upload copyrighted material to a provider’s servers or link to infringing content posted by
others.* When it enacted the DMCA, Congress did not anticipate the distributed nature of P2P
networks or the correspondingly distributed nature of the infringement they would enable. High-
volume infringement is relatively easy to detect and combat when the content in question is fixed
on the servers of easily identifiable intermediaries with duly designated DMCA agents;™ it
becomes much harder to detect and combat when that content is in transit across a distributed
network whose membership is anonymous and dynamic.

owners lo monilor the YouTube sile on a daily or hourly basis lo detect infringing videos and send notices Lo
YouTube demanding that it “take down’ the mfnngmg works.” Complaint for Declaratory and Injunctive Relief and
Damages at § 6, Fiacom, 718 F. Supp. 2d 514 (No. 1:07CV02103). In reality, the law puts that burden squarcly on
rights owners like Viacom; the DMCA expressly does not condition ellglbllm for safe hatbor on a service
provider’s monitoring its scrvice for infringing content. See 17 U.S.C. § 512(m) (2006) (“Nothing in this scction
shall be comnstrued lo condition the applicability of subsections (a) lhrou&,h (d) on a service provider momniloring ils
service or affirmatively seeking facts indicating infringing activity .
** Viacom, 718 F. Supp. 2d at 524.
3 1(/

* See Niva Elkin-Koren, AMaking Tec/m()l{)g\ Visible: Liability of Internet Service Providers for Peer-to-Peer
Iraﬁ‘c 9N.Y.U. J. LEwis. & PUB. POLY 15, 41 (2006) (“| The DMCA| was designed Lo address a mainly
centralized architecture . . . . Peer-to-peer '1rc1uteclu:e by contrast, is decentralized and allows users to search for
files stored in the libraries of other users.”).
¥ See 17 U.S.C. § 512(c)(2) (requiring designation of an agent to receive notifications of claimed infringement).

8
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The safe harbor provisions of § 512 cover four types of service provider functions:
transitory digital network communications (i.e., routing and transmission), system caching,
storage on behalf of users, and information location.™ Service providers performing each of these
functions, with the significant exception of routing and transmission, are required to comply with
the notice-and-takedown framework in § 512(c).* The DMCA’s primary focus on user-uploaded
material residing on the systems of OSPs reflects the then-current state of the art in network
architecture.” Before P2P file-sharing applications came onto the scene, the most copyright-
relevant function an online service provider performed was storage on behalf of users—the
function covered by the safe harbor in § 512(c).” In P2P networks, however, files are not
uploaded to a provider’s server; they remain instead on the users’” own systems, from which other
users directly retrieve them.* In this architecture, the most copyright-relevant functions a service
provider performs are routing and transmission—the functions covered by the safe harbor in §
512(a).* Because the DMCA was designed to deal with providers serving a centralized file-
storage function, it has proven a poor fit in cases involving P2P, where the service provider
functions only as a pass-through or conduit for the transfer of infringing material.*

The DMCA'’s exemption of providers of routing and transmission services (a.k.a. “mere
conduits”) from the notice-and-takedown requirements in § 512(c) is entirely consistent with the
fact that such providers do not store or control user content.*” Nevertheless, the exemption has
operated in the context of P2P file-sharing to negate the scalable enforcement mechanism that
notice and takedown provides. Inasmuch as P2P file-sharing shifts the locus of infringing activity
from the storage function to the transmission function, it places such activity beyond the
knowledge and control of the OSP and thus beyond the reach of the enforcement scheme created
by § 512(c).®

“ See id. § 512(a)~(d).

4 For providers ol syslem caching, (he requirement is found al § 512(b)(2)(E). For providers of slorage on behall o
users, the requirement is found at § 512(c)(1)(C). For providers of information location tools, the requirement is
Tound at § 512(d)(3). There 1s 1o corresponding requirement for providers of routing and transmission services.

“ See Elkin-Koren, supra note 38, at 41.

* See Annemarie Bridy, Graduated Response and the Turn to Private Ordering in Online Copyright Enforcement,
89 Or.L.RLv. 81, 97 (2010).

# Id. (citing A&M Records, Inc. v. Napster, Inc.. 239 F.3d 1004, 1011 (9th Cir. 2001) (explaining how a P2P
system works)).

©1d

Mj id

"7 See Recording Indus. Assoc. of Am. v. Charter Comme ns, Inc.. 393 F.3d 771, 776 (8th Cir. 2005) (explaining
that the absence of the notification and remove-or-disable-access provisions from § 512(a) “malkes sense where an
ISP merely acts as a conduit for mnfringing material . . . because the ISP has no ability to remove the infringing
malerial from its system or disable access to the in[finging malerial™).

® Although in-network [iliering and blocking technologies have greatly evolved since the passage of the DMCA,
and broadband providers actively manage network traffic in ways that were not then possible, the statute
presupposcs a passive transit modcl; § 512(a) requires that material be transmutted through the qualifying provider’s
system “through an automatic technical process and without selection of the material by the service provider.” 17
U.S.C. § 512(a)(2).
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As a consequence of the exemption of conduit providers from the notice and takedown
requirements of § 512(c), the expedited subpoena provision in the DMCA—§ 512(h)—has also
been held inapplicable to these providers.® This is because the application for a subpoena under
§ 512(h) must include a copy of the notice described in § 512(c)(3)(A).* The notice described in
§ 512(c)(3)(A) must identify, among other things, “the material that is claimed to be
infringing . . . and that is to be removed or access to which is to be disabled” by the service
provider.™ In reaching the conclusion that the subpoena power in § 512(h) cannot be held to
extend to providers covered by § 512(a), the Courts of Appeals for the D.C. and Eighth Circuits
found it dispositive that § 512(c)’s notice-and-takedown requirements do not apply on the face of
the statute to providers that act simply as conduits for information.* After all, how can § 512(h),
which expressly requires an applicant to submit a copy of a notice compliant with § 512(c),
apply to providers that are not subject to § 512(c) in the first place?™ It makes more sense to
conclude, as these Circuits did, that the references to § 512(c) in § 512(h) restrict the
applicability of § 512(h) to providers that are able to remove or disable access to specific
material.* In short, courts have held, there is an assumption underlying § 512(h) that a subpoena
recipient will actually be in a position to take down material identified as infringing.

It is possible, perhaps even probable, that § 512(h) would have been drafted differently if
P2P technology had existed at the time.” In light of that possibility, rights owners have
persuaded some judges that the subpoena provision should be held to apply to service providers
covered by §512(a), despite the assumption underlying § 512(h) that subpoena recipients can
remove or disable access to specific material.™ In the face of unanticipated technological
developments, these judges look past the letter of the DMCA to make it scale for P2P file-
sharing. Such recuperative acts are plainly beyond the judiciary’s competence, however, as the
D.C. Circuit said in Recording Industry Association of America, Inc. v. Verizon Internet Services:

¥ See Charter Comme ns, Inc., 393 F3d al 777; Recording Indus. Ass'nof Am., Inc. v. Venizon Internet Servs., 351
F.3d 1229, 1238 (D.C. Cir. 2003).

¥ See 17U.S.C. § 512(W)(2)(A).

T17US.C. § S12()3)A).

> See Charter Comme 'ns, Inc., 393 F.3d at 776 (explaining that each safe harbor that covers a function allowing the
ISP to remove or disable access to infringing material (i.c., storage, system caching, or linking) contains a remove-
or-disable access provision); Verizon Internet Servs., Inc., 351 F.3d al 123637 (“We agree that the presence in §
512(h) of three separate references to § 512(c) and the absence of any relerence to § 512(a) suggests the subpoena
power ol § 512(h) applies only to ISPs engaged in storing copyrighted malerial and not Lo those engaged solely in
transmitting it on behalf of others.”).

* Verizon Internet Servs., nc., 351 F.3d al 1236-37. | have argued elsewhere that judicial interpretations of §
512(i)—the DMCA’s repeat infringer provision, which applies to all types of providers seeking safe harbor under §
512—have potentially created a “back door” requirement for conduit providers to have in place a system for
receiving and responding to notices of infringement sent by rights owners. See Bridy, supra note 43, at 98,

¥ See Charter Comme ns, Inc., 393 F3d 771; Verizon Internet Servs., 351 F.3d 1229. Bur see Laleel Mtima, Whom
the Gods Would Destroy: Why Congress Prioritized Copyright Protection Over Internet Privacy in Passing the
Digital Millennium Copyright Act, 61 RUTGERS L. REV. 627, 673 (2009).

3 See Verizon Internet Servs., 351 F.3d at 1238 (“Had the Congress been aware of P2P technology, or anticipated its
development, § 512(h) might have been drafled more generally.”).

¥ See Charter Comme ns, Inc., 393 F.3d at 778 (Murphy, J., disscnting) (asserting that § 512(h) should apply to
conduit providers); Recording Indus. Ass'n of Am. v. Verizon Internet Scrvs., 240 F. Supp. 2d 24, 30 (D.D.C. 2003)
(holding that § 512(h) applics to conduit providers sccking safe harbor under § 512(a)), rev'd, 351 F.3d 1229.
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It is not the province of the courts . . . to rewrite the DMCA in order to make it fit
a new and unforfe]seen [l]nternet architecture, no matter how damaging that
development has been to the music industry or threatens being to the motion
picture and software industries. The plight of copyright holders must be addressed
in the first instance by the Congress . .. .7

In the absence of Congressional action to bring P2P file-sharing and the providers whose
networks are used for it within the scope of §§ 512(c) and (h) of the DMCA, rights owners have
been unable to avail themselves of the statute’s mechanisms for making online copyright
enforcement scalable by allowing it to operate outside of litigation.™

Fortunately, however, effective non-statutory mechanisms have been created to fill the
vacuum in the P2P context. Conduit OSPs — § 512(a) providers of broadband Internet access —
have cooperated with copyright owners outside the express framework of § 512. One solution
they have jointly embraced is the Copyright Alert System (CAS).*In CAS, monitoring agents
working for copyright owners identify and report in bulk to broadband providers the Internet
Protocol addresses of alleged P2P file-sharers. The broadband providers then match the flagged
addresses to customer accounts and send notices (“copyright alerts™) to the account owners. If
repeated notices prompt no change in behavior, the broadband provider eventually imposes a
sanction. On many college and university campus networks, a similar, scalable solution has been
implemented; information technology personnel have adopted the Automated Content
Notification System (ACNS), which was developed by NBC Universal and Universal Music
Group to facilitate and expedite the handling of P2P copyright infringement notices.* CAS and
ACNS represent non-statutory solutions to the problem of infringement over P2P networks.
Although Congress in § 512(h) did not anticipate (and, indeed, could not have anticipated) P2P
technology, copyright owners and OSPs have collaborated in the broader spirit of § 512 to work
around the limitation. Moreover, as usage of P2P networks for illegal file-sharing recedes in
favor of legal download and streaming services, the file-sharing problem is also receding.

It is virtually impossible for any law, no matter how well crafted, to keep pace with rapid
changes in computer and telecommunications technology. The growth of the Internet has
disrupted the copyright system in ways that are still being revealed. Time has shown, however,
that the equitable balancing of interests established in § 512 remains viable. Copyright owners,

7 Verizon Internet Servs.. 351 F.3d at 1238; see also Recording Indus. Ass’'n of Am. v. Univ. of N.C. at Chapel Hill,
367 F. Supp. 2d 945, 953 (M.D.N.C. 2005) (“While the RIAA’s argument at first blush 1s tempting, the Court rojects
it because 1t would necessarily amount to the rewriting of the statute.™).

¥ See Anmemarie Bridy, Is Onfine Copyright Enforcement Scalable, 13 VaNp. J. ENT. & TECH. L. 693, 719-25
(2011) (explaining that some copyright owners fell back on mass John Doe litigation to try to identify and seek
scttlements from alleged P2P infringers).

¥ See Annemarie Bridy, Graduated Response American Stvle: “Six Strikes” Measured Against Five Norms, 23
FORDHAM INTELL. PrROP., MEDIA & ENT. L. 1 (2012).

“ See ACNS, ACNS Specifications, http:/www.acns net/spec.html (stating that “ ACNS can be used to deliver
notices for various environmeents, including P2P, cyberlockers, UGC sites, link sites, Usenet, and other
enviromments™).
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OSPs, and users continue to evolve in their attitudes and practices with respect to online
copyrighted content. Online piracy is waning with the expansion of innovative service offerings
from copyright owners, who have come to embrace online distribution as a revenue opportunity
instead of fearing it as an existential threat. Section 512 has provided a crucial foundation for the
growth of the Internet and the development of innovative services for Internet users. It has
allowed Web 2.0 startups to flourish, and it has spurred incumbent corporate copyright owners to
imagine new ways of reaching audiences that are willing to pay in ever-increasing numbers for
lawful, professionally developed content.

12
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Mr. CoBLE. Thank you, Professor Bridy.
Mr. Doda?
Mr. Doda, I think your mic is not activated.

TESTIMONY OF PAUL F. DODA, GLOBAL LITIGATION COUNSEL,
ELSEVIER INC.

Mr. DobpA. Thank you, Chairman Goodlatte, Chairman Coble,
Ranking Member Conyers, Ranking Member Nadler, and Members
of the Subcommittee. I appreciate this opportunity to address the
Committee on Elsevier’s behalf.

Elsevier is a 130-year-old publisher of books and journals. We
also create technology-driven products that allow researchers to le-
verage massive amounts of data to pursue science and medical
breakthroughs.

I have been a lawyer for 23 years, the past 7 at Elsevier. During
that time, I have become familiar with the challenges that Elsevier
faces addressing online infringements under the DMCA. There are
many challenges for a company like Elsevier. With global content
and a large portfolio of works to cover, we can’t possibly search for
all of our content all over the Internet. We focus on sites with the
most Elsevier content.

The main challenges we face with these sites are a growing vol-
ume despite having issued notices for years, the need to repeatedly
send notices for the same infringing works, and the speed at which
infringing copies are re-uploaded. It has truly become impossible
for Elsevier to keep pace.

Elsevier issued over 240,000 takedown notices for book infringe-
ments in 2013, with zero counter-notifications. That is because we
take our DMCA responsibilities seriously. We take three steps to
verify that entire copies of our books are being offered before
issuing notices, but there is a cost for playing by the rules. It
makes it more difficult to keep pace with the infringements.

Here are some examples from 2013. The main sites that comply
with takedowns continue to have 500 to 1,000 infringements
monthly without any significant drop-off. Many of these infringe-
ments are for the same books re-uploaded to the same sites. On a
site called 4shared, we found a book re-uploaded 571 times, and
another book 384 times. On a site called Uploaded, we found a
book re-uploaded 231 times and another book 112 times. It takes,
on average, seven to 9 days to have books taken down. During that
time, the books are exposed to millions of users for download.

I have one final example beyond book piracy. It shows the dam-
aging ripple effect that can occur from piracy. Elsevier publishes
confidential exams used to prepare nursing students for national li-
censing requirements. In some instances, the exams have been sto-
len from schools and offered on the Internet. We have issued take-
down notices to certain sites with little effect. We have not been
able to prevent the stolen exams from being sold by the same sell-
ers because takedowns have not been uniformly honored and re-
peat infringer policies have not been adequately enforced.

When stolen nursing exams are shared freely, it hurts not only
Elsevier; it undermines the academic process itself. It also affects
the quality of nurses trusted with patient care.
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We think these examples show that the system is out of balance
and breaking down. But the question, of course, is how can we
make improvements to address these challenges without going too
far, without stifling creativity and freedom of expression. We think
the answer is in reasonable technical measures like filtering, which
is not a new idea but one that we think should be revisited ur-
gently by all good-faith stakeholders.

The most successful filtering solutions have resulted from col-
laboration between rights holders and sites with significant user-
uploaded content. In the book publishing industry, we think the
website Scribd is a good example of how targeted filtering can be
applied in good faith and work in a fair and effective manner.
Scribd uses fingerprinting that involves the creation of a digital
reference database containing unique characteristics of copyrighted
books. User uploads are checked for matches against the reference
database. The fingerprint system uses best practices that we en-
dorse. It only catches matches, and users are promptly notified so
that they can dispute the rejection of their uploaded content.

But while Scribd is a good example of what works, we need more
examples of collaboration in the publishing industry. That is why
we would urge Congress to help bring together all relevant stake-
holders to work on standard measures to reduce online infringe-
ment. Without that intervention and oversight, there are not suffi-
cient incentives for the parties to come together in a timely way.

Elsevier remains concerned, however, that notwithstanding a
government-mandated process to create voluntary measures, some
sites that need them the most will drag their feet. If these sites
refuse to consider reasonable measures that peer companies are
adopting, it may be necessary for Congress and the courts to step
in to provide remedies to copyright owners.

Today, Elsevier sends hundreds of notices to the same sites for
the same books year after year. It does so in good faith in compli-
ance with the DMCA as it exists today. If these sites will not meet
us halfway, in fairness, we should not be left without a remedy.

Thank you for the opportunity to testify today.

[The prepared statement of Mr. Doda follows:]
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Thank you Chairman Goodlatte, Chairman Coble, Ranking Member Conyers, Ranking
Member Nadler and members of the Committee. My name is Paul Doda. | am the Global
Litigation Counsel at Elsevier Inc. With our parent company, we have almost 15,000 US
employees and Elsevier has major offices in New York, Pennsylvania, Missouri, California and
Massachusetts. | appreciate this apportunity to provide the Committee with the perspective of
a company that is both a 130-year old publisher of copyrighted content and a company that
embraces the power of technology to fuel innovation. In addition to creating and publishing
world class medical books, reference works and journals, Elsevier uses technology to create
products that allow researchers and clinicians to leverage massive amounts of information to
pursue science and medical breakthroughs.

Elsevier's statement will provide examples of the challenges it faces in relying on DMCA
Section 512 to address the unauthorized distribution of its copyrighted works anline and will
urge actions under the current statute that can improve copyright protection without
unreasonably burdening legitimate web sites, service providers and internet users.

Introduction

Since Congress enacted the Digital Millennium Copyright Act {"DMCA”) in 1998, major
technological advances ~ like the ability to connect billions of people around the world to
information on the internet at increasingly faster speeds -- have had a positive impact on society
and have opened a world of future possibilities for the internet. Technology has paved the way
for new sites and service providers that did not exist fifteen plus years ago, many of them crucial
to how we live today.

An unfortunate byproduct of these positive developments is that the unauthorized
sharing of copyrighted works has grown exponentially. The notice and takedown system has
become overtaxed by an explosion of sites and services globally and the increased speeds and
methods by which they can allow copyrighted works to be shared. As a consequence,
companies like Elsevier must send more notices to more sites globally, for the same infringing
files, the same infringing works, and the same infringing users, in what has become a largely
futile attempt to keep pace. The system is imposing increasing costs in time, resources and
money for both conscientious “senders” and “receivers” of notices alike, but resulting in little to
no effective protection of copyrighted works.

The problem is made worse by certain sites that do, in effect, harbor infringement.
Some sites exploit weaknesses in the takedown system to profit from persistently uploaded and
re-uploaded infringements. They rely on desirable copyrighted content to draw users to their
sites (to whom they serve ads or charge premiums for faster downloads), with takedowns at
best only temporary disruptions before unauthorized copyrighted warks reappear or get
replaced by other infringing material. As to these sites, copyright owners like Elsevier often
provide notices concerning a particular work only to see a new unauthorized copy or link to the
same work reappear on the same site right after it is taken down.
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Elsevier's Specific Experiefices with DMCA Takedowns

Specific details and examples from Elsevier’s 2013 takedown program for infringing
copies of books illustrate these challenges.

» Like most large publishers and other global distributors of copyrighted works, Elsevier
employs a third party specialist to search for infringements and issue its takedown
notices. In 2013, Elsevier issued an average of 20,537 takedown notices a month, a total
of 246,441 notices. While this is a relatively large volume for a publisher, it is likely only
a fraction of the infringements of Elsevier’s works available on the internet because not
all sites can be readily searched and there are limits to Elsevier’s and its vender’s
resources. It is also just a fraction of the tens of millions of notices sent to sites and
service providers each month."

o Month over month, the same sites with high volumes of Elsevier works that respond to
takedowns have 50C to 1,000 infringements, suggesting that takedown notices, even
when honored, have little to no effect on the steady overall volume of infringing works
on the sites.

» The same books are repeatedly re-uploaded on the same sites hundreds of times after
being taken down, such as

a Genetics book 571 times on www.4shared.com;

a Human Anatomy book 384 times from on www.4shared.com;

an Ophthalmology book 298 times on www.4shared.com;

a Physiology book 281 times on www.4shared.com;

an Embryology book 245 times on www.4shared.com;

a Psychiatry book 231 times on www.uploaded.net;

a Neurology book 112 times on www.uploaded.net;

a Psychiatry book 373 times on www.share-online.biz; and

6 other hook titles removed over 100 times each from many other sites.

s Even thesites that are the most responsive to takedowns take on average 7 days to

remove works, with all others taking on average 9 days, and this does not account for
the time it takes Elsevier's agent to discaver and verify the infringements. During this

time, the books can be and are being downloaded by millions of users, again raising the
question of whether takedowns have any meaningful remedial effect at all.

I Google alone receives over 20,000,000 takedown notices a month. See
hitp://www.google.com/transparencyreport/removals/copyright/.
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e Overa 3-month period in early 2013, one site removed 6,195 infringing links in response
to takedown notices, but later re-enabled 6,024 of the links that were previously
removed {without cause or valid counter-notice) (www.nakido.com).

® Another site with among the highest volume of infringements simply did not respond to
approximately 8,500 notices sent to the site in 2013 (www.rus.ec).

s Finally, Eisevier publishes confidential nursing exams for proctored use by professional
nursing schools to prepare students for national licensing requirements.  Despite
notifying several sites that such exams can never be offered for sale legally and that
offers for them should be removed, many sites have not complied or have not invoked
their repeat infringer policies, allowing the same anonymous sellers to continue to offer
the stolen exams. This problem not only hurts Elsevier and other publishers of
confidential exams that are meant to be administered and used strictly by educators,
but also subverts the academic process itseif and the quality and qualifications of
students later entrusted with providing health care to patients.

An enormous number of takedown notices are sent every day by companies in the
content industries and independently by authors, artists and musicians, but mistakenly issued
notices are very rare, Elsevier received no counter notices for its book infringement takedown
program in 2013.

We take great care to ensure that our takedown notices are only issued in clear
instances of infringement. Elsevier’s vendor uses both automated and manual procedures to
make sure that it accurately identifies infringing content. It first searches for book “metadata”
to identify infringements, then uses two manual reviews by trained staff to verify that a full copy
of the work is involved. This process is followed for every instance of potential infringement to
guard against “false positives.” The time and resources it takes for this commitment to accuracy
make it even more difficult to keep up with the constant wave of infringements. Moreover, not
all publishers have the same resources as Elsevier, making it still more difficult for them to
identify infringements or to address constant re-uploads of copyrighted works.

Despite the hundreds of thousands of notices Elsevier sends in good faith each year,
Elsevier must unfortunately “compete” against thousands of sites that enable unauthorized
access to free copies of virtually any of its copyrighted works, at any time. For Elsevier and
other global distributors of copyrighted works, the infringements are simply becoming too
widespread, too continuous, and too persistent to locate and efficiently address them, let-alone
to do so in a cost-effective manner with any lasting effect.

Reasonable Technical Measures

While the views of content providers and online service providers may differ radically
regarding which parties should bear certain burdens in addressing large scale piracy, there
should be no dispute that all parties who participate in the takedown system fairly and in good
faith would benefit from reducing the volume of notices that must be sent and acted upon.
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Eisevier believes the best way to accomplish that goal, and to address the constant
reappearance of the same unauthorized works, is through the use of reasonable technical
measures. Section 512(i) of the DMCA suggests that in 1998 Congress expected copyright
owners and service providers to develop “standard technical measures” to identify and protect
copyrighted works and envisioned a “multi-industry standards process” to develop a “broad
consensus” oh appropriate measures.

Congress’ vision of the interested parties voluntarily coming together to collaborate on
infringement issues in the digital age was a worthy goal, but the stakeholders have not made
substantial progress toward devising or implementing reasonable technical measures in the past
15 years. To spur progress, Congress should direct that there be a broadly inclusive, multi-
stakeholder, standards- setting process to recommend voluntary technical measures that can
reduce online infringements without materially impeding the legitimate functionality of sites or
unreasonably preventing legal uses of copyrighted works. We favor bringing all relevant
stakeholders (including content ewners, site and service providers, user advocacy groups and
technology companies) together for this purpose under the guidance of an expert governmental
agency with relevant technological expertise.?

Common Principles for Filtering

Elsevier believes that a good starting point for establishing standard technical measures
are the Principles for User Generated Content Services (UGC Principles) developed several years
ago by major technology companies and global distributors of copyrighted video and audio
content for filtering of that content.’ We think that, while more details need to be considered,
the principles can apply equally or be adapted to address text-based content. Among those
principles are:

e That matching copies of a copyrighted work are proper subjects for automatic
content fittering on upload;

e That care must be taken to ensure that automatic content filtering only limits
uploads that substantially match a copyrighted work;*

e That care must be taken to ensure that users are promptly notified and have an
opportunity to dispute the filtering of content;

s That as meaningfully enhanced filtering technologies become available on
reasonable terms they should be adopted; and

2 Digital rights advocates have also suggested that Congress could enlist expert advisory bodies like the
former Office of Technology Assessment to guide copyright reforms in response to challenges presented
by new technologies. See Pamela Samuelson, is Copyright Reform Possible, 126 HARv. L. REv. 740, 765-66
(2013).

¥ see Principles for User Generated Content Services at http://www.ugcprinciples.com/index.html.

4 See Fair Use Principles for User Generated Video Content at hittps:/fwww.eff.org/pages/fair-use-
crinciples-user-generated-video-content, para. 2, suggesting that, for flltering purpases, only matching
copies where “nearly the entirety {e.g., 90% or mare)” of the challenged content is comprised of a single
copyrighted work should be prevented or removed.
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e That infringement claims should not be brought against sites that adopt filtering
technelogies in good faith for any copyrighted content that remains on the site
despite good faith efforts.

“Fingerprinting” systems seem to be an appropriate and effective method to ensure that only
copies that are:complete ora substantially complete copy of a copyrighted work are prevented
or removed by sites. Elsevier agrees with the goal of carefully ensuring that technical measures
only prevent or remove clear infringements. That is essentially the same standard Elsevier and
other publishers use to verify infringements for purposes of accurately issuing takedown
notices.’

If well-intentioned sites and service providers have legitimate concerns that
implementing certain technical measures would be unduly costly or would materially impact the
legitimate functionality of their site or service, these concerns can and should be addressed in
the multi-stakeholder standards-setting process. it is likely that the process will not yield a “one
size fits all” approach. Rather, a range of recommended measures, including various filtering
technologies, can likely be developed, taking into account the variety of sites at issue and their
capabilities and functions.

Different measures may apply to different sites and the recommended measures will
not apply to ali sites. For exampie, not all sites are structured, intended or used for uploading or
downloading content on a large scale. Technical measures may be unnecessary, impractical or
unreasonable for such sites, and other approaches, like manual reviews of uploaded content,
may even be preferred by low volume sites. The adoption of measures by these sites should be
voluntary and they may appropriately choose to continue to primarily rely on notices and
takedowns to address infringements.

There Should Be Incentives for the Adoption of Veluntary Technical Measures

Where technical measures are-appropriate, adoption of them can dramatically reduce
the chalienges presented by large scale infringement. There are already successful examples
like www.scribd.com, which has successfully used filtering mechanisms to reduce unauthorized
uploads and re-uploads of infringing books, with good results: a sharp reduction of
infringements without harm to the site’s legitimate functionality, and reduced burdens and
costs related to takedown notices.® Google’s Content ID is another example, where one of the
world’s largest service providers created powerful and precise filtering technology that can
readily distinguish between complete copies of works and partial copies or clips.

Stakeholders should discuss meaningful incentives for the implementation-of technical
measures to address constantly recurring infringements of the same works. As it stands now,
there are possibly “perverse incentives” against adoption, such as the fear that using technical

5 Automated content filtering systertis do not currently seem suitable to addréss uploaded copies of
works that might require more detailed infringement analysis or “Fair Use” analysis.

© Scribd uses a “fingerprint” system. “Fingerprinting” for books involves the creation of digital reference
files by extracting unique characteristics from the digital content, which can be stored in a database and
queried as content is uploaded to detect whether the content is infringing.
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measures could create “red flag” knowledge of infringement that would expose a site to liability,
or that adopting technical measures while competitors do not adopt them will be a competitive
disadvantage. One way to incent standard technical measures is for copyright holders to adhere
to the UGC Principle that infringement claims should not be breught against sites that adopt
reasonable technical measures in good faith. Other means to create incentives should be
explored by all relevant stakeholders.

Congress May Have to Incentivize the Adoption of Standard Technical Measures

On the other hand, as noted in Elsevier’'s examples, some sitesare plagued by serial re-
uploads of the same copyrighted works hundreds of times. Some form of “notice and stay
down” for these works through the use of filtering mechanisms like www.Scribd.com would
address this issue. If sites that need technical measures the most “drag their feet” or refuse to
consider reasonable technical measures at all -- regardless of the precision of the tools, their
cost-effectiveness, or recommendations by peer companies through a standards-setting process
-- it may be necessary for Congress or the courts to step in and provide remedies to copyright
owners.

One potential means for Congress to do that is through DMCA Section 512(i). Congress
could make the adoption of standard technical measures a requirement for DMCA safe harbor
protection for certain sites that have substantial serial re-uploading. Like the standard-setting
process itself, we think this recommendation is consistent with Congress’ intent in 1998 to deny
safe harbor protection to sites that refused to accommodate standard technical measures
relevant to that era, updated to treat today's non-compliant sites the same way if they refuse to
adopt filtering while being overrun by the canstant re-uploading of copyrighted works.

Another way for Congress to encourage the adoption of needed technical measures by
these sites is to amend DMCA 512(j) to clarify that injunctive relief is available to prevent the
reappearance of the same specific works on the sites. If repeated notices and takedowns do not
prevent the same infringing works {for example, the 571 reappearances of Elsevier's Genetics
hook on www.4shared.com} from appearing on a site that refuses simple measures to address
the problem, courts should not be handcuffed by the safe harbor from providing any relief
whatsoever to the copyright owner.’

Sites that Refuse Takeduwns and all other Measures

There are sites that simply refuse to comply with takedown notices or any statutory or
judicial requirements, many times because they successfully hide their operator’s identities and
locations or are essentially beyond the reach of reasonable rights holder enforcement
capabilities. The large scale infringement on these non-compliant sites cannot be addressed at
all through notice and takedown measures, or through votuntary {or even court-ordered)
reasonable technical measures. For these non-compliant sites, it is essential that copyright

7 Cases in Germany against www.rapidshare.com decided under the EU safe harbor {as adopted in
Germany) provide a model for this recommendation. In Germany, sites with business models and
practices that.in effect encourage infringement can be subject to injunctive relief imposing increased
obligations to prevent recurring infringements of specific works In suit. After injunctions were imposed in
those cases, Rapidshare terminated its “rewards” program and adopted a filter to limit infringements.
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owners and the legitimate third-party services used by these non-compliant sites cooperate to
address large scale infringements.

Elsevier is encouraged by efforts by certain groups of stakeholders to enter private
agreements and to create “best practices” to prevent support for parties and sites engaged in
piracy and counterfeiting, including voluntary efforts involving payment processors and
advertising services. These agreements and best practices, however, are not currently well
suited to efficiently prevent support for large-scale piracy sites.

Elsevier believes that where a US court with jurisdiction over a site finds that the site is
non-responsive and liable for copyright infringement for which no DMCA safe harbor is
afforded, the court should have authority to enter orders requiring third parties located in the
US that provide services to the site to suspend those services.

Improvements to Notice and Takedown and Repeat Infringer Practices

While Elsevier’s primary focus is on the increasingly urgent need for technical measures
to address large scale infringement and the consequences that should result for the had faith
refusal to adopt such measures or otherwise comply with legal requirements, there clearly is 2
continued role for the notice and takedown system. Among other purposes, the notice and
takedown system will continue to address uploaded materials not appropriate for filtering
systems because they do not meet “matching” requirements-and for sites with littie or no third
party uploading or downloading activities that may continue to rely on notices and takedowns.

Elsevier agrees with the recommendations of the Association of American Publishers to
improve the notice and takedown system, which were made in its Comments on the
Department of Commerce “Green Paper.” Those recommendations include efforts to
standardize and streamline notices and submission processes to eliminate technically non-
compliant notices and te prevent barriers to automated submissions of notices to sites. In
addition, we agree with AAP’s recommendations on improvements to DMCA repeat infringer
requirements and practices, including specifically the need to require sites to properly identify
and track the number of repeat infringements by users and to adhere to policies calling for
termination of repeat infringers in appropriate circumstances.

Conclusion

Elsevier's experience demonstrates that the volume of necessary takedowns for its
copyrighted works is growing, but that its good faith notices are having little, if any, impact on
the problem. One contributing factor is the constant re-uploading of the same works to the
same sites, Elsevier believes that standard technical measures like filtering could help address
the problem and advocates a government-guided, multi-stakeholder, process to establish
voluntary measures. Elsevier also advocates that if sites that need such measures the most
because of large scale serial re-uploading on their sites unreasonably refuse to adopt such

& The Interfiational Anti-Counterfeiting Coalition, composed of payment processors and content and
product owners, has created a “Payment Processor Portal” to prevent financial support for parties
engaged in counterfeiting and piracy. The Interactive Advertising Bureau and ad networks have
introduced “Best Practices Guidelines to Address Piracy and Counterfeiting.”
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measures, it may be necessary for Congress and the courts t¢ create and impose legislative and
legal remedies. For sites that currently fail to fulfill the requirements for safe harbor protection,
Elsevier would like to see further development and compliance with best practices whereby
third parties that support infringing sites would terminate support, and would welcome court-
ordered remedies for the same purpose. Finally, Elsevier agrees with recormendations made
by AAP to improve existing DMCA notice and takedown processes and repeat infringer policies
and practices.

Thank you for allowing Elsevier to submit this written statement and for the opportunity
to provide testimony. We look forward to responding to any questions or requests for further
information you may have.

Res@ectfully ‘submit‘tgg,
A ,Z) jﬁt /&
H «,f‘i{,’fémﬁf fj}( f/&,i’)i L
{ Paul F. Doda,” ~
Elseviar Iric:
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Mr. CoBLE. Thank you, Mr. Doda.
Ms. Oyama?

TESTIMONY OF KATHERINE OYAMA,
SR. COPYRIGHT POLICY COUNSEL, GOOGLE INC.

Ms. OYAMA. Thank you, Chairman Coble, Ranking Member Nad-
ler, Chairman Goodlatte, Ranking Member Conyers, for inviting me
to testify today. It has never been a more exciting time for cre-
ativity on the Internet. With the Internet as a global distribution
platform, more musicians, filmmakers and artists are creating
more content than ever before. And with that in mind, I just want
to emphasize two points today.

First, the technology sector has been the engine of U.S. economic
growth and job creation. Online services have created new markets
and generate billions of dollars for the content industry, and this
has only been made possible because of the legal foundation that
is provided by the DMCA.

And second, Google’s experience shows that the DMCA’s notice
and takedown system of shared responsibilities strikes the right
balance in promoting innovation and protecting creators’ rights on-
line.

The DMCA’s key principle, that Internet platforms are not held
liable for every comment, post or tweet by their users, is an essen-
tial feature on which every Internet company today relies. Before
the DMCA became law in 1998, companies like Yahoo, Google,
eBay, they faced the prospect of crushing statutory damages for
providing their services. And today on YouTube, more than 1 mil-
lion creators are earning revenue from their videos. And in the last
several years, Google has sent more than $1 billion to the music
industry alone, including new revenue streams for user-generated
content. Companies like Netflix who use Spotify and Pandora have
transformed the ability of creators to grow new audiences, and this
is just the beginning. With more than 5 billion users coming online
in the next decade, the market for digital entertainment is expand-
ing rapidly.

The foresight Congress showed in crafting the DMCA has helped
enable this economic success. The notice and takedown process cre-
ates legal certainty to incentivize venture capital investment and
new services, and it protects rights holders. Only copyright owners
know what material they own and where they want their works to
appear, and when they send takedown notices, online platforms
disable access to infringing content in response. This cooperative
process allows for innovation and encourages investment, and
hugely popular platforms like Facebook, Twitter, Pinterest would
not be possible without these.

As for Google, we take our responsibilities under the DMCA very
seriously. We have made our takedown process faster and easier
for rights holders to use than any other online platform. And de-
spite a dramatic increase in the volume of DMCA takedown notices
that we receive, our average turnaround time for removing content
from search results has actually decreased to less than 6 hours.
And even now, the notices that we receive cover far less than 1 per-
cent of all of the content that we index.
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There are, unfortunately, abuses of the system, and we work
hard to detect and reject them. Attempts to use the DMCA to cen-
sor criticism, attack a business competitor, or gain political advan-
tage are relatively rare but are very important to guard against.

The legal certainty provided by the DMCA has allowed compa-
nies like Google to develop innovative systems that generate new
revenue for rights holders. For example, YouTube’s Content ID sys-
tem enables rights holders to choose in advance whether they want
to track, monetize, or remove user-uploaded videos that match
their content. All of the major record labels and movie studios use
Content ID, and most of our partners are choosing to monetize
their content rather than having it all come down.

We are also devising new ways to highlight legal content in order
to make it easier to find. When you Google a TV show like “Game
of Thrones,” or a film like “12 Years a Slave,” we provide a promi-
nent link on the right-hand panel for you to buy that show or
movie instantly through services like Amazon and Google Play. If
you search for a film playing in theaters, the first result you will
likely see is going to include local show times, a link to purchase
tickets, and other things like trailers.

We recognize that despite all these steps, piracy remains a seri-
ous problem. The most effective way to combat rogue sites is to at-
tack their sources of revenue. For our part, we have expelled over
73,000 rogue sites from our advertising services over the past 2
years, mostly based on our own detection efforts.

In conclusion, I urge the Committee to preserve the current
DMCA framework to ensure that the U.S. Internet industry re-
mains at the forefront of the global economy, and we should incor-
porate DMCA-like safe harbors in our trade agreements to encour-
age the innovation and growth in other countries that the DMCA
has enabled in the United States.

Thank you.

[The prepared statement of Ms. Oyama follows:]
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being transtormed by the new opportunities and lower costs made possible by digital tools and
online distribution. Online platforms arc cnabling new creators and new voices to connect with a

global audience directly, without the traditional middlemen.”

Google and You'lube are now major contributors in this new ccosystem. Over the past few
years, YouTube has generated over a billion dollars for the music industry alone. There are over a
million partners making moncy from You'l'ube. And we now have parterships with every major
record label and movic studio to scll or stream music and movics on Google Play. We've made
tremendous progress over the past several years and will continue to partner with the

entertainment industry and creators of all kinds to bring entertainment and culture ta the world.
The DMCA Has Enabled Economic Opportunities

These opportunities for creators are the direct result of the DMCA safe harbors. Congress rightly
understood in 1998 that by establishing clearcr copyright “rules of the road” for service
providers, it could encourage investment in online services, while also providing copyright
owners with new enforcement options online. The DMCA therefore established copyright “safe
harbors” for four functions at the heart of the internet: providing internet aceess, providing
caching services, hosting content on behalf of users, and linking,” In order to qualify for these
safe harbors, online service providers are required to meet a number of requirements, including
responding expeditiously when notified by copyright owners of infringing materials or activity

on their networks.

In order to facilitate cooperation between copyright owners and service providers, Congress
established a set of responsibilities to be shared between them. Congress put a
notice-and-takedown process at the heart of the safe harbor structure. Lhat process describes in
detail what information a copyright owner or its representative must provide o a service
provider when sending a takedown notice. Tn response, a service provider must expeditiously
disable access to the infringing activity or material, or else forteit the sate harbor. Service
providers are also obligated, as a condition of the safe harbor, to terminate subscribers who are
proven to be repeatedly using the service to infringe. Congress also included a number of

safeguards intended to protect Internet users from abusive or unfounded copyright allegations.

The DMCA's shared responsibility approach works. Copyright holders identify infringement and,
if they choosc, request its removal. Upon notification, online scrvice providers remove or disable

access to the infringing material. "T'his approach makes sens
Zing

as only copyright holders know

what material they own, what they have licensed, and where they want their works to appear

* Techdirt, The Sky is Rising! (Jan. 2012), available at <piip:fggs.glieDiin>
$17 U.S.C. § 512(a)-(d).
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online. Service providers cannot by themselves determine whether a given use is infringing. A
text, song, imagge, or video can infringe copyright in the context of one site but be legal on
another, through license or in the context of criticism, political speech, or other legally protected

use.

And increasingly, copyright owners welcome certain kinds of fan-driven uses, even it formally
unauthorized, as an important part of viral marketing and promotional cfforts. Accordingly,
courts have repeatedly found that the initial responsibility of identifying infringing works online
and notifying service providers properly falls on the copyright owner. After being notified, the

DMCA shifts the burden to the service provider to disable access to the material promptly.

The careful balance struck by the DMCA safe harbors created the legal infrastructure for the
Internet we know today, making possible online platforms like ¢cBay, Amazon, You'lube,
Facebook, and Twitter, which in turn have unleashed new sources of creativity, economic
development, and jobs. ‘Today, more than 66,000 scrvice providers have registered IDMCA
copyright agents with the Copyright Office, providing a catalog of the diversity of the online
activities protected by the safe harbors.” At the same time, the courts have made if clear that the
DMCA safc harbors provide no shelter for illegitimate sites sccking to shirk their

responsibilities.
Google’s Experience with the DMCA Safe Harbors

Google relies on all four of the safe harbors established in Section 512. Google Fiber, which we
hope will ultimately deliver gigabit residential broadband access in dozens of cities around the
United States, relies on the 512(a) safe harbor for conduit functions necessary to provide internet
access to subscribers. Google’s Web Cache relies on the 512(b) safe harbor for its caching
functions. There are a broad array of Google setvices that rely on 512(c)’s safe harbor for
hosting content on behalf of uscrs, including YouTube, Gmail, Drive, and Google Plus. And,
finally, Google Search relies on the 512(d) safe harbor that applies to linking and information
location tools generally. None of these services could exist in their current form without the
DMCA safe harbors. Courts have repeatedly upheld the applicability of the safe harbors to
Google services, recognizing that Google lives up to its obligations as a service provider under

the statutc.”

Google’s experience with the DMCA’s notice-and-takedown provisions dates back to 2002. Tn

& Comments of the Computer & Communications Industry Association (CCIA), Request for Comments on Department of Commerc
Green Paper, Copyright Policy, Creativity, and Innovation in the Digital Economy, Dkt. No. 130927852-3852-01, filed Nov. 13,

7 See Viacom Intern. Inc. v. YouTube, Inc., 2013 WL 1689071, 107 U.S.P.Q.2d 1157 (S.D.N.Y. 2013); Perfect 10, Inc. v. Google,
Inc., No. 04-9484, 2010 U.S. Dist. LEXIS 75071 (C.D. Cal. 2010); Parker v. Google, Inc., 422 F. Supp. 2d 492 (E.D. Pa. 2006);
Field v. Google, Inc., 412 F.Supp. 2d 1106 (D. Nev. 2006).

[
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March of that year, we received our first takedown notice for Search, sent by the Church ot
Scientology, sccking to remove links to documents posted as part of criticism of the church. Tn

the years since, Google has seen the volume of DMCA takedown notices increase dramatically.

For example, in 2010, copyright owners asked us to disable access to approximately 3 million
items across all of our products. In 2013, in contrast, we received takedown notices for
approximatcly 230 million items. In other words, today we receive takedown notices for more
items ezery week than we received in all of 2010. Despite the rapidly increasing volumes, Google
has managed to reduce the average time to process takedown notices, which is a testament to the
cfforts Google has made to improve and scale its procedurcs. 'l'oday, for example, when we

receive a copyright removal request for Search, our average turnaround time is less than 6 hours.

As far as we can ascertain, there are two forces behind the rapid increase in takedown notices.
First, over the past 3 years, GGoogle has made substantial investments in making the process more
cfficient. As the process has become more cfficient, capyright owners have been increasingly
willing to use it. 1t has sometimes been a challenge to meet the rising demand, and hundreds of
Google employees are involved in the effort. Nevertheless, Google remains committed to
making the DMCA process work smoothly, quickly, cfficiently, and at no charge for copyright

OWIers.

Second, volumes have increased because copyright owners and enforcement vendors have
steadily upgraded their ability to detect copyright infringements online. Over the past three years,
we have seen the emergence of a robust, competitive market aimed at providing enforcement
services to copyright owners. Today, firms like Marketly, MarkMonitor, and Degban offer their
detection services to copyright owners and their industry associations. This has made it cheaper

and easier for copyright owners both large and small to send notices to service providers.

The increasing volume of takedown notices demonstrates the continued relevance and
effectiveness of the DMCA’s notice-and-takedown regime. Copyright owners are using the
process ever more intensively, suggesting that they continue to find it valuable. As copyright
owners and enforcement vendors continue to deploy new technologies to identify uses of their
works online, we expect the cost per notice to continue to drop, and takedown volumes to
concomitantly increasc. This suggests that the notice-and-takedown aspect of the DMCA safc

harbors will continue to be a vital part of the efforts to battle infringement online.

Google has also made extensive efforts to make it casy to submit takedown notices, whether on
behalf of 2 multinational entertainment company or an individual artist. So, for example, Google
maintains a public web form in multiple languages where anyone may submit DMCA takedown

notices 24 hours a day by answering a simple set of interactive questions. This is supplemented by

4
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“trusted submitter” programs to accommodate the needs of rightsholders and enforcement
vendors who use automated means to submit large numbers of notices for products like Scarch,
YouTube, Blogger, and Picasa. And, of course, Google has never charged copyright owners,

As a result of these

whether large or small, to submit or process a DMCA takedown notice
cfforts to make the process casy to usc for as many copyright owners as possible, during 2013,
Google received DMCA notices from thousands of different submitters, from nearly every

country on the glabe, in 70 different languages.

Unfortunately, Google also has experience with abuses of the DMCA’s notice-and-takedown

system. [ere arc just a fow examples:

® A poetsent repeated takedown notices targeting criticism and commentary relating to the
poct’s online copyright enforcement cfforts.

e A physician claiming a copyright in his signature sent a takedown notice aimed at a
document related to the suspension of his license to practice medicine.

® Major broadcast news networks sent takedown notices targeting videos from the
McCain-Palin campaign that included brief excerpts from news footage, just weeks before
the 2008 presidential clection.

¢ A major soft drink company sent a takedown notice targeting a YouTube news channel

for including excerpts from a commercial in its critical coverage of that commercial.

These are only a sample of the troubling takedown notices that Google recetves, often repeatedly

from the same vexatious submitters.

Tn enacting the DMCA safe harbors, Congress included provisions intended to deter abuse,
including a “counternotice” process whereby a user could contest a takedown directed at his or
her content and an affirmative cause of action against those who include misrepresentations in
their notices. While thosc provisions are valuable, they have not proven sufficient to deter those
who try to use DMCA notices, not to protect copyright interests, but instead as a pretext for

censorship or to interfere with legitimate competitors.

As the volume of removal notices continues to rise, detecting inaccurate or abusive notices
continucs to posc a challenge. Google invests continuously in engineering and machine learning
solutions to address this challenge. Our inclusion of data regarding the DMCA notices we receive
in our Transparcncy Report has also proven uscful in detecting abusive notices, cnabling
journalists, wehmasters, and other interested members of the public to identify and respond to

unfounded takedowns.

Beyond the DMCA Safe Harbors
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While the DMCA safe harbors have proven themsclves to be effective and valuable for service
providers and copyright owners alike, they are not, by themselves, 2 complete solution to the
problem of copyright infringement online. Piracy has been a challenge online, and GGoogle takes
that challenge scriously. Accordingly, Google has invested in many measures that go beyond the
requirements of the DMCA.

For example, Google has invested more than $60 million to date on the development of Content
ID on YouTube. With this system, rightsholders are able to identify user-uploaded videos that are
entircly or partially their content, and chaose, in advance, what they want to happen when those

videos are found.

‘Lhis 1s how it works: Rightsholders deliver to You'l'ube reference files (audio-only or video) of
content they own, metadata describing that content, and policies describing what they want
You'lube to do when it finds a match. You'l'ube compares vidcos uploaded to the site against
those reference files. Our technology automatically identifies the content and applies the
rightsholder’s preferred policy: track, monetize, or block. Copyright owners have “claimed”

more than 200 million videos on Youl'ube with the help of Content 1D.

Thanks to the options that Content TD affords to copyright owners, it’s not just an anti-piracy
solution, but also 4 new business model for copyright owners and You'lube alike. The vast
majority of the more than 4,000 partners using Content ID choose to monetize their claims,
rather than block their content from appearing. Content 11 is good for users as well. When
copyright owners choose to monetize or track user-submitted videos, it allows users to remix

and upload a wide variety of new creations using existing works.

While Google is proud to have developed and deployed Content ID, it is important to note that
Content TD is not a one-size-fits-all solution for cvery sort of service or all kinds of service
providers. So, for example, YouTube could never have launched as a small start-up in 2005 if it
had been required by law to first build a system like Content TD. Nor does such a system work for
a service provider that offers information location tools (like search engines and social networks)
but does not possess copies of all the audio and video files that it links to. And, of course,
Content TD 1s not perfect, sometimes mistakenly ascribing ownership to the wrong content and

sometimes failing to detect a match in a video.

The IDMCA safe harbors have succeeded preciscly because they do not attempt to impaosc detailed
technology mandates on the rapidly evolving world of online technologies and service providers.
Tnstcad, they provide a floor of legal certainty for service providers large and small, upon which

content owners and service providers can build further voluntary measures.

6
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For Scarch, Google is proud that, for the vast majority of media-related queries typed by uscrs
each day, our search results point to authorized content. This is a significant achievement
considering that we receive more than a hillion queries each day, in dozens of languages, and 15%

of thosc querics have never been scarched on Google before.

"This nevertheless leaves the tiny proportion of infrequently typed querics where there is still
morc work to be done. As deseribed above, the DMCA’s notice-and-takedown procedure is one
important element in the effort to address these remaining results. It is only with the help of

copyright owners that we can identify which results arc infringing and remove them.

In addition to removing pages from search results when notified by copyright owners, Google
also factors in the number of valid copyright removal notices we receive for any given site as one
signal among the hundreds that we rake into account when ranking search results. As a result, sites
with a relatively high number of valid removal natices may appear lower in scarch results. Google
is the only search engine that has implemented such a demotion signal in its ranking algorithm,
and we believe that this ranking change should help users find legitimate, quality sources of

content more casily.

Qur experience with the demotion signal, however, has taught us that it will only succeed if there
are better, legitimate results to show above those that have been demoted. There is work to be
done on this score, and we have been actively engaged with the motion picture and music
industries to explore how we can encourage legitimate sites to take the necessary “search engine
optimization” (SEO) steps to that will allow those sites to appear in search results above
unauthorized sources. We look forward to continuing our work, in collaboration with other

stakeholders, to further evolve and enhance the demotion signal.

We also believe that there are more cffective ways to strike at the root causes of piracy onling, in

hopes of getting ahead of the whack-a-mole problem.

‘The best way to battle piracy is with better, more convenient, legitimate alternatives to piracy, as
services ranging from Nettlix to Spotify to iTunes have demonstrated. The right combination of

price, convenience, and inventory will do far more to reduce piracy than enforcement can.

The music industry has demonstrated the cffectivencess of this approach by licensing a variety of
music scrvices including free, advertising-supported strecaming services (like Spotify and
Pandora), download stores (like iTunes), and on-demand subscription products (like Google Play
Music All Access). A survey recently released by the Swedish music industry shows that since

2009, the number ot people who download music illegally in Sweden decreased by more than 25
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percent after the introduction of new legal services such as Spotify.” Similar trends were seen in a
2013 survey from NPD Group.” And a recent study conducted by Spotify found that overall
piracy rates in the Netherlands have declined dramatically, while the popularity of legitimate
digital music services has greatly increased.'®

Film and television have had suce 1s well, A

combating piracy with legitimate alternative
recent study by Carnegic Mcllon University rescarchers found that ABC's decision to add its
television content to Ilulu.com led to a neatly 20% drop in piracy for that media."' In a recent
interview with Stuff magazine, Netflix’s Chief Content Officer Ted Sarandos said that when
Netflix launches in a new country, piracy rates in that country drop. In his opinion, the best way to
reduce piracy is by “giving good options.”"* We were also excited to learn recently that Warner
Bros. intends, for the first time, to release one of its major films simultaneously in theaters and
online.” The best strategy for reducing the demand for unauthorized versions of movie content

still in theaters is to provide consumers with authorized online movies for rent or purchase.

Google is not just waiting for others to do the work. Across our product line, we are also heavily
invested in bringing new, authorized sources of content to consumers. Whether it is music videos
and vidco rentals on You'l'ube, movic and ‘1'V downloads on the Google Play store, or unlimited
on-demand streaming music on Google Play Music All Access, (Google 1s racing to be part of the

mix of compelling services that are luring consumers away from unauthorized alternatives.

Until these compelling legitimate alternatives have fully displaced pirate sites, however, there is
more that needs to be done. We have long said that the most effective way to combat rogue sites
that specialize in online piracy is to attack their sources ot revenue. These sites are almost
exclusively for-profit enterprises, and so long as there is money to be made by their operators,

other anti-piracy strategies will be far less effective.

As a global leader in online advertising, Google is committed to rooting out and cjecting roguc
sites from our advertising services. Google continues its efforts, both proactive and reactive, to
detect and act against advertisers and web publishers who violate our policies against copyright
infringement. Since 2012, we have ¢jected more than 73,000 sites from our AdSense program,

the vast majority ot those caught by our own proactive screens.

® Mediavision, Music Sweden File Sharing & Downfoading (2011), available at <'r*_’(tp_jano giIXTUV_I:i?: Digital Trends, Spotify

Linked to Major Decline in Piracy (September 29, 2011), available at <hitp:;

® NPD Group, Music File Sharing Declined Significantly in 2012 (Feb. 26 201 2), avallable at <http:Jaoo. glfapdVo>.

"0 Spotify, Adventures in the Netherlands: Spotify, Piracy and the new Dutch experience (July 17, 2013), available at
<http:#/goo.gifimsYhBE>.

""Breit Danaher et al., Understanding Media Markets in the Digital Age: Economics and Methodology (2013)

<hitp:fooo glfBite W,

2| uke Edwards, Netflix's Ted Sarandos talks Arrested Development, 4K. and reviving old shows, Stuff (May 1, 2013), available

at <httnffaos alfQirdg>.

'3 Ben Fritz, ‘Veronica Mars' to Break the Mold for Movie Releases, Wall Street Journal (Feb 21, 2014), available at

<hitp:#goc. aildB7pUS>.
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Tn April 2011, Google was among the first companics to certify compliance in the Tnteractive
Advertising Bureau’s (IAB’s) Quality Assurance Certification program, through which
participating advertising; companies will take steps to enhance buyer control over the placement
and context of advertising and build brand safety. This program will help ensurc that advertisers

and their agents are able to control where their ads appear across the web.

In July 2013, Google worked with the White 1louse’s Office of the U.S. Intellectual Property
Enforcement Coordinator (IPEC) and other leading ad networks to participate in Best Practices
and Guidclines for Ad Networks to Address Piracy and Counterfeiting. Under these best
practices, ad networks will maintain and post policies prohibiting websites that are principally
dedicated to engaging in copyright piracy from participating in the ad network’s advertising
programs. By wotking across the industry, these best practices should help reduce the financial
incentives for pirate sites by cutting off their revenue supply while maintaining a healthy Internet

and promoting innovation.
Conclusion

The DMCA sate harbors are now more than 15 years old. While they are not pertect, they have
proven to be a remarkable success at their stated aim — to encourage investment in internet
technologies by reducing the uncertainties created by copyright law, while also giving copyright

owners new tools to address infringement online.

There is also a4 new context. The entertainment and culture industries have begun to adapt to the
digital environment and are partnering with technology companies to sell and distribute their
media. Services like You'lube, i'lunes, Netflix, Google Play, Amazon, Hulu, and hundreds other
are making content available legally online. This would not have been possible if Internet
platforms, the very companics helping drive digital revenue to the creative industrics, had faced

existential threats from copyright litigation.

1n short, the balance struck by the DMCA is working: the legitimate online platforms made
possible by the DMCA safe harbors are today driving billions of new dollars to the entertainment
industrics cvery year. There is every reason to think that this virtuous cycle will only be

reinforced as today’s fledgling internet startups become tomorrow’s global online platforms.

Google, like many other service providers, has built additional voluntary measurcs to combat
piracy on top of the requirements set down by the DMCA safe harbors. This combination of
“rules of the road” and evolving voluntary initiatives has proven itself to be an engine of

economic growth and technology innovation for more than 15 years, while simultaneously

9
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affording rightsholders new ways to combat infringement online.

Today, we have an opportunity to build on the model that has allowed the TU.S. digital economy to
flourish. As Congress considers trade treaties and other agreements with countries across the

world, it should advacate for provisions reflecting the safe harbors that have become a pillar of

U.S. law. Continued commitment to the principles set out in the DMCA provisions ate a key part

of keeping the American internet industry at the forefront of the global cconomy in the 21st

century.

‘Thank you for your attention and the opportunity to contribute our views.

10
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Mr. CoBLE. Thank you, Ms. Oyama.
Ms. Schneider?

TESTIMONY OF MARIA SCHNEIDER, GRAMMY AWARD WIN-
NING COMPOSER/CONDUCTOR/PRODUCER, MEMBER OF THE
BOARD OF GOVERNORS, NEW YORK CHAPTER OF THE RE-
CORDING ACADEMY

Ms. SCHNEIDER. Chairman Goodlatte, Chairman Coble, Ranking
Members Conyers and Nadler, and Members of the Subcommittee,
my name is Maria Schneider. I am a composer, bandleader, and
conductor based in New York City, a three-time Grammy-winner in
the jazz and classical genres, and a board member of the Recording
Academy’s New York Chapter. The Recording Academy is the trade
association representing individual music creators. I am deeply
honored to speak with you this morning about my personal experi-
ences with the notice and takedown provisions of the DMCA.

I come here as an independent musician in the prime of my ca-
reer, grateful for a steadily growing fan base and critical acclaim.
But my livelihood is threatened by illegal distribution of my work,
and I cannot rein it in.

The DMCA creates an upside-down world in which people can il-
legally upload my music in a matter of seconds, but I must spend
countless hours trying to take it down, mostly unsuccessfully.

It as a world where the burden is not on those breaking the law,
but on those trying to enforce their rights. It is a world with no
consequences for big data businesses that profit from unauthorized
content, but with real-world financial harm for creators.

Like most artists, I love technology. I became a pioneer in online
distribution when my release “Concert In the Garden” became the
first Internet-only album to win a Grammy, and it also heralded
the age of fan funding.

Yet today, I struggle against an endless number of Internet sites
offering my music illegally. After I released my most recent album,
I found it available on numerous file-sharing sites. I am an inde-
pendent artist, and I put $200,000 of my own savings on the line
and years of work for this release, so you can imagine my devasta-
tion.

Taking my music down from these sites is a frustrating and de-
pressing process. The DMCA makes it my responsibility to police
the entire Internet on a daily basis. As fast as I take my music
down, it reappears again on the same site, like an endless whack-
a-mole game.

The system is in desperate need of a fix, and I would like to pro-
pose three commonsense solutions.

First, creators of content should be able to prevent unauthorized
uploading before infringement occurs. We know it is technologically
possible for companies to block unauthorized works, as YouTube al-
ready does this through its Content ID program. But every artist
should be entitled to this service, to register their music once and
for all. Just like the successful “do not call” list, creators should be
able to say “do not upload.” If filtering technology can be used to
monetize content, it can also be used to protect it.

Second, the takedown procedure should be more balanced. Most
of my fans who upload my music probably have no intention of
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harming me. But to upload my music, one simply has to click a
box. On the other end of the transaction, I must jump through a
series of hoops, preparing a notice for each site, certifying docu-
ments under penalty of perjury, and spending hours learning the
sites’ unique rules for serving the notice. Creators should have a
more streamlined, consistent process to take content down.

Internet services should be required to put consumers through a
series of educational steps to help them understand what content
can be lawfully uploaded. If consumers had to go through a more
robust process to upload others’ content, the system would be more
efficient for everyone.

Third, takedown should mean stay-down. Once a service has
been notified of an infringement, there is simply no excuse for the
same work to show up again and again on the same site.

Mr. Chairman, my fellow creators and I have an important job.
We create art, the fabric of life for our citizens. It is our greatest
ambassador to the world. Our Founding Fathers gave authors the
right to copy and distribute their own work in order to incentivize
creation. It is such a powerful concept that it is in our Constitution.

But I must tell you that the current environment does not fulfill
that constitutional mandate. The majority of my time is now spent
simply trying to protect my work online. Only a small fraction of
my time is now available for the creation of music. So instead of
the Copyright Act providing an incentive to create, it provides a
disincentive. The simple changes I have outlined would make great
strides in fixing a broken system.

Mr. Chairman, our Founding Fathers showed great wisdom in
seeking to protect creators. I have hope that you and your col-
leagues will also show great wisdom in ensuring that this protec-
tion will soon apply to the digital age.

Thank you.

[The prepared statement of Ms. Schneider follows:]
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Chairman Goodlatte, Chairman Coble, Ranking Members Conyers and Nadler, and
Members of the Subcommittee. My name is Maria Schneider. I'm a composer,
bandleader, and conductor based in New York, a three-time GRAMMY-winner in the
jazz and classical genres, and a board member of the Recording Academy's New York
Chapter. The Recording Academy is the trade association representing individual music
creators. I'm very honored to speak with you this morning about my personal experiences
with the notice and takedown provisions of the Digital Millennium Copyright Act, or the
DMCA.

I come here as an independent musician in the prime of my career, grateful for a steadily
growing fan base and critical acclaim. But my livelihood is being threatened by illegal
distribution of my work that I cannot rein in.

The DMCA creates an upside down world in which people can illegally upload my music
in a matter of seconds. But I, on the other hand, must spend countless hours trying to
take it down, mostly unsuccessfully.

It’s a world where the burden is not on those breaking the law, but on those trying to
enforce their rights.

It’s a world with no consequences for big data businesses that profit handsomely from
unauthorized content, but with real-world financial harm for me and my fellow creators.

Like most artists, I love technology. Ibecame a pioneer in online distribution when my
release Concert In the Garden became the first Internet-only album to win a GRAMMY,
and it also heralded the age of fan funding.

But I'm now struggling against endless Internet sites offering my music illegally. After T
released my most recent album, Winter Morning Walks, I soon found it on numerous file
sharing websites. Please understand, I'm an independent artist, and I put $200.000 of my
own savings on the line and years of work for this release, so you can imagine my
devastation.

Taking my music down from these sites is a frustrating and depressing process. The
DMCA makes it my responsibility to police the entire Internet on a daily basis. As fastas
I take my music down, it reappears again on the same site—an endless whac-a-mole game.

The system is in desperate need of a fix, and I would like to propose three common-sense
solutions:

First: Creators of content should be able to prevent unauthorized uploading before
infringement occurs. We know it’s technically possible for companies to block
unauthorized works, as YouTube already does this through its Content ID program. But
every artist should be entitled to this service, to register their music once and for all, with
no strings attached. Just like the successful ““do not call” list. creators of content should
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be able to say, “do not upload.” If filtering technology can be used to monetize content, it
can also be used to prorect it.

Second: The takedown procedure should be more balanced. I am certain that most of my
fans who upload my music have no intention of harming me — and probably no
knowledge that they are doing so. But to upload my music on most sites, one simply has
to click a box saying they acknowledge the rules. On the other end of the transaction, I,
the harmed party, must jump through a series of hoops, preparing a notice for each site,
certifying documents under penalty of perjury, and spending hours learning the sites’
unique rules for serving the notice. Owners should have a more streamlined and
consistent process to take content down.

But balance means Internet services have a responsibility too. They should better educate
consumers who upload content, more clearly informing them that it is a violation of law
to upload content they do not own. If consumers had to go through a more robust process
to upload others” content, the systerm would be more balanced and fair.

Third: Take-down should mean “stay-down.” Once a service has been notified of an
infringing work, there is simply no excuse for the same work to show up again on the
same site.

Mr. Chairman, my fellow creators and [ have an important job — we create art that
becomes the fabric of life for our own citizens and for people the world over. American
music has become the world’s music. Our founders had the foresight to give us the
exclusive rights to our works in order to “promote the progress of science and useful
arts.” Authors were given the right to copy and distribute their own work in order to
incentivize creation.

But I must tell you that the current environment does not fulfill that constitutional
mandate. The majority of my time is now spent on activities that allow me some chance
of protecting my work online. Only a fraction of my time is now available for the
creation of music. So instead of the Copyright Act providing an incentive to create, it
provides a disincentive. The simple changes I have outlined would make great strides in
fixing this broken system.

Mr. Chairman, our founders showed great wisdom in seeking to protect creators. I have
hope and confidence that you and your colleagues will also show great wisdom in

ensuring this protection will continue in the digital age.

Thank you.
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Mr. CoBLE. Thank you, Ms. Schneider.
Mr. Sieminski?

TESTIMONY OF PAUL SIEMINSKI, GENERAL COUNSEL,
AUTOMATTIC INC.

Mr. SIEMINSKI. Thank you, Mr. Chairman, Members of the Com-
mittee. I am General Counsel of Automattic and appreciate the op-
portunity to testify to you today about our experiences with the
DMCA notice and takedown process. In particular, I would like to
talk about ways that we have seen the DMCA process misused and
how this misuse can harm companies like us, our users, and espe-
cially freedom of expression on the Internet.

Automattic is a small company that has a big impact on the
Internet. We operate the popular WordPress.com publishing plat-
form where anyone can create and publish a website for free in
minutes. WordPress powers some of the largest media properties in
the world, as well as millions of small business websites, law firm
homepages, and family blogs that are used to share updates with
friends and family. We host more than 48 million websites that re-
ceive over 13 billion page views a month, and we reach this huge
audience with only 232 employees and one lawyer. That is me.

The DMCA'’s safe harbor provisions provide important legal pro-
tections to us as a small and growing company, and its systems
work reasonably well overall. However, we have recently seen a
troubling rise in the misuse of the DMCA takedown process.

The most egregious cases we have seen are notices from those
who fraudulently misrepresent that they own a copyright at all in
order to strike content from the Internet that they simply don’t
agree with. Other examples include DMCA notices sent by compa-
nies to remove articles that are critical of their products or copy-
right holders who send overly broad blanket DMCA notices to take
down content even though it is being legally and fairly used.

At Automattic, we do our best to review and weed out abusive
DMCA notices, and given our limited manpower, these efforts, on
top of the time we spend processing our volume of legitimate no-
tices, take resources away from other important pieces of our busi-
ness. More importantly, DMCA abuse suppresses legitimate free
expression and erodes trust in our system of copyright enforcement
overall.

We certainly appreciate the frustrations that rights holders voice
about the DMCA system. Piracy is a real issue on the Internet, but
we see abuses by those who submit takedown notices as well.

The DMCA gives copyright holders a powerful and very easy-to-
use weapon, the unilateral right to issue a takedown notice that a
website operator like us must honor or risk legal liability. Under
the DMCA safe harbors, the safe thing for an Internet service pro-
vider to do is to comply with the notices it receives with no ques-
tions asked. Unfortunately, this puts the full burden of defending
content on users of Internet platforms who themselves are often
small, independent artists, musicians, and amateur publishers.
Very often, these individuals don’t have the resources or the so-
phistication to fight back.

To make matters worse, unlike the large statutory damages that
exist for copyright infringement, there are no real deterrents under
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the law for misusing the DMCA. So most instances of abuse result
in successful takedown of targeted content and on repercussions to
the abuser.

The only counter-measure available is an action for misrepresen-
tation under Section 512(f) of the DMCA. We recently joined with
some of our users who were victimized by abuses in filing two such
lawsuits. These suits were expensive to bring, time-consuming to
prosecute, and we expect very little compensation in return. Still,
they are the only resource available under the current statute, and
the only deterrent that we saw to prevent future abuse.

In closing, the DMCA has succeeded in its goal of fostering a vi-
brant social Internet on a scale that no one could have imagined.
Today you can create a Facebook page, Twitter account, or your
very own WordPress website for free. These innovative tools allow
anyone to publish a cooking blog, build a business as an inde-
pendent publisher, or even organize a democratic, grassroots over-
throw of an oppressive regime in the Middle East.

The Internet’s communication and sharing tools are used by lit-
erally billions of people, and all of them grew up under the DMCA.
For the most part, the statute has worked to encourage the growth
of innovative platforms and businesses like ours, but we should be
mindful of the ways that the law doesn’t work for everyone and can
be abused to suppress the freedom of expression that it has been
so successful in fostering.

Automattic is very focused on trying to correct the issues we see
in our own corner of the Internet, and I would urge the Committee
to keep companies like us and our community of creators in mind
as we think about the laws governing copyright on the modern
Internet.

I thank you again for the opportunity to talk to you today and
I look forward to your questions.

[The prepared statement of Mr. Sieminski follows:]
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Mr. Chairman and members of the Committee, | am General Counsel of Automattic and | appreciate the
opportunity to speak with you tocday about our experience with the notice and takedown provisions of
the DMCA. From our point of view, the DMCA process works well overall, but we have also seen first
hand how some shortcomings of the current system burden important rights of free expression online
and create real costs for companies like Automattic.

About Automattic

Automattic is a small company that has a big impact on the internet. We're best known as the company
behind WordPress, the most popular 2nd fastest growing publishing platform on the internet. Our
WordPress.com service allows anyone to create a website, for free, in minutes. It has proved very
popular: Automattic now hosts more than 48 million websites on WordPress.com, which range from
some of the largest media properties in the world to small personal and family blogs. Our sites attract
approximately 400 million visitors and 13.1 billion page views each month. Automattic is able to reach
this huge audience with only 231 employees (including only one lawyer), all of whom work in a
distributed environment: Automattic employees live in more than 25 US states and almost 30 countries
around the world. We work, collaborate and socialize in on online “office” that's busy 24 hours a day.

Automattic and the DMCA

Our users publish a massive amount of content to the websites on our network. The vast, vast,

majority of this content is original work and not subject to any copyright infringement claims. Let me
illustrate with some recent data. Last month (February 2014) WordPress.com users created more than
740,000 new websites, made almost 39 million posts to their blogs and webistes, and uploaded more
than 22 million individual files (which include photos, videos, songs) in the process’. In that same
month, we received 825 individual DMCA takedown notices - or about one DMCA notice for every 46,000
posts made to a WordPress website.

Though we don't see large scale copyright infringement on our platform, we fully appreciate and
support the rights of copyright creators online. We're especially attuned to the rights of small,
independent creators who make up the bulk of our user base and create troves of their own, original
copyrighted content on WordPress.com everyday. As such, we devote a considerable amount of
resources to addressing the copyright infringement claims that we do receive, and take great care to
comply with our obligations under the DMCA’s notice and takedown system.

From our perspective, the DMCA's notice and takedown system generally works in practice. The safe
harbor provisions of the law are very important to us, and we, like hundreds of other internet service
providers, rely on them in publishing the huge amount of online content that our users create. The
DMCA provides important certainty that our hosting of user generated content will not lead to costly
and crippling copyright infringement lawsuits.

To comply with our notice and takedown obligations, we have a team of seven people whao focus on
DMCA and copyright issues as part of their jobs. We aim to respond to all inbound DMCA requests
within 48 hours, be fully transparent with all parties about the actions we're taking, and make the
process of submitting DMCA notices and counter notices as simple and straightforward as possible.

' Further statistics on the usage of the WordPress publishing platform may be found at
http://wordpress.com/stats
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Having one in house lawyer (me) and this small team to address copyright issues puts us miles ahead
of the majority of internet startups who are much smaller than Automattic, but who are also subject to
the same DMCA regulations. I'd like to stress that a portion of the resources we put towards our DMCA
program are aimed at combating the shortcomings of the notice and takedown system. For example,
we spend significant effort reviewing and trying to weed out overbroad and abusive DMCA takedown
notices, so that our users’ speech isn't needlessly censored. This is a real cost to us, and diverts
resources from more productive uses, like improving the products and services we offer our
customers.

Though the system generally works in practice, we see, first hand, several shortcomings with the
DMCA'’s copyright enforcement system.

In particular, the DMCA doesn't adequately protect important fair uses of content online and doesn't
provide a level playing field for individuals who want to counter takedown notices they receive against
their content. Importantly, the system fails to penalize abusive and fraudulent DMCA takedown
requests. | can attest to how these flaws in the DMCA system place real burdens on us as an internet
service provider, and more importantly, on the free expression rights of the many individuals who trust
our services to help them run businesses, publish journalism or express their voices to the world.

DMCA Abuse

At Automattic, we've seen an increasing amount of abuse of the DMCA's takedown process. The
DMCA's takedown process provides what can be an easy avenue for censorship: simply send in a
DMCA notice claiming copyrights in a piece of content that you don't agree with. Regardless of whether
you own the copyright, the service provider that hosts the content must take it down or risk being out
of compliance with the DMCA.

Recent cases of abuse have been well documented. For example, we recently filed an amicus brief in
support of Stephanie Lenz's lawsuit against Universal Music Group®. In that case, Ms. Lenz posted a
home video of her young child dancing in their family kitchen to a song by the artist Prince. Soon after
posting, Universal Music (Prince's record label) sent a DMCA takedown notice to remove the video,
claiming it infringed on their copyright in the music playing in the background.

In our amicus brief, we, along with the internet companies who joined us, outlined many other recent
examples of misuse of the DMCA that we've seen on our respective platforms. For example:

- A medical transcription training service using forged customer testimonials on their website submitted
a takedown for screenshots of the fake testimonials in a blog post exposing the scam.

- A physician demanded removal of newspaper excerpts posted to a blog critical of the physician, by
submitting a DMCA notice in which he falsely claimed to be a representative of the newspaper.

- Amodel involved in a contract dispute with a photographer submitted a series of DMCA notices
seeking removal of images of the model for which the photographer was the rights holder.

- An international corporation submitted DMCA notices seeking removal of images of company

2 Full text of our amicus brief available at https://www.eff.org/iles/2013/12/13/osp_lenz_amicus_brief.pdf
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documents posted by a whistleblower.

- A frequent submitter of DMCA notices submitted a DMCA notice seeking removal of a screenshot of
an online discussion criticizing him for submitting overreaching DMCA natices.

But it was two recent cases of on WordPress.com that really opened our eyes to the issue of abuse.

First: lvan Oransky and Adam Marcus are experienced science journalists who operate Retraction
Watch (retractionwatch.com), a WordPress.com site that highlights and tracks situations where
published scientific papers may not be everything they seem. One reader apparently disagreed with a
critique published on Retraction Watch - so he copied portions of the Retraction Watch site, claimed the
work as his own (by backdating his site to make it appear to be the original publisher) and issued a
DMCA takedown notice against the true authors. Relying on the representations of copyright

ownership in the DMCA notice, we processed the notice and disabled Retraction Watch’s original
content. Retraction Watch promptly filed a counter notice, but their content stayed down for a period of
10 days: the time period mandated by the DMCA, even after the legitimate publisher submits a valid
counter notice.

Second: Oliver Hotham is a student journalist living in the UK. Oliver publishes investigative articles on
his WordPress.com blog (oliverhotham.wordpress.com). The subject of one of his articles apparently
had second thoughts about a press statement he gave to Oliver - so he turned to copyright law to
censor Qliver's site. He submitted a DMCA notice to Automattic claiming copyrights in the press
statement that he issued. We processed the DMCA notice and Oliver's post was removed. Oliver did
not feel comfortable submitting to the jurisdiction of a US court and so the post remains disabled
today.

These abuses inspired us to join with our users to take action. In November, 2013, Automattic, along
with Oliver, lvan, and Adam filed two lawsuits for damages under Section 512(f) of the DMCA, which
allows for suits against those who “knowingly materially misrepresent” a case of copyright
infringement?.

While there are statutory damages for copyright infringement (even if very minor) there are no similar
damages, or clear penalties of any kind, for submitting a fraudulent DMCA notice. The lawsuits that we
filed represent the only recourse for abuse of the DMCA takedown process. The lawsuits were
expensive to bring, time consuming to prosecute, and promise very little in the way of compensation in
return. We brought these lawsuits, alongside our users, to protect their important free speech rights
and send the message that abuse of the DMCA process has consequences (at least on
WordPress.com). Cases like these are extremely rare, and I'm confident in saying that the users would
not have the time, resources or sophistication to bring the suits on their own.

The DMCA system gives copyright holders a powerful and easy-to-use weapon: the unilateral right to
issue a takedown notice that a website operator (like Automattic) must honor or risk legal liability. The
system works so long as copyright owners use this power in good faith. But too often they don't, and
there should be clear legal consequences for those who choose to abuse the system. I'd urge the

¢ Automattic Inc., et al v. Steiner, No. 13-cv-5413 (N.D. Cal. Nov.21, 2013), and Automattic Inc., et al v.
Chatwal, No. 13-cv-5411 (N.D. Cal. filed Nov.21, 2013).
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Committee to add such penalties to the DMCA to deter and punish these types of abuses.
Fair Use

Another shortcoming we see in the current takedown regime is an inadequate protection for fair use
of copyrighted materials.

The fair use doctrine allows for limited use of another's copyrighted works and underlies a significant
amount of the content that's posted to WordPress.com, and across today's social internet. Anytime a
blogger uses a portion of a copyrighted book in a book review, or incorporates a screenshot of a
company's website in a criticism of that company’s products, fair use is at play. This happens
thousands of time across the internet and on WordPress.com each day. Fair use is fundamental to the
sharing we see on WordPress.com and across the modern, social internet. Anyone has the ability to be
a creator and creation on the internet often starts with fair use of another copyrighted work. Without
fair use, sharing, creativity and conversation on the internet would be much less interesting and
robust.

Unfortunately, fair uses are often the target of DMCA takedown notices. Many times, fair uses are
unintentionally targeted by copyright holders (or their third party agents) who simply scan the internet
for copyrighted images or text, and issue bulk takedown notices against files that match their
database of materials, without regard to how those materials are used. Without adequate, human
reviews, to determine if a copyrighted file is being legitimately and fairly used, such bulk notices can
create significant collateral damage to freedom of expression. Even more concerning are companies
who issue DMCA notices specifically against content that makes use of their copyrighted material as
part of a criticism or negative review - which is classic fair use.

The damage done by takedown notices that target fair use is exacerbated by the fact that the counter
notice system doesn’t work for most internet users (more on that issue below). The end result is that
there isn't an effective way, under the current system, for a user on the receiving end of a faulty notice
to challenge the removal of their content and have it reinstated.

The DMCA's notice and takedown system should do a better job of taking account of fair use rights.
There should be real requirements for copyright holders to consider fair use and meaningful penalties
for those who abuse the DMCA takedown process by targeting fair uses of their works.

Counter Notices

To fight back against the faulty, overbroad, or fraudulent DMCA notices | described above, the DMCA
provides that a user may challenge the removal of content by filing a counter notice. In our experience,
however, this happens very rarely. In February 2014, we received 825 DMCA notices and only 4 counter
notices. Other online services report similar statistics.*

One key deterrent to contesting a takedown notice is the prospect of statutory damages for
infringement. Statutory damages mean that plaintiffs in copyright cases don't have to present any

4 Twitter, for example, reported receiving more than 5,500 takedown notices over a six month
period from January-June 2013. But in that time, it received only six counter notices challenging
removal of content. https:/ftransparency.twitter.com/copyright-notices/2013/an-jun
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evidence that they were harmed in order to receive a damages award. This makes damages for
infringement highly unpredictable, and in many cases, far out of proportion to the damages caused by
an innocent, non-commercial infringement of copyright. Statutory damages represent a deterrent to
creativity on the internet, and prevent many internet users from contesting takedown notices against
copyrighted content that they had every right to use and publish.

Anather deterrent is that the counter natice form itself is complicated and legalistic - many users need
to consult a lawyer before completing and submitting the form, and most don't have the time or
resources to do that.

Additionally, in the process of submitting a counter notice, users are required to reveal their personal
identity and address and agree to be sued in federal court. This doesn't work for the many
anonymous bloggers that we host on WordPress.com, who speak out on sensitive issues like
corporate or government corruption.

All these factors make filing a counter notice an uphill and potentially very expensive battle. The
unfortunate result of this takedown notice power differential is that a massive amount of content is
being permanently removed from the internet, even though much of it is lawfully and fairly used.

To address these issues, we should re-examine statutory damages in light of how copyrighted content
is being used and shared by individual users on today's internet. Also, the counter notice process can
be streamlined and improved.

Conclusion

When the DMCA originally passed In 1998, it wasn't possible to create a Facebook page, Twitter account
or your own website, for free, in minutes like you can do on WordPress.com. These innovative tools
allow anyone to communicate their vacation photos to the world, build a business as an independent
publisher, or even organize a demacratic, grass roots overthrow of an oppressive regime in the Middle
East. The internet's communication and sharing tools are used by millions of people, and all grew up
under the DMCA. For the most part, the statute has worked to encourage the growth of innovative
platforms and businesses. The United States is now home to the most thriving and advanced internet
companies in the world,

At the same time, there are some important flaws in the DMCA takedown process. Particularly, the
DMCA doesn't adequately protect fair use rights that are a key driver of the growth of the modern
social internet, Also, the DMCA doesn't provide average internet users or service providers adequate
protections against abuse of the notice and takedown system - though copyright law does impose
draconian statutory damages for even minor infringements.

From the point of view of the service provider, the safe thing to do is to process all DMCA takedown
notices that we receive, without reviewing them for abuse or thinking about the passibility of fair use
defenses. The DMCA provides an attractive legal safe harbor for service providers if we follow the
takedown process to the letter. Unfortunately, this process puts the full onus on the user to assert
their legal rights to content and very often, they choose not to do so because of the risks and expense
involved. At Automattic, we do our best to review the takedown notices we receive and in some cases,
question and push back on takedown demands that we see as outright abuse or clearly targeting a

fair use of copyrighted content. The problem is that each time we question a DMCA notice, or delay our

6
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processing of it to investigate further, we risk stepping outside of the DMCA's safe harbors and
subjecting ourselves to a possible infringement claim.

In short, the copyright problem we see on WordPress.com isn't that too little copyrighted content is
being removed from the internet. Instead, the huge amount of legitimate, user generated, original
content we see on our platform has led to instances of overbroad copyright enforcement, as well as
outright abuse of the DMCA, These flaws and abuses have the effect of limiting freedom of expression
and we should all do our best to try to correct and prevent them.

Our users are small, indepenet creators, amatuer journalitsts and publishers of all types. A large and
growing number of them are located outside of the United States. Many of these individuals do not
enjoy freedom of expression in their home countries, but they're able to find it on WordPress.com and
on hundreds of other US based services on the internet - all of which are subject to the provisions of
the DMCA. We're very proud of the platform that we've created, and of the creators who are able to
express their voice through our services. I'd urge the Committee to keep Automattic and our community
of creators in mind as we think about the laws governing copyright on the modern internet.

Thank you again to the Committee for the opportunity to share my views on these important issues
and | look forward to your questions.

ek ok kW kW ok kK

Paul Sieminski is General Counsel for Automattic Inc., the company behind WordPress.com. As General
Counsel, Paul oversees Automalttic’s global legal affairs, including copyright and intellectual property
enforcement and policy. Paul received his B.S. in Business Administration from Georgefown University and
law degree from the University of Virginia School of Law.
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Mr. CoBLE. I thank all of the witnesses for your contribution
today. I commend you that you did not abuse the 5-minute rule,
and for that we are appreciative. We will try not to abuse it on our
end, as well.

I will start with Professor O’Connor. Professor, your testimony
suggests several changes to Title 17 to modernize its impact. To the
extent that changes are warranted, should such changes be written
in detail or left to broad parameters in order to account for the fu-
ture technological changes?

Mr. O’CONNOR. Yes, thank you for your question, Chairman
Coble. I am always a little nervous about getting too detailed in a
statute because, as you mentioned, technology will change. That is
why in the first stage of my first proposal I suggested again that
we have a voluntary stakeholder process to try to come up with it,
and only if that doesn’t happen to then move on to some changes.
I know that the USPTO and the Copyright Office are both trying
to work through some of these voluntary arrangements. It could
very well be that Congress could do a change to the statute that
would then authorize the Copyright Office to then do some regula-
tions around it.

Mr. CoBLE. I thank you, Professor.

Mr. Doda, should there be a numerical threshold of notices or
other measures above which ISPs are required to undertake more
action related to online infringement and below which ISPs’ obliga-
tions should be more limited?

Mr. DopA. Thank you, Chairman Coble.

ll\{lr. COBLE. Pull that mic a little closer to you, Mr. Doda, if you
will.

Mr. DopA. We do not think there should be limits on the number
of notices so long as, of course, the notices are issued in good faith
and there is sufficient vetting that the copies are infringing. We
would not support limits on the number of notices.

Mr. CoBLE. I thank you, sir.

Mr. Sieminski, do you think that the provisions currently in Sec-
tion 512(f), which create liability for damages, costs and attorney
fees in the case of misrepresentations, is notice to adequately pro-
tect against the likelihood of abusive takedown notifications? How
have courts interpreted this provision?

Mr. SiEMINSKI. Thank you for the question, Mr. Chairman. And
I think the answer is we don’t really know, and I think the reason
is the volume of cases that have been brought under 512(f) have
been so low. The reason for that is there is just a great imbalance
of power between, I think, those that are sending the notices and
those that are receiving them. By that I mean the companies that
are sending takedown notices are often big corporations. The people
on the receiving end are often individual users. So in order to bring
a case, we have only seen a few of them, and I think we, as I men-
tioned in my testimony, brought a couple recently alongside our
users. Without, I think, our intervention, those cases would not
have been brought.

So I think the number of cases that we have seen and the
amount of case law we have on 512(f) is just very small, so it is
very hard to say.

Mr. CoBLE. Thank you, sir.
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Professor Bridy, should Congress create incentives for voluntary
systems to be created to address infringement? And if so, what
types of incentives would be most appropriate?

Ms. BriDY. Thank you, Chairman. I think that the market has
created sufficient incentives as evidenced by the fact that we have
seen some really meaningful voluntary agreements entered into re-
cently. I think also, at the behest of the Office of Intellectual Prop-
erty Enforcement Coordinator, which has taken a role in trying to
encourage these voluntary best practices agreements. One, as I
think you may have mentioned, is the Copyright Alert System be-
tween copyright owners and ISPs, Internet access providers. We
have also seen some voluntary best practices agreements with ad
networks, as Ms. Oyama discussed. (Google has entered into that
voluntary best practices agreement.) And also payment processors,
online pharmacies.

So I think that the industries have been working together coop-
eratively without statutory incentives to do so. So I am not sure
they would be necessary. Thank you.

Mr. CoBLE. Thank you, Professor.

Ms. Schneider, are there other areas besides technical measures
that Congress could create incentives to reduce infringement?

Ms. SCHNEIDER. I think that all I have come up with, my ideas,
are the three points that I have put forth here, and I think those
kind of measures, maybe lawyers are better equipped—we have
five of them here—to come up with that. I don’t know.

Mr. CoBLE. Does anybody else want to weigh in on that?

[No response.]

Mr. CoBLE. If so, I see the red light has been illuminated, so I
will recognize the gentleman from New York, Mr. Nadler.

Mr. NADLER. Thank you, Mr. Chairman.

Ms. Oyama, we have heard that one of the biggest problems,
maybe the biggest, certainly from the content provider’s point of
view, is the whack-a-mole problem. You serve notice on an infring-
ing thing, it gets taken down, it reappears instantly, and this can
go on over and over and over again, and you never catch up.

Professor O’Connor suggested a notice and stay-down procedure.
Would you comment on that proposal as a solution or a possible so-
lution to the whack-a-mole problem?

Ms. OvAaMA. Yes, thank you. I think all service providers are also
very sensitive to this issue because the service providers haven’t
done anything wrong, and we are also working extremely hard to
rid our systems of any of this type of bad content. And I under-
stand why the notion of a stay-down notice and stay-down might
be attractive.

I think you really have to look across the products. I think Con-
gress got it right. When they created the DMCA, they did not im-
pose these types of pre-filtering and pre-monitoring obligations on
service providers. So companies like Facebook, Twitter, Google, we
can allow our users to post content in real time without having to
filter every comment and tweet.

I also think we have to think about the scale of the entire Inter-
net. So there are something like 60 trillion web addresses, and al-
most anything on the Internet can be copyrighted.
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Mr. NADLER. Let me focus in a bit more. Ms. Schneider writes
a song. That song is improperly posted. She sends you a takedown
notice. You take it down. Somebody else immediately re-posts the
exact same song. Is there the technology so that, having received
a takedown notice on that song or that nursing exam or whatever
and taken it down, that the moment someone re-posts exactly the
same thing it can be automatically taken down again? That is what
I take it you mean by “stay-down.”

Ms. OvaMmA. The notice and takedown system is the best system
for that because the copyright owners themselves are the ones—
they know what they own, not the service providers. They know
where it is authorized and where it is not.

Mr. NADLER. They have notified you, somebody has notified you
that this song is unauthorized. You have taken it down. The exact
same song gets re-posted. You don’t need a second notice. Is the
technology available, and is it easy to use or terribly hard to use,
so that you could say that the moment something that has already
been taken down gets posted in exactly the same thing, it auto-
matically doesn’t go up or it gets taken down automatically without
the necessity of a second takedown notice? Is that practical?

Ms. OvaMA. It depends on the platform. It is not practical as a
technical mandate on all service providers because if somebody
says this is my song and it can only be on two sites, everything else
has to stay down, that does not account for fair uses in U.S. law.
Members have content of news clips that go up on their websites.
There is a lot of different uses for content, and the intermediaries
in the middle don’t actually know who are the rights owners and
where is the content allowed to be.

So this notice of the cooperative approach, where we get a notice
and it comes out as the right way, I think there have been some
great models in the private sector. On YouTube, because we have
Content ID, because these are hosted platforms, we have copies of
all of the files that are uploaded, we have copies of reference files,
businesses can build on top of that and build new systems.

In our hosted platforms, there is a way rights holders in advance
can give us their files and tell us before anything goes up what
they want to have happen.

Mr. NADLER. Okay. Thank you. Thank you very much.

Professor O’Connor, Congress also did allow for red-flag knowl-
edge triggering obligations. So at what point should repeat notices
trigger some obligation on providers’ part? And in answering that
question also, if you feel it is advisable, you might want to com-
ment on Ms. Oyama’s answer to my question about your proposal.

Mr. O’CONNOR. Thank you, thank you. The issue on the red flags
is the way the courts have been addressing it is to use this doctrine
of willful blindness, but willful blindness is not in the statute. So
we are seeing quite a division among the courts. So I think that
what would be very helpful is for Congress to decide on policy, on
what willful blindness should mean, and then put it into the stat-
ute.

I would also then respond respectfully to Google about the situa-
tion with identifying content with my own anecdote, which is that
I had videos where I was demonstrating copyright, about how song-
writers should think about copyright, using my own guitar, al-
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though not playing bluegrass but playing ZZ Top songs. I had post-
ed it on YouTube, and very quickly it was taken down.

I was impressed. First I thought that it was because of my ren-
dition of ZZ Top’s La Grange the electronic algorithm picked it up,
but I think it was because I also played a little recorded snippet.

So again, the important thing is that those kinds of fair use
transformative uses, those are a different category. I think the
technology—again, I am not at Google, so I certainly can’t speak
for them. But I believe, from my experience, the technology is
strong enough to recognize that here is the entire song. So again,
if it has been already noticed and taken down, then that could stay
down.

Mr. NADLER. Thank you.

Mr. CoBLE. The gentleman’s time has expired.

Mr. GOODLATTE. Mr. Chairman?

Mr. COBLE. Chairman Goodlatte?

Mr. GOODLATTE. Thank you, Mr. Chairman, and I want to thank
everyone on this panel. It is an excellent panel of witnesses and ex-
cellent presentation of a number of ideas.

About 16 or 17 years ago, then-chairman of the Judiciary Com-
mittee, Henry Hyde, asked a relatively junior Member of the Com-
mittee to sit in a very hot hearing room—it is no longer a hearing
room; I think staff has to use that room now—with about 30 rep-
resentatives of various interests on this issue, content community
representatives and Internet service provider and technology com-
munity representatives, and some with a foot in both camps. I was
that junior member, and I had literally no idea what I was getting
into.

But my job was not to figure out how to solve this problem of
getting great content onto the Internet in a digital format but to
keep everyone in that room until we succeeded. All of these rep-
resentatives succeeded in coming up with the notice and takedown
provisions and the safe harbor, which were incorporated into the
DMCA.

So now, nearly two decades later, how does one measure the suc-
cess of Section 5127 Is it by, as some might suggest, the number
of notices sent, or is it, as some others might suggest, by the
amount of infringing content that not only is taken down but stays
down, or by some other measure?

Let me start with you, Professor O’Connor.

Mr. O’CoNNOR. Thank you, Chairman Goodlatte. And again, I
want to make very clear that we all very much appreciate the work
that was done to put Section 512 in place in the first place. It has
on many counts for many years been very successful.

Mr. GOODLATTE. I have a very limited amount of time, so can you
get to the question? What is the best measure of success?

Mr. O’CoNNOR. Okay. I think the best measure of success is
whether it is a balance between the parties, whether you have art-
ists feeling like they can, in fact, get their material taken down and
it stays down and that they don’t have to engage in the whack-a-
mole.

Mr. GOODLATTE. Professor Bridy?

Ms. Bripy. Thank you. I think the best measure of success is in
terms of empirical numbers about the growth of the Internet and
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the growth of the industries that distribute content over the Inter-
net. I think those numbers are good news on both sides.

Mr. GOODLATTE. Ms. Oyama, I want to come at the issue that the
gentleman from New York was asking about but from a different
perspective. Should ISPs be required to respond differently to a
takedown notice when it is the 50th or the 50,000th notice of the
same content?

Ms. Ovama. I think generally you want to have a consistent set
of obligations. So we have YouTube. We have over 100 hours of
content that is uploaded in an hour, a vast amount of content. We
need to know each time whether the use is appropriate or not. So
just looking at the specific quantity wouldn’t be enough.

Mr. GOODLATTE. Mr. Doda?

Mr. DoDA. Certainly in some circumstances. I think the key is
that one size does not fit all, and I think my written statement and
Google’s written statement share that sentiment. Where sufficient
matching can occur, I think it is appropriate for stay-down. So
Google provides, as I understand it, flexibility through the Content
ID system, that when sufficient matches occur, they can either be
monetized or the rights holder can direct that they be taken down.
So I think it is a question of collaboration and coordination in order
to achieve that goal.

Mr. GOODLATTE. All right. And the last question I want to ask
I will let all of you answer, and that is on this whole issue of
whether appropriate penalties exist for those who abuse the notice
and takedown system. So I will start with you, Mr. Sieminski. Do
you think appropriate penalties exist? And if not, what should the
penalties be?

Mr. SIEMINSKI. I would say, from our standpoint, I would say no,
just because of the volume of these abusive notices that we are see-
ing and really just the fact that

Mr. GOODLATTE. Do you have a solution? Because I am down to
a minute, and I have five more people to answer.

Mr. SIEMINSKI. No. I mean, I think we have statutory damages
for copyright infringement. We should have

Mr. GOODLATTE. Something like that.

Ms. Schneider?

Ms. SCHNEIDER. I think that if the proper things are in place to
keep improper uploading, once it is up and I say it is down and
it goes down, we don’t have to worry about punishing people be-
cause there are stops to bad Internet behavior.

Mr. GOODLATTE. But you would say there are not adequate pen-
alties now?

Ms. SCHNEIDER. Absolutely not, because——*

Mr. GOODLATTE. Ms. Oyama?

Ms. OvaMA. I think we want to incentivize transparency. We
have Google’s copyright transparency report by showing actually
which sites are targeted and who is sending them. That has helped,
I think, everybody in the system figure out who are the best ven-

*The witness inserts the following text to complete her response:

. . abuse of the current notice and takedown system is very rare and the issue is used
as a distraction from the real issue of rampant online infringement. Congress should
focus its efforts in this area of the law on making the notice and takedown process
meaningful and effective for creators and copyrights owners.
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dors here, how does automation help, and then who are the bad ac-
tors. News reporters have looked at this, as well. That constantly
improves the system to make it more efficient and more accurate.

Mr. GOODLATTE. Mr. Doda?

Mr. DopA. First I think that it has to be placed into context. The
number of abuses and mistaken notices are exceedingly, exceed-
ingly rare.

Second, I think the statute itself, as I understand it through the
counter-notification process, already provides that if a response to
the counter-notice is not made, that in fact the content can be put
back up.

In terms of 512(f), we are certainly in support of a level playing
field in terms of abuses being addressed, whether it is in the na-
ture of an abuse of a notice or an abuse of a counter-notice.

Mr. GOODLATTE. Mr. Chairman, I know my time has expired, but
if we could allow Professor Bridy and Professor O’Connor, I would
like to hear them.

Mr. CoBLE. Without objection.

Ms. BrIDY. I think the remedies that currently exist are not ade-
quate, and I think statutory damages or some enhanced measure
of damages might be appropriate.

Mr. O’CONNOR. I think that they are adequate now for the abu-
sive notices, as we have seen in some of these cases where services
have denied actually taking down things.

Mr. GOODLATTE. Thank you very much.

Thank you, Mr. Chairman.

Mr. CoBLE. The gentleman’s time has expired.

The distinguished gentleman from Michigan, Mr. Conyers.

Mr. CoNYERS. Thank you, Mr. Chairman.

I congratulate all of the witnesses on their testimony. It has been
very important.

But since I don’t question Grammy winners too often, I would
like to ask Ms. Schneider and attorney Doda about 512 that places
primary burden of finding online infringement on rights holders,
and because of the rapid increase and availability of infringing ma-
terial we have gone through some changes, and I noticed that we
got two recommendations from Professor O’Connor, and then we
had two more recommendations from Professor Bridy, and then we
got three recommendations from Ms. Schneider.

What do you think of these? How do we ensure, especially for the
smaller artists and musicians and businesses? Because those are
the ones I am mostly concerned with, because the big corporations
are going to usually take care of themselves. But give me any
views that you have on this kind of an approach, and then I will
open it up for everyone else.

Ms. SCHNEIDER. I would like to share with you what I encounter
on the Internet when I find an abuse.

Mr. CONYERS. Please do.

Ms. SCHNEIDER. This is what it takes and what typically you see
when you upload material. [Witness holds up poster.]

Now, you probably can’t read it, and actually you can barely read
it when you are on a computer either. It has a little thing you can
click talking about Terms of Use or something. But basically, it
says nothing about accountability whatsoever.
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Now, when I find the abuse, this is what I am given. [Witness
holds up poster.]

It is in larger print from the same site. I have not enlarged the
print. This is telling me all the hoops I must jump through in order
to take it down.

Mr. CONYERS. Quite a few?

Ms. SCHNEIDER. Yes, I will say so. It is pretty frustrating.

Now, I will say, I want to congratulate YouTube because the
takedown procedure is such a relief now. It is just so much better,
but there is one issue. I took down something the other day, and
now this is what the link sends to you. [Witness holds up poster.]

Can you read it? It says, “This video is no longer available due
to a copyright claim by Maria Schneider,” and then there is a sad
face. Now, I find that that is designed to turn animosity toward
me. That is, you know, when you put something up on YouTube,
all you have to do is put a user name. I don’t know who the person
is. And now suddenly I have been exposed as the meanie. I think
this should absolutely be changed. But otherwise, I like their take-
down procedure. It is much better. I think they need work when
people upload. It needs to be very robust.

Mr. CONYERS. Attorney Doda? Thank you.

Mr. DopA. Thank you, Mr. Conyers. We accept that the onus is
on the rights holder at the outset. I think one way to reconcile the
relative burdens when you are dealing with a large corporation
with resources or an individual creator obviously diverted from
their creative endeavors if they have too much of a burden is,
again, through the filtering process, and I would endorse what Ms.
Schneider suggested, which is a contribution appropriately
verifying that she owns a work, a contribution to a referential data-
base, for example.

I think another factor would be if a notice is sent and there are
no counter-notices or objections and it is deemed valid, that her
work should stay down. In terms of the difficulties that individuals
have in navigating the notice requirements and the shame, if you
will, I think those types of issues are properly addressed in a proc-
ess like the PTO, as I understand, is undertaking to discuss the
nuts and bolts, if you will, of the takedown system and improve-
ments that can be made.

Mr. CoNYERS. Well, do you think, in closing, that the smaller art-
ists, the non-Grammy winners, the musicians and businesses,
aren’t they even in a more restricted position than other more suc-
cessful people in the field, Professor O’Connor?

Mr. O’'CONNOR. Yes, I think they are. If you are a smaller artist,
you are a small web startup, you don’t have the compliance staff
to try to get in the middle of the notice and takedown ping-pong
match. That is why I do think that if we could have tools made
available at reasonable cost to help them, again to stay-down the
really infringing stuff, it would take down the volume and they
wouldn’t have to have a compliance staff of that magnitude.

Mr. CoNYERS. That is where I am going to put my emphasis, out
of all of the things that I have heard in this hearing, and I thank
all of the witnesses.

I thank the Chairman.

Mr. CoBLE. Thank you, Mr. Conyers. Your time has expired.
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The gentleman from Ohio, Mr. Chabot, is recognized for 5 min-
utes.

Mr. CHABOT. Thank you very much, Mr. Chairman. I thank you
for holding this hearing. I think it has been very good so far, and
I want to applaud, first of all, the efforts of Google and other online
service providers, what they have done to address the copyright in-
fringement by voluntarily working with content providers. The de-
velopment of the content idea in similar systems is a testament to
a free-market solution, protecting the interests of copyright owners,
certainly not perfect, and businesses alike.

This is a step in the right direction, but there is obviously still
a lot more to be done, as we have heard here this morning. Only
a collaborative effort between the content service providers, pay-
ment processors, and advertisers will ensure the development of a
more finely-tuned technical system. It is my belief that the best so-
lutions to this problem will be developed not by the government but
rather by free-market collaboration.

Clearly, copyright infringement takes an economic toll on both
content and service providers alike. For example, Ms. Oyama, you
mentioned that YouTube could never even have launched as a
startup back in 2005 if it had been required to implement a Con-
tent ID system. In what ways and methods has this negatively im-
pacted your businesses and other startup-type companies, and how
has copyright infringement stunted growth and development for
other online startups? And finally, what collaborations do you hope
to see as you move toward a technological solution in addressing
copyright infringement?

Ms. OYAMA. Thank you. It is something that all providers face,
as well as a challenge. It is something at Google we spend tens of
millions of dollars investing systems to root out infringers and eject
them from our services. But I think the overall picture is extremely
positive, and the DMCA has provided a foundation of legal cer-
tainty that has allowed online services to thrive, and then it has
also created an incentive to innovate, and we have a lot of mutual
business incentives.

So today on YouTube, we have licenses with all the major labels
and all of the studios, and we have worked together to build a sys-
tem of Content ID where rights holders now, when a user uploads
content, rights holders can decide what to do. So they can remove
it or they can monetize it. Actually, more often than not, the major-
ity will actually now choose to leave the content up and share in
the revenue. So they get the majority of the revenue as the rights
holder, and then the user gets to keep their content up, and the
platforms are also doing well and able to share this.

So I think incentivizing those kind of business partnerships and
collaborations so that everyone can kind of grow this pie together
and get more content out there with users is the right way to go.

Mr. CHABOT. Let me ask you another question. You had men-
tioned that you had identified and gotten rid of 73,000 rogue sites.
Over what time period was that again?

Ms. OYAMA. Those were in the last 2 years, ejected from our ad-
vertising programs.
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Mr. CHABOT. The last 2 years? How many of those would you es-
timate were outside the U.S., originated outside the U.S. versus in
the U.S.?

Ms. OYAMA. A large, large number are internationally based.

Mr. CHABOT. Okay, so outside the U.S.

Ms. OvamA. It’s a mixture.

Mr. CHABOT. The vast majority would you say?

Ms. OvaMmA. I would have to go back and check on the percent-
age.

Mr. CHABOT. Okay. If you wouldn’t mind at some point, I would
be interested in seeing that.

Ms. OvamA. Sure.

Mr. CHABOT. Ms. Schneider, let me ask you, if I can, I under-
stand and sympathize very much with what you are saying. I think
there are a lot of other people out there, maybe college students,
maybe younger people, and older people as well, who sort of look
like a lot of people in your position as being, well, they are really
wealthy and they ride around in limos, and I am just a poor college
student and I am really not hurting anybody, and this may be an
opportunity for you—and you have, I think, quite eloquently thus
far, but is there any message that you would like to say on the
other hand, that there is another side to this?

Ms. SCHNEIDER. You mean about the young college student? First
of all, I am not driving a limo, you know. I am still $100,000 in
debt, and that three-time Grammy-winning album that I made that
should have long paid for itself if it wasn’t being pirated all over
the Internet. And I do talk to young students all the time when I
teach in business conferences at colleges. They ask how can I have
what you have, and a lot of the conclusions that young musicians
are coming to now is what is hurting us is that we are so diluted
by being splashed all over the Internet.

So we are slowly, as a community, coming to the conclusion that
all this exposure is not coming to us in money. What it is really
doing is diluting us, and once somebody sees us all over YouTube
in a dozen different performances, they aren’t coming to our
website and buying the record, and this is what people are finding,
and they are hurting. Young people are really, really scared. I am
telling you, I hear from them all the time. They ask me what can
I do, and you know what I say? I say get educated, start advo-
cating, and write to your congressman.

Mr. CHABOT. Thank you very much.

I yield back.

Mr. CoBLE. I thank the gentleman, the gentleman from Ohio.

The gentle lady from California, Ms. Chu.

Ms. CHU. Thank you, Mr. Chair. Before I begin my questioning,
I would like to submit two items into the record. First is the op-
ed that was co-authored by myself and Congress Member Marino,
a member of the Creative Rights Caucus, about the notice and
takedown. This editorial came out in today’s editorial section in
The Hill, and it essentially talks about how our digital copyright
system is not working for smaller and independent creators who
are ultimately victims of theft but have to fight tooth and nail to
protect their property and how we need to take a closer look to im-
prove the notice and takedown notice under DMCA.
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The second item I would like to submit is Chris Castle’s article
in The Trichordist that talks about how the safe harbor is not a
loophole and documents five things that we could do right now to
make notice and takedown work better for individual artists and
creators.

Mr. CoBLE. Without objection.

[The information referred to follows:]
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unauthorized use of their work which should be a rare occurrence—and we think should be
accorded a little latitude if reasonable people are acting reasonably. That’s what a safe harbor is
for—and the DMCA was intended to create a safe harbor, not a loophole.

There is also a threshold qualification to getting the safe harbor in the first place: The site
operators shouldn’t actually know or have reason to know that there is infringement occurring on
their premises. If they find that some users are repeat infringers, the site needs to take them

off. Sounds fair, right?

Actual knowledge is the kind of thing that was documented in the Fiacom v. YouTube and
TIsohunt discovery. Having reason to know is called “red flag” knowledge, that you have so
many indications that infringement is going on that it's like someone is waiving a red flag in your
face that anyone could see. Like if you got a million notices a week that infringing was going
on.

Another problem is that we have heard that some companies take the position that in countries
where there is no safe harbor, they "deem" US law to apply. Aside from the obvious

cultural arrogance, if you ask the local courts and lawmakers, we seriously doubt they would be
so accepting of US law, so let's not deem that US law applies. Also known as "pretending” that
US law applies.

With this in mind, here are five things that could be done today to preserve the good in the
DMCA without having to open up the legislation in a negotiation between artists and Big Tech—
a process we think would lead to an extraordinarily mismatched negotiation given the tens—
soon to be hundreds--of millions that Big Tech is spending on lobbying in the US alone. These
would apply as appropriate to any of the various companies that take advantage of the

DMCA safe harbors.

1. Stop Playing Games with Red Flag Knowledge: If you receive a million DMCA notices a
week, you look pretty stupid if you deny you have actual knowledge, and you seem incapable of
sequential thought if you deny you have red flag knowledge that infringing is occurring. A more
plausible explanation of this extraordinary burden that such a system places on the economy is
that the system is defective, like an exploding gas tank.

Just like a car with an exploding gas tank, the car may do a lot of good and may be useful to
consumers. But not with that gas tank. That gas tank has to go. And one reason it has to go is
that the car with the exploding gas tank creates an unacceptable level of risk and harm to
innocent people who randomly come in its path.

What search companies should do when they consistently receive thousands of notices for a
particular site is block that site from search results, not just push them down in search results and
continue referring customers to them. The burden would then shift to that blocked site to prove
that all those millions of DMCA notices were wrong—even though Google has acknowledged
that 97% are accurate.

The reality is that these sites will slither off into the Internet to find something else to do.
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2. Block the File, not the Link to the File: The point of the DMCA was to stop the infringement,
that is, block the infringing material, not to stop one link to the infringement. It has been
interpreted by many, if not all, offending sites or search engines to require a link by link notice,
or to require that artists litigate each link to a final nonappealable judgment before the link can
be disabled, much less the file can be deleted.

This is a ridiculous interpretation of the law and is solely designed to allow the site to profit from
infringement for as long as possible in the hopes that the less-well heeled will simply give up.

Google is particularly well-suited to discover blocked files due to its ContentID system on
YouTube. This is not a burdensome task.

3. Don’t Treat Sites that Haven't Registered a DMCA Agent as Though They are Entitled to the
Safe Harbor: You don’t get DMCA protection if you haven’t registered a DMCA agent with the
Copyright Office. This costs about $150. Other countries have similar laws. Don’t act asifa
site that hasn’t even registered an agent (as a threshold step to claiming the safe harbor) is the
same as one that has. If search engines and ISPs act as if sites like Hotfile are entitled to the safe
harbor without going through the required steps, this only protects the bad guys and trivializes
the proper safe harbor protection for legitimate actors (like those same search engines and ISPs).

4. Don’t Support Automatic Reposting: Don’t support automatic reposting of links you disabled
under a DMCA notice. This turns the entire process on its head because as soon as an artist goes
through the expense of taking down an infringing link, the web site allows the link to be reposted
automatically and then requires the artist to send the notice all over again. This is not only
outside the intent of the law, it is sadistic. Another reason why major offenders need to

be blocked from search results by search engines that want to be in the business mainstream.

5. Issue Google-Style Public Transparency Reports: Google’s “transparency report” is
commendable and provides useful information as far as it goes. Note that the millions of notices
Google reports it has received are just from the “premium” web tools it provides to heavy

users. Imagine what the numbers would look like if it included notices that were sent manually
and included all Google properties.

If each major search engine prepared these public transparency reports, it would be possible to
prepare a list of websites that were major offenders based on the number of accurate DMCA
notices received. That way, the Department of Justice could have better information on which to
determine where to allocate its prosecutorial resources.

Since Google is so interested in letting the world know about the DMCA notices it receives by
releasing them through Chilling Effects, surely Google will not object to organizing this part of
the world’s information as well.

(V5]
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Ms. CHU. Okay. Thank you so much.

Well, MPAA did a study which showed that search engines are
the main means by which people get pirated content, so I would
like to ask Ms. Oyama some questions about this.

We felt that it was such a positive step in 2012 when you
changed your algorithm by taking into account the number of take-
down notices for any given site in the ranking system for search.
This change could have resulted—it should have resulted, that is,
in sites with high numbers of removal notices, takedown notices,
appearing lower in the Google search results, therefore helping
users find legitimate, quality sources of content more easily.

Yet, several months later, studies show that the sites for which
Google received hundreds of thousands of infringement notices are
still appearing at the top of search returns. Actually, while we were
sitting here and I was listening to your testimony, I decided to see
for myself whether I could watch “12 Years a Slave” for free, or
“Frozen” for free. So I had my iPad here, and I just input into it
on the Google search, and I input “watch 12,” and I only got to “12”
before something popped up that said “Watch 12 Years a Slave on-
line free.” So that was the number-two search term that came up.

And then I wanted to see if I could watch “Frozen” for free, and
so I input “watch Frozen” and clicked that one on, and the number-
one site that comes up is “Mega Share Info Watch Frozen Online
Free,” and the number-two site is “Watch Frozen Online, Watch
Movies Online, Full Movies.”

So there seems to be no real improvement in this algorithm
change. Why do we continue to see your search engine ranking the
illegitimate sites high?

Ms. OvamA. Thank you for the question. I think there has been
a lot of improvement. When we started working on this problem,
what we heard from rights holders was they were concerned, when
they were searching for movies and music content, that there were
certain results that they were unhappy with. The vast, vast major-
ity of users who are using Google search, they search for movie ti-
tles, they search for artists’ names, they search for artists’ song ti-
tles.

So if you go to Google Search Trends—it is a public, open data-
base—you can actually type in the terms and you can see relatively
how popular are certain queries. So if you go in and you type “12
Years a Slave,” that is going to be a very highly, highly frequented
query, and the results there, because of these signals and other
things, working with rights holders, they are clean. They are to
movie trailers. There are links to purchase, information about the
film or its website.

You can also type into the Search Trends “12 Years a Slave,
watch free.” You can add those other terms that we are talking
about. And I just want to make sure that we are informing this
conversation with data and being very clear that there are still con-
versations happening about those very specific queries that end in
“free” and “stream” and “watch” and “download.” I think there is
a lot of collaboration there. It involves a lot of technical steps about
optimizing things that are legitimate, and part of that is working
with retailers to make sure that the pages there have words like
“stream” and “free” and “download” so that those will also surface.
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But if you look at actually what users are looking for, the vast
majority are looking for artists and songs. They are looking for the
types of queries that you can go to Google today, look at those re-
sults, they are clean. We are talking about a very relatively small
set of queries that we are still working on together.

For those queries, we need something legitimate to surface. So
if a film is not available online, it is hard for us. We also lose
money if someone goes to pirate sites. We have Google Play, where
we would love to rent and——

Ms. CHU. Okay. I wanted to make this point. I didn’t put the
word “free” in any of my search terms. I just said “watch Frozen,”
or “watch 12 Years a Slave.” So the “free” wasn’t in there at all,
and yet it came up as number one or two in the search results.

Ms. OvAMA. But the search engine will show what people actu-
ally look for, regardless of what you see in the auto-complete.

Ms. CHU. Okay. Well, then I would like to follow with this, which
is what I understand your algorithm to be, which is that the take-
down notices must exceed 5 percent of the total transactions on
that site or there is no algorithm change. And that means that an
infringing company could, say, have 500,000 movies uploaded for
free. Five percent equals 25,000. So if the number of the takedown
notices is less than that—say, 20,000 takedown notices—then it
doesn’t qualify for an algorithm change. And yet, to me, 20,000
takedown notices is a lot, and it would seem that it could qualify
to at least go down on the search.

So my question is, does such a policy exist? And if so, how do
smaller and independent creators with limited resources expect to
have any impact when sending notices with regard to the search
rankings?

Ms. OvaMA. There is no minimum threshold to trigger that part
of data. So we are using as a constant feed the copyright removal
notices that we get kind of into the algorithms. So there is no base-
line threshold of a 5 percent. I think when we are talking about
those smaller set of queries, we are actually talking about piracy,
which is something we all want to prevent against. We are heart-
ened to see more creativity online. We are heartened to see reve-
nues for these industries increasing and for creators to be using the
web tools.

But we also have to realize if we are actually talking about truly
bad actors, if we are talking about sites that are popping up that
are dedicated to illegal content, we also need to be targeting them
at their source, and I think that is where some of the “follow the
money” strategies and other things to get them off of the web are
really going to be more effective. So targeting the problems, and
then making sure we are all working together to direct consumers
as much as we can to great content that they are happy to pay for.

Ms. CHU. Thank you. I yield back.

Mr. CoBLE. The gentle lady’s time has expired.

The gentleman from Texas, Mr. Farenthold.

Mr. FARENTHOLD. Thank you, Mr. Chairman.

I would like to start with Ms. Schneider. I appreciate that you
own some songs and some rights. Let’s say I want to put up a video
of my cat and put some music behind it. How easy is it for me to
get a license to put your music, or somebody else’s music, under my
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cat video? I mean, how many hoops are there to jump through on
that?

Ms. SCHNEIDER. You know, anybody who wants to use my music
for something, all they have to do is ask me for permission, and
that is up to me to give you permission.

Mr. FARENTHOLD. Okay. So I then have to go Google your name,
find out who you are. Then I have to go Google the performer and
find out who they are. I mean, this is a very complicated process.

Ms. ScCHNEIDER. Not really. Why don’t you just go to
MariaSchneider.com, my ArtistShare website? You can contact me
there.

Mr. FARENTHOLD. I guess the point I am trying to make is we
saw a dramatic drop—we actually saw Napster and some of these
peer-to-peer really drop when legitimate music became much more
viably available. Isn’t there an opportunity for your industry and
some of your artist groups to come up with a way to make it easier
for innovators or somebody who wants to create derivative works
to license your content and do it legally?

Ms. SCHNEIDER. That is legalese to figure out how to do it. But
I am telling you that if my music is used in many different ways
without my permission, that is violating my copyright.

Mr. FARENTHOLD. And I appreciate that, and I want to respect
your copyright, but I might also want some music on my cat video.

Let me go to

Ms. SCHNEIDER. Public domain.

Mr. FARENTHOLD.—Ms. Oyama. I am sorry if I got your name
wrong.

I am a little bit concerned that search engines, not Google in par-
ticular but any search engine, is an enabler for copyright infringe-
ment, and I am wondering if your industry might be better served
to take a lesson from the MPAA, the content creators. When Con-
gress was threatening to go in and regulate movie content, they
created the rating system voluntarily. Isn’t a good corporate citizen
something that maybe your industry should work together on and
finding a way, especially on this whack-a-mole? I can get Shazam
in a noisy room and identify a song. It seems like large companies
like you guys and Bing, the big companies ought to have the tech-
nology to do something more about that and maybe not be required
to but do it on a voluntary basis.

Ms. OvaMA. I think there is a lot of ways that we are always
working to address this. One of the biggest things that we have
done for search is use automation to improve this process so that
rights holders can, as easily as possible, let us know. So we have
very simple-to-use web-based complaint forms across all of our
products.

For search, we are actually processing public information on the
transparency page, more than 20 million notices per month, so that
is every 30 days.

Mr. FARENTHOLD. I am just curious about the other side of that.
Of that 20 million takedown notices you get, how many do you get
a counter-notice on?

Ms. OvaMA. Small. We say on the transparency report that we
process about 99 percent. So the remaining 1 percent were rejected
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because they were either erroneous or because there was a counter-
notice.

One more thing just on the search?

Mr. FARENTHOLD. Sure.

Ms. OvaMA. We absolutely agree with you on wanting to direct
users to legitimate content. So if you look for something like “Fro-
zen,” you may also see at the top a very new feature that we have
added, which would be some advertising services to direct people
on one click to go purchase it. There are also the knowledge panels
on the right, which is authorized content.

I just wanted to be clear, we do not want infringing links in
search, and as much as possible we are always trying to direct
them to YouTube or Play and platforms that make money for ev-
erybody involved.

Mr. FARENTHOLD. And I think we have to be careful as we draft
regulations on this. Expecting something of a large company like
Google is very different from expecting something from a small,
independent website owner or even smaller ISP. On your YouTube
platform you will have the technology and expertise to do this
screening, but if I have a bulletin board up and somebody uploads
a copyrighted photo, I don’t think I would have the resources to go
check to see whether or not that was copyrighted or not. I could
easily deal with a takedown notice.

So again, I encourage the industry to cooperate with the artist
to find a way to end that.

I am out of time. I had plenty more questions, but in respect for
the 5-minute rule, I will yield back.

Mr. CoBLE. I thank the gentleman from Texas.

The gentleman from Florida, Mr. Deutch, is recognized for 5 min-
utes.

Mr. DEUTCH. Thank you, Mr. Chairman. Mr. Chairman, I would
like to request that a letter from the Copyright Alliance be sub-
mitted for the record.

Mr. CoBLE. Without objection.

[The information referred to follows:]
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Statement for the Record of Sandra Aistars, Chief Executive Officer, Copyright Alliance,
Section 512 of Title 17
Before the Judiciary Committee’s Subcommittee on Courts, Intellectual Property and
the Internet

March 13, 2014

The Copyright Alliance is a nonprofit, nonpartisan membership organization dedicated
to promoting and protecting the ability of creative professionals to earn a living from
their creativity. It represents the interests of individual authors and small businesses
across a diverse range of creative industries — including for example, writers, musical
composers and recording artists, journalists, documentarians and filmmakers, graphic
artists and illustrators, photographers and software developers, as well as artist
membership organizations, guilds and unions and corporations and organizations that
support and invest in the work of these creative professionals.

The Copyright Alliance and its members embrace all of the new technologies that enable
their work to be appreciated by the public in new and innovative ways, including those
some may consider “disruptive” of traditional business models. We submit these
comments to help the Subcommittee understand the challenges faced by the creative
community when relying on the Digital Millennium Act (DMCA) to ensure vibrant and
thriving outlets for our creative endeavors.

It is incontrovertible that roughly fifteen years after its passage, the DMCA is not
working as intended either for the authors and owners of copyrighted works who rely
on its notice and takedown and repeat infringer provisions to reduce infringement of
their works, nor for the website operators who must respond to the notices sent. When
authors are forced to send upwards of 20 million notices a month to a single company—
often concerning the same works and the same infringers —something is amiss.’

Academics who have studied Section 512 notices conclude that they are “largely
ineffective for most works. Even for the largest media companies with the most
resources at their disposal, attempting to purge a site of even a fraction of the highest—
value content is like trying to bail out an oil tanker with a thimble.”?

! As of February 2014, Google stated it removes over 24 million URLs a month from its
search engine as a result of DMCA takedown notices.
https://www.google.com/transparencyreport/removals/conyright/.

2 Bruce Boyden, The Failure of the DMCA Notice and Takedown System: A Twentieth
Century Solution to a Twenty-First Century Problem, December 2013, available at
http://cpip.gmu.edu/2013/12/05/the-failure-of-the-dmca-notice-and-takedown-
system-2/.
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For the hundreds of thousands of independent authors who lack the resources of
corporate copyright owners, the situation is even more dire. These entrepreneurs
cannot dream of the robust enforcement programs that larger companies can afford.
Instead, they pursue issuing takedown notices themselves, taking time away from their
creative pursuits, or give up enforcement efforts entirely.

Examples of this are well documented. Kathy Wolfe, owner of a small independent U.S.
film-distribution company called Wolfe Video “found more than 903,000 links to
unauthorized versions of her films” in a single year—this corresponds to an estimated
loss of over $3 million in revenue in 2012 from her top 15 titles alone.? In addition to her
lost revenues, Ms. Wolfe “spends over $30,000 a year — about half her profit — just to
send out takedown notices for her titles.”* This “very damaging trend” has forced her to
halve her marketing budget, cut her employees’ pay, and discontinue her own salary.®

Sadly, Ms. Wolfe's story is not an uncommon one.

Tor Hansen, co-president and co-founder of YepRoc Records/Redeye Distribution and
board member of the American Association of Independent Music (“A2IM”), pointedly
summarized this predicament for this Subcommittee earlier in this series of hearings:

Unfortunately due to the ever-shrinking overall music market revenue base,
[independent] music labels like mine as [small- and medium-sized music
enterprises] simply do not have the financial means or resources to engage in
widespread copyright monitoring on the Internet. The time and capital
investment required for our community of like-minded, but proudly Independent
small business people to monitor the web for usage and take subsequent legal
action simply does not exist. [Independent] music labels do not have the
financial means or resources to house a stable of systems people and lawyers to
monitor the Internet and bombard users with DMCA takedown notices for
seemingly endless illegal links to our musical copyrights. [We] have limited
budgets and whatever revenues and profits [we] can eke out are directed
toward [our] primary goals, music creation by their music label’s artists and then
the marketing and promotion of this music to the American public so they are
able to continue this creation process.®

® Christopher S. Stewart, As Pirates Run Rampant, TV Studios Dial Up, The Wall Street
Journal (Mar. 3, 2013).

‘1d.

> 1d.

® Innovation in America: The Role of Copyrights: Hearing Before the Subcomm. on
Intellectual Proper., Competition, and the Internet of the H. Comm. on the Judiciary,
113th Cong. 6 (2013) (statement of Tor Hansen, Co-President/Co-Founder YepRoc
Records/Redeye Distribution).
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The situation is even worse for individual authors and artists. Any time spent fighting
infringement of their works takes away from the time they would spend on creating
new works for the public to enjoy, and the money needed to enforce must come out of
their personal income or savings. As artist Lorene Leftwich Sisk noted in a letter to the
Copyright Office, in order to prevent online infringements of her artwork, she either
stops selling her art on the Internet, or she ends up sending 50 DMCA takedown notices
per year; and in her words, “[I] don’t have time to waste [on] all these infringements.””

Independent authors often find themselves in a never-ending battle with unscrupulous
website operators who pay mere lip-service to obligations of the DMCA while enjoying
its safe harbors. Author and publisher Morris Rosenthal testified in a submission to the
Copyright Office that file-sharing networks “hide behind the DMCA and links to pirated
books are often reposted on the same site within hours of processing a DMCA
complaint.”® He observed that “content farm” websites that post stolen content claim
DMCA safe harbor protection while at the same time “syndicate the plagiarized material
to hundreds or thousands of other sites, all of whom claim DMCA protection, making it
impossible for an author to have all of the infringements removed.”® In one instance, he
“found [his] book . . . [online illegally] within a day of it being posted [for sale], and not
only were there already a thousand downloads, there were over fifty comments posted
by different people thanking the individual who posted the file.”*® Mr. Rosenthal told
the Copyright Office that, as a result of the efforts required to fight the tsunami, he has
“dropped all attempts at writing new books in an attempt to fight copyright
infringements and preserve the core of [his] publishing business.”"*

Artist and designer Christine Filipak has had similar experiences. As the de facto
copyright enforcer for popular gothic rock duo Nox Arcana, she has collected over five
gigabytes of screenshots and unanswered DMCA notices over the past several years,
showing hundreds of commercial websites where the band’s music is copied and
distributed illegally. Her experience demonstrates that the DMCA process has become
far more difficult than it need be.

From these examples it is clear that the volume of infringement individual authors and
small businesses must manage online is having a chilling effect on artistic expression. To
make matters worse, many recipients of takedown notices, supported by organizations

7 Letter from Lorene Leftwich Sisk, to U.S. Copyright Office (2012) {on file with U.S.
Copyright Office) (submitted in response to solicitation from U.S. Copyright Office re
copyright small claims).

8 Letter from Morris Rosenthal, to U.S. Copyright Office, at 2 (2012) {on file with U.S.
Copyright Office) (submitted in response to solicitation from U.S. Copyright Office re
copyright small claims).

°1d. at 3.

Yid. at2.

Mid at 1.
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such as the Electronic Frontier Foundation, attempt to intimidate and bully those artists
who do stand up for their rights. The site Chillingeffects.org, for example, bills itself as a
“clearinghouse” for DMCA notices. It publishes notices forwarded to the site by
recipients such as Google, leaving intact information that directs readers to the
infringing URLs. Until recently the site also publicized the names and personal
information of any artist sending a notice to seek the removal of an infringing URL.

The activities of chillingeffects.org are repugnant to the purposes of Section 512. Data
collected by high-volume recipients of DMCA notices such as Google, and senders of
DMCA notices such as trade associations representing the film and music industries
demonstrate that the overwhelming majority of DMCA notices sent are Iegitimatelz, yet
the site unfairly maligns artists and creators using the legal process created by Section
512 as proponents of censorship. Moreover, by publishing the personal contact
information of the creators sending notices {a practice which Chilling Effects only
recently discontinued), it subjects creators to harassment and personal attacks for
seeking to exercise their legal rights. Finally, because the site does not redact
information about the infringing URLs identified in the notices, it has effectively become
the largest repository of URLs hosting infringing content on the internet.

Several steps could be taken to improve the situation. First, stakeholders, including
representatives of search engines, online service providers, website operators, vendors
that issue DMCA notices on behalf of rightsholders, and rightsholders of all varieties
(including representatives of individual artists and small businesses) should be required
to confer with the encouragement of Congress or an expert agency with the goal of
identifying technologically reasonable steps that can be taken to minimize the
occurrence and recurrence of infringements online. These discussions should also
include means of streamlining the sending and receipt of Section 512 notices so that the
burden is reduced on both issuers and recipients of notices. The stakeholder
consultation process the United States Patent and Trademark Office has announced it
will begin next week offers a promising opportunity for having such discussions.

Second, these same entities should work cooperatively to elaborate repeat infringer
policies. Some useful progress has already been made in this regard by multi
stakeholder groups such as the Center for Copyright Information. Such efforts should be
expanded to include other stakeholders and additional categories of creative works.

2 MPAA, for example, reports that its companies sent a total of 25,235,151 notices
regarding infringing URLs to site operators and search engines in the time period
between March 2013 and August 2013. In response, they received a grand total of 8
counter notices. Bruce Boyden, The Failure of the DMCA Notice and Takedown System:
A Twentieth Century Solution to a Twenty-First Century Problem, December 2013,
available at http://cpip.gmu.edu/2013/12/05/the-failure-of-the-dmca-notice-and-
takedown-system-2/.
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Finally, Congress should question the motives of groups such as those that back Chilling
Effects and attempt to shift focus away from the flood of takedown notices going to
service providers to little effect and toward the rare and isolated notice sent in error or
bad faith. Members of the Copyright Alliance and other good faith participants in the
internet ecosystem want to minimize the need to send DMCA notices. No creator
wishes to devote time directing notices at the wrong targets, especially when, as
detailed above, they don’t have enough time to go after all the right targets. The DMCA
already provides relief for bad-faith takedowns.” There is simply no evidence that such
takedowns warrant placing additional burdens on already overburdened creators.

The DMCA’s goal of encouraging “service providers and copyright owners to cooperate
to detect and deal with copyright infringements that take place in the digital networked
environment” remains a vital one. The Copyright Alliance appreciates the efforts of this
Subcommittee to ensure that the tools created by Section 512 can be used effectively,
without fear of retaliation, and without imposing undue burdens either on those who
send or those who receive such notices. We stand ready to assist in any stakeholder
effort the Subcommittee or an expert agency may convene in this regard.

1317 U.S. Code § 512(f).
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Mr. DEUTCH. Thank you. I think this letter highlights some of
the problems that creators have with the way that the DMCA is
currently working. As we look at the strengths and weaknesses of
the current system, it is important to keep in mind, as I think so
much of this hearing has done, the experience of artists and cre-
ators, especially independent artists, Ms. Schneider, who rarely
have access to the resources and infrastructure that are needed to
keep up with this Internet piracy whack-a-mole. That is the dif-
ficulty that you face.

I agree with, I think, most of the witnesses that the balance
struck by the DMCA to encourage cooperation and to preserve pro-
tections for technology companies acting in good faith is the right
one. As many have already said today, without the DMCA protec-
tions, it would be hard to imagine the growth of the Internet and
other digital services that we have seen over the past decade.

This hearing and the Committee’s subsequent work examining
copyright law will be a much needed opportunity to ensure that the
current balance of the DMCA is working for creators and tech-
nology providers without imposing undue burdens on either side for
takedown notices, and it is this balance that I am concerned about.
I think the letter of the law was clear that the DMCA was designed
to protect good-faith actors from liability but not to protect people
who were benefitting financially from pirated content. But the rea-
sonable division seems to have become obscured as courts have
looked at it.

Ms. Oyama, I just wanted to ask you about that. It is my under-
standing—and I would like to give you the opportunity to help me
understand how we are coming at this issue—that Google has in-
tervened as a friend of the court in a number of cases, including
those against infringing file-sharing and cyber locker sites, to press
the view that the DMCA is available as a defense not only for inno-
cent service providers but also for those who are actively inducing
copyright infringement, which is surprising to me. As the Supreme
Court defined inducement, it applies specifically to people who act
with, and I quote, “an unlawful objective to promote infringement,
3nd premises liability on purposeful, culpable expression and con-

uct.”

In one of these cases, the district court described inducement li-
ability and the safe harbor as inherently contradictory and how
there is no such safe harbor for such conduct. But my under-
standing is that Google has strongly rejected that view, arguing in-
stead that the DMCA protects qualifying service providers against
all claims of infringement, including inducement.

So something would seem to be wrong if the safe harbor offers
liability protection to people who are engaged in purposeful, cul-
pable expression and conduct with an unlawful objective to promote
infringement. I would like to hear your views on that. Help me un-
derstand where you are coming from to clarify the issue.

Ms. OvaMA. I am not aware of the specific briefs there, but I
think the DMCA, the critical purpose there was to incentivize pro-
viders to participate in this cooperative process to give them legal
certainty so that they can grow their services, and today we are
seeing tremendous boost to the creative industries based on these
platforms.
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The case law that I am aware of has been very good in distin-
guishing bad actors, sites where they have been found to be com-
mitted to engaging in piracy, things like the Hot Files, from legiti-
mate services like YouTube and Google. We have also been tar-
geted by these types of lawsuits. We have had to spend a lot of
money defending ourselves, and today these are the platforms that
are helping more than a million different creators earn revenue,
sending more than a billion dollars just back to the music industry.

Mr. DEUTCH. So the law shouldn’t be used to shield those en-
gaged in copyright infringement and inducement from liability.
That is not the purpose of the law, is it?

Ms. OvaMA. No. The law should be—if you are a good actor and
you are abiding by the DMCA in your responsibilities, I think you
don’t want to be the target of litigation. If you are not, there are
bad sites that don’t operate within the DMCA, they are pur-
suing

Mr. DEUTCH. I just want to be clear, though. It is not a question
of operating within the DMCA. It is whether the purpose of the site
is to induce infringement of copyright. Then that site and those site
operators shouldn’t be entitled to the safe harbor provisions of the
DMCA whether they are technically falling within them or not.

Ms. OvAMA. That sounds reasonable. Sometimes in amicus briefs
there are many different issues that come up. I would be happy to
follow up with you on that.

Mr. DEUTCH. In the last few seconds I have, if others on the
panel have thoughts on this? Professor?

Mr. O’CoNNOR. Well, I think one thing that should be clear here
is that there are mechanisms, then, to allow content to be legiti-
mately licensed. So I think the issue is that we should not be using
the safe harbor to shield people who are just putting up clearly,
blatantly infringing material. There are easy ways to get at it le-
gally.

Mr. DEUTCH. Thank you.

Thank you, Mr. Chairman. I yield back.

Mr. CoBLE. I thank the gentleman. The gentleman’s time has ex-
pired.

The distinguished gentleman from Pennsylvania, Mr. Marino.

Mr. MARINO. Thank you, Chairman, and thank the panel mem-
bers for being here.

I hear dozens and dozens of war stories from creators who have
come to personally see me and they have shared their nightmares
with me, almost exactly the way Ms. Schneider has genuinely and
eloquently stated what she has been going through. So with that
in mind, Mr. Sieminski, I see that you mentioned in your state-
ment that you have seven people that are devoted to addressing
the notice and takedown requests full time. So pursuant to that,
if you receive hundreds of notices and takedown requests for con-
tent posted by the same user on your site, is there a process of how
you can interact with that user? Number one.

Number two, do you put a hold on their account? Number two.

And number three, do you relay some sort of warning against
posting more content in the future?

And if you need me to repeat any of those, just tell me.
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Mr. SIEMINSKI. Thank you for the question. To answer your ques-
tion, yes, as required by the law, we have a repeat infringer policy,
as most websites do, and if a user does receive over a certain
amount of notices for their site, their account is suspended perma-
nently. So the answer is yes.

Mr. MARINO. All right. Thank you.

Ms. Oyama, you and I had the opportunity a couple of weeks ago
to talk about many issues, this being one of them, and it was very
enlightening. I mean, you showed me a lot of what was being done.
I guess I am looking at this from a proactive approach. We talked
about the red light/green light system a little bit by which a pro-
vider would denote in a search result those sites which may have
been tagged as likely to contain infringing content with a yellow or
red light or some explanation.

Would you be willing to create with the providers that you can
work with, or you at Google create a method to implement this
type of system? And further, would you be willing to move these
authorized, legitimate results to the top of the page?

Ms. OvaMA. I think we always want to have authorized, legiti-
mate results appear. We have done a lot of great work, especially
using the signal and other things, working with rights holders to
make sure that for the vast majority of queries that are related to
media and entertainment content, the ones that I discussed earlier
about looking for films, that the legitimate results are surfacing.

I think the red light/green light concept that we talked about was
in the context of kind of flagging for users that sites might be good
or they might be bad. I think we just have to remember that
DMCA applies to all service providers. There are 66,000 or more.

Mr. MARINO. I understand that, but I am really one that does not
want the Federal Government to get involved in what it is involved
in now. I am a states’ rights guy, and I want to see less Federal
Government in my life. But we need to ramp this up a little bit,
and I am looking toward the industry. I am having some faith, for
the time being, in the industry and the providers to come up with
methods. I mean, Google, you are a smart operation over there. I
am very impressed. But I am looking to you to create a system
whereby people like Ms. Schneider are not damaged as they are.

For example, when someone types in a “movie free,” can you not
do something? I can’t believe you cannot. I think we can. If we can
put a man on the moon and we can transplant a heart, we cer-
tainly can say that when someone shows up “free,” do something
about that. Help me out. Give me some suggestions, please.

Ms. OvaMA. Yes, okay. So I think we cannot strike the word
“free” from search. There is a lot of legitimate free music and mov-
ies, and that is good for everybody. It is good for consumers. Some
artists, the first thing they want is they want people to know about
who they are. They want to get their name recognition out, and
from there they use popularity. Songs go viral. They go number one
on iTunes. They travel the world. These are good things to have
the Internet available to have distribution of music.

I think the key place here that we all can continue to work to-
gether is how do we surface legitimate content. So if we want to
fight piracy, we need to increase the availability of legitimate offer-
ings.
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Mr. MARINO. Let me stop you there for a moment. I mean, there
has got to be a process by which, when certain words come up—
“free,” “I don’t want to have to pay for it”—that that can be
flagged.

Ms. OvaMmA. Right, yes.

Mr. MARINO. My 18-year-old daughter, my 14-year-old son make
these little programs to do some things that I just can’t believe
they are doing.

Ms. OvaMA. One of the places we have had some good conversa-
tions with folks about is if you want legitimate pages to surface for
a query for “free,” the pages should have the word “free.” So you
could say “free music sample,” anything with that word “free” that
would help it surface.

We are also trying to use additional space in search on the
knowledge panel and the advertising to get customers to purchase.

Mr. MARINO. Let me get to another question concerning mobile
apps. Malicious and

Mr. CoBLE. Very briefly. The gentleman’s time has expired, but
one more question would be fine.

Mr. MARINO. The mobile app.

Thank you, Chairman.

There have been quite a few high-risk Android apps and growing,
from 6,000 in the first quarter of 2012 to 1,100,000 in 2013.
Malware in apps is a huge concern. What can we do about it?

Ms. OYAMA. Apps is a tremendous space. We have Google Play.
As folks move to mobile, being able to purchase legitimate content,
we are really hopeful that is going to grow opportunities for artists,
from independent creators to the biggest companies. We are super,
super excited about the direction of mobile.

For apps, the biggest thing there I can just tell you in terms of
DMCA, we have notice and takedown procedures. We kicked out
about 20,000, 25,000 apps last year under this notice and takedown
system.

Mr. MARINO. Chairman, thank you.

Mr. CoBLE. You are welcome. The gentleman’s time has expired.

For the information of all the Members, we will have 5 additional
days for the Members to submit appropriate questions and for the
witnesses as well to respond, so nobody is being cut off.

The gentleman from Louisiana, Mr. Richmond.

Mr. RicHMOND. Thank you, Mr. Chairman.

Let me just say that, especially in my time in the state legisla-
ture, sometimes we are forced to act, and I acknowledge that we
are probably not the best people to act on this because technology
changes so fast. But if we are forced to act, I don’t think anybody
is going to like what we do because it wouldn’t be a comprehensive
solution. So I would suggest that stakeholders get together and fig-
ure it out.

But let me just start with you, Ms. Oyama. You mentioned the
auto-complete. I guess my question is can you all manipulate or
manage the auto-complete? Because someone who is just going to
Google about “12 Years a Slave,” once you get to “12 Years” and
you see all of them come up, and one says “free” or “watch for free,”
then you are pushing them to that space even if they didn’t want
to go there.




96

I am thinking of my mother, who is probably not an Internet so-
phisticated person. So if I can get her to go Google “12 Years a
Slave,” and she sees “free,” you kind of are enticing her to go that
way. So can you all manipulate auto-complete at all?

Ms. OvaMA. I just want to be clear on the interaction between
auto-complete and search results. You can go into Google Search
Trends today and you can actually see what real users are actually
typing in, and you can see that it is the movies and artists. You
can go into Google, type those queries, and there are clean results.
On any links that are a problem, we will take them out. We take
out more than 23 million——

Mr. RICHMOND. No, no, I understand the results. But I am strict-
ly speaking of the auto-complete.

Ms. OvAaMA. The policy that we have, actually, it has been a good
ongoing conversation with rights holders. So our policy is we will
accept terms. If rights holders are concerned that these terms are
closely associated with piracy, we have accepted them. We have ac-
tually accepted almost every term we have received.

But a word like “free,” you can’t strike. A word like “music,”
things like that, there is actually a lot of legitimate content offer-
ings. But if they pass that threshold, there has been a good amount
of coverage on this. There are definitely terms and words, services
that have been removed, and it is not a finished conversation. So
if there are more words that are concerning to folks, that should
be an open conversation. There are always new services popping up
or new bad actors, and we want to make sure that that does stay
updated in real time.

Mr. RicHMOND. Well, let me ask your opinion on something. I
represent New Orleans, which is a hotbed of creativity, whether it
is independent filmmakers, whether it is musicians, and whether
it is small authors who self-publish. What advice would you give
them in terms of protecting their copyright, considering they are
probably not a big corporation and they are just someone who loves
music and would like to earn a living singing, whatever they are
singing about?

Ms. OvamA. Yes. You know, some of the advice I actually get
from them, which is how excited they are about the web and how
important it is for them to be looking at new distribution models.
So I think 5 years ago if we were having this conversation, every-
one, probably even in the industry, was very focused on takedown,
things we don’t want on the web, or we want total control, and
today we are seeing tremendous opportunities. When users are get-
ting excited about music, that is awesome for the original creator,
and they are, in turn, being able to monetize that, get revenue,
grow their audience.

So I would really encourage them to stay focused on the enforce-
ment, and different people are more focused on that than others,
but to also think about the other ways that they can use the Inter-
net to enable their businesses. There was an op-ed that I read this
morning by Jo Dee Messina, a really well-known country artist,
and it was titled “How the Internet Saved My Career.” It is about
how she used things like analytics that would show her where
users are based who are watching her videos or listening to her
music, and you can actually add those to your tours. So for the cre-
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ators that you are working with there, they may not even realize
that there was a population of fans in Canada, and they could add
that city to their tour, things like that, things about collaboration.

So different artists working together on the web and joining dif-
ferent fan bases together, figuring out I think pretty quickly what
it is you want as your monetization strategy. So for YouTube, we
have the ability to run advertising around the content so that the
rights holder gets the majority.

Mr. RiIcCHMOND. Right. But I would just ask that you use your
legal mind and pretend that the artist is your client and think
about how you would advise them in protecting their copyright and
making sure that others are not making money off of something
that they shouldn’t, especially when you look at the investment
sometimes that people put out in life savings. We don’t want others
to just come in and take it.

Ms. OvamA. Absolutely.

Mr. RICHMOND. So it is a delicate balance, and I would just ask
that everybody look at it from the other person’s side so that we
can get to a good place here where everybody is maybe not happy
but content and pleased that we are understanding each other.

With that, Mr. Chairman, I yield back.

Mr. CoBLE. I thank the gentleman.

The gentleman from Missouri, Mr. Smith.

Mr. SMITH OF MISSOURI. Thank you, Mr. Chairman.

Mr. Chairman, I want to express my thanks again for holding
these copyright hearings. It has been very beneficial and helpful to
get down to the point.

And I want to thank all of you for appearing here today.

And I also want to thank all the stakeholders for working to-
gether to help solve this problem outside of this room, and I think
you can do a lot of that upon your own work.

But my question is for Mr. Doda. In your written testimony, you
mention the need for the private entities to enter into voluntary
agreements to help combat infringement in some sense, and I defi-
nitely agree with you, as I mentioned earlier. I tend to be a fan of
less government involvement in most of our way of life, but we
have already seen some of these agreements, and for that I ap-
plaud the parties involved in those agreements.

But I would like for you to briefly elaborate on some of the key
components of what you think these agreements should look like.

Mr. DoDpA. Thank you for the opportunity, Congressman. We are
encouraged at Elsevier by some of the voluntary private agree-
ments, particularly with respect to ad services and payment pro-
viders. The difficulty we see with some of those agreements are
that they, in effect, are a bit cumbersome to accomplish their task.
I could follow up in more detail, but my recollection of the vol-
untary agreement with respect to ad services, for example, essen-
tially imposes another layer of notifications. So that would be one
issue.

The voluntary measure that I am aware of in the payment sector
is one that unfortunately is not well suited to a problem that we
experienced with these host sites that are overrun with user-
uploaded content. That mechanism, by virtue of the way that pro-
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gram operates, would not, in fact, we think, adequately capture
those types of sites in terms of stopping the payment processing.

Mr. SMITH OF MISSOURI. All right. Thank you.

Ms. Oyama?

Ms. OYAMA. Yes.

Mr. SMITH OF MiISSOURI. We heard a lot today about Google’s
Content ID program. Could you briefly highlight for us how and
why this tool was able to be produced, and do you think there are
ways of improving on it?

Ms. OvAMA. Yes, thank you. I think the DMCA played a big role
in providing the foundation for companies like YouTube to develop
really great tools like Content ID. So YouTube is a well-known
brand today, but it did start also as a couple of guys in their ga-
rage with a great idea, and what the DMCA does is it provides this
playing field, it provides a system that if you are a new company
and you are launching your service, you are launching your start-
up, you can be clear on what the rules of the road are. You can
get investment and you can start to build, and then over time
maybe your business gets bigger and maybe you become more well
known, it becomes more sophisticated. When YouTube became a
part of Google, we really injected a huge amount of effort, so more
than $60 million, more than 50,000 engineering hours went into
building this system.

What it does today is it allows us to get fingerprint files from
rights holders. So they will give us the technical fingerprint of their
film or their song, and then that allows us, when users are
uploading their content, we scan more than 15 million fingerprints,
and if there is a match we go back to the rights holder and we ask
them what they would like to do. They can take it down if they
want, they can track and use analytics, or they could monetize. The
vast majority actually choose to monetize.

We sent more than a billion dollars just back to the music indus-
try alone in the last couple of years. But many more independent
creators are also making easily six figures on this through those
channels. This is the way that they grow their audience, the way
that they reach new fans, and actually how they get revenue.

So from people like songwriters to artists to filmmakers alike,
they are using this system extremely well.

Mr. SMITH OF MISSOURI. All right. Thank you.

Thank you, Mr. Chairman.

Mr. CoBLE. I thank you, sir.

The gentle lady from Washington.

Ms. DELBENE. Thank you, Mr. Chair.

And thanks to all of you for being here today.

One thing we haven’t quite talked about as much yet is that
there are really no borders on the Internet, and we know that as
we discuss what we do here domestically, we still are going to be
impacted and content will be impacted internationally.

So I wanted to get feedback from all of you on what you think
might be doing well in other places, what issues we should be
aware of as we look at the impact we are going to have from inter-
national laws, international content or people, international
websites and how they deal with content.
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So I just wanted to start with you, Ms. Oyama, since you deal
with this already, on how you see what the challenges we face or
what we need to keep in mind.

Ms. OvamA. Thank you. So on the enforcement side, a couple of
places. One is when we know that sites are based in foreign coun-
tries, sometimes they are with countries where we don’t have very
good diplomatic relationships. Other times we actually do. They
could be an allied country. So I think figuring out how to better
apply and coordinate some international diplomatic pressure to tar-
get bad actors would be a good place. We have also endorsed “fol-
low the money” strategies, that if we can actually get to those for-
eign sites, drying up any U.S. ties or any incentives to help them
with their revenue is super smart. We are really happy to have the
ad networks best practices in place.

There are actually hundreds of other ad networks in the eco-
system. So although the leading ones have now stepped up, we love
to see that spread further so that the real financial incentives of
those business models isn’t just to get a new ad network but actu-
ally to have no advertising.

The third thing I would add on the foreign policy side is I think
there is an increasing awareness that there are tremendous
amounts of the U.S. economy that are economically reliant on these
other parts of U.S. law. So the exclusive rights have been ex-
tremely important for creators. We want to continue to press on
them. But things like fair use and these safe harbors, many U.S.
companies, every Internet company relies on these to exist. So if
we see those safe harbors threatened or eroded in foreign countries,
that means we wouldn’t be able to deliver our services like Play or
YouTube into those countries. That wouldn’t be good for the cre-
ators for making revenue or for the American companies.

So I think having that ongoing conversation with new companies
that are starting to build up their Internet policy frameworks
would be fantastic.

Ms. DELBENE. Ms. Schneider, how about you in terms of I don’t
know if you have had any interaction there.

Ms. SCHNEIDER. Well, one thing I would say is that sometimes
I hear people say, oh, we don’t have to do anything really because
the whole world is such a mess, and I just feel like we should set
the bar as an example to the world about how to go ahead pro-
tecting artists. I mean, a company that is making billions on their
own patents, thousands of patents, and on artists’ intellectual prop-
erty, now look at me and my community and what we represent.
We are hemorrhaging red ink on our intellectual property. There
has to be something that brings these two sides together and
makes it sustainable.

I want to feel good about this whole world. I want it to benefit
me. I don’t want it just to benefit the big players. And like Ms.
Oyama said, there was somebody on YouTube that did so great and
had millions of views. That is like going into a poor neighborhood
and finding one person that won the lottery and saying, wow, look,
you won the lottery, while everybody else is suffering. So that is
my view.

Ms. DELBENE. Thank you.
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Professor O’Connor, you talked about the kind of blurriness be-
tween what we think of as content creators and providers. So as
we look around the world, do you have feedback on what we need
to do and what we need to keep in mind and not have just pure
categories of industry players who are either just content creators
or are just service providers?

Mr. O’CONNOR. Yes, thank you for that question. As Ms. Oyama
was saying, there are a lot of exciting platforms now for artists to
try to promote their careers, so more and more artists are stepping
over into being entrepreneurs themselves. So what we need to do,
though, is to allow them an environment in which they do know
that they can do the right thing, respect rights, and not be taken
advantage of by people who then will just relentlessly repost.

So, in other words, if we don’t give them the right space and
tools to be able to do the right thing, then they will have to start
acting like the other side that just relentlessly infringes.

Ms. DELBENE. Thank you.

My time has expired. I yield back, Mr. Chair.

Mr. CoBLE. I thank the gentle lady.

The gentleman from Georgia, Mr. Collins.

Mr. CoLLINS. Well, thank you, Mr. Chairman.

You know, we are talking about songs and your deep love of blue-
grass. I am from the north Georgia mountains, and also remember
that you helped a gentleman named Earl Scruggs. Here you go, Mr.
Chairman, here is some bluegrass.

[Music.]

Mr. CoBLE. Pardon my immodesty, but I was invited to present
Earl Scruggs with his Grammy Award, oh, I guess five or 6 years
ago, and I will never forget. He reached over and touched my
shoulder. He said, “Thank you, man, for coming out here.” Thank
you for that.

Mr. CorLLiNs. I wanted to bring back good memories for you, Mr.
Chairman.

As many of you know, I try to bring it back to what the bottom
line is. That is the user and that is the person, that is the creator,
that is the formats. And again, that is just from our Chairman’s
perspective, but we all have those memories.

Ms. Bridy, I have a question for you. In your written testimony
you say that it is reasonable for cost of enforcement to fall more
heavily on content owners. But what about the individual song-
writers and the independent filmmakers? They often have limited
or no technical expertise or software at their disposal to ease some
of these costs to make enforcement meaningful.

We met with the Directors Guild, 15,000 independent directors,
true creative incubators. These are small players who can’t afford
to absorb those costs with those practical mechanisms to operate
within the DMCA framework.

How do you address the small creator issue?

Ms. BriDy. I think it is a great question, and I think it really
is important to remember on all sides of this issue that the dif-
ferent actors are differently situated, right? There are large cor-
porate rights owners and small creators; there are also large Inter-
net service providers—online platforms like Google, and then also
very much smaller ones.
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So I think that one key would be to make it easier for people like
Ms. Schneider to navigate the takedown process by having fillable
forms like Google does. I think it is probably not that expensive for
most smaller Internet companies to just have a fillable form for
DMCA compliance so that there can be electronic submission of
takedown notices. I think that is probably a fairly easy place to
start.

But I think it is also important to remember that companies like
Google have the money to be able to make the investments to have
these really sophisticated tools. We also have to be careful to think
about the startups that don’t have that money and to be careful
when we are imposing burdens to make sure that they are not
going to be felt disproportionately by small Internet companies.

Mr. COLLINS. And I appreciate that because that is a concern.

Ms. Oyama, we have talked before, and I am glad you are here,
and these are interesting issues. But in a follow-up to that discus-
sion, again concerned about the smaller creator in this, you men-
tioned just a few moments ago that YouTube was once a small
startup; Google was as well. Now it has grown to the point where
my folks in northeast Georgia have the world literally at their fin-
gertips as far as access not only to your platform but others.

Because of your success, we need your continued help with the
Internet ecosystem. The small creator needs your help, and I don’t
want Congress to have to legislate. It has been talked about that
this is something that we can work on. I want the industry to be
able to use voluntary agreements to effectively fight online piracy,
and you guys are doing a pretty good job at that. But I am afraid
the volunteer agreements may not be taking into account the quiet-
er voices of some of the smaller creators.

Is there anything that Google can do to help navigate Section
512? And I have a follow-up to that, as well.

Ms. OYAMA. Sure. I actually really very much agree with what
Professor Bridy said. So making this process as simple and auto-
mated and low cost as possible for everyone I think is a place
where automation can play a big role, so the web forms that we
have across our products.

The second piece would be there is actually a very thriving ven-
dor market in this space, so people that are becoming very special-
ized in sending these notices. So no one is touching keyboards. It
is automated on one side, it is automated on the other side, and
many different people can use those services. Those folks that have
specialties in this area are getting smarter and faster about it be-
cause it is their expertise.

So if we can also bring them into the conversation, if they have
tips and tools about how to find piracy and how to quickly send so
it is quickly removed.

Mr. CoLLINS. And very quickly, most of your requests are taken
down within a matter of hours, but there is a small percentage that
do not get taken down quickly, and one of the reasons given is you
need additional information. While we are talking about this, what
is the additional information? And if we are looking at making
changes here, how could we incorporate that into the discussion
here? Why is there an additional information lag?
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Ms. OvaMA. I think the web forms have a pretty simple place to
fill those out. So if they are rejected because of a lack of informa-
tion, it would be a deficiency that someone hasn’t filled in the basic
requirements of the form. So one example could be if you were un-
clear about who was the owner of the copyright.

So the notice and takedown regime I think rightly, as Congress
set it up, gives rights holders, the creators, the owners of the work
the ability to send, but you wouldn’t want somebody else in the
public saying what to do with Ms. Schneider’s work.

So if it is not clear, you are not saying you are the authorized
person

Mr. CoLLINS. And we are just trying to figure out how can we
help make it clear to say this is what you need to do. But I appre-
ciate it.

Thank you, panel.

Mr. Chairman, I yield back, Earl Scruggs and everything.

Mr. CoBLE. I want to say to the gentleman from Georgia, thank
you for that intro.

And for the benefit of the uninformed, the late Earl Scruggs, the
late North Carolinian Earl Scruggs was generally recognized as the
world’s premier five-string banjoist.

Thank you again, sir.

The gentleman from New York.

Mr. JEFFRIES. Thank you, Mr. Chairman.

Let me thank the witnesses for what I think has been a very in-
formative discussion.

Let me begin with Professor Bridy. The Supreme Court in the
1975 decision—I believe it was written by Potter Stewart—20th
Century Music Corporation v. Akin, made the statement, “The im-
mediate effect of our copyright law is to secure a fair return for an
author’s creative labor. But the ultimate aim by this incentive is
to stimulate artistic creativity for the general good,” a statement
made by the Supreme Court about the underpinnings of our copy-
right law.

Would you agree with the sentiment that was expressed by the
Court in this opinion?

Ms. BrIDY. I do very much agree with that. I think that it is very
important to secure to creators a return on their investment so
that they are incentivized to create more creative content for the
public, but that ultimately the system is designed to deliver cre-
ative works to the public. So I very much agree with that state-
ment, and I think that the DMCA has really worked a good balance
to try to help that policy objective to thrive in the digital environ-
ment.

Mr. JEFFRIES. Now, I agree with your observation that the
DMCA should be or is correctly about promoting a balance between
sound copyright policy on the one hand and sound innovation policy
on the other. And in the context of sound innovation policy, is it
fair to say that a robust safe harbor provision is important to al-
lowing for innovation to continue to flourish in the digital age?

Ms. BriDY. I think it is crucial. I think there is no question.

Mr. JEFFRIES. Now, as it relates to the applicability of the safe
harbor provision to Internet companies, it is my understanding
that if there is either actual knowledge or red-flag knowledge of in-
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fringement activity, then that safe harbor provision is no longer ap-
plicable; correct?

Ms. Bripy. That is right. It puts them outside the safe harbor.

Mr. JEFFRIES. Now, in the context of how courts have defined
red-flag knowledge, could you provide for us some clarity as to
what the current state of the law is in this area?

Ms. BRIDY. Sure. I think we are going to get some more guidance
in not very long from the Second Circuit on this issue because the
Viacom v. YouTube case is on appeal for the second time in the
Second Circuit, and one of the issues that is live before the Circuit
now is what the interaction is between red-flag knowledge and this
doctrine of willful blindness about which Professor O’Connor spoke
earlier.

So I think that most of the courts that have decided this issue
have said that red-flag knowledge is knowledge of facts or cir-
cumstances from which infringing activity is apparent and that the
knowledge in question can’t just be generalized knowledge. It has
to be red-flag knowledge of specific instances of infringement on a
service provider’s system.

Mr. JEFFRIES. Thanks.

Now, Professor O’Connor, in your view, have the courts provided
either sufficient guidance as it relates to red-flag knowledge? And,
as they have defined this area, has it been sufficiently robust to
make this particular provision meaningful?

Mr. O’CoNNOR. Thank you, Representative Jeffries. Respectfully,
I don’t think they have adequately taken care of the doctrine. I
think that, as Professor Bridy is saying, they really are limiting it.
Well, she might not be saying that, but to where you have actual
knowledge of that particular work. So it gets narrowed and nar-
rowed, so that even if you have a sense that there is lots of in-
fringement going on, you can still essentially turn a blind eye to
it, and I don’t think that was the intent.

So I do again suggest respectfully that Congress could consider
setting the policy on what willful blindness should be. If you are
aware there is infringement going on on your site, you should take
some steps to mitigate it.

Mr. JEFFRIES. Now, I would note that in other areas of the law,
you have a commonly understood principle of either actual knowl-
edge or constructive knowledge. The term “constructive knowledge”
doesn’t appear in the DMCA, but presumably that is part of what
Congress had intended in terms of bringing this particular provi-
sion to life.

But, Ms. Oyama, I would also note that perhaps there is a rea-
sonable argument that the Internet context is different. In the
fraud instance, for instance, constructive knowledge requires a
duty of inquiry which it appears the DMCA explicitly did not im-
pose in this particular instance.

What are your views as it relates to whether red-flag knowledge
should be more broadly defined?

Ms. OvAMA. I think, actually, the Internet context makes the re-
quirement of knowledge of specific infringing acts even more impor-
tant because of the diversity and the ecosystem and the different
ways that creators are engaging with content.



104

So just because—imagine we were even able to say this is a song
and this is all the places that it appears. Artists have very different
standards on where they want it to appear, who they are author-
izing, who is not allowed, who is allowed, and so that is why we
need that cooperative process where they specifically tell us this
one is okay, this one is not okay, this one I didn’t know about but
actually that is really cool, that one can stay up.

I think you want to make sure that we are not giving the wrong
incentives to online services and platforms to build and innovate in
this space. So if you narrow the safe harbors and you make it more
risky for providers to be innovating in this space or building on
their own above the law, filtering and monitoring and things like
Content ID, you are going to make everybody very fearful that they
are going to hit up against this legal lhability. So I think creating
a very clear and certain platform that then allows people to experi-
ment and build better systems so that all of the businesses can be
licensing and earning revenue from the content is the right direc-
tion to go.

You don’t want to inject a lot of fear and confusion into the eco-
system, especially with small companies that are trying to get in-
vestment. They don’t want to get sued out of existence. If you start
to impute more things of you might be taking actions and this will
show you are willfully blind, no one understands what those stand-
ards are. They are very vague. That is going to be the wrong incen-
tive, because they are not going to be trying to fix these problems
voluntarily.

Mr. JEFFRIES. Mr. Chair, if I could just ask one brief follow-up
question.

At the beginning of my remarks I referenced the Supreme Court
decision that notice and principles, laws that can be boiled down
to fair return and stimulating artistic creativity as underpinnings
of our copyright law. Would you agree that those still remain, even
in the Internet context?

Ms. OvyamA. Absolutely.

Mr. JEFFRIES. The value of the innovation economy is a strong
thing for us to consider?

Ms. OYAMA. Yes. I think incentivizing creativity is the place that
we should all be looking toward and kind of working backwards
from in terms of policies that we would support. It is an exciting
time. There are more creators that are able to gain access to the
tools of creation, to distribution, and to monetization. These indus-
tries are changing, but I think that is an exciting thing. There is
more creativity out there than ever before.

Mr. JEFFRIES. Thank you, Mr. Chair.

Mr. MARINO [presiding]. You are welcome.

The Chair recognizes the Congressman from Texas, Judge Poe.

Mr. PoE. I thank the Chairman.

Thank you all for being here.

As a former judge, I don’t like stealing, sneaking around and tak-
ing somebody else’s property. It is just bad, especially car thieves.
My Jeep was stolen, and I was mad until they found the outlaw
who stole it. But that is what we are dealing with in this whole
thing, Internet thievery, piracy, if you will. It is a little different
than most crimes in that generally in criminal situations you have
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law enforcement involved. Here, we are trying to solve this problem
through the private sector. I think that is the biggest difference.
And hopefully we can move down the road so people quit stealing
from Ms. Schneider and Willie Nelson and everybody else.

I have some questions for all of you. I will just see how far I can
go before he gavels me.

I want to thank Ms. Oyama and Google for what you have done
on Internet trafficking issues and what you have done on the sites
and helping stop this scourge, especially of child trafficking. Google
and others are to be commended for this because it is just das-
tardly, and I hope we can solve that issue and catch those folks.

Going to a specific thing while we are here, apparently we have
all been on our iPhones looking up things on the Internet while
this has been going on. I preferred to go to “House of Cards” to see,
fantasy House of Cards. How does Google rank people who are—
I think I am a typical person that uses the Internet. You go to one
of the first three sites, you don’t even have to go to the second
page, and it seems to me like the first, maybe the first one was
valid, but the second two I was kind of suspicious.

Is there a way you can do this with your algorithms to make sure
that the bad guys aren’t at the top of the page when you look up
House of Cards?

Ms. OYAMA. Yes. I think the system that Congress set in place,
the notice and takedown system, is extremely well suited for that,
because as soon as we are alerted, link 2 and 3 were bad, those
are gone. So our average turnaround time is——

Mr. PoE. How did they get to be 2 and 3 to begin with? That is
my question.

Ms. OvaMA. Well, I think “House of Cards” is a great example.
It feeds into the conversation we were talking about, what types of
results are showing up. So if you Google “House of Cards,” take a
look at what is there, it is going to be legitimate stuff. It is going
to be the show’s website and hopefully the knowledge panel and
things about the actors.

Just in terms of kind of feeding back into the Search Trends con-
versation

Mr. POE. Just a second. Let me interrupt, because you have al-
ready lost me. I pull up “House of Cards,” I think I see the valid
“House of Cards,” but I think I see some thievery going on, like the
2nd and 3rd, maybe the 4th one. How does that happen? Is there
a way to prevent that from ever getting to be in those places with-
out having to take them down? That is my question.

Ms. OYAMA. You could attack the people that are putting that up
at their source. So sometimes it is a mistake, and I think the notice
and takedown process is a good place there.

Mr. PoE. Okay. I am a thief. I am stealing “House of Cards.”
How do I get it to be number 2 when you pull up “House of Cards?”
That is my question.

Ms. OYAMA. It is not number 2.

Mr. PoE. Okay, 3, 4, right up near the top.

Ms. OvaMmA. It is not near the top for “House of Cards.”

Mr. POE. Those are all legitimate sites.

Ms. OvaMA. They are going to be legitimate results, and “House
of Cards” is something like 121 times more popular than “Watch
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House of Cards.” So my point is the users are searching for “House
of Cards.” Those are the types of shows they look for, and then you
can look in Google search results. Those are legitimate, clean sites
bﬁcause they are popular and we have done a lot of strong work
there.

If it is a really bad actor, so if it is a company that is dedicated
to spreading this kind of content and that is what has appeared,
there is a role for intermediaries, and we are always working on
building better and faster tools so that those will be removed. All
we need to know is know that there is a problem, there is a link,
we will take that out very quickly, 6 hours or less. You don’t have
to go to a court. It is a very special power.

But if there is really a rogue actor out there that is determined
to just keep resurfacing these, we have to figure out how to also
direct our strategy to the source of the problem so that all of the
service providers aren’t in the same situation as the rights holders.
We are all here together trying to scrub this stuff out. You have
to disincentivize them and strike their business model or use civil
law enforcement.

Mr. POE. I am going to reclaim my time. I have two more ques-
tions.

Seventy-three thousand takedowns in 2 years; is that right?

Ms. OYAMA. Just out of the advertising system. Total, it is about
230 million last year.

Mr. PoE. Okay. How much does that cost? How much does that
cost? Make it so I can understand it.

Ms. OvaMmA. It is pretty much unquantifiable because we have
hundreds of folks that work on it. We have invested tens of mil-
lions of dollars into these systems. It is a huge burden.

Mr. POE. So you don’t know.

st. OvaMA. A total number, no. It is lots of people and lots
0

Mr. PoE. Okay. Take 6 hours to take down one site. How many
people do you have reviewing those sites to take them down within
6 hours?

Ms. OvamA. That is a great question. So for the most part at this
point, because of the engineering effort that we have invested in,
the tools, the bulk submission tools, trusted users, where we realize
95 percent of the requests that we were getting are actually from
a fairly limited number, like 50 major rights holders, we have de-
veloped faster tools to do that better.

Across the company we have hundreds of people that work on
these things, from engineering to legal, developing our policies,
making them really clear. We prohibit infringement on our prod-
ucts. We don’t want that. We have the same incentive as the con-
tent industry and the rights holders in that we are building busi-
nesses like Google Play and YouTube that are licensed. They are
licensed with the studios, the labels. Independent creators can use
these. We share revenue if creators are getting revenue. No one is
making any money if somebody clicks on something in search and
they are going to a bad place. So we are all losing money there.

11\‘/711". POE. You don’t know how many people, just hundreds of peo-
ple?

Ms. OvamMA. Hundreds of folks, yes.
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Mr. Pok. Okay. Well, I hope you all can figure out a way to solve
the problem without really getting a whole lot of government in-
volved in this. Sometimes the government makes it worse, not bet-
ter, no examples to be used. So I understand the problems and I
hope we can figure out a way to solve this so people like Ms.
Schneider stay in business and the thieves quit stealing.

And I will yield back to the Chairman, who has let me go over.
I appreciate it. Thank you.

Mr. MARINO. Thank you.

The Chair now recognizes the gentleman from Rhode Island,
Congressman Cicilline.

Mr. CiCciLLINE. Thank you, Mr. Chairman, and thank you to the
witnesses.

I think that protecting the creative products of artists and cre-
ators and the long-term success of the Internet and technology are
more closely aligned than maybe we all realize. So navigating
through these issues I think is particularly important. I am new
to this Committee, so this hearing was very useful to me.

But one thing I wondered is, in the very creation of Section 512,
I mean, I have seen in the past safe harbor provisions that are cre-
ated often after an actor is required to try to do something and has
tried in good faith but has been unsuccessful, and so they are of-
fered safe harbor. Section 512 doesn’t require that at all.

So I guess one remedy would be to add a section that says the
service provider has engaged in a good-faith or reasonable effort to
prevent infringement of copyright. I think the reason that that was
included—and I wasn’t here—was we wanted to protect the cer-
tainty and the growth of the Internet and not put that burden on
the service provider, and I think for all good reasons.

But in light of what we have seen over the last several hours of
testimony and what we know, it seems as if this kind of re-posting
problem has made the notice and takedown provision a bit of a
mockery. While there has been a lot of conversation about how we
have improved it to make it easier to file it and quicker to respond
to it, if you can just re-post it instantaneously, that is all well and
good but it is not really having the effect we would want.

So I suppose one other remedy we could provide is in this Sub-
section C where it says “obtaining such knowledge or awareness,
acts expeditiously to remove or disable access to the material,” and
we could add “and prevent its re-posting.” So that is another mech-
anism that would seem to me an obvious solution.

I recognize that it is much better if the industry figures this out,
and I hear that from artists, and I hear that from creators, and I
hear that obviously from technology entrepreneurs. But it does
seem to me that if the technology exists when notice is provided
that this is a copyright infringement, that we ought to have the
ability not only to have it taken down but to prevent it from reoc-
curring. That doesn’t solve all the problems, but I think it is what
Professor O’Connor spoke about, Mr. Doda spoke about. But isn’t
that the responsibility of the industry to figure out how you, as
Judge Poe said, not put all of this burden on the victim of the
crime? And isn’t it at least saying once you go through the burden
of identifying it, notifying us, we will at least honor your request
by not requiring you to do that non-stop all day?
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I don’t know who wants to respond to that, but it seems to me
like a pretty obvious solution.

Ms. SCHNEIDER. May I again make these points? Okay, I think
what could really solve and save companies like YouTube a lot of
takedown is just to have for the person uploading some educational
steps that they go through, not just clicking one box but asking
them certain—are you sure? Is this something you wrote? Okay, if
not, et cetera. Who knows? I mean, that has to be worked out.

Mr. CICILLINE. Right.

Ms. SCHNEIDER. And then the streamlined, I applaud definitely
the streamlined takedown. But, you know, the other thing is the
Content ID, stopping it before it is there, like they do. I mean, if
you didn’t have Content ID for those big companies, I can’t even
imagine how big your takedown numbers would be. They would be
insane. So imagine if Content ID worked for everybody and if we
all then could find other ways to either stop or monetize.

Mr. CiciLLINE. Thanks.

Mr. Doda?

Mr. DopA. Thank you, Congressman. I think hand in hand with
what you identified is that many times the re-uploaders are repeat
infringers. So another way that we can attack the problem is to
have strengthened repeat infringer policies, clearer policies, clearer
parameters around tracking repeat infringers and ensuring that
those actors are kept out, because they contribute substantially to
the re-upload problem.

Mr. CiciLLINE. Professor O’Connor?

Mr. O’CoNNOR. I want to follow up on Ms. Schneider’s comment
and make it clear, too, that one of the educations that could be
done would be directing people who want to upload things to copy-
right clearance centers, licenses. There are a number of mecha-
nisms that, as Representative Farenthold was curious about before,
is it hard? Do they have to contact Ms. Schneider directly? There
are many mechanisms to do this legally to put up the content you
want.

Mr. CiciLLINE. Ms. Oyama, I just want to say thank you for all
the work that Google has done in this area. I know that there is—
while you are not the only one, there are obviously thousands and
thousands of providers and search engines, but certainly the lead-
ership of Google matters a lot, and I hope this is an issue that you
will take on and lead to really figure out how we prevent this sort
of re-posting and protect the creative products of artists and musi-
cians and writers in a more effective way, and this sort of re-post-
ing problem, which has really been identified as a serious one, I
hope Google will help be part of the leadership that solves this
problem.

Ms. OYAMA. Thank you. I think the education points you made
are really well taken. It is something we worked really hard on. We
have a YouTube Copyright School. If you get a strike against you,
we send you to Copyright School to kind of learn some of the basics
and earn your strike off. We have a very strong repeat infringer
policy where if you are a repeat infringer you get ejected.

I just do want to flag, I think some of the language that you read
in the beginning, I can understand why that would sound attrac-
tive to impose on all service providers this requirement to prevent
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re-posting, but those service providers, they don’t know if it is in-
fringing or not if they don’t hear from the rights holder. So that
kind of duty, if it was enacted into legislation, it would require a
service provider who has linking or comments or tweets on their
system to somehow, before that user is able to add a link and a
comment, somehow filter that out, know who was the rights holder,
who was authorized. It would really chill the same services that
are sending hundreds of thousands and hundreds of millions of dol-
lars back into the content industry.

So I just think we need to be careful when we are thinking about
what those types of words would do on innovation.

Mr. CicILLINE. No, I think that is exactly right, which is why I
think all of us are very hopeful that the industry will come to-
gether with all the stakeholders and develop good standards and
good, responsible actions so that we don’t attempt to try to solve
this problem, because I think you are right, we may do more harm
than good in the end.

I thank all the witnesses and yield back.

Mr. MARINO. The Chair recognizes the gentle lady from Cali-
fornia, Congresswoman Lofgren.

Ms. LOFGREN. Thank you very much, Mr. Chairman. I think this
has been an instructive morning. I am thinking back to when we
crafted the DMCA, and clearly, without safe harbor notice and
takedown, there would not be an Internet. It wouldn’t exist. So I
think it is important that we recognize that and, as with the doc-
tors, first do no harm.

Thinking about what Google has done with YouTube, it is really
impressive to spend that amount of money, $60 million, 50,000
hours of engineering time, so that you can actually give a tool to
artists to protect themselves. I want to commend you for that. Not
all the artists know about that. So there may be some efforts that
you might want to make to further publicize the opportunity, be-
cause sometimes I meet artists and they don’t know.

But the other thing that I think is interesting is that you own
the data. I mean, you own YouTube, and you can take the finger-
print, and you can match it against your files, and that is entirely
different than search and information that is out there. So as I am
thinking about Content ID, I mean, it is a trivial matter to make
a minor change to encryption or something else on re-posting.
There is no way technologically that you could use the Content ID
system to automatically scan on re-posting, is there, Ms. Oyama?

Ms. OYAMA. In a context like search, no, because the basic dif-
ferences between the hosted platforms and something like search,
the hosted platforms, we have two sets of data. So we have the ref-
erence files from the rights holders.

Ms. LOFGREN. Right.

Ms. OvaMA. We have the user-uploaded content. For search, we
don’t have either of those. We definitely don’t have the content of
every website. We might have some text. We might be able to copy
text on the pages, but we don’t have the embedded videos or other
content. So there is no match on that side.

And then without the cooperation of the rights holders, we
wouldn’t know what the rights are in this setting.
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Ms. LOFGREN. But let’s say you get a notice and takedown and
you have the technological information on the file. You could just
re-encrypt and upload and that would defeat the information that
you were provided. Isn’t that correct?

Ms. Ovama. Yes, and that is why on the notice and takedown
system it is important to continue to work on how to make that
easier, more simple, faster, better for everyone. But that coopera-
tive, kind of shared risk/responsibility piece, it is a delicate balance
and incorporates a lot of different equities and has been the foun-
dation for the Internet economy.

Ms. LOFGREN. Well, I remember when we went into the SOPA
battle. One of the things that it is important for us to keep in mind
is to not suggest things that are technologically impossible and that
might actually destroy the inner workings of the Internet, some of
which have been discussed here today.

I want to talk also about Google is a big company with lots of
money. You spend a lot of money to deal with piracy. I thank you
for that. I think you are probably going to do more. I thank you
for that, as well.

On the other hand, WordPress has 48 million websites. I think,
according to your testimony, in the month of February, 740,000

Mr. SIEMINSKI. New sites.

Ms. LOFGREN [continuing]. New sites were established. The idea
that you could provide the same kind of scrutiny—I mean, each
post, it could be part of a poem, it could be a link to—I mean, how
would you possibly accomplish what YouTube has done with mil-
lions and millions of people who are also creators? They are cre-
ating websites, commentaries, poems and the like. How would you
address that?

Mr. SiEMINSKI. That is a great question. Thank you. I think,
number one, it is important to point out that YouTube, as you said,
did great work in developing Content ID with $60 million and with
hundreds of engineers, which is many times the size of our entire
company. So what they can do technologically I think is very dif-
ferent than what we can do technologically, and there are thou-
sands of companies that are much smaller than us that are also
subject to the DMCA.

But to your second point, I think that is a very important one,
because even if we could develop technology to identify a file as
copyrighted or what-have-you, that doesn’t answer the question of
fair use or other rights that someone may have to post that to your
website. You can’t answer that question with technology.

Ms. LOFGREN. Let me just do a final question because there was
testimony both from Ms. Oyama and also you, sir, about abuse of
notice and takedown. When we wrote the DMCA, that was an issue
that I talked about publicly because if you are the ISP and you get
a notice and takedown, you don’t have an incentive to stand up for
the First Amendment rights of the people whose stuff you are tak-
ing down. Your entire incentive is just to take it down and not
cause a problem. I saw from your testimony that you have seen
cases where, for example, someone criticized a poem, and the poet
who didn’t like the criticism did a notice and takedown which was
improper.
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What percentage are you seeing of those kind of improper uses,
both Ms. Oyama and yourself, and do you think that some kind
of—I mean, there is a disincentive that is financial for someone
who flouts the notice and takedown. Should there be the same kind
of financial disincentive for somebody who blatantly abuses it from
a fair use point of view?

Mr. SIEMINSKI. Yes. I think the answer is yes to your second
question. As I mentioned, there is statutory damages for copyright
infringement, but there is no penalty at all for the other side of
that equation. So, yes, I think there should be those penalties.

We do see—it is not by any means the majority of the notices we
get. It is a small handful. But even a little bit of censorship isn’t
okay in our opinion, and I think that relative to the kind of whack-
a-mole problem or the other large-scale, the other types of issues
we have been hearing about on the panel today, we don’t see any
of that on our platform because we are not a filing-sharing plat-
form. We are like most other sites on the Internet where we are
providing a platform for people to post original content, and in that
context the problem that we see is these abusive notices. It is not
the majority of them, but it is the majority of the issues that we
see.

Ms. LOFGREN. Thank you, Mr. Chairman.

Mr. MARINO. The Chair recognizes the gentleman from Cali-
fornia, Congressman Issa.

Mr. IssA. Thank you, Mr. Chairman. This is an important hear-
ing, and sometimes these hearings are d?j? vu all over again. We
have been here before, and I am sure we are going to be here
again. But let me go through a couple of questions that I think will
help make at least this moment in time accurate to the status quo.

Professor O’Connor, happy St. Patrick’s Day.

Mr. O’CONNOR. Thank you.

Mr. IssA. But more importantly, you are a law professor. I as-
sume you went through law school some years ago?

Mr. O’CONNOR. Yes.

Mr. Issa. Did you ever get a Xerox copy of something that was
presented to you as a student?

Mr. O’CONNOR. You mean from my professor?

Mr. IssA. Yes, a photocopy at a class.

Mr. O’CONNOR. Yes.

Mr. IssA. And if he gave it to everybody in the class and it was
a substantial portion of a copyrighted material, isn’t that a copy-
right violation?

Mr. O’CoNNOR. Well, there are interesting questions about class-
room use and fair use, and I have to be quite honest that I don’t
think I ever got something that was the majority of, say, a book.
It was usually just a few pages or an article, so I don’t know that,
especially my being a law student then, that I had the ability to
say whether it was classroom fair use or not.

Mr. IssA. Okay. But you went through law school or to under-
graduate school in the 1980’s or 1990’s? When was it?

Mr. O’CONNOR. Eighties.

Mr. IssA. Eighties. So at that time, there was no Google, right?

Mr. O’CoNNOR. Correct.

Mr. Issa. Well, let’s just bring ourselves up to date a little bit.
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Ms. Oyama, if today in the online world the equivalent is occur-
ring—in other words, somebody is using it in an online class, they
are posting it on a website, et cetera—and let’s just say that the
professor here now wants to find out if somebody i1s doing the right
or wrong thing, isn’t to a great extent what Google provides to the
copyright community a virtually unlimited instantaneous ability to
find copyright or potential copyright violations or abuses in the
open web?

Ms. OvamA. I think that is right. Actually, there is this vibrant
market that is growing of vendors that specialize in this. Some-
times I think they use these same tools to find where the problem
is so they can then go on and attack them.

Mr. IssA. Well, Ms. Schneider, obviously as a composer, I would
sort of do the same thing, a composer, writer, producer. You are
much younger, of course, than the professor, but three or four dec-
ades ago you wouldn’t have known that somebody was ripping off
your music unless somebody happened to report because they could
photograph it, photocopy it. I can remember that the Catholic
Church and other churches finally got called on using sheet music
by simply mimeographing it and handing it out, but for generations
they had not been held accountable to pay, and it wasn’t fair use
but they would have implied that giving everyone in the choir a
copy of somebody’s sheet music was okay. Do you remember hear-
ing about that?

Ms. SCHNEIDER. Do I remember hearing about that?

Mr. IssA. Yes.

Ms. SCHNEIDER. Yes.

Mr. IssA. So a vast amount of this was going on, and for the most
part it was impossible to track. Do you agree that today one of the
disadvantages that leads to takedown is that it is fairly inexpen-
sive for people to put things on the Internet? But isn’t one of the
advantages the fact that you now can quickly, you or a service can
quickly find infringers on the Internet where you couldn’t have
lfound‘l? them, they were just copying for church on Sunday in Tusca-
00sa’

Ms. SCHNEIDER. You know, the digital age opened it up to such
an expansive point. And I would like to point out that you were
saying three or four decades ago. I mean, I don’t know, maybe we
were talking about cassettes at a certain point, which weren’t very
good quality, and then

Mr. IssA. I want you to know I was selling 8-tracks in college,
so please do not lecture me on how bad they were. [Laughter.]

But they were great in trucks when you couldn’t hear anyway.

But the point is you are arguing that somehow this new oppor-
tunity, which is, of course, creating a huge amount of sales—the
majority of songs soon will, if they are not already, be sold online.
Aren’t we dealing with a balance of takedown allows for somebody
to be essentially tried and convicted by an accuser? That is the cur-
rent law, that you accuse. I am the copyright holder, I want to take
him down. You get an immediate adjudication, effectively, and
takedown, and yet I am being asked periodically to do more. SOPA
and PIPA obviously was a discussion about doing more, having the
Justice Department go out and criminalize this and do the work for
copyright owners and so on.
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Isn’t it today, unlike 10 years ago, 20 years ago, 30 years ago,
the fact that you now can find and instantaneously, even auto-
mated, find and potentially accuse infringers and cause takedown
notice? Isn’t that the status quo? I just want to establish not right
or wrong, not whether there could be more done, but isn’t that real-
ly the status quo, that when the professor was in school, nobody
knew whether his professor was making copies under fair use or
not? It just wasn’t available. The music, those 8-tracks, the bootleg
8-track industry, nobody knew how many were sold and whether
a truck stop had legal or not legal.

You know, or at least have the ability to know, don’t you?

Ms. SCHNEIDER. I can tell you that—I am just going to take a
little step back.

Mr. IssA. But the only thing I want you to do is

Ms. SCHNEIDER. The answer is no, it is not good, because there
is so much of my music out there now compared to 8-track cas-
settes.

Mr. IssA. Ma’am, I only wanted you to answer the question, and
then you can talk as long as the Chairman lets you.

Ms. SCHNEIDER. Okay.

Mr. IssA. Isn’t it true you now can find that out, where you
couldn’t have when the 8-track was being sold at Pop’s Truck Stop
30 or 40 years ago?

Ms. SCHNEIDER. Of course that is true. I can find it now.

Mr. Issa. Okay.

Ms. SCHNEIDER. But the quantity that is out there is just so vast.
Now, I will tell you, in 2003 when this thing started, I happened
to be—I consider myself the most well-equipped musician I know
in the age of the Internet because I just happened to get on-board
as the first artist with this company called ArtistShare. The whole
idea was that we are going to connect directly with our fans. I am
going to make a record, fan funding, and I am going to share my
process.

So I am a very insulated artist compared to most artists because
I have established these questions. But even amidst this, with all
these sites, there is so much of my content out there. The other
night, in 20 minutes, I found 11 sites with just endless songs of
mine that popped up again and again and again.

So the ease and the scope at which people can do things now, it
is impossible to rein it in, and it is so financially damaging to us.
One point I want to make about this is that the vast, vast majority
of artists now are paying for their own records. In the age of re-
cording companies, the good part of recording companies is that
when they invest, they took on the financial risk of a record. Now
we are taking on the financial risk. All the record companies are
done, and we are trying to pay back our loans, our mortgages on
our houses, whatever we are doing to make these records in an age
when everybody is stealing. It is really—I can’t tell you how impos-
sible it is to negotiate this.

Something has to change, and I am asking, please, Congress, do
something to change this.

Mr. IssA. Mr. Chairman, if I could ask Ms. Oyama if she had
anything to comment on, on the ability, the speed of takedown and
the automation, if she has an answer to that.
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Mr. MARINO. The Chair recognizes her for 30 seconds.

Ms. OvaMA. I think we are seeing the volumes of takedowns
going up because the World Wide Web is expanding, but the take-
downs are going down. The turn-around times are going down, and
that is the place where you want to incentivize more folks to do the
right thing when they can develop automation and things like that.

Mr. IssA. Thank you, Mr. Chairman.

Mr. MARINO. The Chair now recognizes the gentle lady from
Texas, Congresswoman Lee.

Ms. JACKSON LEE. Again, I would like to as well acknowledge
this hearing as a very important hearing.

Ms. Schneider, let me thank you for framing a very large issue
for not only yourself but so many talented artists. Those of us who
have served on this Committee for a period of time, we can recol-
lect traveling to places such as Italy and Spain and China with
then-Chairman Hyde on the issue of the question of intellectual
property, and at that time it was in films and music.

So I think this panel is very good because we have an appro-
priate balance and we have contributors to a solution to what you
have just assessed. I want to find a solution.

We are blessed to be in a new age, and I think I have heard
quite a bit of compliments for Google. I will add mine because we
need the continued technological inquiry to be able to keep moving
and to find ways to address the respect for intellectual property, as
well as for the new technology that we have.

And that is why I want to go to Professor O’Connor and have
him lay out for us, in Stage 2 of your first proposed solution that
was in your testimony, you would have Congress add an affirma-
tive duty to monitor for and remove re-posted works. Can you ex-
pound on that solution for a moment?

I want to come back to Ms. Oyama again for a very exciting—
I would just like to hear how it would work. The monetizing thing
is a very exciting concept. Will it grow? Will you look for new tech-
nology to make it even more refined and more accessible? Because
as I listen to the sophistication of Ms. Schneider, she is indicating
that there may be rooms full of individuals that are not that so-
phisticated.

But, Professor O’Connor, if I could.

And I have a question for you, Mr. Sieminski, as well.

Yes, Professor O’Connor?

Mr. O’CoNNOR. Thank you, Representative Jackson Lee. I appre-
ciate this opportunity. I want to point out a couple of things. One
is that we live in a digital world now, and so the content can be
reproduced so much more quickly that simple mimeographs, as
Representative Issa was talking about, really is not the world we
live in now. So the reason why I want to have the red-flag provi-
sions strengthened is because I believe that for the things that are
the entire work and they are just being flagrantly re-posted, and
because we do have Content ID, but as I mentioned before, it
picked up even my song when I was playing a small snippet of a
77 Top song, that is impressive technology.

So I believe that we can do this. Again, let’s just target the fla-
grantly infringing material and try to get that taken down, lower
the volume of takedown notices.
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Ms. JACKSON LEE. And who are you going against when you do
that? Because we have to be sympathetic to the providers versus
those who have content. Where is that going to be focused?

Mr. O’CONNOR. So I think everyone would agree that we really
want to get the people who are posting in the first place. But at
the same time, why I focus on strengthening willful blindness is be-
cause we can’t have this culture of copyright contempt where even
startups are saying, look, I guess this is the game. The game is
that I have to just turn a blind eye and let everyone post whatever
they will. I can’t monitor or I will get myself into trouble. I think
we have set up the incentives exactly backwards.

Ms. JACKSON LEE. So I think what we would want is a really in-
tense discussion listening from both sides of that.

Ms. Oyama, you have made—well, let me just say, you all have
looked for answers, as we understand it. So how far can we take
that monetized approach that you are using, which I think is very
interesting? I like the billion-dollar number. I like the partnership.
How far can we take that?

Ms. OYAMA. I think the sky is the limit. We are seeing a really
big uptick in the number of consumers globally, so not just in U.S.
consumers but globally that are trending toward mobile and other
devices. So as markets expand, as there are more users, more con-
sumers of music, movies, other types of content, the question I
think we are all grappling with is how do you direct legitimate con-
tent to those users. So one of the things that we have really always
believed is the best way to fight piracy is to increase the avail-
ability of legitimate offerings.

So there are data that show in markets where Spotify has en-
tered the market, rates of piracy have dropped like 25 percent. So
those are the kind of things that we want to harness, how do we
figure out our services. But there are also great innovations in the
TV and film space that are getting into the home entertainment as
well. How do we encourage rights holders to be comfortable getting
their content into the digital space? How do we make consumers
aware of it in compelling ways? And how do we all grow the pieces
together?

I think the one, just bringing it back to the safe harbors, these
services are providing new and really tremendous opportunities for
the industries. Their revenue continues to grow, as well as creators
who can now access these types of tools that they wouldn’t have
been able to independently. They can now do that on their own at
lower cost.

So we have to think broadly about what kind of policies stimu-
late more services like that, more license services that will be pay-
ing rights holders, that will be feeding revenue back to the content
industry. The safe harbors there, they have been critical for every
U.S. Internet company that exists. And in other countries, places
like Europe, they don’t have the startup economy that we have.
Southeast Asia, same thing. Silicon Valley is a precious part of the
U.S. economy because of Congress’ foresight in the DMCA.

So I would just urge folks to be very careful when we think about
whether or not we would want to start tinkering with that very
careful balance.
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Ms. JACKSON LEE. Mr. Sieminski, if I might, you indicated that
your company received in the neighborhood of 825 takedown no-
tices last month. How many counter-notices did you receive as a re-
sult of that?

Mr. SIEMINSKI. We received four last month on those 825.

Ms. JACKSON LEE. How do you assess that?

Mr. SIEMINSKI. I think——

Ms. JACKSON LEE. Because you are here to solve a problem.

Mr. SIEMINSKI. Yes. I think the counter-notice system has many
of the same problems that we see with the notice system. I think
the counter-notice procedures are very difficult to navigate, espe-
cially for the average user, and I think a big problem with it is
even if you receive a notice for content that you legally have the
right to post, if a website takes that down, and even if you go
through the counter-notice process, there is a 10-day period when
that content is down for good under the statute.

So the notice process provides for content to be taken down for
at least 10 days, and then there is a complicated process for
counter-noticing that most people can’t navigate.

Ms. JACKSON LEE. I have just a follow-up question, Mr. Chair-
man, for Professor O’Connor, if I might, and I will conclude with
Ms. Schneider on a yes-or-no answer.

I wanted Mr. Sieminski to speak because he indicated that there
are no damages available for those who misuse the notice process.
While there may not be statutory language in 512(c), the statute
does provide for damages and fees if someone is found to have
abused the process.

Mr. O’CONNOR. Courts can craft remedies, yes.

Ms. JACKSON LEE. So is there a damage process, or do we need
to make that more clear? Or do you believe there should be one,
or believe there is one?

Mr. O’CONNOR. I think it is not clear enough, and I think we
should make sure that we can take care of the abuses if they are
happening, although they should be happening on a relatively
small scale.

Ms. JACKSON LEE. I just want to read this and conclude with Ms.
Schneider. I think it is important. You may have said this, Ms.
Oyama, but this sort of crafts the difficulty that we are in.

This is really, really a good one in terms of the experience of no-
tice and takedown. A physician claiming a copyright in his signa-
ture sent a takedown notice aimed at a document related to the
suspension of his license to practice medicine. So I wanted to leave
us on that note because this is in your testimony about takedown
notices, that sometimes it can get really off center.

But I want to agree with Ms. Schneider and simply say as you
listen here to the testimony around the table, monetize, talking
about trying to find a balance, are you seeing that as being helpful
to you by looking at a way to balance these issues?

Ms. SCHNEIDER. The takedown notices?

Ms. JACKSON LEE. No, not the takedown notices, just the idea of
the utilization of your intellectual property monetized as a tech-
nology, looking at clarifying the law. Is that going to be helpful to
you?
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Ms. SCHNEIDER. No, because it is such small quantities of money
for so many views, advertising on Google and various things. I
mean, the thing that is frustrating from a musical standpoint is
that if you imagined music here with this much volume of money
that was coming in, we refer to it now as content, and the content
is being used by a number of companies on the Internet to draw
people, to draw eyeballs, and the more eyeballs they get, the more
data they collect, the higher paying the advertising is.

Ms. JACKSON LEE. So your answer is what? Your final answer is
what, to the solution?

Ms. SCHNEIDER. For me, the solution is that DMCA has to have
a more robust upload, stay-down means takedown, and there
should be a Content ID for every company so that everything is fil-
tered, so that at least I can control what is being illegally uploaded
out there.

Ms. JACKSON LEE. Mr. Chairman, thank you for your indulgence
and courtesies, and to the Ranking Member as well. I do think
there is a call for us to work together.

I yield back.

Mr. MARINO. This concludes this hearing. I want to thank all our
witnesses for attending. I want to thank our guests in the gallery
for being here.

Without objection, all Members will have 5 legislative days to
submit additional written questions for the witnesses or additional
materials for the record.

This hearing is now adjourned. Thank you.

[Whereupon, at 12:29 p.m., the Subcommittee was adjourned.]
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Responses to Follow-Up Questions for the Record on
Testimony of Sean M. O’Connor, Professor of Law and Assistant Dean for Law,
Business & Technology Initiatives, University of Washington (Seattle)

Before the Committee on the Judiciary
Subcommittee on Courts, Intellectual Property, and the Internet

Notice and Takedown Provisions under the DMCA, § 512

Date of Hearing: March 13,2014
Date of Responses: August 22,2014

Chairman Goodlatte, Chairman Coble, Ranking Member Nadler, Members of the
Subcommittee, thank you for the opportunity to respond for the record to questions sent
to me from Representatives Collins and Jeffries after the March 14 hearing. I appreciate
the thoughtfulness of these questions and the chance to expand on my thoughts regarding
this important topic.

To update my biography from the time of the hearing, T have recently been appointed
as Assistant Dean for Law, Business, and Technology Initiatives at the University of
Washington School of Law, while still maintaining my appointed as tenured Professor of
Law. In this new capacity, T oversee all of our intellectual property, technology, business,
and entrepreneurship law programs and centers. I also serve as Chair of the university-
wide Intellectual Property Management Advisory Committee, that reports directly to the
President of UW. 1 continue to submit testimony on my own behalf, however, and my
statements here are my own and do not necessarily represent the views of any of the
organizations [ am or have been affiliated with.

I provide responses to the two questions I received from Subcommittee members
below.

Question | (Representative Doug Collins)

“In providing that Congress has the power (and I believe responsibility) of “securing”
the exclusive Rights of Authors and Inventors, the Constitution doesn’t make any
distinction between small copyright owners like Ms. Schneider and large copyright
owners. But there can be little argument that the latter have greater resources to protect
their investments in creating new works and greater leverage in negotiating with large
intermediaries (like Google) who make available and generate substantial profits from
content that is infringing,

If this Committee concludes that small copyright owners are disproportionately
harmed by infringements of their works, would you agree we should take steps to ensure
that their exclusive rights are “secured” as the Founders intended? If yes, what steps do
you think we should take? If no, why do you feel that Section 512 should only provide a
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remedy for those with enormous resources to monitor the use of their works online all
over the globe?”

Response

This question quite rightly focuses on an important equity interest to make sure that
afl copyright owners be able to effectively enforce their rights, regardless of financial
circumstances or negotiating leverage. I will respond by first making some observations
on the importance of “securing” rights, and then directly answering the questions posed.

The Intellectual Property Clause of the Constitution gives Congress the power to
“promote the Progress of Science and useful Arts, by securing for limited Times to
Authors and Inventors the exclusive Right to their respective Writings and Discoveries.”
Why “secure”? Because there were state copyright statutes and most likely state common
law rights of first publication for authors at the time of drafting and ratification of the
Constitution. But these state rights and their accompanying remedies could be uncertain.
They also suffered from being enforceable only within the particular state. Authors
seeking to protect their works, such as Noah Webster, had to spend significant time and
money obtaining and enforcing rights state-by-state, as well as the extra risk of different
outcomes in different states. Thus, the TP Clause authorized Congress to “secure”
whatever state authors’ rights existed by providing an additional uniform, nationwide set
of requirements, rights, and remedies for authors, for limited times.

1

Given this background, it seems clear that the federal copyright system should
provide an equally effectual means for all copyright owning citizens to enforce their
federally “secured” rights. Representative Collins’ question focuses on the plight of
acclaimed composer-performer Maria Schneider as a proxy for many individual creators
and copyright holders who appear to be having a difficult time enforcing their copyrights
in the same way that larger, deep-pocketed copyright owners can. Given the
technological landscape, it is not clear that the current copyright system has adequately
“secured” copyrights even these large interests, much less for copyright owners of more
modest means such as Ms. Schneider. In the modern digital world then, Ms. Schneider is
like Noah Webster in the pre-ratification period: spending far too much time and money
away from socially-beneficial work just to protect legitimate rights to their works.

To answer Representative Collins’ first specific question, yes, I agree that if the
Committee concludes that small copyright owners are disproportionately harmed in the
current environment of Section 512, then steps should be taken to ensure their rights are
indeed secured. My only caution is that such steps should not undermine the ability of
other copyright owners to enforce their rights. Further, any steps should not unduly
restrict a reasonable fair use defense.

Because [ agree with Representative Collins’ first specific question, then I will use
the remainder of this response to answer his second specific question. I propose three
steps, two of which are proposals I submitted in my original testimony. First, the “notice

' U.S. CONSTITUTION, Art. I, § 8, cl. 8.
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and reduce the costs of copyright enforcement would be a boon to creator-owners like
Ms. Schneider. As an attorney and law professor I know well how expensive intellectual
property litigation has become. On the patent side, it is sometimes referred to as the
“sport of kings.” While it may not be quite as bad on the copyright side, it can still be out
of reach for individuals and small copyright owners of middle class or moderate means.
But rights are not secured for all owners when only the deep-pocketed can enforce them
through litigation where necessary. At the same time, there are some concerns. A
streamlined system can mean that important procedural protections are lost for both
plaintiffs and defendants. It is often easy to be contemptuous of “technical” motions in
court proceedings that seem to delay and distract, yet many of these are grounded in the
fundamental “notice and a chance to be heard” principle of our civil procedure. That
principle cannot be violated in the name of “streamlining.” Similarly, the lower cost of a
small claims court could tempt bad actors into abusing it. This could hurt all legitimate
players in the copyright system. Reasonable fair use should also be as much of a defense
here as in regular copyright litigation. Notwithstanding these concems, the copyright
small claims initiative holds much promise to level the playing field for small creator-
owners.

In sum, creator-owners like Ms. Schneider have become the modern online equivalent
of Noah Webster, forced to traverse a big space in a Sisyphean effort to protect their
socially valuable creations. Without being able to obtain their fair share of the value of
these works, they may not be able to go on producing and distributing new ones. The
result is that both have had to spend so much time protecting existing works that it
impacted their ability to create and distribute new works. But there should be a big
difference between Mr. Webster and Ms. Schneider: the IP Clause and Congress’s
subsequent legislation were supposed to fix this problem by “securing” the exclusive
rights of authors. Congress has repeatedly risen to the challenge and promise of new
technologies and media in the past to amend copyright law so that it does in fact secure
such rights. It can do so again and 1 am confident this Committee will find ways to re-
secure Ms. Schneider’s and other creator-owners’ exclusive rights.

Question 2 (Representative Jeffries)

“In oral testimony before the House Judiciary Subcommittee on Courts, Intellectual
Property and the Internet, Professor Bridy stated that courts have found “red flag
knowledge” means “knowledge of facts or circumstances from which infringing activity
is apparent and that the knowledge in question can’t just be generalized knowledge, it has
to be red flag knowledge of specific instances of infringement on a service provider’s
system.”” At study of the case law, particularly in the Second and Ninth Circuits, yielded
the same findings.°

Professor O’Conner [sic] disagreed with the court’s findings, stating that he believes

* Oral Testimony, House Judiciary Committee Hearing on Section 512 of Title 17, Prof. Annemarie
Bridy (March 13, 2014).
® See Viacom Int'l Inc. v. YouTube Inc., 676 F.3d 19, 30-31 (2™ Cir. 2012).
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Congress did not intend to narrow red flag knowledge in the way the courts have.” A
review of the legislative history via the House and Senate Committee Reports seem to
affirm Professor O’ Conner’s [sic] assessment. The House Committee Report for the
Digital Millennium Copyright Act states: “if service provider becomes aware of a ‘red
flag” from which infringing activity is apparent, it will lose the limitation of liability if it
takes no action.”® The report continues: “[i]f . . . and Tntemnet site is obviously pirate, then
seeing it may be all that is needed for the service provider to encounter a “red flag.™’
Similarly, the Senate Committee Report on Section 512 says similarly that the question of
red flag knowledge is simply “whether infringing activity would have been apparent to a
reasonable person operating under the same or similar circumstances.”""

Both the House and Senate Committee Reports seem to indicate that “red flag
knowledge” requires a broader awareness of pirated as compared to actual knowledge
which is distinguished in both Reports as requiring “awareness of facts or circumstances
from which infringing activity is apparent.”"! In other words, it seems Congress intended
the “actual knowledge” and the “red flag knowledge” standards to be two separate tests
which is why they are located in separate provisions of the statute.

Question to Professors Bridy and O’ Conner [sic]: Is it reasonable to have an “actual
knowledge” prong and a “red flag knowledge” prong designed to represent two distinct
statutory pathways that have been interpreted by courts in a manner that closely mirrors
each other?”

Response

In short, no, it is not reasonable for courts to essentially conflate these two different
prongs into the same judicial test. A plain textual reading of the provision itself also
reveals the clear distinction between them:

(c) Information Residing on Systems or Networks At Direction of Users.—

(1) In general — A service provider shall not be liable for monetary relief, or,
except as provided in subsection (j), for injunctive or other equitable relief, for
infringement of copyright by reason of the storage at the direction of a user of
material that resides on a system or network controlled or operated by or for
the service provider, if the service provider—

A

(i) does not have actual knowledge that the material or an activity

? Oral Teslimony, House Judiciary Commitiee Hearing on Section 512 of Title 17, Prof. Sean M.
OConnor (March 13, 2014).
*H.R. REP. NO. 105-551, pt. 11, at 53 (1998).
9
Id.
1S, REP. NO. 105-109, at 20.
'""HR. REP. NO. 105-551, pt. II, at 53 (1998) (cmphasis added), See S. REP. NO. 105-109, at 44,
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using the material on the system or network is infringing;

(i1) in the absence of such actual knowledge, is not aware of facts or
circumstances from which infringing activity is apparent; or

(ii1) upon obtaining such knowledge or awareness, acts expeditiously
to remove, or disable access to, the material; -

The red flag provision is not only a separate provision, as Representative Jeffries points
out, but it is a separate provision ser against the actual knowledge provision within the
same subsection (A). Further, the red flag provision (subsection (ii) in the statute) is
prefaced by the phrase “in the absence of such actual knowledge,” which makes
abundantly clear that the red flag “facts and circumstances” must be something different
from “actual knowledge.”

The only potential flaw in the statutory text is the choice of disjunction rather than
conjunction. Thus, if the disjunct form is taken too literally, then so long as any of the
three conditions applies the service provider seems to be eligible for the safe harbor. This
could mean that if actual knowledge is not present, then the fact finder need look no
further to see if the other conditions are also met. But the substance of the provision does
not support this. Rather, the substance indicates these are all conditions that must be met.
Thus, it may be that Congress should amend Section 512(c)(1)(A) by changing “or” to
“and” (and thus from disjunct to conjunct) at the end of subsection (ii). However, the text
of Subsection (iii) might also be reworded to clarity what seems to be its intended
condition: if actual knowledge or red flag awareness are obtained, then service provider
has acted expeditiously to remove or disable the material. Rewritten into statutory type
text, rather than as a propositional logic statement, it could read: “in the event that service
provider has obtained such knowledge or awareness, it acts expeditiously to remove, or
disable access to, the material ” Section 512(c)(1)(A) would then read as follows (with
edits shown in underline and strikethrough):

(c) Information Residing on Systems or Networks At Direction of Users.—

(1) In general.— A service provider shall not be liable for monetary relief, or,
except as provided in subsection (j), for injunctive or other equitable relief, for
infringement of copyright by reason of the storage at the direction of a user of
material that resides on a system or network controlled or operated by or for
the service provider, if the service provider—

(A)

(1) does not have actual knowledge that the material or an activity
using the material on the system or network is infringing;

(i1) in the absence of such actual knowledge, is not aware of facts or

217 U.S.C. § 512(c)(1)(A) (cmphasis added).
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circumstances from which infringing activity is apparent; erand

(ii1) upesnin the event that service provider obtainisgs such knowledge
or awareness, it acts expeditiously to remove, or disable access to, the
material;

This then would clearly reinforce Congressional intent that all three of these conditions
must be met for a service provider to be eligible for the safe harbor.

Stepping back, this question quite appropriately focuses on whether Section 512 is
being correctly interpreted by the courts, presumably as part of the larger question of
whether Congress should consider amending the Section at all. It may thus be true that
there is no need for moditication of Congress’ position on this particular matter, as the
way in which Representative Jeffries describes the legislative intent is indeed consonant
with my views on Congressional intent behind the red flag knowledge provision.
However, the question remains whether Congress needs to act to correct what appears to
be misinterpretation of Section 512 (or at least Congress’ intent in passing it) by the
courts. It may be that Congress could wait to see if a test case on this reaches the
Supreme Court. But this could take many years. Thus, it might be better for Congress to
amend the Section to clarify its intent on the red flag provision without waiting for such a
case.
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Question Offered by Representative Doug Collins

In providing that Congress has the power (and 1 believe responsibility) of “securing” the
exclusive Rights of Authors and Inventors, the Constitution doesn't make any distinction
between small copyright owners like Ms. Schneider and large copyright owners. But there can be
little argument that the latter have greater resources to protect their investments in creating new
works and greater leverage in negotiating with large intermediaries (like Google) who make
avatlable and generate substantial profits from content that is infringing.

If this Committee concludes small copyright owners are disproportionately harmed by
infringements of their works, would vou agree we should take steps to ensure that their exclusive
rights are "secured" as the Founders intended? If yes, what steps do yvou think we should take? If
no, why do you feel that Section 512 should only provide a remedy for those with encrmous

resources to monitor the use of their works online all over the globe?
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Response to Question Offered by Representative Doug Collins

Copyright enforcement in the digital networked environment is an enormously resource-
intensive proposition for both copyright owners and online service providers (OSPs). As a matter
of policy, it is critical to fairly allocate the costs of online enforcement between rights owners
and OSPs. Congress, in enacting Section 512, fairly allocated enforcement costs to allow both
copyright owners and OSPs of all shapes and sizes to grow their businesses and, simultaneously,
the Internet itself. As Ms. Schneider’s testimony at the hearing in March made clear, the Interet
has been a boon to independent musicians who want to release music on their own and reach
their fans directly, without the intermediation of recording labels. Small and independent
musicians can now forego contracts with labels and enjoy greater control over their creative
process and a greater share of revenue from the sale of their works. They can also retain
ownership of their copyrights—a substantial benefit that brings with it responsibility for

enforcement.

Enforcing copyrights online is a significant challenge for copyright owners of all sizes,
particularly small copyright owners. 1t is also a significant challenge for OSPs of all sizes,
particularly small OSPs. The question, from a policy perspective, is whether it would further the
underlying purposes of the DMCA to require OSPs of all sizes to shoulder a heavier share of the
enforcement burden than they do now for the benefit of small copyright owners who lack the
resources of the major labels. I believe it would not, and I believe there are other avenues worth
exploring for helping small copyright owners to more easily and efficiently navigate the notice

and takedown process.

One source of help for small copyright owners proposed at the hearing was an
amendment of section 512 to prescribe a “notice and staydown” condition for the section 512
safe harbor. “Notice and staydown” is a clever turn of phrase. Differing by just four letters from
“notice and takedown,” which is already required under the DMCA, it creates the seductive but
false impression that requiring OSPs to keep their systems perpetually free of previously noticed
material would represent only a modest additional burden. In reality, a “notice and staydown”
requirement would radically alter the existing contours of the safe harbors by repealing section

512(m) and effectively imposing a 24-7-365 monitoring obligation on all OSPs, no matter their
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size or available resources. Remaking the DMCA in such a way would allow copyright owners
to completely externalize—and would require OSPs to completely internalize—the enforcement
costs that go along with the generous bundle of rights that Congress secures to copyright owners

large and small through Title 17's statutory monopoly.'

With respect to the plight of small copyright owners, it is a fact across the board in our
legal system that those with fewer resources are positioned less well to vindicate their rights than
those with more resources. To acknowledge that fact is not to embrace it; it is only to recognize
that small copyright owners are not uniquely disadvantaged when compared with other small
players our legal system, including small OSPs. Although wildly successful online platforms like
Google and Facebook loom large in our cultural consciousness, the vast majority of OSPs are
neither as large nor as wealthy as the big players. Even if one accepts the argument that major
OSPs are in a good financial position to subsidize enforcement for small copyright owners,
small- and medium-sized OSPs are not similarly situated. If Congress acts to allocate a larger
share of enforcement costs to all OSPs regardless of their size and resources, we will likely see
fewer new entrants in the Internet startup space, and existing small platforms may disappear.
That outcome would undermine the DMCA’s express goal of facilitating the continued growth of

innovative online services.

A better solution to the problem of differential access to enforcement resources, and one
less likely to result in unintended consequences for the online ecosystem, would be to increase
access for small players to enforcement tools that are currently available only to big players.
Automation has changed the landscape of the DMCA notice and takedown process over the
course of the last fifteen years. Small copyright owners and small OSPs have both been left
behind when it comes to increasing the efficiency and reducing the cost of the notice and
takedown process. That is a real problem, but it is one that the emerging market for online anti-
piracy services may help to solve.> Competition in the market for high-quality, automated
monitoring tools is increasing, which should bring prices down and create options for small

copyright owners who are currently navigating the notice and takedown process by hand. The

! In addition to granting a wide range of rights, the Copyright Act secures the rights of the copyright owner through
“a potent arsenal of remedies.” Sony Corp. v. Universal City Studios, Inc., 464 U.S. 417, 433-34 (1984).

2 See Ramon Lobalo and Julian Thomas, The Business of Anti-Piracy: New Zones of Enierprise in the Copyright
Wars, 6 INT'L J. COMMUNICATION 606, 615 (2012) (“Recent years have scen a prolilcration in commercial
takedown opcerations, to (he extent that there are now specialist companies calering to different niches.”).

3
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quality of automated tools is of course critical, particularly to the extent that they involve Internet
bots, because the goal of automating the process is to improve it and not simply to multiply
notices.” As the market for monitoring tools develops, user-generated content (UGC) platforms
can be encouraged in the near term to create fillable online forms that enable small copyright
owners to electronically submit DMCA-compliant notices. Many of the larger UGC platforms
already have such forms, as I mentioned in my testimony, and I don’t think they are expensive or

technically difficult to develop and implement.

To further the end of increasing access to better tools, small copyright owners should
investigate the feasibility of aggregating their resources to affordably contract for reputable third-
party monitoring services that are now marketed only to enterprise clients.* There is strength, and
there are lower transaction costs, in numbers. Small copyright owners can increase their clout
and resources by making common cause with one another and seeking a collective solution to
their individual problems. Participation in the Copyright Alert System by the American
Association of Independent Music (A2IM) and the Independent Film and Television Alliance
(IFTA) might serve as a model for how smaller copyright owners can band together to get a
place at the table with the big players when it comes to non-legislative, business-driven
approaches to online enforcement. Inquiry by policy makers into the state of the market for third-
party monitoring tools may produce useful insights and may encourage providers to find

profitable ways to deliver services to segments of the market that are currently unserved.

Personal stories like Ms. Schneider’s are compelling. Her frustration is understandable.
We need to be careful, however, not to make copyright policy that robs Peter to pay Paul; we
don’t want to help small copyright owners by hurting small OSPs. A “notice and staydown”
regime would impose on OSPs a wholesale monitoring obligation that is antithetical to the
current structure of the DMCA and that would be crippling as a practical matter for most OSPs.
In lieu of legislating in response to compelling anecdotes, we should seek a more rigorous and
systematic understanding of how the notice and takedown system is currently working—and not

working—for copyright owners and OSPs of all sizes. Grasping the nature and scope of the

® See id. (noting that many commercial operators have been accused of sending indiscriminate takedown “spam,”
which negatively affects many legitimate uses and users). It compromises the goal of effective and efficient
enforcement when OSPs receive a large volume ol notices that do not comply with the requirements outlined in
section 512(c)(3)(A).

" MarkMonilor is an example: hitps:/www.markmonitor.com/download/ds/ds-MarkMonitor AntiPiracy.pdf.
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problem empirically is the best next step to identifying workable solutions. Researchers at the
American Assembly at Columbia University and the University of Califoria at Berkeley are
currently studying how the notice and takedown process is impacting operations and expenses
for a range of actors in the online ecosystem, including large and small OSPs.* Changes to policy
in this complicated and continuously evolving area should be broadly informed and evidence-
based. We are only now engaging in the important process of getting the information and

evidence that we lack.

> See The Takedown Project, hitp:/takedownproject.org/.

i
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Cuestion Offered by Representative Hakeem Jeffries

In oral testimony before the House Judiciary Subcommittee on Courts, Intellectual
Property and the Internet, Professor Bridy stated that courts have found “red flag
knowledge” means “knowledge of facts or circumstances from which infringing activity is
apparent and that the knowledge in question can't just be generalized knowledge, it has to
be red flag knowledge of specific instances of infringement on a service provider’s
system.”® A study of the case law, particularly in the Second and Ninth Circuits, yielded the

same findings. 7

Professor O’Conner disagreed with the courts' findings, stating that he believes
Congress did not intend to narrow red flag knowledge in the way that the courts have.® A
review of the legislative history via the House and Senate Committee Reports seem to
affirm Professor O’Conner's assessment. The House Committee Report for the Digital
Millennium Copyright Act states: "if the service provider becomes aware of a ‘red flag’
from which infringing activity is apparent, it will lose the limitation of liability if it takes

no action.”

The report continues: “[i]f. . .an Internet site is obviously pirate, then seeing it
may be all that is needed for the service provider to encounter a “red ﬂag.”lo Similarly, the
Senate Committee Report on Section 512 says similarly that the question of red flag
knowledge is simply “whether infringing activity would have been apparent to a reasonable

. o . 11
person operating under the same or similar circumstances.”

Both the House and Senate Committee Reports seem to indicate that "red flag
knowledge" requires a broader awareness of pirated as compared to actual knowledge

which is distinguished in both Reports as requiring "awareness of facts or circumstances

wl2

from which infringing activity is apparent.” ~ In other words, it seems that Congress

° Oral Testimony. House Judiciary Committee Hearing on Section 512 of Title 17, Prof. Annemarie Bridy (March
13, 2014).

7 See Viacom Int'l Inc. v. YouTube Inc., 676 F.3d 19, 30-31 (2d Cir. 2012).

® Oral Testimony. House Judiciary Committee Hearing on Section 512 of Title 17. Prof. Sean M. O'Connor
(March 13, 2014).

?HR. REP. NO. 105-551, pt. IL, at 53 (1998).

Y rd.

'S, REP. NO. 103-109, at 20

2H.R. REP. NO. 105-551, pL. II, at 53 (1998) (cmphasis added); See S. REP. NO. 103-109, al 44.

6
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intended the “actual knowledge” and the “red flag knowledge” standards to be
two separate tests which is why they are located in separate provisions of the

statute.

Question to Professors Bridy and O’Conner: Is it reasonable to have an "actual
knowledge" prong and a "red flag knowledge" prong designed to represent two distinct
statutory pathways that have been interpreted by courts in a manner that closely mirrors

each other?



230

Response to Question Offered by Representative Hakeem Jeffries

1 respectfully disagree with the question’s premise that the legislative history of the
DMCA affirms Professor O’Connor’s assessment that courts have interpreted the scope of “red
flag” knowledge too narrowly. Both of the legislative reports cited in the question make clear
that Congress intended for Title L1 to provide certainty to service providers concerning their legal
exposure for infringements.1 A broad and indeterminate scope for “red flag” knowledge, such as
that advocated by Professor O’Connor, is inconsistent with the stated policy goal of having clear

ground rules for service providers to follow in order to be eligible for the safe harbors.

The bounded definition of “red flag” knowledge that has been adopted in the Second and
the Ninth Circuits is fully consistent not only with the legislative history but also with the
language and structure of section 512. The courts that have considered this issue agree, without
qualification or misgiving, that potentially disqualifying “red flag” knowledge is the awareness
of facts or circumstances from which specific instances of infringement would be apparent to a
reasonable person.® A close reading of the cases reveals that courts have not, in fact, interpreted
the actual knowledge and “red flag” knowledge standards “in a manner that closely mirrors each

other.™

Rather, they have carefully distinguished actual knowledge from “red flag” knowledge
based on well-established principles concerning the mental states of accused actors. In keeping
with the language of the statute, they have developed two separate tests—one subjective (actual
knowledge) and the other objective (“red flag” knowledge)—each of which has reference to

specific instances of infringement. *

Unlike actual knowledge, which is measured by a subjective standard, “red flag”
knowledge is measured by an objective standard.’ When trying to determine if an OSP had actual

knowledge of specific infringing material, the court must inquire into what the OSP subjectively

! See H.R. REP. 105-551, al 49-50 (1998) (*[Tiilc 11| provides greater certainty o service providers concerning (heir
legal exposure for infringements that may occur in the course of their activities.”): S. REP. 105-190. at 2 (1998)
(“Title IT will provide certainty for copyright owners and Internet service providers with respect to copyright
infringement liability online.”).

? See Viacom Int'l, Inc. v. YouTube, Inc., 676 F.3d 19, 32 (2d Cir. 2012); UMG Recordings, Inc. v. Shelter Capital
Partners LLC, 718 F.3d 1006, 1022 (9th Cir. 2013).

* Question Offered by Representative Hakeem Jeffries.

4 See Viacom, 676 F.3d at 32 (“The red flag provision, because it incorporates an objective standard, is not
swallowed up by the actual knowledge provision under our construction of the § 512(c) salc harbor. Both provisions
do independent work, and both apply only 1o specific instances of infringement.”).

° See id. al 31,
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knew. When trying to determine if an OSP that lacked actual knowledge of specific infringing
material instead had “red flag” knowledge of that material, the court must engage in a different
inquiry: it must ask whether the existence of the material in question would have been apparent
to a reasonable person given the attendant facts and circumstances, regardless of what the OSP
subjectively knew. The Senate Report, which defines “red flag” knowledge in objective terms—
“whether infringing activity would have been apparent to a reasonable person operating under

. . 396
the same or similar circumstances™

—jibes perfectly with this reading of the statute. As the
Second Circuit helpfully explained in Fiacom v. YouZube, the difference between “red flag”
knowledge and actual knowledge isn’t between generalized knowledge and specific knowledge,
as Professor O’ Connor would have it; the difference is between subjective knowledge and

objective knowledge of specific instances of infring,ernent.7

The case law on contributory copyright infringement going back to the Supreme Court’s
seminal decision in Sony v. {/niversal teaches that courts must not cavalierly impute knowledge
of third-party infringements to those who distribute products or operate services that have both
infringing and substantial noninfringing uses.® The Court in Somy recognized that such casual
imputation of knowledge would have a chilling effect on innovation. The DMCA safe harbors
were crafted in the spirit of Somy to protect good faith OSPs whose services, given their
capabilities, would inevitably be used by ignorant or bad actors to infringe copyrights. Congress
did not condition safe harbor for OSPs on their monitoring their services® or making legal

judgments on the fly about whether specific content is infringing or not." It is no accident that

8. REP. 105-190, at 20 (as quoted in the Congressman's question).

? See Viacom, 676 F.3d at 31.

¥ See Sony Corp. v. Universal City Studios, Inc., 464 U.S. 417, 439 (1984) (declining o imposc sccondary liability
on the theory that “[defendants] have sold equipment with constructive knowledge of the fact that their customers
may usc that equipment (o make unauthorized copics of copyrighicd malerial™).

¥ See 17 U.S.C. § 512(m) (providing that “nothing in this section shall be construed to condition the

applicability of subscctions (a) through (d) on . . . a service provider monitoring its scrvice or afTirmatively

seeking facts indicating infringing activity, except to the extent consistent with a standard technical measure
complying with the provisions of [§ 312(i)]™). The “standard technical measures™ in section 312(i) are defined as
measures that copyright owners employ for the protection of their works and that OSPs can accommodate without
having to incur substantial costs or burdens. See 17 U.S.C. § 512(3i).

19 See S. REP. 105-190, at 49 (“The common-sense result of this ‘red flag’ test is that [OSPs] would not be required
to make discriminating judgments about potential copyright infringement.”). The wisdom of this choice was made
clear in Viacom v. YouTube, when Viacom was forced to amend its complaint twice to remove from its list of clips-
in-suit hundreds of clips that its own cmployces had uploadced. See “Nolice of Dismissal of Specilicd Clips

With Prejudice™ (Casc No. 1:07-CV-02103-LLS, Feb. 26, 2010) (referring (o the hundreds of video clips that
Viacom had initially identificd as “infringing” but which were subscquently withdrawn from the list of works in

9
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the notice requirements in section 512(c)(3)(A) require the sender to specifically identify both
the infringed work and the location where the work can be located, among other requirements.
OSPs are not required or expected under the DMCA to guess about what material is infringing or
where to find it. It is also no accident that notices that fail to “comply substantially” with section
512(c)(3)(A) are ineffective under the statute to trigger the OSP’s obligation to remove or disable
access to content. The statute plainly states that defective notices “shall not be considered . . . in
determining whether a service provider has actual knowledge or is aware of facts or

circumstances from which infringing activity is apparent.”11

If defective notices concerning
specific alleged infringements are insufficient to establish “red flag” knowledge, then Congress
surely cannot have intended for “red flag” knowledge to mean free-floating, generalized
knowledge of infringement. It can only have intended the more circumscribed scope that the

courts have given it.

Congress knew when it enacted the DMCA that the substantive law of secondary liability
was still evolving in the domain of digital copyrights: “Rather than embarking upon a wholesale
clarification of these doctrines, the Committee decided to leave current law in its evolving state
and, instead, to create a series of ‘safe harbors,” for certain common activities of service

. 12
providers.

With the case law and the technology both still relatively undeveloped, Congress
made a conscious decision to let the courts work out the intricacies of contributory and vicarious
liability, which they have subsequently done without disagreement, largely in cases involving
assertion of the DMCA safe harbors. The purpose of the safe harbors was to create certainty for
copyright owners and OSPs. The interpretation of “red flag” knowledge on which the courts
have agreed both advances the goal of creating certainty and gives coherence to the language and
structure of section 512 as a whole. A broader interpretation would do neither, which is why the

courts have uniformly declined to adopt one.

suit). How can OSPs be expected to know, without notice, what works are infringing when copyright owners
themselves can ofien be mistaken?

117 U.8.C. § 512(c)(3)(B) (cmphasis added).

28, REP. 105-190, aL 19.

10
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Congressman Bob Goodlatte
April 30, 2014
Page 2

Elsevier’s prineipal recommendations to. remedy this situation, reflected in both my written and
oral statements to the Subcommittee, are: (i) appropriately tailored voluniary “standard technical
measures” (e.g. filtering mechanisms), established through a multi-stakeholder standard setting process,
to help prevent the re-uploading and sharing of infringements and {ii) clearer and better enforced repeat
infringer policies, Commercially reasonable and effective filtering mechanisms will benetit all copyright
owners, regardless of size or relative resources, as well as other good faith participants in the system.
They will reduce the need for constant repetitive notices for the same works and reduce the overall
volume and the burdens posed by takedown requests for senders and responders. Transparent repeat
infringer policies, if meaningfully implemented, will help deter and prevent the subset of ill-intentioned
users who are often responsible for a farge portion of the scrial re-uploading of infringements that plague
certain sites — whether the infringed works are Llsevier books or Ms. Schneider’s songs.

With respect to filtering, when a copyright owner like Ms. Schneider or Elsevier sends a valid
takedown notice to a site hosting infringing material, a standard filtering process could ¢nsure that future
attempts to upload or share the same (or sufficiently identical) material would be prevented. In addition,
copyright owners, like Ms, Schneider or Elsevier, could voluntarily contribute “reference” copies of their
works to sites for the same purpose, a practice that both Ms. Schneider and I each recommended in our

these approaches for tailored filtering of user uploads that infringe publishers’ works. Another example is
www.dropbox.com, which is a rapidly growing and well known “cloud storage” site that prevents the
sharing of works for which it has previously received valid takedown notices,

My statement also mentions that once “standard technical measures™ are agreed upon in a multi-
stakeholder process, Congress might have to address certain sites that refuse to voluntarily adopt them
despite the fact that they need the measures the most — .g., sites that technically comply with takedown
requirements, but are structured to attract unauthorized uploading, re-uploading and public sharing of file:
that infringe copyrighted works. The suggestions for dealing with this recalcitrant subset of sites that
exploit the takedown system would benefit all rights holders, large and small: the sites could lose safe
harbar protection for refusing to adopt appropriate measures being implemented by peer sites and
services, or courts couid exercise their discretion under DMCA 512(j) to order limited injunctive relief
requiring such sites to prevent the re-upload of specific works in suit even where the 512(c) safe harbor
against monetary damages may apply.

Similarly, Elsevier and the Association of American Publishers’ recommendations for addressing
“Mon-Compliant” sitcs that perhaps reside in “safe havens” for infringement and refuse to substantiafly
comply with takedown notices or other statutory or judicial requirements, would benefit large and small
copyright owners alike. Where a US court with jurisdiction over a “Non-Compliant” site finds that it
does not qualify for protection under any DMCA safe harbor and that the site is liable for copyright
infringement, the court should have authority to enter orders requiring US bascd third parties that provide
services to the site —- including advertising placement services, payment processors, search engines,
server hosts, and domain name registrars — to suspend those services.
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Congressman Bob Goodlatte
April 30, 2014
Page 3

Beyond the repetitive infringement problem, Elsevier is sympathetic to Ms, Schneider’s
frustrations as an individual creator navigating the requirements and intricacies of site-specific takedown
processes, the burdens of which do not affect large copyright owners with established vendor-supported
takedown practices in the same way. So too the concern raised by Ms. Schneider about being identified
by name in a negative manner for sending valid takedown notices, which is another practice that impacts
individual creators in a different way than it does corporate copyright holders, We believe these concerns
can and should be addressed in the ongoing USPTO multi-stakeholder “roundtables” covering current

DMCA processes and practices.

Elsevier also agrees that large copyright owners generaily have more resources to negotiate with
large “intermediaries,” although we would note that such negotiations to date have been slow, arduous
and mostly unsuccessful even for larger copyright owners. For that reason, Elsevier urges a
“government-guided” multi-stakeholder process to establish the range of measures that can be deployed
to address online infringement. Without further government encouragement, voluntary measures by
intermediaries, including in the arca of technical measures like filtering, will not come to fruition in a

timely manner.

In sum, we believe there should be a fair and level playing field for all rights holders and
stakeholders, regardless of size or resources. We also believe that the detailed recommendations hy
Elsevier, the Association of American Publishers on behalf of the publishing industry as a whele, and
other groups within the wider copyright industries, are a good start for furthering best practices,

(cotlabnration on standard technical measures, and other reforms that can benefit all inlerested partics.
p)
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* Global Litigation Counsel
Elsevier Inc.
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improve and evolve in response to the needs of both large and small copyright owners. But re-opening the
DMCA would risk injecting legal uncertainty into a well-established framework on which every Tnternet
company — including thriving online platforms used by creators to make, distribute, and monetize online

content — relics.

At Google, we have made extensive efforts to make it easy for anyone, including small and independent
creators, to submir takedown notices. For example, Google maintains 2 public web form in many languages
where anyone may submit DMCA mkedown notces 24 hours 4 day by answering a simple set of interactive
questions. This is supplemented by “trusted submitter™ programs to accommodate the needs of
rightsholders and enforcement vendors who use automated means to submit large numbers of notices to
our products. And, of course, Google has never charged copyright owners to submic a DMCA takedown

wotice. These efforts to make the process casy to use for all copyright owners allowed thousands of ditferent

submitters to send Google DMCA notices i 2013 from nearly every country on the globe, i 70 different

languages.

Orver the past three veats, we have also scen the emergence of a robust, competitive marker aimed ar

proviaing co

cement services to copyright owners. l'oday, firms like Marketly, MarkMonitar, and Degban
offer their detection setvices to copyright owners and their industry associations. This has made it cheaper
and casier for copyright owners latpe and small to send notices to service providers. Furthetmore, a3

e ij
wotks online, we expect the cost per notice to continue to drop, which may make it easier for independent

she owners and enforcement vendors continue o deploy new technologies to identify uses of their

creators to rely on the expertise of this growing vendor base in managing their takedown strategy.

In addition, Google is actively participating in the Department of Commerce's Internet Policy Task Torce
multistakeholder forum on improving the operation of the DMCA notice-and-takedown system. In these
ongoing conversations with copyright owners, entertainment companies, representatives of the more than

66,000 service providers who are registered DMCA copyright agents, and users, we are eager to share best
& YIIE & &

practices in the hopes that some of cur own process investments, such as the public web form in muktiple

rate and

<y Repoit, can contribute to more ace

languages and the copyright seciion of our Toanspar

cfficient notice-and-takedown systems across the web.
Lastly, we are deeply committed to ensuting that our products provide meaningful tools to creators of all

kinds — from large cnterrainment companics to tndependent crearors. For example, You'l'uhe’s community

includes not only a billion individual users, but also more than one mullion partner channels that earn money
from their Youlube videos. Youlube has developed a scties of programs to help content partners thrive,

mcluding partnerships with every

r major record label and with hundreds of collecting societies, mdependent

labels, and music publishers, to license recorded music on the site. As a result of partnerships like these,
YouTube generates hundeeds of millions of dollars each year for copynght owners of all kinds, large and
small. From musicians to athletes, teachers to comedians, thousands of creators are now earning six-figure

ncomes from their YouTube channels.

We make available free online resources, such as our

cator Playhook, to help YouTube creators of all sorts

develop thetr audience and monetize their work. We have alse opened gow collaborative spaccs in Los

2
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Angcles, London, and Tokyo (and an updated space in New York forthcoming) where Youl'ube partners

can shoot and edit their content. Tn 2013, YouTube Spaces welcomed 21,000 people around the world who
attended 150 workshaps and participated in nearly 1,500 collaborations. Overall, 2,500 videos were created,
generating more than 250 million views and more than 20 million hours of watch time (or the equivalent of

mote than 2,200 years). We are encouraged thart these facilities not only help creators develop expertise, bur

cal place for collaboration and creativity.

also provide a phys

Thank you for your attention to the important matters of copyright, creativity, and innovardon on the

Internet, and we look forward to contmuing our conversations with vou and your scaff,
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Response to Questions for the Record from Maria Schneider, Grammy
Award Winning Composer/Conductor/Producer, Member of the Board of
Governors, New York Chapter of the Recording Academy

Hearing on:
“Section 512 of Title 17~

Thursday, March 13, 2014
Response to Question by Representative Doug Collins
Congressman Collins,

I agree with you that Congress needs to be proactive in protecting the rights of small
copyright owners as the Founders intended. Small copyright owners do not have the
resources to protect themselves from online infringement. In the music industry, many of
us independent artists take on tremendous financial risks to pay for our records in an
impossible-to-navigate environment full of rampant theft. And one little known fact is
that many artists, even those on record labels, are paying for their own records these days.
Bigger record companies are definitely better equipped to play whack-a-mole all day, and
surely have more leverage against Google and others. But still, it’s a tremendous waste
of financial and human resources. That’s hardly a DMCA success story. Independent
musicians are now a significant industry with a very weak collective voice amidst all the
big players, and the collective frustration and anger is rapidly growing.

As I testified to on March 13™ 1 believe there are simple, common sense changes
Congress can make to Section 512 that will provide independent musicians, like me,
better protection. And it just so happens that what will help us will also help the bigger
players — these are win-win solutions.

My three solutions were: a) take down means stay down b) require companies like
Google to educate users who are uploading c¢) create the equivalent of a “do not call” list
where copyright owners can select a “do not post” option for their creative work.

Take down means stay down. The vast majority of my time in dealing with the DMCA
is spent with the “repeat offenders.” This would go away for everyone with this simple
change in the law. The reality is that if we had a “take down means stay down” policy, it
would be much more efficient for everyone, even Google, except for the people looking
to unlawfully profit from others’ copyrighted works. No one’s legal rights are
compromised with “stay-down.” No legitimate business is compromised.

Educating Users before Posting. Congress already passed the Higher Educational
Opportunity Act of 2008 (HEOA), putting an affirmative obligation on universities to
educate their students about the importance of copyright. It has been a successful piece
of legislation. The important concepts embodied in the HEOA should be extended
beyond universities to simply require companies like Google to have its users
acknowledge certain points before uploading, and to require companies like Google to
educate its users. Of course, companies who rely on illegal uploads for profit resist such
measures (measures which have been successfully embraced by universities under the
HEOA) because they know that if they require some education before uploading, it will
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clearly decrease the number of illegal uploads, which will decrease their

profits. However, copyright is important enough to be a Constitutional right. It is
common sense to require companies who are profiting handsomely from illegally posted
content to educate their users about copyright rights before users can upload. An Internet
industry that has systematically de-educated a generation about copyright can now be
required to re-educate them, just as universities are required by law to do.

“Do Not Post” List. We all recall the invasion of our privacy and personal rights
before the “do not call” list became the law of the land. We take it for granted

now. Independent musicians should have the same option to protect their

rights. Google’s representative suggested at the hearing that to empower musicians in
this way would somehow impact “fair use” rights of their users. But this is simply not
true. Where there is an exact copy of one of my music recordings posted verbatim on
YouTube for immediate worldwide distribution, there is no possible fair use
justification. Period.

Musicians are not greedy. We only want what is fair. And we are more than willing to
think creatively. But absent an agreed-upon construct that protects creators’
constitutional rights, it is not a burden to require nsers to seek my permission to use
the Internet to publish to the entire world a verbatim copy of my mnsic.

Letting a company operate under the safe harbor is hollow, if that company is handed
every loophole to keep publishing infringing work on a world wide, unrestricted basis.
And the DMCA indeed feels very hollow from a musician’s perspective. Any company
given safe harbor should have to adhere to these steps that would actually protect
creators’ rights.

Our laws should not support business models that rely on infringement in order to remain
economically viable. With existence of channels for proper permission, and the
possibility of rights-holders to choose how their work is used, I believe we’d have an
environment where mrore business can happen, legitimate business in an environment that
is sustainable for all parties: Internet companies, users and creators. The current
environment is not sustainable. Business is indeed booming, but not for the vast majority
of those that create and pay for the making of the music. For us, the losses are
catastrophic.

My common sense solutions will stop the hemorrhaging and will not compromise
anyone’s legal rights.
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Response to Follow-Up Questions for the Record from
Paul Siemiuski, General Counsel, Automattic Inc.

We serve millions of users through our publishing platform WordPress.com, and many of them are small
artists, authors, photographers and crcators. We place a high valuc on their creative work; in fact the original
work of small, independent creators is the lifeblood of the 48 million websites that we host on our scrvice.

In our cxperience, the remedics provided under 512 and the process for availing oncsclf of them, arc flexible
and aceessible cnough to serve the necds of copyright holders large and small. The DMCA notice form is
standardized, by statute, so that anyone who owns a copyright can send a standard form letter to any website
to identify infringing content for removal under the DMCA. So long as the letter includes the statutory
requirements, the website will honor it. Morcover, many websites (including those hosted by Automattic)
have created a standard form DMCA complaint form (ours can be found here: http. /avtomatiic cor/dmca-

ficlds on this form and the claim of infringcment is valid, we will honor the notice.

In addition to the remedics provided by statute, large copyright holders may develop their own internal
systems to scan for content and send out bulk notices to infringing sites (we have seen our fair share of these
bulk notices). At the same time, there are numerous outsourced, third party copyright enforcement services
that handle the task of scarching for copyrighted content identificd by a creator, and sending compliant,
automated notices for its removal. We have seen many smaller creators take advantage of these services to
enforce their copyrights on the web.

A remedy that’s not contemplated by 512 - for good reason - is the concept of “takedown/staydown”, which
somne have recently advocated. This concept holds that once a copyright holder provides notice of an
infringing file to a internet service provider (like Automattic), the service provider nust remove that

file... and also implement technical measures to prevent all future uploads of that same file.

While this remedy would certainly prevent the upload of some copyrighted files, it would also have a
devastating chilling effect on free speech, by preventing many many uploads of the file that would be
permitted by copyright law: such as uses of a file that fall under the doctrine of fair use. This is to say
nothing of the technological challenges such a requircment would imposc on web service providers,
especially smaller providers.

By the same token, no distinction is made under the DMCA between large recipients of takedown notices
(like Google) and small recipients (like Automattic). We both must expeditiously comply with the valid
takedown notices, and devote appropriate resources to design a process for receiving, reviewing and
processing the DMCA notices we receive in order to fulfill our obligations under the statute. The obligations
are the same for large and small companies, regardless of the resources we have available to process our
notices.

The work of smaller creators is the lifeblood of WordPress.com. Operating our DMCA process m a fair,
efficient and transparent way is a time consuming and resource intensive task that we take very seriously.
This is a especially true when one layers in the additional work we choose to take on to protect our users
from invalid and abusive DMCA notices which arc made all too casy by the current statutory regime.

Paul Sieminski

General Counscl

Automattic Inc. | WordPress.com
email: pes@automattic.cony
skype: pesicminski

twitter: @ pesieminski
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apply for healthcare, on a smart phone. Libraries are the only source for free Internet
connectivity and Internet-ready computer terminals for most Americans.

Public libraries provide the public with access to over 240,000 Internet-ready
computer terminals.' In 2010, there were 367 million user-sessions on these computers.
There were 234 computer uses per 1,000 visits to public libraries. Public libraries in rural
areas had the highest ratio of Internet accessible computers: 6.1 computers per 5,000
people.

A 2013 survey by the Pew Internet and American Life Project found that 66% of
those who used the Internet at a library in the past 12 months did research for school or
work; 47% say they got health information; 41% say they visited government websites or
got information about governiment services; 36% say they looked for jobs or applied for
jobs online; 16% say they paid bills or did online banking and 16% say they took an
online class or completed an online certification program >

A study performed by the Information School of the University of Washington for
the Institute of Museum and Library Services demonstrated the importance of the Internet
access provided by public libraries to people below near or below the poverty line. The
study found that in 2009, over 77 million people accessed the Internet from public

libraries in the United States.’ Forty-four percent of people below the poverty line used

! Institute of Museum and Library Services, Public Libraries in the United States Survey,
Fiscal Year 2010 (2013), http://www.imls.gov/assets/1/AssetManager/PLS2010.pdt.

2 Pew Internet & American Life Project, Library Services in the Digital Age (2013),
http://libraries.pewinternet.org/2013/01/22/Library-services/

* Samantha Becker, Opportunity for All: How the American Public Benefits from Internet
Access at U.S. Libraries 2 (2010), http://'www.imls.gov/pdf/OpportunityForAll pdf.
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library computers for Internet access and other services. Among young adults below the
poverty line, the level of usage increased to 61%."

A 2012 study on the economic benefit of Texas public libraries found that Internet
access via library computer terminals saved users over $300 million in 2011.° The Wi-Fi
provided by the Texas libraries saved users over another $20 million. 62% of the Texas
library directors said that the Internet access was “extremely beneficial” to users, while a
further 20% indicated that it was “quite beneficial.” 56% of the directors said that
Internet access was the single most important resource provided by their libraries. The
users’ online activities included: performing homework for classes from grade school to
college; taking continuing education courses; training and testing for job certifications
and licenses; looking, and applying for, jobs; applying for unemployment benefits and
social assistance; applying for disaster aid as well as finding family during and after
natural disasters; working short —term, paid online jobs; developing and operating
businesses by placing and receiving orders; researching price comparisons; market new
products; using online banking; and filing taxes. Numerous library directors indicated
that some users were running small businesses entirely via Internet at their library.

The Texas directors noted that even users with home Internet access use the
library Internet access because of its greater bandwidth and faster service. Additionally,
not all users have the option of Internet access at their residence. “Ranchers and others in
rural area in particular have difficulty obtaining reliable and reasonably priced Internet at

their residences.” Further, numerous directors reported that users with laptops accessed

4
1d. at 5-8.

’ Bureau of Business Research, IC2 Institute, University of Texas at Austin, Texas Public

Libraries: Economic Benefits and Return on Investment, 2012, at 39-42.

(V)
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their libraries’ wireless service atter normal hours; they cited examples of users parking
near the library when the library was closed to access an Internet connection.

Lack of connection is more than a rural issue. A study of the public libraries in
New York City found that 2.9 million residents don’t have broadband access at home.*
Thus, between 2002 and 2011, the libraries have increased their total number of public
access computers by 89%. Between 2007 and 2011, the number of computer session
logged at public computers in the city’s libraries grew by 62%, from 5.8 million sessions
in 2007 to over 9.3 million sessions in 2011.

Community college libraries also provide Internet access to underserved
populations. Nearly 31% of students at two-year colleges do not own desktop computers
or full size laptops, and thus often rely upon their college libraries for Internet access and
other information technology needs.’

The Section 512(a) safe harbor for “mere conduits” has enabled libraries to
provide Internet access without the specter of liability for onerous copyright damages
because of infringing user activity. Any alteration of the DMCA’s framework, either
directly by amendment of 17 U.S.C. § 512(a) or indirectly by imposition of new
obligations on Internet access providers, could have an adverse effect on the ability of
libraries of all types to deliver a critical service to underserved and other user

communities.®

® Center for the Urban Future, Branches of Opportunity, 2013, at 6.

" EDUCAUSE, Core Data Service Fiscal Year 2009 Summary Report 34 (2009)
http://net.educause.edu/apps/coredata/reports/2009/.

* At many colleges and universities, the libraries participate in the administration of
campus-wide Internet access services. Under the Higher Education Opportunity Act,
educational institutions have significantly more obligations to address copyright
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IL Information Location Tools

Libraries also rely on the Section 512(d) safe harbor for information location
tools. Librarians prepare directories that provide users with hyperlinks to websites the
librarians conclude in their professional judgment to contain useful information. Section
512(d) shelters a library from liability if the website linked to, unbeknownst to the
library, contains infringing material.

One amendment would make this safe harbor even more useful to libraries.
Currently, this safe harbor appears to be available only if the library, in compliance with
Section 512(c)(2), identifies on its website an agent to receive notifications of claimed
infringement, and provides the Copyright Office with the agent’s contact information.
While the identification of the agent on the library’s website makes sense, the
requirement of providing the Copyright Office with the agent’s contact information is a
completely unnecessary bureaucratic burden. The Copyright Office’s directory of agents
serves no purpose. If the rights holder wants to notify the library’s agent about infringing
activity, the agent’s contact information can be found directly on the library’s website.
There would be no reason for the rights holder to consult the Copyright Office’s directory
of agents. This requirement’s only accomplishment is making it more ditficult for
website operators to qualify for the Section 512(c) and (d) safe harbors. Accordingly, it
should be repealed.

IT1. First Amendment Concerns
Although the DMCA safe harbors have been extremely helpful to libraries in

fulfilling their mission of providing their users with access to information, in some cases

infringement by subscribers than do commercial Internet service providers. See
http://www .educause.edu/library/higher-education-opportunity-act-heoa.
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rights holders have abused the notice-and-takedown framework to target critical speech
or restrict the fair use right.” We understand that other entities will provide the
Subcommittee with a more detailed discussion of these abuses and possible solutions. We
share these concerns about these abuses.

Moreover, some rights holders provide libraries with incomplete takedown
notices, and then do not respond to requests for additional information. At that point, the
library must make the difficult decision of whether the notice “fails to substantially
comply” with the provisions of section 512(c)(3)(A) so that the library would remain
within the safe harbor without taking further action. In other words, some rights holders
are not doing their part within the safe harbor framework, and this imposes additional
burdens on libraries.

Additionally, the safe harbors can incentivize service providers to “over-comply”
with the law. A service provider can retain its safe harbor only if it has adopted and
implemented a policy for the termination of the accounts of repeat infringers. Section
512(1)(1)(A). To ensure that they comply with this repeat infringer requirement, some
companies that provide Internet access to libraries that serve thousands of users have
threatened to terminate service to the library because one user allegedly engaged in
infringing activity. In essence, these companies have adopted a “one strike and you're
out” policy: a result we believe Congress did not intend.

At the same time, we believe that the DMCA safe harbors overall have had a very
positive impact on free speech by enabling the emergence of the Internet as “a unique and

wholly new medium of worldwide human communication.” Reno v. American Civil

° See, e.g., http://www chillingeffects org/dmca512/.
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Liberties Union, 521 U.S. 844, 850 (1997). In that decision, Justice Stevens observed that
“it is no exaggeration to conclude that the content on the Internet is as diverse as human
thought.” /d. at 852. From the user’s perspective, the Web is comparable “to both a vast
library including millions of readily available and indexed publications and a sprawling
mall offering goods and services.” /d. at 853. From the publishers’ point of view, the
Web “constitutes a vast platform from which to address and hear from a worldwide
audience of millions of readers, viewers, researchers, and buyers. Any person or
organization with a computer connected to the Internet can ‘publish” information.” 7d.
The DMCA safe harbors have encouraged commercial enterprises and nonprofit
institutions such as libraries and universities to invest in the infrastructure and platforms
that facilitates this “worldwide human communication” by placing reasonable limits on

their liability for the infringing acts of their users.

March 2014
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Statement for the Record of
Cary Sherman
Chairman and CEO, Recording Industry Association of America
on “Section 512 of Title 17”
March 13, 2014

Chairman Coble, Ranking Member Nadler, Chairman Goodlatte, Ranking Member Conyers, and
members of the Subcommittee, my name is Cary Sherman and | serve as the Chairman and CEO
of the Recording Industry Association of America. The RIAA is the trade organization that
supports and promotes the creative and financial vitality of the major music companies. Its
members are the music labels that comprise the most vibrant record industry in the world. |
greatly appreciate the opportunity to submit this written statement for the hearing record
about the DMCA notice and takedown system.

To address whether the DMCA is working effectively in the current Internet environment, it is
necessary to first understand the state of online piracy today. Let me provide a very brief
overview:

There used to be a time, when the DMCA was first passed, when infringing copies of our music
were mostly limited to specific online sites — File Transfer Protocol (FTP) sites, Internet Relay
Chat (IRC) forums, etc. This was the heyday of AOL, Compuserv, and Netscape — before Napster
and the peer-to-peer (P2P) revolution, before locker services, before Google was a household
word. In Internet terms, it was the Stone Age.

That time is long gone. First came Napster, which provided instant access to music on the
home computers of everyone on that P2P network. This made the takedown provisions of the
DMCA largely obsolete just a year after enactment of the legislation, because the content was
no longer hosted on commercial hosting services, as the legislation anticipated, but on the
personal computers of end-users. And even though the original Napster was ultimately shut
down by the courts as an illegal service, it spawned a huge number of copycat services, many of
which persist to this day.

The second major development was the emergence of locker services focused on storing illegal
content, so that an unlimited number of users anywhere in the world could download it at will.
Megaupload is a prime example of such a service; that company actually paid uploaders if the
content they put on Megaupload’s servers was so popular that it was downloaded frequently.
Megaupload made enormous profits from this scam until it was indicted by the U.S.
Department of Justice for massive copyright infringement. But many such locker sites still exist.

The bottom line is that, instead of static sites with relative handfuls of infringements in 1998,
there are now billions of infringing copies of our music on sites and servers and individuals
computers spread all around the world. In China, Ukraine, Holland, Sweden, Peru, and Canada,
to name just a few. They are anywhere and everywhere.
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And it doesn’t matter where the illegal copies happen to be stored, because a new generation
of pirate sites and services has emerged to provide links directly to these illegal copies. Pirate
link sites like mp3skull provide instantaneous access to innumerable copies of recordings for
download. Other pirate sites instantaneously upload the sound recordings to multiple sites,
check the links to see if they are still live, and regenerate new links to the same content if the
links are taken down. Still others make illegal copies of the audio contained in a video stream,
and illegally distribute the audio.® And of course, there are mobile app versions of these types
of piratical activity as well.?

These pirates do this not as a public service, but because they make money from it.> They sell
advertising on their sites, and rake in huge profits from their illicit activity.* Unlike legitimate
companies, these sites have no interest in actually removing infringing files or links; their
incentive is exactly the opposite — to ensure that users can access as much illegal content as
possible, so that advertising revenues can continue to flow.

Thus, the pirate sites ensure that their files or links are never actually taken down, or that the
link taken down is just one of multiple links to the same content, or that the link taken down is
promptly and automatically repopulated on the site with a slightly different universal resource
locator (URL). The Pirate Bay website, for example, simply ignores takedown notices (U.S.
courts do not have jurisdiction to enforce the DMCA on sites located outside of our country —
and the overwhelming majority are not located in the U.S.); mp3skull, we believe, immediately
repopulates, with modest changes in the address, all of its links that are contained within our
takedown notices

The important takeaway is that these sites are not responsible entities who, when given notice
of infringement, actually try to do something about it. These pirate sites have an economic
interest in ensuring that access to pirate copies remains uninterrupted, and they use
technology to make that happen, regardless of how many takedown notices they get. The

* For example, we have sent over 300 notices for the sound recording Roar by Katy Perry to both Google and
Mp3skull.com, and yet that sound recording is still available on mp3skull.com, and still found easily via Google.

* For example, we have sent over 2,000,000 notices to Google re: infringements on the site mp3skull.com and
noticed several apps that claim or suggest some association with mp3skull.com. Nonetheless, when checked on
March 10, 2014, there were at least 10 apps available on play.google.com that appeared to claim or suggest some
connection to mp3skull.com.

® See e.g., Digital Citizens Alliance, “Good Money Gone Bad: Digital Thieves and the Hijacking of the Online Ad
Business; A Report on the profitability of Ad-Supported Content Theft”, February 19, 2014, available at
https://media.gractions.com/314A5ASA9ABBRBBCSEIEDBZACFA7CAGEFAROD3AT6/4af7cb71-0367-49¢cb -aeb8-
2d0871s4elc?.pdf. (“The web sites MediaLink examined accounted for an estimated $227 million in annual ad

revenue, which is a huge figure, but nowhere close to the harm done to the creative economy and creative
workers. The 30 largest sites studied that are supported only by ads average $4.4 million annually, with the largest
BitTorrent portal sites topping $6 million. Even small sites can make more than $100,000 a year from advertising.)
See also Jelveh, Zuben et al., “Profiting from Filesharing Services: A measurement Study of Economic Incentives in
Cyberlockers”, P2P *12 |EEE Sept., 2012, available at http://cis.poly.edu/~ross/papers/Cyberlockers.pdf.

“1d.
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underlying assumption of the DMCA takedown process — that responsible entities will do the
right thing and remove infringing files and do not control nor profit from the infringing activity -
is simply not accurate with respect to these pirate sites.

There are thousands of these sites, each offering thousands, if not millions, of illegal copies of
our music. We harbor no illusion that these sites will stop their infringing activity just because
we send them a takedown notice. So we must instead look to those service providers who do
represent the responsible parties envisioned by the DMCA and who provide visibility and
viability to these bad online actors — namely, search engines.

Users who want to find pirate sites, or specific music they want to download, may go directly to
a pirate site if they know the web address, but many simply use traditional search engines to do
so, like Google, Bing and Yahoo!. These search engines comprehensively index sites like
mp3skull, conveniently listing every copy of every music file in response to search requests.
Indeed, depending upon the source, Google is the source of anywhere from 30% to nearly 60%
of the traffic to mp3skull.”

Because search has become such a significant factor in leading users to online piracy, and
making money from doing so, we began a program of sending notices to Google in 2012, asking
for the takedown of links to infringing music files. Since then, we and our sister organization in
the U.K., BPI, have together sent Google notices requesting the takedown of 100 million URLs.
And, to its credit, Google has taken down virtually every link we have identified, usually within
hours. But Google places a numerical limit on the number of search queries we can make to
find the infringing content and, as a result, we can only take down a tiny fraction of the number
of infringing files on each pirate site, let alone on the Internet generally. A recent Hill flyer by
Google claims that they “receive notices for far less than 1% of everything hosted and indexed
by Google.” Well, that’s largely because their search query limitations provide us with a bucket
to address an ever-replenishing ocean of infringement. Only Google can see a whole site it
indexes. Only Google has the tool to allow us to see the whole site as well, and to easily
transmit notices to them for a quick takedown of infringing files to prevent damage. But
Google places limitations on the tools we can use and limits us to delivering notices for a
relatively minor number of infringing files on a site compared with the total number of
potential infringing files. It then states that since the number of notices it receives is small
related to the total number of files, there isn’t much of a problem. You can imagine the
frustration. Google has no duty under the DMCA to monitor sites for infringing files. We have
that responsibility. But they don’t allow us the tools to bear that duty, either.

Moreover, each specific URL containing or linking to a copy of an infringing recording has to be
separately identified for takedown. That's because all service providers take the position that

® See http://www.similarweb.com/website/mp3skull.cam, last checked March 10, 2014, indicating that 64.89% of
total Mp3skull.com traffic in the last 3 months came from search, and of that 89.33% came from Google (indicating
58% came from Google). See also http://www.alexa.com/siteinfo/mp3skull.com, Last checked March 10, 2014.
Per Alexa, Google search properties accounted for at least 30% of the traffic to mp3skull.com (google.com — 16.7%,
google.co.in — 9.3%, google.com.pk — 2.8%, google.com.eg — 1% and google.com.bd — 1%).
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they only need to take down the specific URL or copy identified, rather than all copies of the
same unlicensed recording even though it may be exactly the same recording at an altered
location on the same site.

Finally, regardless of what Google takes down today, its search engine will spider the same
pirate sites tomorrow and index anew all the illegal content on the pirate sites. All those links
to infringing music files that were automatically repopulated by each pirate site after today’s
takedown will be re-indexed and appear in search results tomorrow. Every day we have to
send new notices to take down the very same links to illegal content we took down the day
before. It’s like “Groundhog Day” for takedowns.

And it's worth remembering that these are the problems we have, as an organization with
some resources. The DMCA has oddly — and unintentionally — become an industry unto itself,
requiring us (and many other companies and organizations) to employ entire teams of people
solely dedicated to engaging in notice and takedown. Imagine the difficulty — the impossibility
— for individual creators as one-person operations to track down and respond to the millions of
repopulating infringements. The basis of copyright, as established in the Constitution, is to
incentivize creators. The notice and takedown provisions of the DMCA were intended to further
this cause in the digital world by providing a practical alternative to protracted and expensive
litigation, establishing a fair and expedited system for copyright owners to protect their works
online without improperly disrupting the operations of responsible service providers or unfairly
implicating users of those services. Instead, the ineffectiveness (and gaming) of the system
today hinders — and, in the case of individuals, supplants — the productivity of creators —the
exact opposite of what the law intended.®

Is it any wonder that the process envisioned by the DMCA is not working? When you think
about it, how could it? Sites with a vested interest in keeping infringing files up, not taking
them down, have developed work-arounds to notice and takedown to maintain an abundant
inventory of popular songs available and in some cases, incentivize uploaders to further exploit
creators. These sites and services further claim DMCA protection while not complying with its
conditions. Then search engines compound the problem by continually indexing and
highlighting these pirate sites in searches for music acquisition. Other intermediaries
exacerbate this issue by providing services to such sites to help them profit from their illegal
activities, and in some cases, providing road blocks to their identification. And as we noted, the
problem has moved to mobile, with thousands of apps published that are dedicated to
infringing activity. It imposes huge resource burdens on everyone without making much of a
dent in the problem.

So what should be done?

& See, e.g., Boyden, Bruce, “The Failure of the DMCA Notice and Takedown System: A Twentieth Century Solution
to a Twenty-First Century Problem”, Center for the Protection of Intellectual Property, George Mason University
School of Law, December 5, 2013. Available at http://cpip.gmu.edu/wp-content/uploads/2013/08/Bruce-Boyden-
The-Failure-of-the-DMCA-Notice-and-Takedown-System1.pdf.
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First, we understand that we need to do our part. That's why the major record companies we
represent have partnered with Google Play and dozens of other technology companies to offer
fans millions of digital songs in almost every conceivable model. In fact, the legitimate digital
marketplace has become so vibrant and competitive that we felt the need to develop a one-
stop website — whymusicmatters.com — to help consumers understand and navigate the full
range of legal service options. In fact, in the U.S. today, there are hundreds of sites and digital
services available for fans to listen and/or download the music they love.

We also seek and take action directly against these pirate sites and services when we can.’
Self-help is a good policy when it is available. But these bad actors reside mostly outside the
jurisdiction of U.S. courts, placing them safely out of our — or even the government’s — reach.
And that is why we look to our responsible online partners to engage in addressing this
problem. But to paraphrase Benjamin Franklin, we should never confuse motion with action.
Saying you're taking action or doing the least bit necessary to show motion is not the same as
taking effective steps and having meaningful results to show for it.

We remain champions of voluntary initiatives and agree with the Department of Commerce’s
recommendation that relevant parties should develop and implement voluntary best practices
to address the problems with the notice and takedown system. Voluntary initiatives are more
flexible, and less threatening, than legislation, and are therefore more achievable. In fact, to
date, we have implemented successful initiatives with payment processors, ISPs, and
advertising intermediaries. The logical next partner is search engines.

There can be no doubt that search engines play a considerable role in leading users to illicit
services and can play a key role in addressing infringing activity online. We hope they will join
with the growing list of intermediary partners who have sat down with stakeholders and
worked collaboratively to find solutions to the problems outlined above.

We have some thoughts on voluntary steps that can be taken that will make a real difference,
that we hope will be discussed by the Members of this Committee and by the Department of
Commerce in its roundtables:

1. Let us monitor effectively. Provide tools to allow us to search in a manner
commensurate with the size of the problem, and then allow the number of takedown
notices we submit to reflect ALL the infringing files on a site, rather than a tiny fraction
of them;

2. Help end “whack-a-mole.” Ensure that when links to content are taken down, the same
content on the same site is not continuously re-indexed when repopulated by the pirate
site, rendering the takedown process useless;

3. Push down pirate sites in search results. Demote pirate sites in search rankings, using
objective criteria such as the number of legitimate takedown notices submitted about
the site;

’ We believe we use better than “good faith” efforts to identify infringing activity. While no system is bullet proof,
we perform significant due diligence and take great care to avoid sending “false positive” DMCA notices.
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4. Help the consumer know what’s legitimate. Promote authorized sites and services to
consumers in search rankings, through a “badge” or some other consumer-friendly
information;

5. Stop “finishing the sentence” to lead to a pirate site. Modify the “autocomplete”
function so it does not lead users to sites or apps based on the number of legitimate
takedown notices submitted about the site;

6. Don’t give pirate sites a continuous “do-over.” Develop a common sense approach to
implementing a repeat infringer policy.

We look forward to constructive and productive dialogue to remedy the DMCA’s shortcomings.

Thank you for the opportunity to submit these comments.
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Hearing on “Section 512 of Tide 17
March 13, 2014

Introduction

On behalf of its members, the Association of American Publishers (“AAP”) appreciates
this opportunity to place its views in the hearing record of the House Judiciary Subcommittee on
Courts, Intellectual Property, and the Internet (“IP Subcommittee”) regarding the current
ineffectiveness of the “notice-and-takedown system” which, in conjunction with a carefully-
crafted set of liability “safe harbors,” was established in Section 512 of the Digital Millennium
Copyright Act (“‘DMCA”) more than fifteen years ago in Congress’s initial creative and hopeful
attempt to address the problem of online copyright infringement by incentivizing a collaborative
response from copyright owners and Internet service providers (“ISPs”).

In particular, AAP submits this post-hearing statement to support and elaborate upon the
oral and written testimony presented at the IP Subcommittee’s March 13 hearing by Paul Doda,
Global Litigation Counsel for Elsevier Inc., regarding the specific nature of the problems that

! The Association of American Publishers (AAP) represents over 400 publishers, ranging from major commercial
book and journal publishers to small non-profit. university, and scholarly presses.

= AAP intends to confine this statement to the issue discussed at the TP Subcommittee’s Section 512 hearing. Please
notc, however, that AAP has provided detailed suggestions for how Lo improve the clficiency and cflectivencss of
the daily operation of the notice-and-takedown process within the current terms of Section 512 as part of an ongoing
inquiry by the Department of Commerce in follow up to its release of its Green Paper in 2013, See Department of
Comimerce, Request for Comment on Green Paper, Copyright Policy, Creativity, and Innovation in the Internet
Economy, 78 Fed. Reg. 61.337 (Oct. 3. 2013) http://www.gpo. gov/dsys/pkg/FR-2013-10-03/pdf/2013-24309 pdf
(Comments of the Association ol American Publishers, submitted (Nov. 13, 2013).

1
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have made the integrated system of the notice-and-takedown process and eligibility for “safe
harbor” protection against copyright infringement liability incapable of achieving its intended
purpose, and some concrete suggestions for how to improve the workings of that system in a
continually-evolving online environment.

In noting our specific concemns and our recommendations for addressing them, AAP
recognizes that voluntary “best practices” and agreements among the key stakeholders in the
online ecosystem are likely to be the most practical, effective and achievable ways to improve
the daily operation of the notice-and-takedown system insofar as such measures can adapt to the
rapid pace of technological and entrepreneurial change on the Internet more adroitly than can
federal legislative, judicial and regulatory processes. However, this submission will also touch
upon Section 512-related enforcement problems which, based upon current legal, market and
technological realities, will likely require federal government intervention to make these crucial
elements of the overall U.S. copyright enforcement system truly effective in the modern online
environment.

Current Ineffectiveness of Notice-and-Takedown

As was noted by several members of the IP Subcommittee and each of the hearing
witnesses, successful partnerships between copyright owners and technology platforms have led
today’s consumers to expect and often achieve instant online access to high-quality, copyrighted
content anytime and anywhere.

All types of publishers represented within AAP’s membership -- across the trade,
academic, and scientific, professional and technical sectors -- are investing and innovating to
meet this demand through the production, distribution and making available of eBooks, online
journals, audio-books, integrated digital learning solutions, and other new forms of works, along
with new business models that take advantage of the ubiquity of the Internet to serve local,
national and global markets.®

But with increasing digital adoptions and adaptations by publishers, online piracy of their
works likewise continues apace, and the costly and frustrating notice-and-takedown experiences
of Elsevier, as detailed by Mr. Doda in his hearing testimony, * have become all too common
among AAP member publishers of all types, whether large or small, for-profit or non-profit,

3 See The Rise of Innovative Business Models: Content Delivery Methods in the Digital Age: Hearing Before the
Subcomm. on Courts, Intellectual Property, and the Internet of the [1. Comm. on the Judiciary, 113th Cong, (2013)
(Post-hearing Statement of the Association of American Publishers available at
hitp://www.publishers.org/_attachwems/docs/publicstatements/aapstatcment-riscofinnovativebusinessmodcels.pdf.
" Section 512 of Title 17: Hearing Before the Subcomm. on Courts, Intellectual Property, and the Internet of the H.
Comin. on the Judiciary, 113th Cong. (2014) (Testimony of Paul F. Doda providing a munber of illustrative
examples of this “whack-a-mole” problem at 2-4).

2
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established or start-up. Despite sending millions of takedown notices annually” to remove
infringing copies, or links to such copies, of their published works, AAP member publishers find
themselves competing against a plethora of different sites on the Internet that persist in offering
or enabling individuals to find and download illegitimate copies of virtually any popular
copyrighted work they want at any time because, as the IP Subcommittee heard at the hearing,
the notice-and-takedown process has become an efficient but highly ineffective “whack-a-mole
game.”

56

One challenge copyright owners face is that many kinds of websites and services that
were never anticipated during the original legislative negotiation and crafting of the key elements
of Section 512 now enjoy the DMCA’s “safe harbor” protections from infringement liability,
despite having significantly different postures toward the uploading of infringing copies of
copyrighted works to their systems than was evident with the original “service providers” for
whom these protections were intended and designed. Although these new websites and services
fall within the broad terms of Section 512’s second and far broader definition of “service
provider,”® they have developed lucrative new business models that are structured with features
and operational behavior that attract unauthorized user uploads of copyrighted works” in order to

* See Transparency Report, GOOGLE hitp:/fwww. poogle com/transparencyreport/removals/copyright/ (last visited
Mar. 28, 2014) (showing that Google alonc rcecives approximately 30 million DMCA notices per month).
© The “whack-a-mole” problem describes the situation where links to infringements of copyrighted works are taken
down subjeet 1o a valid takedown request only to reappear, sometimes through the exacl same URL, shortly
thereafter, requiring an endless cycle of takedown requests to provide even the slightest amount of protection for
creative works.
 While AAP commends Google for simplifying the notice sending process on ils silcs, creating a “trustcd
submitter” program for handling high volumes of automated notices from frequent submitters, and for processing
notices in an average of less than 6 hours, the fact that in 2013 Google received “takedown notices for more items
every week than |it| received in all of 2010” indicates that while sending and processing notices may have become
quite efficient with respect to the de-listing of links by Google, the current implementation of the notice-and-
takedown process is not an gffective tool to reduce copyright infringement online.
8 See 17U.S.C. §512(k)(1)(B) (broadly dcfining “scrvice provider” as “a provider of online services or network
access, or the operator of facilities therefor.” This definition also “includes an entity described in subparagraph
(A),” which is a reference to service providers that engage in “transitory digital network communications.™). See
Capitol Records, 1.1.Cv. Vimeo, LLC, No. 09 Civ. 10101(RA), slip op. at 12 (S.D.N.Y. Scpt. 18, 2013) (cxplaining
that “[t]his definition ‘is clearly meant to cover more than mere electronic storage lockers.” Rather, it is “intended to
encompass a broad set of Internet entities.” Indeed, one court commented that the DMCA defines ‘service provider .
.. so broadly that |it had| troublc imagining the cxisience of an online service thal would nof fall under the
definitions. ) (internal citation omitted. enphasis in the original).
? Features and operational behaviors that attract unauthorized user uploads can include: providing users access to
automaled (ools to monilor whether the content the user uploaded has been removed or disabled; without verifying
permission to distribute the uploaded content, providing technologies that proliferate publicly-accessible links to
content across multiple link sites; and providing payments or rewards for uploading content or links to content that
is popular (likely commercially produced copyrighted material). To be clear, these are illustrative examples of the
types of fcatures and behaviors that AAP member publishers ofien encounter with regard 1o sites that persisiently
infringe their copyrights. However, AAP and its members recognize that there are legitimate contexts in which
these features and behaviors can be found as well, such as YouTube, which helps users monetize their original
conlent and OnelLoad.com which allows registered users (that agree thal they “will not upload any ...copyrighted
third-party content™) to “easily deploy and track videos actoss top video sharing, social networking and custom sites
in a singlc step.” OncLoad, hitp://www.oncload.com/about/what_is (last visiled Mar. 28, 2014).

3
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drive traffic to their sites and profit from selling advertising, subscriptions, and service
enhancements such as increased downloading speeds. Unfortunately, they are able to qualify for
safe harbor protection and flourish to the detriment of rights holders by merely paying lip service
to the other side of the DMCA’s Section 512 equation, which is the protection of the rights of
copyright owners. They may “expeditiously” takedown an infringing work in response to a
notice from the copyright owner, while nominally implementing a “repeat infringer” policy, in
order to maintain their eligibility for “safe harbor” protection against liability for such
infringements; however, they do little else to prevent the same infringement, let alone others,
from recurring on their sites or systems.

Under the current operation of the notice-and-takedown system, infringements thus
remain too widespread, too frequent, and too persistent for any copyright owner, large or small,
to locate all or even a substantial portion of such occurrences and achieve their effective removal
without recurrence.

Recommendations for Effective Implementation of Section 512 Notice-and-Takedown

Develop and Implement Voluntary Standard Technical Measures

AAP agrees with the bipartisan view expressed by IP Subcommittee members Reps. Judy
Chu (D-CA) and Tom Marino (R-PA) that, with respect to notice-and-takedown, “[d]oing the
bare minimum is not how the law was intended to function” and “‘[t]Jakedown’ should mean
‘staydown.”” ' While a notice-and-takedown regime will continue to be useful, particularly for
legitimate service providers with business models that are not structured or connected with
behavior that attracts unauthorized uploads of copyrighted works, it cannot succeed in isolation
to address the widespread infringement problem that the copyright community faces, especially
if it requires repetitive notices from copyright owners and provides little incentive for service
providers to prevent the re-uploading of the same infringing works that they have previously
removed pursuant to prior notices from the same copyright owners. " In order to effectively
address the massive and persistent infringement occurring online, service providers need to work
with copyright holders to develop and accommodate the implementation of commercially
reasonable and effective “standard technical measures” that do not impede the legitimate
functionality of the service provider and can, at a minimum, be deployed to prevent the recurrent
uploading of infringing copies of works that have been removed by the service provider pursuant
to prior notices from the copyright owner.

YRep. Judy Chu and Rep. Tom Marino, Victims of 1> Theft Need Beiter Protection, THE HILL (Mar. 12, 2014)
Tuttp://7thehill. com/opinion/op-ed/2006 30-victims-of-ip-theft-need-better-protection#ixzz2 wL3650hz.
Y See supra noie 4.
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Of course, it is often loudly proclaimed that the DMCA was never intended to impose
any obligation on service providers to help copyright owners fight online piracy of copyrighted
works. Usually this assertion is based on two observations about the conditions of eligibility for
safe harbor protection under Section 512: first, that taking action to remove or block access to
infringing copies of copyrighted works on their sites or systems, in response to a notice from a
copyright owner, is an entirely volustary decision on the part of service providers, which they
make depending upon whether they wish to be eligible for safe harbor protection from potential
liability in connection with the posting of such copies; and, second, that Section 512(m) makes
clear that nothing in Section 512 conditions safe harbor eligibility on a service provider
“monitoring” its site, system or service for infringing materials or activities, or “affirmatively
seeking facts indicating” the presence of such materials or activities. But the actual provisions of
Section 512 and their legislative history evince a different intent of Congress.

While it is true that removing or blocking access to infringing materials or activity in
response to a notice from a copyright owner is a voluntary decision made by the service provider
in order to be eligible for safe harbor protection, the other conditions of eligibility for safe harbor
protection are unquestionably mandatory. These include the requirement that a service provider
“has adopted and reasonably implemented” a policy for termination (“in appropriate
circumstances”) of subscribers and account holders of the service provider’s system or network
who are “repeat infringers,”'* and the requirement that a service provider “accommodates and
does not interfere with standard technical measures” that are defined in the statute and used by
copyright owners to identify or protect copyrighted works. "

The definition of “standard technical measures” qualified only those measures that “(A) have
been developed pursuant to a broad consensus of copyright owners and services providers in an
open, fair, voluntary, multi-industry standards process; (B) are available to any person on
reasonable and nondiscriminatory terms; and (C) do not impose substantial costs on service
providers or substantial burdens on their systems or networks.”™* Unfortunately, while a report of
the House Judiciary Committee confirmed in its analysis of this provision that Congress
“expected that all of the affected parties will expeditiously commence voluntary, inter-industry
discussions to agree upon and implement the best technological solutions available to these
goals” of protecting copyrighted works,'® the prescribed process for bringing them into existence
never occurred.

'* See infra at 9-10 (discussing the repeat infringer requirements of 17 U.S.C. §512 ()(1)(A)).

B17US.C. §512 (i) 1)(B)(i)2). A third mandatory condition of eligibility, designating an agent to receive
nolifications of claimed infringcments [rom copyright owners and providing publicly accessible contact information
for such agent, applies only to the safe harbor under Section 512(c) for infringement of copyright based on a service
provider's storage of information of material on its systcm or network at the direction of a user of such system or
network. See 17 U.8.C. §512(c)(2).

17 US.C. §512()(2).

'“'H. Commillcc Print, Scrial No 6, 105" Cong,. 2d Scss. (Scptcmber 1998) at 37.
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Still, the intent of Congress that the Section 512 safe harbors from infringement liability
would apply to a service provider “only if” it “accommodates and does not interfere with” such
“standard technical measures” is clearly stated in that section. Moreover, despite the common
insistence that Section 512(m) absolutely rejects the proposition that the applicability of the safe
harbors is conditioned on a service provider “monitoring its service or affirmatively seeking facts
indicating infringing activity,” such references usually fail to note the complete phrasing of that
provision, which ends with the words “except to the extent consistent with a standard technical
measure complying with the provisions of subsection (i).” In this context, the requirement for
accommodation, rather than merely non-interference, is evidence that Congress intended service
providers to be obligated to work with copyright owners to combat online piracy of copyrighted
works.

Although the “standard technical measures” required to activate that obligation do not yet
exist, legitimate content sites, such as YouTube and Scribd, have volunrarify developed and
implemented technical measures to prevent the appearance (and reappearance) of infringing
content on their sites. These voluntarily-implemented technical measures not only offer an
effective tool to decrease the prevalence of infringement on their sites, but also improve the
efficiency and effectiveness of the notice-and-takedown process by ending the “whack-a-mole”
game, and in turn, substantially eliminate the need for rights holders to send repeated notices for
repeated processing by the service provider. Moreover, the technical measures adopted by these
legitimate sites, which vary in size and content,'® clearly establish that such measures can be
tailored and implemented in ways that are both economically and technically feasible as part of a
diverse array of not only sustainable, but growing, business models.'”

18Scribd.com primarily hosts literary content, whereas, YouTube primarily hosts audio and visual copyrighted
content.
7 YouTube's implementation of Content ID illustrates that commercially reasonable upload filtering can
complement (he growth of legitimate content-driven websiles. YouTube starled cxperimenting with its Conlent TD
system in 2007 and now uses the system to scan over 400 years of video every day. Over this same time period,
YouTube has experienced exponential growth in its popularity as illustrated by the increase from
recciving/processing an average of six hours of video uploads per minute in 2007, o 24 hours per minutc in 2010,
72 hours per minute in 2012, and over 100 hours per minute today. Compare, YouTube Uploads Hir 72 Hours A
AMinute: How Can That Ever Be Pre-Screened or ‘Objectionable’ Material?, TECIIDIRT (May 23. 2012)
hitps://www.icchdirt.convanlicies/20
be-pre-scree tignable-material shind (noting that “some governments [are calling for] Google and others
[to] pre-screen user-generated material. Just how do they think anyone can do that when every second there’s one or
more hours of new malcrial Mlooding in? The challenge is particularly acule for vidco, which does nol lend itself to
automatic screening. wilike text, say.”); How Google Fights Piracy, GOOGLE 9-10 (Sept. 2013)
htips://docs. google.convfile/d/0BwxyRPFAuTN2dVEG Y miSUENTIeUE/edit?pli=1 (describing Content ID as a win-
win solution for YouTube and rights holders); Statistics — YouTube, hittp,//www.youtube comvvt/press/siatistics. htm|
(last visiled Mar, 28, 2014) (giving updalted statistics on how much video content is filicred by Content ID cach
day). Scribd.com, which implemented its upload filter in 2009 (See FAQs, How Does Scribd Help Protect the
Rights of Authors?, SCRIRD (Fcb. 26, 2009) http://support.scribd. com/entrics/25057-How-docs-Seribd-help-protect-
the-rights-of-authors-) has also grown its business, launching one of the first and most comprehensive eBook
subscription services in late 2013, partnering with a mumber of AAP inewnber publishers. See Press Release, The
New Scribd, SCRIRD (Ocl. 1, 2013) hiip://blog.scribd.com/2013/10/0 1/ihe-new-scribd/.
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With technologies that provide reasonable measures to prevent the reappearance of infringing
content growing increasingly effective and affordable, 18 there is no reason not to work toward
development of the standard technical measures that Congress factored into its crafting of the
DMCA fifteen years ago.

Increasingly, rights holders and certain service providers have realized that the most effective
way to protect copyrighted works, meet consumer demands, and facilitate the growth of
legitimate user-generated content sites is through a partnership between copyright holders and
service providers. Specifically, this partnership involves cataloguing hash identifiers for
infringing files as well as investment in creating metadata and fingerprint files for each
copyrighted work to include in databases that service providers can automatically compare
against potential uploads to their sites. When an exact match to the fingerprint of a copyrighted
work is identified, the service provider and the rights holder can implement a pre-negotiated
response, i.e., allow the upload and monetize the content or block the upload. As Google has
said, its Content ID technology (which implements the partnership just described) is “not just an
anti-piracy solution, but also a new business model for copyright owners and YouTube alike...
[that] is good for users as well.” When service providers accommodate this new mode of online
copyright protection, everybody wins.

Currently, however, there are few incentives for service providers to voluntarily
implement such measures, despite the fact that Section 512(i) of the DMCA makes clear that
Congress fully expected that the content and service provider industries would develop and adopt
“standard technical measures” by which copyright owners would be permitted to identity and
protect copyrighted works with the cooperation of service providers.'” AAP believes that the 1P

"®There are a number of companies offering technological measures to protect sites against unauthorized posting of
copyrighted content, with a variety of pricing and implementation models. See e.g., Audible Magic
Idip://andiblemagic.conysolutions-commpliance php (last visited Nov. 13, 2013) (providing “turnkcy compliance and

filtering solutions powered by sophisticated and patented digital fingerprinting technology”); Gracenote,
hitp:/fwwwr. gracenote.com/ensestudics/itunes/ (last visited Nov. 13, 2013) (being used for more than “filtering” as

it underlies iTunes Match as well); Vobile, hiip:.//vobileinc.cony (last visiled Nov. 13, 2013); Sandvine
Ittps/iwww, sandvine . convdownloads/zeneral/suce ess-story -40-successiul-value-added-servic
deplovments. pdf (last visited Nov. 13, 2013) (explaining how its service allows broadband networks to efficiently

and cost-clTectively filter content).

' As noted above. 17 U.S.C. §512(i) entitled “Conditions for Eligibility,” makes clear that to be eligible for any
DMCA safe harbor. a service provider must “accommodate[] and [] not interfere with “standard technical
measures[,]™ which are “used by copyright holders to identify or protect copyrighted works and... have been
developed pursuant 1o a broad eonsensus of copyright owners and service providers in an open, fair, voluntary,
multi-industry standards process.” Furthermore, Section 512(m) was originally included in the DMCA to protect
the privacy of Intemet users'”, and it expressly limits its “no duty to monitor” provision by referencing the standard
technical measures Congress intended ISPs and content companies to develop through the multi-industry process
described in 512(i). Despite this clear limitation to Section 512 () and Congress’ intention in cnacting 512(i).
work to develop and implement such standard technical measures has not materialized. In fact, as Professor
O’Connor’s testimony argucs, web companics today arc dis-incentivized from taking steps they would otherwise
voluntarily take 1o ensure (hat copyright infringements do not appear on their websile. See Section 512 of Litle 17:
Hearing Before the Subcomm. on Courts, Intellectual Property, and the Internet of the H. Comm. on the Judiciary.
113th Cong. (2014) (Testimony of Profcssor Scan M. O’Connor at 2-3).  This situation has been exacerbaled by
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Subcommittee and Congress should encourage and provide incentives for all stakeholders to
engage in a public discussion about practical and effective upload filtering tools. A multi-
industry body representing the various stakeholders involved in online copyright protection
should be brought together under the guidance and supervision of the National Institute of
Standards and Technologies (“NIST”) (or another government agency with the requisite
technological expertise) to identify or devise a wide range of generic technical measures that
service providers could voluntarily implement to reduce infringement without materially
impeding the legitimate functionality of their sites.”

While there have been private agreements and white papers developed in the past few
years on this topic, AAP is encouraged to see that a broader and more positive public discussion
of automated filtering to screen out unauthorized uploads of copyrighted works that match
content previously removed in response to a valid takedown notice is now starting to happen.
For example, although several years old and limited to audio and visual content, the Principles
Jor User Generated Content Services (“UGC Principles”) that were developed by content and
service providers in 2007 demonstrate the feasibility of reaching mutually acceptable solutions
for content and service providers in the online environment. The UGC Principles demonstrate a
shared commitment to: (1) eliminating infringing content; (2) encouraging dissemination of
“wholly original and authorized user-generated” content; (3) protecting user privacy, and (4)
accommodating fair uses of copyrighted content.”’ Additionally, the Fair Use Principles for
User Generated Video Content (“Fair Use Principles”), endorsed by the Electronic Frontier
Foundation and other public interest organizations,” help to identify a threshold for applying
automated upload filtering to clear instances of infringement.

To be clear, AAP rejects the notion that any automated system can effectuate a valid fair
use analysis or that rights holders have an obligation under the DMCA or Section 107 of the

additional case law adopting a “volitional act™ requirement in order to prove infringement, which has suggested that
the operalor of an automaled infringement machine would not be held liable. See, e.g.. Cartoon Network, LP v. CSC
Holdings, Inc.. 536 F.3d 121 (2d Cir. 2008).

** In response to the Internet Policy Task Force’s Green Paper inquiry. AAP has recommended the “creation of a
multi-industry body [to be] led by the National Institutc of Standards and Technology (NIST) to devisc a wide range
of generic technical measures that ISPs can implement to reduce infringement without materially harming the
legitimate functionality of the sites. Different types of technical measures can be developed for different types of
ISPs. High volume ISPs that upload and download all types of content would obviously need a different type off
technical measure than a small ISP that posts modest numbers of links to content stored at other locations. The goal
of the multi-industry process would be for NIST to provide ISPs with a menu of potential technical measures they
can adopt depending on their sivze and functionality.” See Departiment of Commerce, Request [or Comiment on
Green Paper, Copyright Policy. Creativity, and Innovation in the Internet Economy, 78 Fed. Reg. 61,337 (Oct. 3,
2013) httpfwww. gpo.gov/fdsvs/pke/FR-2013-10-02/pdf/20 13-24309. pdf (Comments of the Association of
American Publishers, submitted (Nov. 13, 2013)).

Litp: Ywwow ntia.doc. pov/Tiles/ntia/association_of american publishers conunenispdl .

A Principles for User Generated Content Services, hittp:/ugeprinciples comvindex. htmi (last visited Mar. 28. 2014).

2 The following groups have endorsed these Principles: Electronic Frontier Foundation; Center for Social Media,
School of Communications, American Universily; Program on Information Justice and Intellectual Property,
Washington College of Law, American University; Public Knowledge; Berkman Center for Internet and Society at
Harvard Law School; and ACLU of Northcrn California.
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Copyright Act to conduct such an analysis before sending a takedown notice.” However,
publishers believe that Section 2(a), i.e., the “Three Strikes Before Blocking™ test, articulated in
the Fair Use Principles, is a useful starting place for discussing how to apply automated filtering
to all types of copyrighted content upon upload in a reasonable manner that provides
technological safeguards against blocking fair uses.”*

Although these existing principles each contain useful guidelines for reasonable
automated upload filtering, AAP’s recommendation to create a range of appropriate standard
technical measures for different types of content and service providers requires a neutral third-
party with technical expertise, such as NIST, to ensure that commercially reasonable and
effective technical measures are created in a manner that accommodates the needs of various
stakeholders (i.e., a reasonable and effective technical measure for a high volume ISP that
facilitates uploads and downloads of all types of content may differ from a reasonable and
effective filter for a small ISP that posts modest numbers of links to content stored at other
locations).

Develop and Implement Repeat Infringer Policy Best Practices

In addition to the current lack of incentives to voluntarily implement efficient upload
filtering systems to decrease the prevalence of identified infringements on content hosting sites,
the general failure of service providers to adequately or consistently adopt and implement an
effective “repeat infringer” policy has also contributed significantly to the persistence and
reappearance of copyright infringements.

The DMCA, in section 512(i)(1)(A), conditions an ISP’s receipt of safe harbor protection
on the adoption and reasonable implementation of a “repeat infringer” policy that provides for
the “termination” of an ISP’s subscribers or account holders in “appropriate circumstances.”?
Congress, however, did not define reasonable implementation or “appropriate circumstances,”
which has enabled ISPs to adopt varying policies without providing transparency to document
the regular and reasonable implementation of such policies. Transparency is critical in
evaluating the efficacy of such policies. A recent case, Disney v. Hotfile, illustrates just how
important the reasonable implementation of a “repeat infringer” policy can be to successfully
rooting out a substantial portion of the copyright infringements available online.

* AAP members believe the district court’s contrary ruling in the Lenz case , now on appeal, is without precedent
and clearly erroneous as a matter of law. See Lenz v. Universal Music, 2013 WL (N.D. Cal Jan. 24, 2013).

2 See Fair Use Principles for User Generated Video Conter, hitpy/fwww.obl.ore/pages/ fair-usc-principles-uscr-
CEIN content (last visited Mar. 28, 2014) (suggesting that, for filtering purposes, only matching copies
where “nearly the entircty (¢.g., 90% or morc)™ of the challenged content is comprised of a single copyrighted work
should be presented or removed.” AAP member publishers agree with the goal of carefully ensuring (hat reasonable
technical measures only prevent or remove clear infringements.

F17US.C. §512G)(1)(A).
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Specifically, in the Hotfile case, there was no dispute as to the fact that “24,790 [Hotfile]
users had accumulated more than three [DMCA] notices [identifying copyrighted works that
such users had uploaded without rights holder permission]; half of those had more than sen
notices; half again had 23 notices; 1,217 had /00 notices; and 61 had more than 300 notices.”*
Furthermore, the court found that, “while those who were the subject of more than three
infringement notices made up less than one percent of all of Hotfile’s users, they were
responsible for posting 50 million files...representing 44 percent of all files ever uploaded to
Hotfile” and “those same files were downloaded nearly /.5 billion times, representing roughly
half of all downloads ever from Hotfile”*’

These facts show that a reasonable “repeat infringer” policy that revokes user access after
accumulating multiple DMCA notices is a focused measure to address “a discreet [sic] group of
problematic users” that contribute a disproportionate share of online infringements.” AAP
therefore urges that Congress’s original intent should be effectuated, so that “those who
repeatedly or flagrantly abuse their access to the Intemet through disrespect for the intellectual
property rights of others should know that there is a realistic threat of losing that access.”™
Clear, transparent, and effective “repeat infringer” policies are in the best interest of legitimate
service providers, consumers and rights holders. AAP believes that these stakeholders can, with
the encouragement of Congress, work together to develop best practices for implementing
effective “repeat infringer” policies, which would, at a minimum, include:

- abaseline for what actions characterize a user as a repeat infringer;

- criteria for appropriately tracking repeated infringing activityjo, including parameters for
user identification tools on sites that allow users to upload and distribute content; and

- protocols for notifying copyright owners about repeat infringer activity.”!

Also, as these policies affect users, the best practices should require each service provider to
make its specific “repeat infringer” policy publicly available in simple terms on its site.

* Disney Enterprises, Inc. v. Hotfile Corp., Case No. 11-20427, slip op. at 19 (S.D. Fla Sept. 20, 2013).

¥ 1d. al20-21.

* Id. at 20.

PHR. Rep. No. 105-551(II) at 61 (1998) (emphasis added).

* The service provider would need to be able to establish a connection between an infringement notice; the
infringing filc; and the uploader of (he infringing file and also to prevent terminated uscrs [rom continuing to
infringe with new usernames.

1 See Comments from AAP in responsc to U.S. Patent & Trademark Office, Notice of Tnquiry - Voluntary Best
Practices Study, 78 Fed. Reg. 37,210 (Jun. 20, 2013), submilted Aug. 21, 2013,

http fiwww uspto goviip/otficechiefecon/PTO-C-2013-0036. pdf (suggesting information that would be useful to
provide to rights holders, including; titles, actions taken by the ISP, identity of inltingers).
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Promote Legitimate Content through Search Engines

As noted in AAP’s statement submitted after the IP Subcommittee’s hearing on “The
Role of Voluntary Agreements in the U.S. Intellectual Property System,” our members believe
that “search engines are the main gateway through which a consumer, wittingly or unwittingly, is
directed to the sources of infringing content online. However, search engines have yet to commit
to meaningful discussions with content creators on how to better refine search protocols to avoid

. P . »32
serving up infringing links or sites to consumers.”

To be sure, Google “believe[s]” that its efforts to incorporate the “number of valid
copyright removal notices [it] receive[s] for any given site as a signal in [its] ranking algorithm”
should “help users find legitimate, quality sources of content more easily” given that “sites with
high numbers of removal notices may appear lower in search results.”** However, as Rep. Chu’s
search for {2 Years A Slave and I'rozen during the Section 512 hearing illustrated, links to sites
offering infringing content and receiving substantial numbers of takedown notices still appear in
the top of Google’s search results.** The Recording Industry Association of America has
similarly found that sites making available infringing music downloads, which have received
millions of takedown notices, are still showing up in the top 5 search results on Google despite
its current methodologies for adjusting its algorithm.*® Moreover, Google Search’s autocomplete
feature often helps users find infringing material by suggesting, after the user types the title of a
commercial copyrighted work, the addition of search terms such as “free,” despite the fact that
the user did not include that term in their search query.*®

2 The Role of Volmiary Agreements in the U.S. Intellectual Property Sysiem: Hearing Before the Subcomm. on
Courts, Intellectual Property, and the Internet of the H. Comm. on the Judiciary, 113th Cong. (2013) (Post-hearing
statement of the Association of American Publishers available at

hitp//www.publishers.org/ attachmenis/docs/publicstaicmienis/aapsatement-rolcofvoluntaryagreemenis. pdl).

*How Google Fights Piracy, GOOGLE 14, 18 (Sept. 2013)

https://dacs.google. comifile/d/0BwayRPFAwTN2dVEgY ml SUENUeUE/edit 7pli=1.

M See Section 512 of Title 17: lHearing Before the Subcomm. on Courts, Intellectual Property, and the Internel of the
H. Comm. on the Judiciary, 113th Cong. (2014) (Statement of Rep. Judy Chu (D-CA) conducting a live search for
Twelve Years a Slave and IFrozen using Google Search during the hearing and noting that, in both cases, Google
Scarch displaycd siles offering to Ict her waitch the content “online [ree” in the (op three scarch resulls.).

% See The Role of Voluntary Agreements in the U.S. Intellectual Property System: Hearing Before the Subcomm. on
Courts, Intellectual Propertv, and the Internet of the H. Comm. on the Judiciary, 113th Cong. (2014) (Testimony of
Cary Sherman stating that “on a scarch conducted August 29, 2013 for mp3s or downloads of the recent top 50
billboard tracks. www.mp3skull.com. a site for which Google has received over 1.25 miillion copyright removal
notices, showed up in the top 5 search results 42 times.”); see also RIAA, “Six Months Later — A Report Card on
Google’s Demotion of Pirate Sites’ (Feb. 21, 2013) hitp://76,74.24 142/3CFISE01-3836-E6CD-A470-
1CZR89DEYT23 pdl

* See Section 512 of Title 17: Hearing Before the Subcomm. on Courts, Intellectual Property, and the Internet of the
H. Comm. on the Judiciary, 113th Cong. (2014) (Statement of Rep. Judy Chu (D-CA) conducting a live scarch for
Frozen using Google Search during the hearing and clarilying for (he record that although she did not include the
term “free” in her query, Google antocomplete suggested the term and Google Search displayed a site offering to let
her “walch Frozen online (rec™ as (he top scarch result.).
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face of extraordinary liability risks. Although DMCA compliance can be expensive for private
sector Internet services, it is widely regarded as the cost of market entry for an Internet-based
service that handles third-party content: a regulatory obligation undertaken by responsible
corporate citizens.

By guaranteeing that service providers who respond expeditiously to infringement
complaints will benefit from liability limitations, safe harbor protections enable the Internet
industry to provide great economic benefits to the economy without the risk of being exposed to
penalties based on misconduct by third parties using their service.

A large number of U.S. and even foreign sites invest considerable resources in DMCA
compliance. Today, this successful framework regulates how numerous online services,
including search engines, broadband providers, caching services, and webhosts address third
party infringement. A pillar of modern Internet policy, the DMCA is so crucial to Internet and
telecommunications sectors that it has been incorporated as a binding bilateral obligation in
nearly a dozen U.S. Free Trade and Trade Promotion Agreements. Recognizing that liability
risks “weaken private sector confidence” and impede market entry, numerous countries around
the wortld have followed the U.S. lead in providing liability limitations to online
services.” According to Copyright Office records, over 60,000 online services have complied
with the formalities necessary to receive protection under the DMCA.® An even larger number
of individuals and businesses rely upon those DMCA-protected service providers to
communicate, find goods, services, and information, and compete in the global marketplace at
lower costs. The industries that rely upon these protections contribute enormously to economic
growth, representing an online economy with a GDP larger than the entire nation of Canada.
Since the millennium, they have accounted for 10% of growth in highly developed nations,* and

estimates suggest the Internet contribution to the economy will reach $4.2 trillion across all G-20

2 See OTICD, The Role of Internet Intermediaries in Advancing Public Policy Objectives, at 15 (2011) available at
http://dx.doi.org/10.1787/9789264 1 15644-en. Continued [1.S. dominance in the Internet sector may result in part
from the fact that these protections are often inadequately secured in foreign countries, causing greater liability risks
See Martin 11. Thelle & Svend T. Jespersen, “Online Intermediaries: Assessing the Economic Impact of the EU’s
Online Liability Regime,” at 7 (2012), available ar http:/fwww europeandigitalmedia.org/uploads/Press/documents/
Copenhagen%20Economics-Online%20[ntermediaries-201201.pdf

* See 11.8. Copyright Office, Dircetory of Online Service Provider Designated Agents, at
http:/Aaww.copyright. pov/onlinesp/list/a_agents. html.

* Matthien Pélissié du Rausas et al | Internet matiers: The Net's sweeping impact on growth, jobs. and prosperity
(McKinsey Global Institute, May 2011), at 1, available ar
http://www.mckinsev.com/insights/high tech_telecoms internet/internet_matters.
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economies by 2016.~ Tn 2011 alone, search technology provided an estimated $780 billion in
value worldwide.® These platforms are not just commercial actors themselves, but platforms and
enablers of third-party commerce, and thus bring powerful technology and cost savings to small
enterprises who could not necessarily afford it. Internet-enabled trade can also increase export
opportunities by removing cost barriers.”

Just as DMCA -compliant platforms have revolutionized commerce, they have also
transformed modern discourse and political activity. Online platforms such as YouTube have
radically altered civic participation, disintermediating historical gatekeepers, and giving voice to
those who otherwise could not reach a global audience. This is clearly evident in politics:
although it is difficult today to envision national elections without online campaign videos, this

development has occurred almost entirely within the last 10 years.

III. How, When, and Why the DMCA Works
Online services do not receive the DMCA’s safe harbor protections for free. Tn order to
qualify, a service provider must:
¢ adopt and implement a policy to terminate access to repeat infringers, 17 U.S.C.
§ 512(i).
¢ accommodate “standard technical measures,” should a consensus standard be in
use, 17 U.S.C. § 512(i)B);
¢ designate on its service, on its website, and to the Copyright Office, contact
information of “an agent to receive notifications of claimed infringement,” 17
U.S.C. § 512(c)(2); and
* most importantly, develop a compliance program that “expeditiously” facilitates
the takedown of allegedly infringing content upon actionable notice by
rightsholders or their authorized representatives.
The DMCA enforcement process begins when rights-holders notify Internet services of
allegedly infringing content online. The process begins with the rights-holder because only

rights-holders can reliably be certain of what the rights-holder owns, or has licensed. One

* David Dean, et al., BCG, The Inrernet Economy in the G-20: The §4.2 Trillion Growth Opportunity (2012),
available at hilp://www beg.com/documents/ [11¢100409.pdl.

¢ Jacques Bughin er al., The impact of Internet technologies: Search (McKinscy Global Institute 2011), at 1,
available at hilp://www.mckinsey.com/insights/marketing_sales/measuring_the value_of_search.

 World Economic Forum, Enabling Trade, Valuing Growth Opportunities (2013) at 19-20.
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established principle of the DMCA, however, is that it is not required (or economically feasible)
for a site or service to preemptively monitor or filter data that crosses a given network. 17 U.S.C.
§ 512(m)(1). Nevertheless, many online services exceed their legal obligations in protecting the
content and brands of others, investing millions in additional voluntary efforts, going above and
beyond the DMCA.

Unfortunately, the protections of the DMCA are not so extensive as to protect lawful
services from being litigated into bankruptcy. In UMG Recordings, Inc. v. Shelter Capital
Partners LLC, 718 F 3d 1006 (9th Cir. 2013), the “promising start-up” Veoh and its investors
were ultimately exonerated, but not before the plaintiffs’ extended litigation bankrupted the
DMCA-compliant online video site.® Viacom has arguably subjected YouTube to a similar
strategy; the difference being that Veoh lacked the resources to survive years of marathon
litigation. See Viacom Int’l Inc. v. YouTube, Inc., No. 13-1720 (2d Cir. 2013) (pending).

If liability risks for DMCA-compliant services increase, this will have the effect of
discouraging DMCA compliance, since companies will see no value in expensive compliance
that yields no benefit. This unhappy result would injure both service providers and rights-
holders, and it is thus best to consider “the DMCA’s safe harbor for ISPs to be a floor, not a
ceiling, of protection.”™ Were the DMCA allowed to become nothing more than an invitation to
interminable litigation, the online services depending upon it will have merely exchanged

ruinous liability for ruinous legal fees.

IV. DMCA Abuse Results From Inadequate Deterrence.

One shortcoming of the DMCA is that its injunctive-like remedy, combined with a lack
of due process, encourages abuse by individuals and entities interested in suppressing content.
The absence of due process in the DMCA was not a mistake, however; it was designed into the
statute to ensure rights-holders could gain expedient relief without judicially-related delay or cost.
As the Center for Democracy & Technology noted in a 2010 white paper, the incentives of the
DMCA system are such that

“Content hosts have a strong incentive to comply promptly with any facially

& Tiliot Van Buskirk, Veok Files for Banksuptcy Afier Fending Qff Infringement Charges, WIRED, Teb. 12, 2010,
at http/fwww wired.com/business/2010/02/veoh-files-for-bankruptey -after-fending-off-infringement-charges/
(“History will add online video site Veoh to the long list of promising start-ups driven into bankruptey hy copyright
lawsuits — despite the fact that unlike the others. it actually prevailed in court.”™).

Y CoStar Grp., Inc. v. LoopNet, Inc., 373 F.3d 544, 555 (4th Cir. 2004).
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proper takedown notice they receive, because doing otherwise could jeopardize

their crucial safe harbor protection. Even when a takedown notice targets non-

infringing content, therefore, it is highly likely to result in the removal of that

content — and hence the undue muzzling of legitimate speech.”'

The substantial costs of forfeiting the safe harbor enables self-identified rights-holders to
exploit the statute’s incentive structure to effectively censor non-infringing content.

Because intermediaries bear large and measurable costs for failing to retain the safe
harbor, but less quantifiable costs (in the form of potentially irate users and social losses to free
expression and competition) from wrongful takedowns, many services naturally default to
removing content without question — as Congress intended. Although most rights-holders make
good faith use of the DMCA, there are numerous well-documented cases of misuse of the
DMCA’s extraordinary remedy of disappearing content."' Preventing such abuses would be an

appropriate subject of further inquiry.

19 Center for Democracy & Technology, Campaign Takedown Troubles: How Meritless Copyright Claims
Threaten Online Political Speech, Sept. 2010, at 3, available at
http/Faww cdt org/files/pdfs/copyright_takedowns.pdf.

! See, e.g., http://www.project-disco.org/intellectual-property/0205 1 4-this-post-is-no-longer-available-due-to-
why-dmca-abuse-occurs-part-ii/

v
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House Subcommittee on the Courts,
Intellectual Property and the Internet
2138 Rayburn Office Building
Washington, DC 20515

March 13, 2014

Dear Chairman Goodlatte, subcommittee Chairmen Coble and Marino and members of

the committee:

We are pleased to submit the following testimony for the record in this hearing on

Section 512 of Title 17.

Future of Music Coalition (FMC) is a national nonprofit education, research and
advocacy organization for musicians. Our work over the past thirteen years centers on the
ability for musicians and composers to reach potential audiences and be compensated for
their work. As artist advocates, musicians, composers, label owners and technologists, we
understand the delicate balance Congress struck with this portion of the Digital
Millennium Copyright Act. Musicians and other creators directly benefit from the many
innovations made possible by the safe harbors outlined in Section 512. The statute has
also created some frustrations for smaller artists and rightsholders who may not have the
resources to keep up with the scale and scope of potential infringements under the notice-
and-takedown provisions enumerated in this part of the Act. We do feel, however, that
the balance struck by Congress between innovation and expression and the protections
afforded to authors and rightsholders was necessary and astute. We likewise believe that
the courts, in their interpretation of this statute, have by and large made the right calls

with regard to Congress’ intent.

Our testimony will focus on the independent community, which includes individual
performing artists, composers, labels and publishers. We will also address the importance
of safe harbors to startup technology companies, who are often the ones to develop the

next powerful platforms for creative expression and commerce.
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I. Online services and the DMCA

Future of Music Coalition is familiar with a range of stakeholder perspectives on the
notice-and-takedown and safe harbor provisions of section 512. As is not uncommon for
our organization, we find ourselves occupying a middle-ground position. On one hand,
we see clearly the benefits of safe harbors that allow Internet companies to deliver useful
online services to millions of people, including musicians and other creators. On the
other, we understand the frustration expressed by many rightsholders—including
individual artists and independent labels and publishers—that the scale and scope of

potential infringement can be an impediment to exercising their rights under law.

Major rightsholders and large-scale Internet companies have an obvious stake in how the
provisions within Section 512 are applied, but their experiences aren’t the only ones to be
considered. The independent creator community and technology startups—whose
interests often converge but are not always perfectly aligned—are also crucial
contributors. Innovation benefits artists and smaller rightsholders who otherwise would
have limited means to compete alongside the bigger companies. Tech startups are often
the source of these innovations, which could be stymied without safe harbors that limit
liability contingent upon certain statutory obligations. Of course, independent artists and
rightsholders must be able to protect their copyrights and exploit them in the way that
makes the most sense for their business models, which are as varied as the works they
create and administer. As we see it, the intent of the statute is to encourage innovation
while offering copyright owners a means to protect their interests. This is an incredibly
valuable dynamic, and one that should be preserved even as new efficiencies and

practices within the existing notice-and-takedown system are explored.

Some would assert that the system is “broken,” but the data used to make such a case can
also be used to illustrate Section 512’s functionality in practice. Google’s most recent
Transparency Report from September 2013 claims 21.5 million takedown requests, the

majority of which are fulfilled.' This can be taken as evidence of one company’s

1
Copyright Removal Requests — Google Transparency Report. N.p., n.d. Web. 13 Nov. 2013.
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compliance in the face of an immense number of notices. On the other hand, it is
illustrative of the scale of potential infringement. For its part, trade industry groups like
the RIAA point to such numbers as evidence that the underlying premise of the DMCA is
flawed. “We are using a bucket to deal with an ocean of illegal downloading,”

says RIAA Executive Vice President, Anti-Piracy Brad Buckles.” RIAA often points to
the fact that, while their organization and its major label members utilize automated
systems to sniff out potential instances of infringement and send notices to the
appropriate service providers, smaller operators—such as independent labels—may not

have the necessary resources at their disposal to take a similar tack.

Putting aside for a moment the authenticity of the RIAA’s concern for independent
sector, the underlying point is valid. Many independent labels or artists may feel that they
are better served directing their limited resources towards promoting and marketing their
music rather than looking for instances of infringement and firing off takedown notices.
The law makes no distinction between large and small rightsholders; neither does it
distinguish between superstars and developing artists. This is as it should be. However, it
is important that the systems that assist copyright owners and creators in protecting their
rights not disadvantage actors operating at a smaller scale. This argument can be
extended to the startup community who may not be able to bring a new breakthrough to
the marketplace if they are liable for the alleged infringements of their users, or if they
must retain specialized legal counsel that might act as a disincentive to innovation

and investment. We are not currently in a position to describe how to improve conditions
for smaller operators, but we do believe strongly that any solutions should include the

perspectives of parties whose businesses operate at a more modest scope.

Creative entrepreneurs and innovators aren’t mutually exclusive: some of the most
exciting music and media is being created and disseminated by rightsholders with an

abiding interest in and understanding of technology; many technologists are music fans as

2 Buckles, Brad. “Music Notes Blog.” //up://www.riaa.com. Recording Industry Association of America, n.d. Web. 13
Nov. 2013.
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well as creators. Encouraging innovation—creative and technological—at an incipient
stage is perhaps as important, if not more so, than preserving the business models of

established players at the expense of new ideas and expression.

11. Automated systems and content identification technologies

Uniform technology standards, interoperable rights ownership databases and novel
systems to identify music and other content can help alleviate some of the tensions
experienced by parties subject to Section 512. YouTube’s Content ID, for example, is an
efficient and broadly utilized system that affords flexibility to rightsholders with regard to
whether a potentially infringing use is blocked, monetized or harnessed for demographic
and other useful data. Content ID, however, is proprietary, and only applies to the
YouTube ecosystem. Still, it represents a powerful tool for those in a position to benefit
from its ability to recognize content, whether for the purposes of remuneration or refusal
of use. It is important to note, however, that some uses are resistant to automated
interpretation. For example, judges employ a flexible and sometimes idiosyncratic test to
determine the “fairness” of an infringing use; there is not yet a machine on the planet
earth that can reliably make such calls. It may be that expanded systems for content
identification will serve as a useful tool for rightsholders and services, but it is unlikely
that these technologies will solve every stakeholder concern with regard to Section 512.
Other parts of statute—as well as court rulings—do and must play a part in informing the

purpose and scope of Section 512.

111. Pitfalls of overbroad approaches

One clear takeaway from recent legislative attempts to address infringement is that an
“obligation to monitor” is not in the interests of innovation and expression—creative or
otherwise. The Stop Online Piracy Act (SOPA), for example, had the stated goal of
expanding the ability of the United States to respond to large-scale, commercial
infringement of American intellectual property abroad. This is a worthwhile objective,
and certainly something within the authority of Congress to address, even in the wake of
public protests against SOPA. A clear concern with that bill, however, was that the initial

draft appeared to include language that may have compelled Internet service providers to
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police their networks for potential infringement committed by their users. Given the
difficulty courts sometimes have in issuing rulings based on evidence presented under
highly specific circumstances, it seems unwise to leave decisions about what is and isn’t
an infringement up to technology companies who may lack the requisite expertise to
make such calls. 1t is hardly a matter of consensus that the DMCA’s safe harbors and
notice-and-takedown requirements require amendment. Even if they did, such an update
must be narrowly focused and not a part of legislation with so many moving pieces that
even the best-trained lawyers have difficulty comprehending how these provisions square
with a bill’s stated goal. A better approach would be for stakeholders to work together to
minimize the instances of an infringing link being reposted, or coming up with

collaborative ways to utilize data to discourage repeat infringement.

Given the complexities of addressing the needs of a broad array of

stakeholders, FMC acknowledges that the DMCA does a fair job of establishing a
balance between the interests of the technology and rightsholder communities. We also
feel that the courts have, thus far, made the correct determinations with regard to their
interpretation of section 512, which is to say that Congress established safe harbors for
the very reasons brought to light in the many cases upholding them. There are, of course,
some riddles within the subsections of this part of the Act, including the infamous 512(c).
We have no unique insight as to whether the contemporary construal of these provisions
is aligned with the intent of Congress at the time of the statute’s drafting. We will say,
however, that any effort to assemble stakeholders in dialog around these issues may go
some way towards mitigating tension and distrust among the various parties, and perhaps
illuminate a way forward on shared concerns. We look forward to ongoing stakeholder
dialog around these and other matters, such as the upcoming DMCA forum hosted by the

United States Patent and Trademark Office.

IV. Conclusion
1t has been said that Congress is not always best arbiter of technology issues, and that
top-down mandates in the form of federal statute can place caps on innovation and hinder

the growth of new markets. However, in the case of Section 512, Title 17, it appears that
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lawmakers got a lot right. Without the safe harbors established for Internet service
providers, there is a strong likelihood that today’s engines of creativity and commerce
simply would not exist. It is also important to view these provisions through a broader
lens than just the marketplace; speech and civic participation are also beneficiaries of
Section 512°s allowances and restrictions. What is currently being debated is the
scrupulousness of the statute as corresponds to the needs and desires of various
stakeholders with sometimes competing agendas. While it is true that the law sets the
parameters for all players in a marketplace, it also establishes the space for breakthroughs
to occur. On balance, the Section 512 achieves its aims in limiting liability for those who
would create platforms for expression and commerce in the networked realm while
affording rightsholders with a means to address infringement. No system is perfect, and it
is well within Congress’ right to reexamine the effectiveness of frameworks enacted two
decades ago. But legislators should also be commended for having the foresight to devise
statute that has served numerous productive ends since the time of its drafting—were that
we could say that for every bill passed in Congress. As the subcommittee considers how
(or whether) to optimize existing copyright law to reflect contemporary realities, it would
do well to consider what Congress got right with the enactment of Section 512 of Title

17.

Casey Rae
Interim Executive Director
Future of Music Coalition



