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Earlier this month, the Office of the
Director of National Intelligence released
three redacted opinions of the Foreign
Intelligence Surveillance Court (also
known as the FISA Court) and the FISA
Court of Review (FISCR). In the

first opinion ["k31 the FISA Court held
that the FBI's procedures for accessing
Americans’ communications that are “inci-
dentally” collected under Section 702 of
FISA violated both the statute and the

Fourth Amendment. The government ap-
pealed, and in the second opinion [link-4]
the FISCR upheld the FISA Court's deci-
sion. The FBI was forced to revise its pro-

cedures to conform with the court’s ruling,
and in the third opinion [ink-51 the court

approved the revised procedures.

The government will no doubt try to sell
this as an oversight success story. After
all, the Department of Justice's audits had
detected instances of FBI non-compliance
with legal requirements, and the

Department reported those instances to
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the FISA Court. The court solicited the as-
sistance of amici and adopted their posi-
tion in significant part. It ordered remedies
that the FBI is now required to implement.
And all of this became public because
Congress in 2015 required the disclosure
of significant FISA Court opinions. The

system worked, right?

| see a very different story. This is now the
fourth major FISA Court opinion on
Section 702 in 10 years documenting sub-
stantial non-compliance with the rules
meant to protect Americans’ privacy. The
opinion, moreover, reveals that the FBIl is
conducting literally millions of backdoor
searches — including so-called “batch
queries” that rest on the same discredited
legal theory used to justify the NSA's bulk
collection of Americans’ phone records.
Despite the enormous implications for
Americans’ privacy and the government’s
dismal record, the remedy suggested

by amici and imposed by the court was
just more record-keeping. And the govern-

ment sat on the opinion for a year, hoping

for an appellate victory that would help

mitigate the PR damage from disclosure.

Background:
Section 702’s

Troubled History

To put the court’s recent opinions in con-
text, some background is necessary.
Under Section 702 of the Foreign
Intelligence Surveillance Act (FISA),
passed in 2008, the National Security
Agency (NSA), operating inside the United
States, is authorized to collect communi-
cations of foreigners overseas for foreign
intelligence purposes. No warrant is re-
quired for this collection because courts
have held that foreigners have no Fourth
Amendment rights. Instead, each year, the
FISA Court must sign off on the proce-

dures that govern the surveillance.

Although ostensibly targeted at foreign-
ers, Section 702 surveillance inevitably
sweeps in massive amounts of Americans’
communications. Recognizing the impact
on Americans’ privacy, Congress required
the NSA to “minimize” the sharing, reten-
tion, and use of this “incidentally” col-
lected U.S. person data. But the govern-
ment and the FISA Court have embraced
an interpretation of “minimize” that is re-

markably... maximal. The NSA shares raw
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data with multiple other agencies — in-
cluding the FBI and the CIA — and all of
them retain the data for a functional mini-
mum of five years. Moreover, the FBI rou-
tinely combs through it looking for
Americans’ communications to use in
purely domestic cases, even in situations
where the FBI lacks a factual predicate to

open a full investigation.

In 2011, the government disclosed to the
FISA Court that it had misrepresented the
nature of its “upstream” collection activi-
ties under Section 702. (“Upstream” col-
lection takes place as the communications
are transiting over the Internet backbone;
“downstream” collection acquires stored
communications, usually from the servers
of Internet Service Providers.) When con-
ducting upstream surveillance, the govern-
ment was acquiring, not just
communications to or from the targets of
surveillance, but communications that
simply mentioned certain

information about them (known as
“abouts” collection). As a result, the gov-
ernment was acquiring packets of data
containing multiple communications,
some of which had nothing to do with the
target. This included tens of thousands of

wholly domestic communications.

The court was not pleased to learn about

this significant issue three years into the

program’s operation. It held [ink-6] ¢y 5t

the government’s handling of the data vio-
lated the Fourth Amendment, and it re-
quired the government to develop special
rules — approved by the court in 2012 —
for segregating, storing, retaining, and ac-
cessing communications obtained

through “upstream” collection.

In 2015, the court was under the impres-
sion that these rules were being followed.
However, in approving Section 702 surveil-
lance that year, it noted Link-71 several in-
cidents of non-compliance with other rules
designed to protect Americans’ privacy —
including FBI violations of protections for
attorney-client communications, a “failure
of access controls” by the FBI, and the
NSA's failure to purge certain improperly
collected data. Once again, the court ex-
pressed displeasure at being notified of in-

fractions long after they occurred.

In 2016, the FISA Court learned ['ink-
8] that the NSA had been violating the

rules established in 2012. Because those
rules were designed to remedy a Fourth
Amendment violation occurring since the
start of the program, the NSA's non-com-
pliance meant that its upstream collection
activities had been operating unconstitu-
tionally for eight years. Moreover, the gov-
ernment did not report this issue for sev-
eral months after discovering it. Unable to
bring itself into compliance, the NSA made

the only decision it could: In the spring of
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2017, it abandoned “abouts” collection,

which was at the root of the problem.

When Section 702 came up for reautho-
rization in late 2017, civil liberties advo-
cates pointed to this troubled history.
They also pointed to a growing body of
case law holding that searches of govern-
ment databases can, in certain circum-
stances, constitute a separate Fourth
Amendment event. They argued that gov-
ernment agencies should be required to
obtain a warrant before searching Section
702-obtained data for the communica-
tions of Americans (a practice formally
called “U.S. person queries” and informally
dubbed “backdoor searches™). They also
urged Congress to ban “abouts” collec-
tion, lest the government attempt to re-

sume it.

Congress rejected these proposals [link-

3 Although Congress did require the FBI
to obtain the FISA Court’s permission to
conduct U.S. person queries in a tiny sliver
of cases, it blessed the vast majority of
these searches, which previously had no
foundation in the text of Section 702. It
simply required the FBI to develop “query-
ing procedures” that the FISA Court would
have to approve. It also required the FBI to
keep records of each U.S. person query it
conducted. With respect to “abouts” col-
lection, Congress required the government

to obtain FISA Court approval and to give

Congress advance notice before resuming

the practice.

The court’s October

2018 Ruling

In March 2018, the government submitted
its annual certifications and procedures to
the FISA Court for its approval. In a deci-
sion dated October 18, 2018, and released
last week, the FISA Court held that the
FBI's minimization procedures violated
both the statute and the Fourth
Amendment. The court’s opinion ad-
dresses three main practices by the FBI:
downstream collection of certain commu-
nications; the FBI's failure to record USP
queries; and the FBI's improper use of

USP queries.

Downstream collection and “abouts” com-
munications. Although this section of the
opinion is highly redacted, it appears that
the government is engaged in a new form
of downstream collection that raised a flag
for the FISA Court. The court

solicited amici’s advice about whether the
statutory preconditions for resuming
“abouts” collection apply to downstream
collection, and whether certain activities
in the government’s 2018 certifications in-
volve the acquisition of “abouts”
communications. Amici argued that the

answer to both questions was yes; the
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government'’s answer was no in both
cases. The court split the baby, holding
that the statutory requirements apply to
any kind of “abouts” collection, but that no
such collection would occur under the

government's certifications.

The heavy redactions make it difficult to
assess the significance of this part of the
opinion. However, on its face, the definition
of “abouts” collection — basically, any-
thing other than a

communication to or from the target —
should not be difficult to apply. It is worri-
some that the government

and amici reached different conclusions
about whether a certain form of collection
merited the label “abouts.” The uncer-
tainty strongly supports a suspicion civil
liberties advocates have held for some
time: that the selectors the government
uses to identify the communications to be
collected are not necessarily unique iden-
tifiers (such as email addresses), but can
sweep in people other than the intended
targets (as would, for instance, IP

addresses).

The statutory requirement to count U.S.
person queries. In its January 2018 reau-
thorization of Section 702, Congress or-
dered the government to adopt querying
procedures that included “a technical pro-
cedure whereby a record is kept of each

United States person query term used for

a query.” Instead, in the querying proce-
dures that the FBI submitted to the FISA
Court, the Bureau announced that it “in-
tends to satisfy the record-keeping re-
quirement by keeping a record of all
queries” — in other words, the FBI would
lump together U.S. person queries and
non-U.S. person queries, without distin-

guishing between them.

The government defended this approach
with a weak argument that the statutory
text was somehow ambiguous, and that
both the legislative history and policy con-
siderations weighed against requiring the
FBI to document U.S. person queries. In a
refrain often heard when an intelligence or
law enforcement agency is asked to de-
vote time or resources to safeguarding
civil liberties, the government claimed that
requiring the FBI to figure out whether a
particular investigative subject was a U.S.
person would “divert resources from in-
vestigative work . . . to the detriment of

public safety.”

The FISA Court has historically yielded to
such pleas, and on this occasion, the court
seemed sympathetic. Ultimately, however,
the court concluded that it had no choice.
It stated: “Regardless of how persuasive
the FBI's considerations may be, the court
is not free to substitute its understanding
of sound policy — or, for that matter, the

understanding of the Director of the FBI —
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for the clear command of the statute.” The
law, the court held, was unambiguous in

its directive to count U.S. person queries.

On appeal, the FISCR upheld the court’s
ruling on this question. The FISCR, how-
ever, seemed somewhat less sympathetic
to the government’s position. Under the
FBI's querying procedures, “U.S. person
query term” is defined as “a term that is
reasonably likely to identify one or more
specific United States persons.” This defi-
nition does not require a high level of cer-
tainty. Moreover, the procedures provide
for the application of default assumptions
in cases where specific information is
lacking. Under these circumstances, it is
hard to argue with the FISCR's assess-
ment that counting U.S. person queries is
not “a burdensome substantive require-
ment,” and that it would simply mean
“adding one (largely ministerial) item to
the checklist that FBI personnel most
likely already work through when conduct-

ing queries for investigative purposes.”

Somewhat oddly, the FISCR did not re-
solve the other major issue on appeal:
whether the FBI's repeated violations of its
own querying and minimization proce-
dures rendered those rules unlawful and
unconstitutional as implemented. Those
violations, and the FISA Court'’s failure to
require an adequate remedy for them, will

be the subject of Part Il of this post.

Improper queries of Section 702 communi-
cations. The most eye-opening part of the
October 2018 opinion is the section ad-
dressing the “large number” of queries un-
dertaken by the FBI since April 2017 that
did not comply with internal rules, the

statute, or the Fourth Amendment.

To begin, the opinion provides the first
glimpse of just how prevalent the FBI's
U.S. person queries really are. In the past,
the FBI has claimed it has no way even to
estimate this number. It was nonetheless
clear that the number was significant, as
the Privacy and Civil Liberties Oversight
Board (PCLOB) reported [link-10]that the
FBI runs queries of databases containing
Section 702 data at the earliest stage of

every assessment or investigation.

The court’s October 2018 opinion reveals
that the FBIl in 2017 conducted 3.1 million
queries on one system alone. This number
encompasses U.S. person and non-U.S.
person queries alike, but as the court ob-
served: “[G]iven the FBI's domestic focus
it seems likely that a significant percent-
age of its queries involve U.S.-person
query terms.” Aimost certainly, then, the
total number of U.S. person queries run by

the FBI each year is well into the millions.

In theory, the FBI's procedures are sup-
posed to limit these searches. The key lim-
itation, as set forth in the querying proce-

dures, is as follows:
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“Each query of FBI systems [containing
raw Section 702 data] . . . must be reason-
ably likely to retrieve foreign intelligence
information, as defined by FISA, or evi-
dence of a crime, unless otherwise specifi-

cally excepted in these procedures.”

This requirement essentially mirrors the
one previously contained in the FBI's mini-
mization procedures. The FISA Court once
again held, as it has in the past, that this
limitation, “as written,” satisfies both the

statute and the Fourth Amendment.

But that didn't end the court’s analysis.
The court went on: “FISC review of mini-
mization procedures under Section 702 is
not confined to the procedures as written;
rather, the court also examines how the
procedures have been and will be imple-
mented.” The court then noted that,
“[s]ince April 2017, the government has re-
ported a large number of FBI queries that
were not reasonably likely to return for-
eign-intelligence information or evidence
of a crime.” These included multiple one-
off incidents of FBI personnel running U.S.
person queries accidentally or for im-
proper personal purposes. (In a frank
statement that reveals why limits on ac-
cess are a poor substitute for adequate
limits on collection, the FISA Court com-
mented that it was less concerned about
personal misuses of the data, because

“[i]t would be difficult to completely pre-

vent personnel from querying data for per-
sonal reasons.”) They also included several
incidents indicative of more systemic

problems, including:

e In March 2017, the FBI, against the ad-
vice of the FBI's Office of General
Counsel, conducted queries using
70,000 identifiers “associated with”
people who had access to FBI facilities
and systems.

e On asingle day in December 2017, the
FBI conducted over 6,800 U.S. person
queries using Social Security Numbers.

o Between December 7-11, 2017, an FBI of-
ficial improperly reviewed raw FISA in-
formation resulting from 1,600 U.S. per-
son queries.

¢ On more than one occasion, the FBI con-
ducted dozens of U.S. person queries to
gather information about potential

informants.

The government told the FISA Court that
these errors stemmed from “fundamental
misunderstandings by some FBI personnel
[about] what the standard ‘reasonably
likely to return foreign intelligence infor-
mation’ means.” This is a remarkable ad-
mission, given that this standard has been
in place for several years, and given the
government’s repeated assurances to the
FISA Court during this time that access to

Americans’ data was restricted to person-
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nel who were carefully trained in the appli-

cable limits.

The court expressed “serious concern”
about “the large number of queries evi-
dencing a misunderstanding of the query-
ing standard — or indifference to it.” It
identified three factors that heightened its
concern. First, it cited limitations on exist-
ing oversight mechanisms. It noted that
some FBI offices field offices go for peri-
ods of two years or more between over-
sight visits, and ultimately, Justice
Department overseers “review only a small
portion of the queries conducted.” It also
observed that “the documentation avail-
able to [overseers] lacks basic information
that would assist in identifying problem-
atic queries.” Given these limitations, the
court wrote, “it appears entirely possible
that further querying violations involving
large numbers of U.S.-person query terms
have escaped the attention of overseers

and have not been reported to the court.”

Second, the court — for the first time —
acknowledged the tension between the
substantive limits on queries contained in
the FBI's procedures, and the Bureau'’s
vigorous encouragement to its personnel
to run queries early and often. Indeed, an
FBI official submitted a declaration to the
court stating that “FBI encourages its per-
sonnel to make maximal use of queries —

provided they are compliant with the FBI's

minimization procedures . ..." FBI officials
are thus simultaneously told

to maximize and minimize their access to
U.S. person information. In the court’s

words:

“On the one hand, the FBIl is obligated to
query Section 702 and other FISA infor-
mation only in circumstances satisfying a
querying standard that does not apply to
FBI information generally. On the other
hand, it has set up its systems to facilitate
running the same query simultaneously
across FISA and non-FISA datasets ... and
encourages personnel to make maximal
use of such queries, even at the earliest in-
vestigative stages. Those policy decisions
may well help FBI personnel work effi-
ciently and ‘connect dots’ to protect na-
tional security . .. but they also create an
environment in which unduly lax applica-
tions of the Section 702 querying stan-

dards are more likely to occur.”

Third, the court discussed the FBI's use of
“batch queries” — perhaps the most ex-
plosive revelation in the opinion. The FBI's
querying procedures require that “[e]ach
query” must be reasonably likely to re-
trieve foreign intelligence information or
evidence of a crime. The government,
however, has taken the position that “an
aggregation of individual queries” — also
referred to as a “batch query” — “can sat-

isfy the querying standard, even if each in-
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dividual query in isolation would not be
reasonably likely to return foreign-intelli-
gence information or evidence of a crime.”
So, for instance, if the FBI has information
that an employee at a particular company
is planning illegal actions, but the FBI has
no knowledge of who the employee is, the
Bureau would be justified (the government
argues) in running queries for every em-
ployee at that company. This is presum-
ably the theory on which the FBI ran the
massive numbers of queries described
above (e.g., 70,000 queries on individuals

with access to FBI systems and facilities).

If this sounds familiar, it should. This is the
same rationale the NSA used to justify
“bulk collection” of Americans’ telephone
records. Even though the applicable
statute, Section 215 of the Patriot Act, al-
lowed the government to obtain records
only if they were “relevant” to an autho-
rized investigation, the FISA Court allowed
the NSA to collect the phone records of
nearly every American — most of which
were, of course, entirely irrelevant to any
investigation — on the ground that some
relevant records were likely buried within
them. When this practice was made public
as a result of Edward Snowden’s disclo-
sures, it was unable to withstand either ju-
dicial review (the Second Circuit Court of
Appeals held that it violated the statute)

or the judgment of Congress (which

changed the law in 2015 with the goal of
prohibiting bulk collection).

As the NSA's bulk collection program illus-
trates, there is no logical limit to how
many queries the FBI could aggregate
based on the theory that the result will
likely yield foreign intelligence or evidence
of a crime. Indeed, the larger the number
of individuals swept in, the more likely it is
that the queries, in aggregate, will turn up
results. It is a small step from “batch
queries” to “bulk queries.” The court did
not seem alarmed by the implications of
the theory — it opined that “[p]erhaps in
the abstract it would be reasonable for the
FBI to run such an aggregated query” —
but it nonetheless expressed skepticism
that such an approach could be reconciled
with the text of the FBI's querying proce-
dures, which require “[e]ach query” to be
reasonably likely to return foreign intelli-

gence information or evidence of a crime.

Ultimately, the court held that the extent
of improper querying rendered the FBI's
procedures, as implemented, inconsistent
with Section 702’s “minimization” require-
ment. It also held that the FBI's practices
violated the Fourth Amendment'’s reason-
ableness requirement. Although it found
the government’s interest in acquiring for-
eign intelligence information to be “partic-
ularly intense,” it quoted a decision by

the Foreign Intelligence Surveillance Court
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of Review (FISCR) stating that if “the pro-
tections that are in place for individual pri-
vacy interests are . . . insufficient to allevi-
ate the risks of government error and
abuse, the scales will tip toward a finding
of unconstitutionality.” The court con-
cluded: “Here, there are demonstrated
risks of serious error and abuse, and the
court has found the government'’s proce-
dures do not sufficiently guard against
that risk.”

To cure these defects, the court recom-
mended — and the FBI ultimately
adopted, after the government'’s unsuc-
cessful appeal to the FISCR — a remedy
proposed by amici. Specifically, any time
the FBI runs a U.S. person query that re-
turns Section 702 data, FBI personnel are
not permitted to view the content (al-
though they may still view non-content
“metadata”) unless they first document
the reasons why they believed the query
was likely to return foreign intelligence or
evidence of a crime. The court opined that
this requirement would force FBI person-
nel to think more carefully about the appli-
cable standard before running queries,

and would assist oversight personnel in

determining whether the standard was in-

deed being honored.

A Triumph of
Oversight?

The FISA Court identified serious prob-
lems with the government’s submissions,
engaged amici to provide advice, consid-
ered and partly agreed with their argu-
ments, held the government'’s actions to
be not only unlawful but unconstitutional,
and adopted a remedy proposed by am-
ici — all of which was made pubilic, albeit
with redactions. Taken in isolation, these
facts might seem to tell a resounding suc-
cess story for oversight of foreign intelli-

gence surveillance.

But such a conclusion would ignore many
other salient facts. For one thing, the gov-
ernment sat on the FISA Court’s October
2018 opinion for almost a year, instead of
promptly declassifying and releasing it as
envisioned by Congress in the 2015 USA
FREEDOM Act. Clearly, the government
was hoping for a win on appeal that would
neutralize the negative impact on public
opinion. Had the appeal taken several ad-
ditional months to resolve, there is no
doubt that we would still be in the dark
about the FBI's activities today.

As for the substance of the opinion, the il-

lusion of accountability fades when one
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considers the many aspects of the court’s
own ruling that were left entirely unad-
dressed by its chosen remedy. The court'’s
opionion cited the following major prob-

lems and sources of concern:

¢ FBI personnel are fundamentally con-
fused about what “reasonably likely to
return foreign intelligence or evidence of
a crime” means.

e Oversight is limited because overseers
review only a tiny fraction of queries.

e Oversight is limited because overseers
lack documentation of the justification
for queries.

e Thereis a mismatch between the FBI's
querying procedures, which purport to
place substantive limits on queries, and
the FBI's policy of encouraging routine
use of those queries at the earliest stage
of every investigation.

e “Batch” queries are seemingly inconsis-
tent with the text of the FBI's querying

procedures.

The remedy imposed by the court — are-
quirement that FBI personnel document
their reasons for performing a U.S. person
query before viewing content information
— addresses only one of these problems
(lack of documentation for overseers to
review). After all, if FBI agents truly do not
understand what “reasonably likely to re-
turn foreign intelligence or evidence of a

crime” means, requiring them to docu-

ment their misconceptions will not pro-
duce any greater understanding; it will
merely reaffirm the confusion that the

court already observed.

In theory, the documentation could be
used as a mechanism to identify person-
nel who require remedial training or even
administrative discipline. But the court did
not order any such measures, and the
FBI's revised procedures don’t contem-
plate them. In any case, it is clear from the
court’s opinion that the Justice
Department would require expanded over-
sight capacity to detect non-compliance in
anything more than a fraction of cases.
The court did not direct the Justice
Department to devote more resources to
oversight, and so virtual piles of documen-
tation recording FBIl agents’ various inter-
pretations of the legal standard for queries
will languish unexamined. Knowing this,
FBI agents are unlikely to spend much
time or thought on writing out their

rationales.

Nor does the court’s remedy do anything
about the mixed message the FBI sends
its personnel by simultaneously limiting
(inits querying and minimization proce-
dures) and urging (in its policies and
rhetoric) the use of queries. It was an im-
portant step forward for the court to rec-
ognize this fundamental disconnect in the

FBI's practice. But the disconnect will con-
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tinue unless and until the court orders the
FBI to harmonize its policies and its

rhetoric with its Section 702 procedures.

The court also strongly suggested that
“batch queries” are inconsistent with the
text of the FBI's querying procedures.
However, it did not order the FBI either to
stop batch queries or to alter its proce-
dures to allow them. The FBI's revised pro-
cedures, which the FISA Court approved in
September 2019, still have the language
that would seem to foreclose batch
queries. But there is no indication, either
in the procedures or in any other public
document, that the FBI has stopped the
practice; and the FISA Court apparently
forgot to ask, as its September 2019 opin-

ion does not even mention the issue.

More to the point, the court should have
barred “batch queries” outright. The FISA
Court’s finding that Section 702 surveil-
lance is constitutionally reasonable has al-
ways hinged on a delicate balance be-
tween the government’s interest in collect-
ing foreign intelligence and Americans’ pri-
vacy interests in their communications.
The ostensible existence of strict limita-
tions on government officials’ access to
Americans’ communications — including
the requirement that queries must be de-
signed to return foreign intelligence or evi-
dence of a crime — has been a key factor

in the court’s conclusion that the balance

tips in the government'’s favor. Allowing
the FBI to conduct tens of thousands of
queries in a “batch,” when it is apparent
that the vast majority of them will not yield
any such information or evidence, would
require a significant repositioning of the

scales.

One final observation: The court’s modest
record-keeping remedy is particularly in-
adequate in light of the government’s his-
tory of Section 702 violations. On four
separate occasions, as recounted in

Part | of this post [Nkl the FISA Court
has found that the government was im-
properly handling or accessing Americans’
communications. On three of those occa-
sions, the court held or otherwise indi-
cated that these actions violated the
Fourth Amendment. Astonishingly, at no
point in Section 702's existence has the
government operated the program in full
compliance with constitutional require-
ments. In light of this history, the court
should have required changes far more
substantial than (as the FISCR described
it) “adding one (largely ministerial) item to
the [FBI's] checklist.”

After a decade of trial and error, the FISA
Court should have required FBI agents to
obtain warrants before searching for
Americans’ communications. In my opin-
ion, the court erred when it held that re-

cent case law does not support a warrant
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requirement for U.S. person queries of
Section 702 data. Nonetheless, even if a
warrant requirement were not compelled

by the case law, the court still could have

Fourth Amendment does require, the court
could easily have determined that nothing
short of a warrant requirement will guard

against the “risks of serious error and

concluded that warrants are necessary abuse” that have thus far rendered the

here. In light of the repeated failure of the government'’s practices unconstitutional.

government, over the course of more than Now that would have been a triumph of

a decade, to adhere to the procedural re- foreign intelligence surveillance oversight.

quirements that the court has held the
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