
 

  
 

INFORMATION TECHNOLOGY & INNOVATION FOUNDATION   |   JANUARY 2022 

The Looming Cost of a Patchwork  
of State Privacy Laws 
DANIEL CASTRO, LUKE DASCOLI, AND GILLIAN DIEBOLD  |  JANUARY 2022 

In the absence of a federal privacy law, a growing patchwork of state laws burdens companies 
with multiple, duplicative compliance costs. The out-of-state costs from 50 such laws could 
exceed $1 trillion over 10 years, with at least $200 billion hitting small businesses.  

KEY TAKEAWAYS 
 

▪ Since 2018, 34 states have passed or introduced 72 privacy bills regulating the 
commercial collection and use of personal data.  

▪ These laws create significant compliance costs for in-state businesses and confusion for 
consumers while also raising costs for out-of-state businesses that increasingly find 
themselves subject to multiple, duplicative rules. 

▪ State privacy laws could impose out-of-state costs of between $98 billion and $112 
billion annually. Over a 10-year period, these out-of-state costs would exceed $1 trillion. 

▪ Small businesses would bear $20–23 billion of this out-of-state burden annually. 

▪ Congress should pass federal privacy legislation that preempts states, protects 
consumers, and promotes innovation. 
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SUMMARY 
In the absence of a comprehensive federal law, a handful of large states, including California, 
Colorado, and Virginia, have passed or begun to enact data privacy legislation. More states are 
likely to pass similar laws in the coming years, which would create a patchwork of different and 
sometimes conflicting state privacy laws regulating the commercial collection and use of 
personal data. Not only do these laws create significant costs for in-state businesses, both in 
terms of direct compliance costs and decreases in productivity, but they also raise costs for out-
of-state businesses that can find themselves subject to multiple and duplicative rules and create 
confusion for consumers.  

The Information Technology and Innovation Foundation (ITIF) has estimated that, in the absence 
of Congress passing privacy legislation, state privacy laws could impose out-of-state costs of $98 
billion and $112 billion annually. Over a 10-year period, these costs would exceed $1 trillion. 
The burden on small businesses would be substantial, with U.S. small businesses bearing $20–
23 billion annually. 

ITIF’s economic model also shows the impact of privacy laws on each state. For example, ITIF 
has estimated that California’s privacy law will cost $78 billion annually, with California’s 
economy bearing $46 billion and the rest of the U.S. economy bearing the other $32 billion. 
California small businesses will bear $9 billion of in-state costs, while out-of-state small 
businesses face $6 billion of costs.  

These estimates highlight the high costs of states creating a patchwork of privacy laws and the 
need for Congress to move quickly to pass legislation to create a national privacy framework that 
streamlines regulation, preempts state laws, establishes basic consumer data rights, and 
minimizes the impact on innovation. 

INTRODUCTION 
Over the past few years in the United States, there has been a growing interest in establishing a 
new “omnibus” data protection law that would apply to a broad spectrum of organizations and go 
beyond the nation’s many sectoral data protection laws. While members of Congress have 
introduced multiple proposals, none have yet to gather widespread bipartisan support. Without 
federal action, multiple states have proposed or enacted their own data protection laws. Unless 
Congress acts quickly, states will continue to erect a patchwork of potentially conflicting privacy 
laws that will not only confuse consumers but also impose significant costs on organizations, as 
they will have to comply with differing laws from multiple states.  

In addition, many of the states advancing data protection legislation are modeling their proposals 
on the European Union’s General Data Protection Regulation (GDPR)—one of the most restrictive 
data protection regimes in the world—which means businesses in the United States will be 
subject to significant regulatory costs that will ultimately be passed on to consumers. However, 
few of these states seem to understand that one of the primary purposes of the GDPR was to 
harmonize data protection laws across EU member states, and by enacting competing, and 
potentially contradictory, state data protection laws, state legislatures are creating the exact type 
of fragmentation in the United States that the EU created the GDPR to solve. 
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Congress should pass legislation to create a national privacy framework that streamlines 
regulation, establishes basic consumer data rights, and minimizes the impact on innovation. 
Ideally, such legislation should protect and promote innovation by minimizing compliance costs 
and restrictions on data use, such as by allowing consumers to generally opt out of data 
collection (rather than requiring them to opt in) and avoiding data-minimization requirements, 
purpose-specification requirements, limitations on data retention, and privacy-by-design 
requirements. But even in the absence of such an optimal bill, two priorities stand out: First, 
Congress should preempt state data protection laws to ensure that there is one uniform national 
standard; and second, Congress should avoid creating a private right of action that would open a 
floodgate of expensive, and unnecessary, lawsuits against organizations subject to the new law. 
With President Biden signaling that his administration will be taking a more active role on data 
privacy, Congress may finally find the momentum it needs to move forward with comprehensive 
privacy legislation.1 

BRIEF OVERVIEW OF PROPOSED U.S. DATA PRIVACY LAWS 
Historically, the United States has embraced a light-touch regulatory approach to the digital 
economy. Rather than create a single data protection law, as the EU has done with the GDPR, 
the United States has a series of sectoral laws such as the Health Insurance Portability and 
Accountability Act (HIPAA), the Gramm-Leach-Bliley Act (GLBA), and the Family Educational 
Rights and Privacy Act (FERPA) to regulate data in the health, financial, and educational  
sectors, respectively. 

Over the past few years, federal and state lawmakers have proposed various privacy laws to 
regulate the collection and use of personal data. While these proposals have stalled in Congress, 
states have begun to enact new data protection laws that will have a significant impact on 
consumers and businesses, including those outside their respective states.  

Federal Laws 
Members of Congress introduced dozens of bills relating to privacy in 2021. While most of these 
bills addressed specific privacy issues, such as rules for contact tracing apps, vaccine passports, 
or social media, a handful of bills propose a broader federal privacy framework.2 Some of these 
bills focus on businesses providing online services or engaging in e-commerce, while others 
include any organization processing personal data. Key bills introduced in 2021 include: 

 H.R. 1816, Information Transparency & Personal Data Control Act: Introduced by Rep. 
DelBene (D-WA), this legislation directs the Federal Trade Commission (FTC) to establish 
requirements for how data controllers collect, transmit, store, process, and use sensitive 
personal information, including rules for obtaining affirmative consent, publishing an 
understandable privacy policy, and conducting regular privacy audits, as well as providing 
users with the ability to opt out of sharing nonsensitive information.3 The legislation 
would preempt states from creating or enforcing their own competing privacy laws. The 
bill has 20 cosponsors and no companion bill in the Senate.

 

 S. 113, BROWSER Act: Introduced by Sen. Blackburn (R-TN), the Balancing the Rights of 
Web Surfers Equally and Responsibly (BROWSER) Act requires broadband providers and 
online service providers to obtain opt-in consent from users to use or share their sensitive 
personal information and allows users to opt out of the use and sharing of nonsensitive 
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personal information.4 This legislation would preempt states from creating or enforcing 
their own competing privacy laws. It has no cosponsors, but it does have a companion bill 
in the House with five cosponsors.5 

 S. 919, Data Care Act of 2021: Introduced by Sen. Schatz (D-HI), the Data Care Act 
imposes specific obligations on online service providers, including a duty to secure 
information from unauthorized access, a duty to refrain from using data in ways that 
might harm end users, and a duty to not disclose data to a third party unless that third 
party is also bound by these same obligations.6 This legislation would not preempt states 
from creating or enforcing their own privacy laws. It has 18 cosponsors and no companion 
bill in the House. 
 

 S. 1494, Consumer Data Privacy and Security Act of 2021: Introduced by Sen. Moran (R-
KS), the Consumer Data Privacy and Security Act requires most businesses and nonprofit 
organizations to follow certain rules when collecting and processing personal data, 
including adhering to notice and consent requirements, providing users with an easy-to-
understand privacy policy, and offering users the ability to access, transfer, correct, or 
delete their personal data.7 This legislation would preempt states from creating or 
enforcing their own competing privacy laws. It has no cosponsors and no companion bill 
in the House. 

 S. 2134, Data Protection Act of 2021: Introduced by Sen. Kirsten Gillibrand (D-NY), this 
legislation would establish a new Data Protection Agency tasked with enforcing the 
nation’s laws around the processing and use of personal data and preventing and 
remediating privacy harms. The bill would not preempt states from creating or enforcing 
their own privacy laws. It has one cosponsor and no companion bill in the House. 

 S. 2499, SAFE DATA Act: Introduced by Sen. Wicker (R-MS), the Setting an American 
Framework to Ensure Data Access, Transparency, and Accountability (SAFE DATA) Act 
requires most businesses and nonprofit organizations to implement a broad range of 
measures, including minimizing data collection, processing, and retention to what is 
reasonably necessary; conducting regular privacy impact assessments; appointing a data 
privacy officer and data security officer; and granting consumers the right to access, 
transfer, correct, or delete their data.8 This legislation would preempt states from creating 
or enforcing their own competing privacy laws. It has one cosponsor and no companion 
bill in the House. 

State Laws 
States have passed a number of data privacy laws in recent years. Three states—California, 
Virginia, and Colorado—have passed comprehensive privacy legislation that gives consumers in 
those states new rights regarding the collection of their personal information and imposes new 
obligations on businesses. Many other states are looking to enact similar privacy laws. Since 
California passed its first law in 2018, the number of privacy bills introduced each year in state 
legislatures has increased. As shown in Figure 1, over the past three years, state legislatures have 
introduced 72 bills in a total of 34 states, with these bills reaching various stages of the 
legislative process.9 This privacy patchwork will continue to expand unless federal lawmakers 
pass legislation that preempts state privacy laws.  
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Figure 1: States (in blue) that have passed or introduced privacy legislation, 2018–2021 
 

 

Source: IAPP 

States have also passed laws regulating specific data privacy issues. For example, the Illinois 
Biometric Information Privacy Act (BIPA) and the Texas Capture or Use of Biometric Identifier 
Act (CUBI) regulate the use of biometric data. BIPA is the more stringent of the laws, requiring 
written, informed consent for the collection and use of any biometric data and imposing serious 
penalties on companies that fail to comply with the rules. As of 2021, 5 states had biometric 
privacy laws modeled after the Illinois law, and 27 have similar legislation pending.10 

The following summarizes key provisions of the comprehensive privacy laws that have passed in 
each of those three states. 

California 
The California Consumer Privacy Act (CCPA) is the most sweeping state privacy law in the United 
States. Legislators passed the law in June 2018, and it took effect in January 2020. The CCPA 
creates four new rights for California consumers: the right to know about the collection and use 
of personal information; the right to delete collected personal information; the right to opt-out of 
the sale of personal information; and the right to nondiscrimination for exercising CCPA rights.11  

The CCPA applies to businesses operating in California or working with the data of California 
residents. To fall under the scope of the CCPA, a business must have a gross annual revenue 
greater than $25 million, buy or sell the personal information of more than 50,000 California 
residents, or derive more than 50 percent of its annual revenue from selling personal 
information.12 It does not apply to nonprofit organizations or government agencies.  

The California Property Rights Act (CPRA) is a ballot provision amending the CCPA that passed 
in November 2020. The provision, also known as Proposition 24, amends and expands on the 
rights and obligations of the CCPA. It establishes the California Privacy Protection Agency, a 
body specifically dedicated to privacy regulation enforcement. It creates a new definition of 
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“sensitive data” and expands data breach liability for businesses processing and collecting 
personal information. The CPRA also gives consumers the right to correct personal information 
held by a business, the right to obtain meaningful information about the logic used in automated 
decision-making technology, and the right to opt out of the use of their personal information in 
automated decision-making.  

Virginia 
Passed in March 2021, the Virginia Consumer Data Protection Act (CDPA) is another 
comprehensive state privacy law. The law applies to businesses both in and outside Virginia that 
target Virginia consumers, and it excludes nonprofits and small businesses. To be subject to the 
CDPA, a business must collect and process the data of over 100,000 consumers, or over 25,000 
consumers if more than half the firm’s revenue derives from data sales.13 The CDPA sets a 
threshold for revenue and does not apply to businesses that only engage in data sales in a small 
way. Businesses must obtain consent before processing personal data and perform data impact 
assessments. The bill also creates new consumer rights: the right to access, correct, delete, and 
move data, along with the right to opt out of the processing of personal data for purposes of 
targeted advertising.14  

Colorado  
The Colorado Privacy Act (CPA) establishes rules for businesses operating in Colorado regarding 
the collection and use of personal data and creates a new set of rights for Colorado consumers, 
such as the rights of deletion and data portability. The CPA applies to Colorado businesses that 
produce or deliver products or services targeted at Colorado residents and control the personal 
data of at least 100,000 Colorado residents or control the data of 25,000 residents and derive 
revenue from the sale of that data.15 These requirements cast a wider net than the CDPA does, 
but are narrower than California’s criteria.  

The CPA does not create a private right of action, a right of restriction, or a right to opt-out of 
automated decision-making.16 Notably, Colorado is the first state to mandate an “easy to use” 
appeals process that can be used whenever a data controller denies a consumer request.17 The 
CPA is also the only comprehensive state privacy law that does not exempt nonprofit 
organizations. Information maintained by state institutions, financial institutions covered by the 
Gramm-Leach-Bliley Act (GBLA), higher education institutions regulated by FERPA, and 
information covered by the Fair Credit Reporting Act (FCRA), HIPAA, and the Children's Online 
Privacy Protection Act (COPPA) is exempt if in compliance with federal law. 

METHODOLOGY 
Data protection laws impose costs on firms through both compliance costs and market 
inefficiencies. When firms are subject to multiple laws from more than one state, these costs can 
increase further as firms must comply with conflicting and overlapping regulations. Even when 
the laws are similar, small differences in definitions or scope, as well as divergent 
implementation of regulations, can create significant compliance costs as firms hire lawyers and 
engineers to ensure their systems comply fully with each state.  

To estimate the economic impact state privacy laws have on businesses both within and outside 
those states, ITIF designed a model to observe empirical change in the earnings of a state’s 
industries due to the passage of state-level privacy. While this type of econometric analysis can 
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only provide a rough cost projection and is limited by data availability, it helps illustrate the 
negative effects of creating a patchwork of 50 separate state privacy laws, as opposed to a single 
federal law, to regulate the collection and use of consumer data by firms. 

The Economic Impact of a Patchwork of State Privacy Laws 
ITIF’s model calculates a composite index—the privacy restrictiveness linkage (PRL)—in order to 
quantify the extent a given industry is restricted by a particular state’s privacy laws. Therefore, 
this model assumes that data-intensive industries are more impacted by privacy laws than non-
data-intensive ones are. ITIF also conducted an econometric exercise to determine the 
relationship between industry earnings and the composite index scores of privacy restrictiveness. 
ITIF also produced estimates of aggregate costs for individual states’ industries associated with 
privacy laws passed within those states, as well as the costs imposed on other states’ economies 
due to passing such laws. For example, a privacy law in California would impact both California 
businesses as well as the many non-California businesses outside the state that wish to conduct 
business with California consumers.  

ITIF’s overall quantitative model aims to estimate the costs for each U.S. state, as well as the 
country at large, in the increasingly likely scenario of all 50 states establishing their own unique 
privacy laws. It is informed by ITIF’s previous 2019 work on assessing the costs of privacy laws 
at the federal level.18 This report differs from previous studies in that it incorporates econometric 
evidence on gross operating surplus (GOS), or earnings by industry, and uses such analysis to 
assess out-of-state costs associated with state privacy laws. Appendix A elaborates in greater 
detail on the data and methodology used. 

State Restrictiveness Scores 
ITIF established a scoring system to measure the extent of U.S. states’ privacy restrictiveness 
over a period between 2003 to 2021. A higher state restrictiveness score (SRS) conveys a 
stricter privacy law set in that state in the given year. To quantify privacy restrictiveness, ITIF 
first recorded SRS as the unweighted cumulative sum of the number of unique privacy 
restrictions passed in a given state x observed in year y. ITIF used a combination of existing 
legislation trackers alongside state government sites to compile a list of 15 different privacy 
restrictions passed between 2003 and 2021.  

However, SRS is a function of both in-state restrictions passed as well as out-of-state restrictions 
observed in other states. This model assumes that the larger a state’s share of the nation’s data-
concerned industries is, the greater the impact of that state’s privacy restrictions on businesses 
in other states. For example, California’s privacy laws would expectedly impact businesses across 
the country far more than privacy laws set in a smaller-share state such as South Dakota would. 
Since there is no single decisive measurement of data-concerned industries, ITIF employs a 
proxy-calculation to supplement this measurement. To control for issues of endogeneity, a state’s 
share of the nation’s data-concerned industries is observed for the year 2019 and used as a 
constant in calculating SRS in all other years. The formula of the proxy calculation d for the 
share of the nation’s data-concerned industries held by state x is below. 

1. 𝑑𝑑𝑥𝑥 = (𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝑃𝑃𝐶𝐶𝐶𝐶𝑃𝑃𝐶𝐶𝑃𝑃𝑃𝑃𝐶𝐶 𝑆𝑆ℎ𝑎𝑎𝐶𝐶𝐶𝐶𝑥𝑥 + 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 𝐹𝐹𝐹𝐹𝐶𝐶𝑎𝑎𝐶𝐶𝑃𝑃𝐶𝐶 𝑆𝑆ℎ𝑎𝑎𝐶𝐶𝐶𝐶𝑥𝑥 + 𝐴𝐴𝑃𝑃𝐴𝐴𝐶𝐶𝐶𝐶𝑃𝑃𝐹𝐹𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑃𝑃 𝑆𝑆ℎ𝑎𝑎𝐶𝐶𝐶𝐶𝑥𝑥)
3

 

A state’s share d is observed as the unweighted mean of its share of national gross domestic 
product (GDP) in the consumer products, consumer finance, and advertising industries. We 
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obtained state shares for the consumer products and consumer finance GDP from the U.S. 
Bureau of Economic Analysis (BEA) and state shares of national advertising from Statista.19 
Using d as a state-specific coefficient to scale the relevance state privacy laws have on the rest 
of the country, the formula of SRS for state x in year y is below. 

2. 𝑆𝑆𝑆𝑆𝑆𝑆𝑥𝑥𝑥𝑥 = ∑ (𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑃𝑃𝑃𝑃 𝑆𝑆𝑆𝑆𝑅𝑅𝑆𝑆𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑃𝑃𝑅𝑅𝑅𝑅𝑥𝑥𝐶𝐶)𝑥𝑥
𝐶𝐶= 2003 + ∑ 𝑑𝑑𝑗𝑗 ∗ ∑ �𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑃𝑃𝑃𝑃 𝑆𝑆𝑆𝑆𝑅𝑅𝑆𝑆𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑃𝑃𝑅𝑅𝑅𝑅𝑗𝑗𝐶𝐶�

𝑥𝑥
𝐶𝐶=2003𝑗𝑗≠𝑥𝑥   

This notation for the calculation of SRS reflects an in-state privacy restriction impacting all 
applicable business within that state, whereas an out-of-state privacy restriction impacts only a 
fraction of the applicable businesses, since not every business is a multi-state operation 
impacted by other states’ restrictions on consumer data. Further, not every industry within a state 
is equally impacted by restrictions on consumer privacy. For example, the insurance and retail 
sectors are more reliant on consumer data than are agriculture and mining industries. To 
measure more precisely how state privacy laws impact downstream industries differently, ITIF 
calculates the data-intensity modifier (DIM) to measure how data intensive each industry is. Data 
intensity is approximated by measuring the software usage per worker in each U.S. industry. The 
model further controls for endogeneity by using national-level data in the base year 2013 to 
calculate DIM, as opposed to calculating state- and year-specific DIMs. This control, however, 
assumes equal technology among states and over time. The calculation of DIM for industry z  
is below. 

3. 𝐷𝐷𝐷𝐷𝐷𝐷𝑧𝑧 =  ln (𝐼𝐼𝐶𝐶𝑃𝑃𝑎𝑎𝐶𝐶𝐼𝐼𝐹𝐹𝐼𝐼𝐼𝐼𝐶𝐶 𝑆𝑆𝐶𝐶𝑆𝑆𝑃𝑃𝑆𝑆𝑎𝑎𝐶𝐶𝐶𝐶 𝐸𝐸𝑥𝑥𝐸𝐸𝐶𝐶𝐶𝐶𝑃𝑃𝐹𝐹𝑃𝑃𝐶𝐶𝐶𝐶𝐶𝐶𝑧𝑧
𝐸𝐸𝐶𝐶𝐸𝐸𝐼𝐼𝐶𝐶𝑥𝑥𝐶𝐶𝐶𝐶𝐶𝐶𝑃𝑃𝑧𝑧 

) 

Data for intangible software expenditure per industry is taken as noncapitalized software 
expenditures listed in the 2013 U.S. Census Information and Communication Technology 
Survey. This data is divided by the number of workers in each corresponding industry as provided 
by the U.S. Bureau of Labor Statistics (BLS) for the same reference year of 2013. DIM is taken 
as a natural log to align with previous literature on factor intensity. 

Privacy Restrictiveness Linkage 
Data-intensive industries should be noted as being more susceptible to changes in privacy 
restrictions than non-data-intensive industries are. Therefore, this model provides a score of 
privacy restrictiveness for a given industry within a state by linking SRS values with DIM ratios. 
ITIF draws this linkage as the product of SRS for state x in year y with the DIM for industry z in 
order to calculate the PRL for that state’s given industry. The formula for PRL of industry z in 
state x during year y is below. 

1. 𝑃𝑃𝑆𝑆𝑃𝑃𝑥𝑥𝑥𝑥𝑧𝑧 = 𝑆𝑆𝑆𝑆𝑆𝑆𝑥𝑥𝑥𝑥 ∗ 𝐷𝐷𝐷𝐷𝐷𝐷𝑧𝑧 

The Econometric Model 
The composite index of state-industry-year privacy restrictiveness serves as the final independent 
variable to compare in econometric analysis how changes in state privacy laws impact in-state 
and out-of-state economies. The dependent variable chosen to measure economic costs incurred 
by states from state privacy laws is GOS, which is the total profit of enterprises in an industry 
minus intermediate costs and workers (GOS = Output – Intermediate Expenses – Compensation 
of Employees). GOS is selected as the dependent variable because it is a residual, meaning its 
value is the difference between an industry’s output and costs. Therefore, a decrease in GOS can 
be caused by a loss in output or a rise in intermediate expenses or compensation of employees. 
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This makes GOS a highly useful variable in observing how privacy laws impact the economy, as 
change in GOS captures both compliance costs and market inefficiencies associated with 
increased privacy laws. For example, compliance costs from privacy laws requiring more data 
personnel or legal expenses would increase compensation and intermediate expenses, lowering 
GOS. Market inefficiencies due to privacy laws making data less usable and transferable would 
lower output, lowering GOS. Change in GOS would also be driven by privacy laws of multiple 
states incurring duplicative costs, and by in-state regulatory efforts distorting commerce out of 
state. Using the income approach to GDP, a loss in GOS is an equivalent loss in GDP. The final 
regression equation in the model is below. 

1. 𝐺𝐺𝐺𝐺𝑆𝑆𝑥𝑥𝑥𝑥𝑧𝑧� =  �̂�𝛽0 + �̂�𝛽1 ∗ 𝑃𝑃𝑆𝑆𝑃𝑃𝑥𝑥𝑥𝑥𝑧𝑧 + �̂�𝛽2 ∗ 𝐺𝐺𝐷𝐷𝑃𝑃𝑥𝑥𝑥𝑥 + 𝛼𝛼𝑥𝑥 + 𝛾𝛾𝑧𝑧 +  𝜀𝜀𝐹𝐹 

This regression model adds controls via state-year GDP to control for differences in economic 
size, as well as controlling for fixed effects for both year and industry. Fixed effects control for 
the many unobservable factors that undoubtedly impact industry performance over time, such as 
various economic shocks and supply shortages. αy represents year fixed effects, γz represents 
industry fixed-effects, and εi represents the error term. This model implements no time lag, as it 
aims to also capture how GOS changes due to firms anticipating new policies in the same year of 
a law’s passing. 

FINDINGS 
The model described yields three primary insights: 

 Without Congress passing privacy legislation, state privacy laws could impose out-of-
state costs of $98 billion to $112 billion annually. 

 Over a 10-year period, these out-of-state costs would exceed $1 trillion. 

 The burden on small businesses would be substantial, with U.S. small businesses 
bearing $20 billion to $23 billion annually. 

Each of these findings is discussed ahead in more detail. 

The Economic Impact of Privacy Restrictions 
The regression equation (formula 5) yields the regression table shown in figure 2. All coefficient 
estimates are found statistically significant above the 95 percent confidence level (all estimated 
p-values are less than 0.05). The independent variable of interest, PRL, has a significant 
negative relationship to GOS. Interpreting the model’s negative coefficient estimate on PRL, an 
additional state privacy restriction (a 1.0 unit increase in PRL) is associated on average with a 
0.39 percent decrease in GOS among its private industries.  
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compliance issues, retain a law firm or similar service provider to handle this responsibility, or 
divert existing staff to reallocate their time away from other activities.  

The GDPR, which many states have cited as a model for their own privacy laws, requires 
businesses of all sizes and sectors to have a dedicated data protection officer to guarantee 
compliance with the law.23 For a small business, hiring a data protection officer would be a 
significant endeavor likely involving a trade-off between hiring for compliance purposes and 
hiring for expanding a business’s product or service.24  

Privacy Audits 
Some privacy laws require organizations to submit to periodic compliance audits, administered 
by either their organization or a third party. The GDPR requires some organizations to participate 
in periodic audits, and even direct inspections by data protection authorities.25 Similarly, HIPAA 
requires covered entities to meet certain requirements, which they must prove through periodic 
audits. These audits create both direct costs and costs of employee time and range in scope 
depending on the types of data collected and the protections required. According to the health 
care compliance company Datica, a full HIPAA audit costs between $30,000 and $60,000 in 
both employee and direct costs.26  

Data Impact Assessments 
Some state privacy legislation requires businesses to perform risk assessments similar to the data 
protection impact assessments (DPIA) required by the GDPR. These assessments examine the 
costs and benefits to both the business and user of collecting personal data. While the specific 
conditions for assessment vary from state to state, they typically apply to the processing of 
sensitive data. Because these obligations are similar to the GDPR’s DPIA requirements, larger 
companies are more likely to be familiar with the process and complete routine assessments.  

Consumer Privacy Rights 
State privacy laws often establish new consumers rights over their personal data. Examples of 
common rights include the right to access personal data stored by an organization, the right to 
move their personal data to other services, the right to delete their personal data, and the right to 
correct their personal data. State privacy laws obligate firms to respond to consumer requests, so 
in order to comply with these requests, firms must account for three types of costs. First, 
companies must build and maintain information systems that allow them to store, find, delete, 
and update requested personal information. These are often fixed costs on the back end to allow 
them to respond to such queries in a timely manner. It may involve, for example, linking multiple 
disparate systems together so that all consumer data can be queried from a single interface. 
Second, businesses must create mechanisms and processes to authenticate and document when 
consumers make those requests. Without sufficient authentication protocols in place, firms may 
inadvertently expose personal data to bad actors seeking to exploit privacy rights in order to gain 
access to consumer data.27 Authentication tools can range in complexity from something as 
simple as requiring a username and password to access an online service to requiring users to 
submit government identification that a third-party authentication service reviews to verify an 
individual’s identity. Costs vary depending on complexity, but they can be quite significant. For 
smaller businesses, the additional requirement of costly authentication tools can quickly add up. 
Lastly, each new privacy right comes with processing costs that vary depending on the number 
and types of requests they receive. Although many of these requests come through digital portals, 
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businesses still need some type of human processing, which can significantly increase  
labor costs.  

Differences in state laws can also create confusion among consumers about their individual data 
privacy rights. For example, consumers may not understand why firms must process their data 
one way if they are a resident of one state and another way if they are a resident of another one. 
These differences between states can also make it harder for businesses, the media, and others 
to educate consumers about their data rights because they have to tailor their messages to 
people depending on where they live. Similarly, since different state privacy laws may have 
unique provisions or require specific disclosures, businesses have to create different privacy 
policies for each state. With a patchwork of state privacy laws, privacy policies and related 
notices on apps and websites will likely become even longer, more complex, and harder for 
consumers to understand.  

Market Inefficiencies and Lawsuits 
While privacy laws come with clear compliance costs, they also include several indirect costs that 
adversely impact innovation and limit an organization’s ability to do business in a given locale. A 
patchwork of multiple state privacy laws exacerbates these market inefficiencies because 
businesses must navigate competing regulations, which can limit their ability to use data 
effectively. ITIF previously estimated that overly restrictive privacy regulations in the United 
States could generate $104 billion in market inefficiencies, which would manifest as higher 
costs, lower productivity (for both organizations and consumers), and decreased innovation. 

Privacy laws can constrain businesses from collecting and using data, thereby limiting data-
driven innovation and adversely affecting consumers. For example, some biometric laws have 
prevented businesses from selling certain products and services in those jurisdictions.28 Other 
privacy rules, such as data minimization requirements, can prevent firms from collecting more 
data than necessary for a particular service, even though businesses often do not know what 
insights they might derive from data until after they have had an opportunity to analyze it. 
Likewise, purpose specification requirements, found in many privacy laws, mandate that 
businesses both inform users why they are collecting their personal information and not use that 
data for any other reason. These restrictions prohibit firms from using the data they have for new 
purposes, thereby limiting innovation.  

Privacy legislation that inhibits the collection and use of personal data can reduce the 
effectiveness of targeted advertising, thereby hurting not only advertisers that can no longer 
efficiently access specific audiences, but also app developers, media companies, and content 
creators that obtain revenue from targeted ads. For consumers, this means a worse Internet 
experience with less-relevant ads, lower-quality online content and services, and more paywalls.29  

Beyond general market inefficiencies from less-efficient use of data, a patchwork of state privacy 
laws also opens the door to inefficiencies from litigation on multiple fronts, especially if some 
states create a private right of action that allows individuals to file lawsuits against companies for 
potential violations. Privacy litigation has grown rapidly in recent years, with certain laws clearing 
the way for a proliferation of class action lawsuits. A patchwork of state laws with varying 
definitions and standards creates a complex regulatory minefield for businesses to navigate, 
especially if potential violations risk costly litigation.  
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BIPA, for example, demonstrates the potential for costly litigation. It was designed to regulate 
the collection of biometric data by companies operating in a given state or whose products reach 
consumers in that state. The state privacy law includes a private right of action that allows both 
consumer class action lawsuits and employer lawsuits. Although BIPA passed into law in 2008, 
most lawsuits have occurred more recently after the Illinois Supreme Court held in 2019 that 
individuals are not required to show harm and instead can file lawsuits even when there has only 
been a technical violation of BIPA.30 Likewise, a ruling by the U.S. Court of Appeals for the Ninth 
Circuit found that plaintiffs had legal standing for filing lawsuits alleging technical violations of 
BIPA.31 Since then, a definitive trend has taken hold, as the Illinois courts have ruled in favor of 
plaintiffs in most class action suits. 

Since 2019, the number of BIPA lawsuits has skyrocketed, with many high-profile cases. In 
March 2021, Facebook paid $650 million in a case filed over the social media platform’s use of 
facial recognition technology for tagging in photos.32 As a result, almost 1.6 million Illinois 
residents will receive $345 or more.33 Similarly, in April 2021, security company ADP paid a 
$25 million settlement for supplying equipment and support to employers that required workers 
to scan their fingerprints. Over 40,000 residents filed claims.  

There have also been BIPA lawsuits against employers. Walmart settled for $10 million in June 
2021 due to the company’s use of palm-scanning technology.34 Over 20,000 employees were 
involved in the case—which stemmed from Walmart giving employees that needed to take out 
their cash-register drawers at the end of their shifts the option of using a biometric scanner, 
rather than entering a PIN code, to verify their identities—due to their use of the technology 
without giving written consent, although no actual injury was involved. Walmart subsequently 
deleted all data and ended the scanning option in Illinois.  

The number of lawsuits filed under BIPA has grown over time. In 2019, there were around 300 
lawsuits, and the number of cases referencing BIPA doubled in 2020.35 The legal specifics, such 
as the private right of action and the grounds for standing make taking legal action for biometric 
data collection all too easy in Illinois. The consequences of BIPA have implications not only for 
Illinois but other states considering stringent biometrics laws as well. As there is currently no 
such federal data privacy law, states must consider the collective cost of class action litigation on 
their economies. Some companies, such as Clearview AI, have pulled out of Illinois altogether, 
while others limit the technology available to consumers.36 For example, Nest (smart home 
devices) will not include facial recognition features for Illinois consumers. Similarly, Google 
never released its Arts and Culture app outright in Illinois due to BIPA-compliance concerns. 

BIPA is not alone in creating a wave of privacy litigation. As the standard for privacy legislation in 
the United States, the CCPA has been the focus of over 190 lawsuits since it was enacted in 
2020.37 Regulating any firm that “does business in California,” the law even applies to those 
without a physical presence in the state. With a private right of action for those wherein 
consumer information “is subject to an unauthorized access and exfiltration, theft, or 
disclosure,” many cases have emerged that argue businesses have failed to maintain necessary 
security procedures. The number of cases increases each year, with 125 claims filed in 2021.38 

Class action lawsuits can lead to major settlements, thereby threatening the viability of smaller 
businesses. Even if a business can prevail in a lawsuit, the costs of the lawsuit are often 
significant, especially in state courts that are often more favorable for plaintiffs in class action 
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litigation compared with federal courts and allow for expensive discovery processes, such as 
requesting documents and witness interviews, that can drive up the costs of litigation  
very quickly. 

CONCLUSION 
Poorly designed data privacy laws can impose a substantial toll on the economy through both 
direct compliance costs and indirect costs from lower productivity and constraints on innovation; 
and when multiple states subject businesses to conflicting privacy laws, they increase these 
costs. To avoid conflicting laws and unnecessary costs, Congress should act swiftly to pass 
comprehensive privacy legislation that preempts state laws, streamlines regulation, establishes 
basic consumer data rights, and minimizes the impact on innovation (e.g., by avoiding 
requirements for data minimization, universal opt-in, purpose specification, limitations on data 
retention, or privacy-by-design). This legislation should not include a private right of action and 
instead rely on federal and state regulators for enforcement. Establishing a comprehensive 
federal privacy law would also simplify compliance for businesses, especially small businesses 
working across multiple U.S. jurisdictions, as well as help consumers better understand their 
privacy rights and avoid the confusion resulting from a patchwork of state laws. 
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APPENDIX A: DETAILED METHODOLOGY 
This analysis is informed by best practices in modeling the effects of data regulation between 
nations as demonstrated by the Organization for Economic Cooperation and Development (OECD) 
and the European Center for International Political Economy (ECIPE).39 

State Restrictiveness Scores  
SRSs are calculated as a function f of both in-state and out-of-state privacy restrictions on 
consumer data. 

SRS = f(in-state restriction, out-state restriction) 

The table on state privacy laws shown in appendix B is the source document referenced in 
calculating SRS. States occupying larger shares of national data-concerned industries are 
assumed to be of greater weight in the composition of a state’s contribution of SRS resulting 
from out of state. Since all applicable businesses within a state would require direct compliance 
with their own state’s laws, in-state restrictions are taken as unweighted. Out-of-state restrictions 
would only impact multistate operations complying in those other states, which would be a 
smaller fraction than all businesses based within the state. To provide a weight to the 
contribution of out-of-state restrictions into the calculation of SRS, ITIF’s model uses deflator d 
as a state-specific coefficient for out-of-state restrictions. The equation for deflator d of state x  
is below.  

𝑑𝑑𝑥𝑥 =
(𝐶𝐶𝑅𝑅𝑅𝑅𝑅𝑅𝐶𝐶𝐶𝐶𝑆𝑆𝑃𝑃 𝑃𝑃𝑃𝑃𝑅𝑅𝑑𝑑𝐶𝐶𝑃𝑃𝑆𝑆𝑅𝑅 𝑆𝑆ℎ𝑆𝑆𝑃𝑃𝑆𝑆𝑥𝑥 + 𝐶𝐶𝑅𝑅𝑅𝑅𝑅𝑅𝐶𝐶𝐶𝐶𝑆𝑆𝑃𝑃 𝐹𝐹𝑃𝑃𝑅𝑅𝑆𝑆𝑅𝑅𝑃𝑃𝑆𝑆 𝑆𝑆ℎ𝑆𝑆𝑃𝑃𝑆𝑆𝑥𝑥 + 𝐴𝐴𝑑𝑑𝑃𝑃𝑆𝑆𝑃𝑃𝑆𝑆𝑃𝑃𝑅𝑅𝑆𝑆𝐶𝐶𝑆𝑆𝑅𝑅𝑆𝑆 𝑆𝑆ℎ𝑆𝑆𝑃𝑃𝑆𝑆𝑥𝑥)

3
 

A state’s deflator is the unweighted average of its share of U.S. GDP in the consumer products, 
consumer finance, and advertising industries. d is calculated using only 2019 data for all states 
and is applied to all years’ calculations of SRS to control for issues of endogeneity. Data on a 
state’s share of the national consumer products industry is taken from BEA’s Regional Data table 
on retail trade as a percentage of the U.S. industry’s GDP. Data on a state’s share of the national 
consumer finance industry is taken from BEA’s Regional Data table on finance and insurance as 
the state’s percentage of the U.S. industry’s GDP. Lastly, data on a state’s share of national 
advertising spending is taken from a 2019 Statista dataset and study of U.S. total advertisement 
spending. Using d to deflate the value of out-of-state laws in the calculation of SRS, the 
equation for SRS of state x during year y is below.  
 

𝑆𝑆𝑆𝑆𝑆𝑆𝑥𝑥𝑥𝑥 = � (𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑃𝑃𝑃𝑃 𝑆𝑆𝑆𝑆𝑅𝑅𝑆𝑆𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑃𝑃𝑅𝑅𝑅𝑅𝑥𝑥𝐶𝐶)
𝑥𝑥

𝐶𝐶= 2003

+ �𝑑𝑑𝑗𝑗 ∗ � �𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑃𝑃𝑃𝑃 𝑆𝑆𝑆𝑆𝑅𝑅𝑆𝑆𝑃𝑃𝑃𝑃𝑃𝑃𝑆𝑆𝑃𝑃𝑅𝑅𝑅𝑅j𝐶𝐶�
𝑥𝑥

𝐶𝐶=2003𝑗𝑗≠𝑥𝑥

 

SRS is equal to the unweighted cumulative sum of state privacy restrictions passed up to year y 
in state x, plus the cumulative sum of deflated state privacy restrictions across states other than 
x passed up to year y. These scores provide a common quantitative scale to measure the level of 
restrictiveness imposed onto a state’s consumer data, wherein higher SRS means stricter 
compliance/enforcement regarding data privacy. While some privacy restrictions are undoubtedly 
of higher economic cost than others (e.g., laws requiring rights to access, deletion, data 
portability, and rectification would levy higher compliance costs than laws requiring privacy 



INFORMATION TECHNOLOGY & INNOVATION FOUNDATION   |   JANUARY 2022             PAGE 18 

audits would), this model provides no weighting to the value of state privacy restrictions in the 
calculation, in order to simplify methodology. 

Figure 5: Highest SRSs in 2021 

 

Data-Intensity Modifiers  
ITIF’s model assumes that restrictions on consumer data have greater effects on industries that 
are more reliant on data and data-related tools and services. To best weigh state-level 
measurements of SRS at the precision of industry-specific scores, a DIM is calculated to help 
correct for bias in the proxy SRS by weighting each downstream industry’s linkage with state 
privacy restrictiveness for every industry within the North American Industry Classification 
System (NAICS) categorization. Furthermore, this model selects U.S. national data as a reference 
in a given baseline year for computing industry-specific measurements of DIM to be applied to 
states in the sample. However, this approach assumes that all U.S. states have technologies 
equal to the national estimated for the United States. U.S. Census ICT 2013 Survey data on 
intangible software expenditure and BLS data of employment by industry in the same year are 
gathered to compute the ratios of data-related service expenditures per worker in each industry. 
ITIF’s methodology for calculating DIM is based on best practice as demonstrated by ECIPE’s 
studies on data localization. Employment is recorded in number of workers employed, and 
noncapitalized software expenditure is recorded in millions of U.S. Dollars. DIM is taken as a 
natural log to align with previous literature on factor intensity. 

𝐷𝐷𝐷𝐷𝐷𝐷𝑧𝑧 =  ln (
𝐷𝐷𝑅𝑅𝑆𝑆𝑆𝑆𝑅𝑅𝐼𝐼𝑃𝑃𝐼𝐼𝐼𝐼𝑆𝑆 𝑆𝑆𝑅𝑅𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑃𝑃𝑆𝑆 𝐸𝐸𝐸𝐸𝐸𝐸𝑆𝑆𝑅𝑅𝑑𝑑𝑃𝑃𝑆𝑆𝐶𝐶𝑃𝑃𝑆𝑆𝑧𝑧
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Figure 6: Data intensity by Industry (as a log of noncapitalized software expenditures per worker) 

 

The proxies SRS by state and DIM by industry function as components of a composite index at 
the state-industry level. This composite index links the level of privacy restrictiveness within a 
state to the level of data reliance faced by an industry in order to provide measurement on the 
level of effective restrictiveness faced by a state’s industries due to privacy restrictions passed by 
that state. This PRL is the composite index and final independent variable observed to analyze 
the economic impact of privacy laws on industries. Conducting this analysis at the level of state-
industry-year rather than just state-year provides greater precision in identifying a statistical 
relationship between privacy laws and economic performance. Since not every industry relies on 
data equally, not every industry within a state will be equally impacted by its privacy law 
changes. The product of a state’s SRS with an industry’s DIM gives the PRL of that industry 
within the state. The equation for PRL of state-year-industry x, y, and z is below.  

𝑃𝑃𝑆𝑆𝑃𝑃𝑥𝑥𝑥𝑥𝑧𝑧 = 𝑆𝑆𝑆𝑆𝑆𝑆𝑥𝑥𝑥𝑥 ∗ 𝐷𝐷𝐷𝐷𝐷𝐷𝑧𝑧 

PRL is recorded over a panel between years 2003 to 2021 for 50 U.S. states among 25 NAICS 
industries included by the U.S. BEA’s Regional Data tables on industry GDP in order to be 
compatible with response variable data. Note that total number of observations will not equal the 
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total number of entries recorded for PRL due to missing responses and control variables. Since 
most states so far do not impose privacy laws to similar levels of stringency found in California, 
most PRL in early years in the panel data is accounted for by out-of-state restrictions in the 
calculation of SRS. Further, since most states have not yet determined their privacy law, 
distribution of PRL will be skewed by early actors. As a result, the distribution of PRL in years 
2018 and on yield the following histogram. The distribution of PRL is positively skewed above 
the normal. While still skewed and dealing with imperfect data, correcting for variation in data 
intensity among industries helps normalize the predictor variable, whereas a vector of SRS values 
would otherwise be irregularly distributed and thus less suitable for regression. 

Figure 7: Distribution of PRL 

 

This econometric exercise is informed by best econometric practices in modeling the effects of 
data regulation between nations as demonstrated by OECD and ECIPE.40 ITIF’s econometric 
model selects GOS as its main response variable based on economic theory and statistical 
convenience. GOS is the residual earnings among corporations within an industry after 
subtracting their total intermediate expenses and compensation of employees. GOS can therefore 
be understood as a measurement of an industry’s net economic performance. This makes GOS a 
fitting response variable since this model’s purpose is to examine how a state’s industry earnings 
are impacted by a rise in state privacy laws adopted across 50 U.S. states.  

Further, GOS has direct implications for GDP. GDP can be calculated by three main approaches, 
and while it is chiefly calculated by the production approach (the sum of all domestically created 
goods and services), the income approach to GDP relies in part on GOS to calculate GDP. The 
income approach calculates GDP as the sum of total incomes, including total net corporate 
earnings. Net corporate earnings are often represented in this calculation with GOS, meaning 
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that a change to a state’s GOS, by the income approach to GPD, marks an equivalent change  
in GDP.  

The composition of GOS makes it doubly useful in capturing costs associated with privacy law 
restrictions. Privacy laws impose explicit costs on firms through added forms of compliance that 
cost more to satisfy. Privacy laws also impose effective costs on firms by limiting the utility and 
usability of data. If consumer data is rendered less transferrable or has its range of uses limited, 
then that data becomes less monetizable and thus less valuable. These kinds of restrictions 
create market inefficiencies that lower firms’ total output, effectively imposing additional costs 
on firms impacted by such laws. GOS can be broadly represented by the equation below. 

𝐺𝐺𝐺𝐺𝑆𝑆 = 𝑇𝑇𝑅𝑅𝑆𝑆𝑆𝑆𝐼𝐼 𝐺𝐺𝐶𝐶𝑆𝑆𝐸𝐸𝐶𝐶𝑆𝑆 − 𝐷𝐷𝑅𝑅𝑆𝑆𝑆𝑆𝑃𝑃𝐶𝐶𝑆𝑆𝑑𝑑𝑃𝑃𝑆𝑆𝑆𝑆𝑆𝑆 𝐸𝐸𝐸𝐸𝐸𝐸𝑆𝑆𝑅𝑅𝑅𝑅𝑆𝑆𝑅𝑅 − 𝐶𝐶𝑅𝑅𝐶𝐶𝐸𝐸𝑆𝑆𝑅𝑅𝑅𝑅𝑆𝑆𝑆𝑆𝑃𝑃𝑅𝑅𝑅𝑅 𝑅𝑅𝑆𝑆 𝐸𝐸𝐶𝐶𝐸𝐸𝐼𝐼𝑅𝑅𝑃𝑃𝑆𝑆𝑆𝑆𝑅𝑅 

Higher compliance costs result in higher intermediate expenses or higher compensation of 
employees, thus lowering GOS. Higher costs due to market inefficiencies lower total output, 
which also lowers GOS. Therefore, GOS should capture both kinds of costs associated with 
privacy laws. Additionally, an industry containing many multistate operations would report lower 
GOS due to duplicative costs of compliance with other states and the operational costs (captured 
by intermediate expenses and further compensation of employees) associated with discerning  
a patchwork system of 50 different privacy laws in place of one unifying federal law on  
consumer data. 

Despite the advantages of GOS, ITIF’s model still draws compromises due to issues in data 
availability. A key statistic of use for this model is industry-level trade data, in both goods and 
services, between U.S. states; however, to our knowledge, there is no freely available public 
dataset on this matter. Further, in economic census datasets collected by the U.S. Census, there 
is currently no publicly available data on the share of enterprises in each state that are multistate 
operations. For these reasons, we resort to proxies in calculating the final composite index PRL 
that serves as the model’s predictor variable. 

Regression Model 
The purpose of this regression modeling is to measure the statistical relationship between the 
index of a state-year-industry’s PRL and its GOS. This report constructs a multivariate linear 
regression model using the ordinary least squares (OLS) method of linear regression. The lead 
regression model detailing this relationship is below.  

𝐼𝐼𝑅𝑅(𝐺𝐺𝐺𝐺𝑆𝑆)𝑥𝑥𝑥𝑥𝑧𝑧� =  �̂�𝛽0 + �̂�𝛽1 ∗ 𝑃𝑃𝑆𝑆𝑃𝑃𝑥𝑥𝑥𝑥𝑧𝑧 + �̂�𝛽2 ∗ 𝐺𝐺𝐷𝐷𝑃𝑃𝑥𝑥𝑥𝑥 + 𝛼𝛼𝑥𝑥 + 𝛾𝛾𝑧𝑧 +  𝜀𝜀𝑥𝑥𝑥𝑥𝑧𝑧 

𝐼𝐼𝑅𝑅(𝐺𝐺𝐺𝐺𝑆𝑆)𝑥𝑥𝑥𝑥𝑧𝑧�  represents the response variable GOS as a natural log. GOS is taken as a natural log 
in order to model a log-linear relationship and help normalize the distribution of GOS for a data 
frame better suited for regression. This regression model, with results summarized in the 
following table, regresses a log-linear relationship by the OLS method in order to estimate the 
percentage change in GOS associated with a 1-unit change in the predictor variable, PRL. 
�̂�𝛽0represents the y-intercept estimate. �̂�𝛽1 represents the coefficient estimate on the predictor 
variable PRL. �̂�𝛽2 represents the coefficient estimate on the control variable state GDP. 
𝛼𝛼𝑥𝑥represents yearly fixed-effects in which the model assumes errors in residuals are in part owed 
to unobservable variation within data between years but is constant between states and 
industries (e.g., national economic shocks that change between years but are of common impact 
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structure bottom-up model, supplementing holes in data with robust survey data taken from 
California firms reporting costs. Given the challenges inherent to conducting an effective and 
accurate survey, ITIF declines to supplement a bottom-up model with survey data. A bottom-up 
model also faces the challenge of identifying a state’s costs for its businesses to comply with 
privacy laws set in other states. This model’s main purpose is to quantify the cost of compliance 
with multiple states’ privacy laws, and to model a hypothetical scenario wherein all 50 states 
have established their own privacy law, which is made possible by the calculation of SRS as a 
function of both in-state laws and (to a lesser degree by the deflator equation d) out-of-state 
laws. Capturing the costs associated with a system of multistate compliance in a bottom-up 
model would require information on the value of trade from businesses in state a to purchasers in 
state b (and to purchasers in state c, and so on). There is currently no dataset, to our knowledge, 
that covers this exchange to the specificity of NAICS industries. Therefore, without survey-data or 
access to a privately held database on industry-level trade between states, a bottom-up model 
lacks the ability to capture the cost effect imposed on firms by having to navigate a multistate 
system of divergent privacy laws. For these reasons, ITIF instead conducts the elaborated top-
down econometric model presented in this report.  

Nevertheless, a state’s costs incurred by its own in-state privacy laws estimated by the top-down 
model in this report can be compared with a bottom-up model calculating only a state’s costs 
due to in-state privacy laws (excluding out-of-state effects). ITIF constructs an example bottom-
up model in order to compare its national estimate on the cost of in-state privacy laws against 
the estimates of the costs of in-state privacy laws projected by this report’s top-down model. The 
methodology for this example of a bottom-up model follows ITIF’s 2019 report “The Costs of 
Unnecessarily Stringent Federal Data Privacy Law,” except it excludes the line item for data 
protection officers (DPOs), since a rule on DPOs was ultimately kept out of the CCPA. All 
calculations are based on both the number of enterprises by size in a state, the actual privacy 
laws passed in a state, and a state’s share of national data-concerned industries. 
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