October 25, 2019

The Honorable Jan Schakowsky

Chair

Subcommittee on Consumer Protection and Commerce
U.S. House of Representatives

Washington, DC 20515

The Honorable Cathy McMorris Rodgers

Ranking Member

Subcommittee on Consumer Protection and Commerce
U.S. House of Representatives

Washington, DC 20515

Dear Chair Schakowsky and Ranking Member McMorris Rodgers:

Thank you for holding the upcoming hearing currently scheduled for Tuesday, October 29, 2019,
entitled, “Reauthorizing Brand USA and the U.S. SAFE WEB Act.” As the five current members
of the bipartisan Federal Trade Commission, we urge Congress to reauthorize for the second
tume, the U.S. SAFE WEB Act and respectfully request that this letter be entered into the record
for the upcoming hearing.! The SAFE WERB Act provides the FTC with critical law enforcement
tools to combat fraudulent telemarketing, robocalls, privacy violations, misleading health claims,
spam, spyware, malware, and other cross-border misconduct that harms American consumers.
These tools support cooperation with foreign counterparts and enforcement action against
unlawful cross-border activity, so much so that they have become an indispensable part of the

I Z’s enforcement arsenal.? Congress extended the Act’s original sunset in 2012; the Act now
will sunset in 2020 absent further Congressional action. Expiration of the legislation would
hobble the FTC’s enforcement efforts to protect American consumers victimized by cross-border
fraud and privacy violations.

‘Unde king Spam, Spyware, and Fraud Enforcement with Enforcers Beyond Borders Act (U.S. SAFE WEB Act),
Pub. L. No. 109-455, 120 Stat. 3372, extended by Pub. L. No. 112-203, 126 Stat. 1484 (amending 15 U.S.C. §§ 41
et seq.),

* Testifying at the FTC’s March 2019 international hearings on “The FTC’s Role in a Changing World,” senior
foreign consumer protection, privacy, and criminal law enforcement officials, and senior U.S. agency officials and
acadernics, singled out the U.S. SAFE WEB Act as a “key element” of the FTC’s enforcement program. See Fed.

Trade Comm’n, Fed. Trade Comm’n Hearings on Competition and Consumer Protection in the 21st Century: The
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allowing reciprocal assistance, bilateral information sharing, and international staff exchanges. FTC Int’l Hr'g Tr. at
28.
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Congress passed the SAFE WEB Act in 2006, recognizing the threats facing U.S. consumers in
the global marketplace. These challenges have multiplied as the digital economy becomes ever
more complex and pervasive. The SAFE WEB Act provides enhanced enforcement tools in four
major areas essential to effective cross-border enforcement and cooperation: (1) information
sharing; (2) investigative assistance; (3) cross-border jurisdictional authority; and

(4) enforcement relationships.® Every FTC Commissioner to address the matter—Republican,
Democrat, and independent—has supported passage and reauthorization of the Act.*

Since the Act’s passage, the FTC has relied on the Act’s authority to respond to 156 SAFE WEB
information-sharing requests from 38 enforcement agencies in 15 foreign countries. The FTC has
also helped its foreign enforcement partners, both civil and criminal, to obtain U.S.-based
evidence by issuing more than 135 civil investigative demands (investigative subpoenas) in 63
investigations, on behalf of 16 foreign agencies from eight countries. International issues have
become increasingly common in FTC matters; the agency has conducted hundreds of
investigations with intemational components, such as foreign targets, evidence, or assets, and has
. 1more than 100 cases involving cross-border components, since the Act’s passage.®

As detailed in our 2012 testimony urging reauthorization of SAFE WEB, our cooperation and
enforcement efforts relying upon SAFE WEB have been extremely effective.® Qur SAFE WEB
authority has improved the quantity and quality of evidence against common targets and

* Congress gave the FTC enforcement tools similar to those given to the Securities and Exchange Commission and
the Commodity Futures Trading Commission between 1988 and 1992,
“# ive current Commissioners support reauthorization and have repeatedly testified in favor of the Act. See, e.g.,
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¢ See Prepared Statement, supra note 4.
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encouraged reciprocal assistance from other countries, especially Canada, which in 2010 passed
legislation with mutual assistance provisions modeled on the SAFE WEB Act.”

Our SAFE WEB assistance to foreign law enforcement agencies has often led those agencies to
bring actions against foreign-based fraudsters victimizing American consumers. For example, the
FTC used its SAFE WEB authority to assist the Royal Canadian Mounted Police (RCMP) in its
investigation of Banners Brokers, a massive online pyramid scheme based in Canada that
targeted consumers in the U.S., Canada, and around the world. Ultimately, the Toronto Police
(working with the RCMP) arrested two of Banners Brokers’ three principals and charged them
criminally for their participation in the $93 million scheme.®

When the FTC and its international partners focus on maiters of common concern, SAFE WEB
information sharing can prove mutually beneficial to cross-border enforcement efforts. The
FTC’s cross-border investigation of the global dating website AshleyMadison.com, which

ad essed a data breach affecting consumers in nearly 50 countries, provides a good example.’
The FTC used its SAFE WEB powers to coordinate with Australian and Canadian counterparts,
en ling them to contribute to the FTC’s investigation. More recently, the FTC used its SAFE
WEB powers in cooperating with the U.K. Information Commissioner’s Office (1CO) to
investigate Cambridge Analytica for using deceptive tactics to harvest personal information from
tens of millions of Facebook users.!? At recent FTC hearings, the ICO’s Deputy Commissioner
called the use of these information-sharing powers a “huge positive” in cross-border case
cooperation.!!

The SAFE WEB Act also confirms the agency’s jurisdictional authority to challenge cross-
border practices. In particular, the Act confirms the FTC’s authority to challenge both frauds
based abroad that harm U.S. consumers and frauds involving material conduct in the United
States.'? These provisions are crucial to address arguments about the scope of the FTC’s cross-
border consumer protection authority in investigations and litigation.

The FTC has used the Act’s powers extensively in cross-border fraud cases and other matters.
A notable example is Sanctuary Belize, a massive real estate investment scheme that duped
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commerce that—(i) cause or are likely to cause conduct reasonably foreseeable injury within the United States; or
(ii) involve material conduct occurring within the United States™).
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Americans into purchasing property in remote southern Belize with false promises about the

pr rty’s development.”* In that case, the FTC used the SAFE WEB Act to successfully counter
ar; nents asserted by one of the defendants——an offshore Belizean bank—that the FTC Act did
not apply to its “foreign conduct.”' The agency then obtained a $23 million settlement from the
bank, representing approximately all of its U.S.-based assets.!®

Another recent example involves the agency’s case against two groups of defendants—Apex
Capital Group and related U.K. entities, and a Latvian-based payment processor and its CEQ.
The FTC alleged that the Latvian defendants enabled the Apex defendants to lure consumers
with “free trial” product offers online, and then charge them full price for the products and enroll
them in negative option continuity plans without their consent.’® The court rejected the Latvian
de ndants’ argument that their conduct was outside the reach of the FTC, stating: “The FTC
Act, as amended by the U.S. SAFE WEB Act, contains the requisite ‘clear, affirmative
indication’ that Section 5’s prohibition on ‘unfair or deceptive acts or practices’ extends to
foreign-based conduct.”!” The court emphasized that “Congress passed the SAFE WEB Act in
2006 to enhance the FTC’s ability to respond to cross-border frauds, such as the [alleged]
Internet marketing scheme . . . .”'¥ As a result of the partial settlement,'® the FTC is likely to
recover several million dollars, depending on the sale of certain assets, for the defrauded
consumers.?’

De | ite the FTC’s successes in using the SAFE WEB Act, cross-border fraud remains a
significant problem for U.S. consumers. Between January 1, 2015 and October 16, 2019, the
FIC’s Consumer Sentinel complaint database received more than 255,000 complaints from U.S.
consumers against foreign businesses all over the world, with leading locations including

Ca da, Nigeria, China, Jamaica, India, Mexico, and the United Kingdom. The total dollar loss
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reported from these complaints alone exceeds $410 million.” These figures underscore the
co. nuing need for the FTC’s SAFE WEB Act authority and even greater international
cooperation. To do this, the FTC must be able to assure its foreign counterparts that the tools
provided by the SAFE WEB Act remain part of the FTC’s law enforcement authority.

In the dozen years since the Act’s passage, the SAFE WEB Act has proven indispensable to the
FTC’s cross-border enforcement efforts. By reauthorizing the Act now, Congress will ensure that
the FTC can continue to work effectively with its foreign enforcement partners and develop new
Initiatives to combat cross-border fraud and protect U.S. consumers.

Sincerely,
e an e s araansns L v £ o
Chairman Commissioner
Rohit Chopra Rebecca Kelly Staughter
Commissioner Commissioner

Christine S. Wilson

Commissioner

21 Total injury is certainly larger, both because only a fraction of victims report and because consumers do not
always know they are dealing with a foreign business.



