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26 Mr. {Walden.} We are going to call to order the

27  Subcommittee on Communications and Technology for our hearing
28 on "~ Cybersecurity: an Examination of the Communications

29 Supply Chain."" And just for our witnesses--1 don"t know if
30 benefit is the right word--but in about 10 minutes we are

31 probably going to get called to the House Floor for votes.

32 So don*t flee when we do. We will plan to return and be sure
33 and get your testimony in and our questions. But we will

34 begin with our opening statements and, as you know, things

35 around here aren"t always certain so, who knows, we may get
36 everything done, but 1 doubt 1t. So we will go ahead and get
37 started, but we want to thank you all for being here and for
38 submitting your testimony.

39 Our communications networks strengths--its ubiquity and
40 iInterconnected nature--may actually also be a weakness.

41 Those who wish to harm our Nation, to steal money or

42 intellectual property, or merely to cause mischief can focus
43 on myriad hardware and software components that make up the
44  communications infrastructure. And they can do so anywhere

45 iIn the design, the delivery, the installation, or the
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46 operation of those components. So today"s hearing will focus
47 on securing that communications supply chain.

48 We are fortunate to have as a member of this

49 subcommittee the full chairman of the House Intelligence

50 Committee, Chairman Mike Rogers. The experience and

51 resources he brings were invaluable to the bipartisan Cyber
52 Security Working Group last Congress, as well as to this

53 subcommittee®s three prior cyber hearings.

54 Many of us have concluded that promoting information-

55 sharing through the Cyber Intelligence Sharing and Protection
56 Act, CISPA, that he and Representative Ruppersberger have now
57 twice assured through the House, with large bipartisan votes,
58 1s pivotal to better securing our networks. It was also iIn
59 large part this committee®s 2012 report on the communications
60 supply chain that prompted this hearing. Supply chain risk
61 management is essential 1If we are to guard against those that
62 would compromise network equipment or exploit the software

63 that runs over and through 1t.

64 Understanding that you can never eliminate these risks,
65 how do you minimize them without compromising the

66 Interconnectivity that makes networks useful? How secure is
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67 the communications supply chain? Where are the

68 vulnerabilities? How much should we focus on securing

69 physical access to components as they make their way from

70 design to installation? How much are the internal workings
71 of the components themselves? How do the risks and responses
72 differ for hardware and software? What about for

73 1nternationally sourced products as opposed to domestically
74 sourced products? What progress has been made through the
75 public-private partnerships, standards organization, and the
76 development of best practices and what role should the

77 government play?

78 These are among the questions we will examine in this
79 hearing, as well as through the bipartisan Supply Chain

80 Working Group that we launch today. Representative Mike

81 Rogers and my colleague and friend from California, Anna

82 Eshoo, will co-chair this group, which will also include

83 Representatives Latta, Doyle, Terry, Lujan, Kinzinger, and
84 Matheson.

85 As 1 did last Congress, I will urge that we abide by a
86 cyber Hippocratic Oath and first do no harm as we consider

87 the tools available to the public and private sectors in
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88 making our communications supply chain secure.
89 With that, I would yield to the vice chair of the
90 subcommittee, Mr. Latta.

91 [The prepared statement of Mr. Walden follows:]
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93 Mr. {Latta.} Thank you, Mr. Chairman, and | appreciate
94 you yielding and holding this hearing today on a very

95 critical and important topic. | want to thank our witnesses
96 Tfor being here and 1 look forward to your testimony today.

97 Not a day goes by that I don"t seem to pick up a

98 newspaper and read about a cyber attack or the vulnerability
99 on the front page of a newspaper. Cyber crime and cyber

100 warfare can affect any individual or business since we all
101 depend on our interconnected communication networks. This is
102 an i1ssue not just of national security but economic security.
103 Again, | thank our witnesses for being here. 1 look

104 forward to your comments on the communications supply chain.
105 1 also thank the Chairman for convening a bipartisan working
106 group on this topic and 1 look forward to being part of the
107 start of a very thoughtful and serious discussion on the

108 threats of the supply chain and possible solutions. And with
109 that, Mr. Chairman, 1 yield back.

110 [The prepared statement of Mr. Latta follows:]
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112 Mr. {Walden.} Anyone else on the Republican side

113 seeking to make a comment on the final minute-and-a-half of
114 my time? |If not, | yield back the balance and recognize my
115 friend, the ranking member of this subcommittee, Ms. Eshoo,
116 for 5 minutes.

117 Ms. {Eshoo.} Thank you, Mr. Chairman, and thank you for
118 holding this very important hearing. Welcome to all of our
119 witnesses.

120 Mr. Chairman, the implications of foreign-controlled

121  telecommunications infrastructure companies providing

122 equipment to the U.S. market, | think, really presents a very
123 real threat to our country. As the Office of the National
124 Counterintelligence Executive has noted, "~ the globalization
125 of the world economy has placed critical links in the

126 manufacturing supply chain under the direct control of U.S.
127 adversaries.""

128 Just last month, despite press reports suggesting that
129 Huawei was leaving the U.S. market, the company now denies
130 such reports and has stated that, "~ "Huawei has no connection

131 to the cyber security issues the U.S. has encountered in the
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132 past, current, and future. That 1s quite a statement.

133 These are not new threats. It in fact, more than 3

134 years ago as a member of the House Intelligence Committee, 1
135 wrote to the director of National Intelligence asking for an
136 assessment of the national security implications of Chinese-
137 origin telecommunications equipment on our law enforcement
138 and intelligence efforts, as well as on our switch

139 telecommunications infrastructure. While 1 can"t discuss,
140 obviously, the results of that assessment In an unclassified
141 hearing, suffice it to say, the answers were troubling.

142 Since that time, | have reiterated my concerns with the
143 FCC Chairman Genachowski and in late 2011 I joined colleagues
144  1n requesting that the GAO study the potential security risks
145 of foreign manufactured equipment. The newly released GAO
146 study recognizes that multiple points within the supply chain
147 can create vulnerabilities for threat actors to exploit. But
148 a combination of initiatives by both the public and private
149 sector are being established to fight back.

150 The President"s Executive Order issued in February iIs an

151 example. NIST has been tasked with developing a framework to

152 reduce cyber attacks to critical infrastructure, and as NIST
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153 undertakes the development of this framework, supply chain
154 security should be a component. In fact, this morning,

155 Chairman Walden and myself raised this very issue with Dr.
156 Gallagher.

157 Moving forward, I am very pleased to co-chair, at the
158 chairrman®s request, the subcommittee®s newest working group
159 focusing on supply chain security and integrity with

160 Representative Mike Rogers, who chairs the House Intelligence
161 Committee. And through stakeholder meetings, 1 think we will
162 be able to better understand what additional steps can be

163 taken to protect U.S. telecommunications infrastructure from
164  1nappropriate foreign control or influence.

165 So again, 1 thank each one of our witnesses that are

166 here today for your important testimony that you are going to
167 give, the important answers that you are going to give to our
168 questions, and for your steadfast commitment to securing the

169 communications equipment supply chain for our Nation.

170 And I yield back, Mr. Chairman.
171 [The prepared statement of Ms. Eshoo follows:]

10
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173 Mr. {Walden.} If you want to yield to--

174 Ms. {Eshoo.} Does anyone want me to yield my remaining
175 time to them? Ms. Matsui or--okay. Sure.

176 Ms. {Matsui.} Thank you very much, Ms. Eshoo. I would
177 like to also thank the chairman for holding today®s hearing.
178 This year alone, we have seen significant cyber breaches
179 to our economy. We know rogue states and skilled hackers are
180 relentless and continue to pose a real threat breaching

181 sensitive information stored by both the private and public
182 sectors, as well as the American consumer.

183 To address the cyber threats 1 believe iIndustry and

184 government must be partners. It Is not a one-way street. We
185 live iIn a digital world where information is readily

186 available on the internet and can be accessed from just about
187 anywhere. We also live in an innovative economy where

188 America"s innovative spirit has led to new devices,

189 equipment, and communications that penetrate the global

190 marketplace.

191 This has also created an international supply chain of

192 technology components. Today, It is not surprising if a

11
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193 product and i1ts components originate from several different
194 countries. That is why it is critical for industry to

195 continue to be vigilant in assuring their manufacturing and
196 distribution processes are not compromised. We should also
197 be mindful of hackers trying to circumvent the supply chain
198 by infecting botnets and malware onto popular mobile apps.
199 Addressing mobile security should be a priority moving
200 forward, particularly as millions of Americans download their
201 favorite apps, which in some cases includes personal

202 information.

203 Again, | thank the chairman for holding today"s hearing
204 and 1 yield back the remainder of my time.

205 [The prepared statement of Ms. Matsui follows:]

12
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207 Mr. {Walden.} The gentlelady yields back the remainder
208 of her time. And seeing no one on our side seeking time, |
209 would yield now to the gentleman from California, Mr. Waxman,
210 for 5 minutes.

211 Mr. {Waxman.} Thank you very much, Mr. Chairman, for
212 holding today®s hearing on cyber security risks iIn the

213 communications supply chain.

214 This morning, our full committee heard a ride range of
215 perspectives on the cyber threats to our critical

216 infrastructure, including broadband networks. While the

217 Executive Order on cyber security protections for critical
218 Infrastructure was an important step forward, this morning®s
219 hearing demonstrated that there is much more work to be done
220 to protect the networks that undergird the American economy.
221 One key area of vulnerability, the long supply chains
222  for communications network equipment, is the subject of this
223 afternoon®s hearing. The globalization of the supply market
224  for information and communications technology has undoubtedly
225 created many benefits for our economy and coincided with

226 incredible investment, competition, and innovation in the

13
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227 communications marketplace. But it has also made 1t possible
228 for our adversaries to exploit weaknesses during the design,
229 production, delivery, and post-installation servicing of

230 communications network equipment. Industry and the Federal
231 Government are working to respond to these threats.

232 As several of our witnesses this afternoon will discuss,
233 companies are taking action to respond to supply chain risks.
234 Voluntary industry consortia and public-private partnerships
235 are also seeking to minimize these cyber exposures and 1

236 applaud these efforts. But we should consider all options
237 that could help minimize the cyber threats in the supply

238 chain.

239 I look forward to hearing from GAO about its analysis of
240 what other countries are doing in this area, as well as the
241 potential benefits and drawbacks of adopting new review

242 processes for purchases of foreign manufactured

243 communications equipment.

244 And 1 am pleased, Mr. Chairman, that the Subcommittee is
245 convening a working group to examine supply chailn security in
246 more depth. The co-chairs of the working group--

247 Representative Mike Rogers, who is the chairman of the House

14
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248 Intelligence Committee, and Representative Anna Eshoo, who
249 has served on that committee, as well as the ranking member
250 on this subcommittee--have great expertise from their

251 service, as well as on both committees.

252 I look forward to our continued bipartisan work in this
253 area. 1 thank all of the witnesses for being here and for
254 their testimony. 1 want to apologize iIn advance that the

255 conflict in schedule will keep me from being here to hear
256 everything that is said, but I have staff listening in, |
257 have got the testimony that I can review, and when the
258 questions are asked and answered, 1 will be able to get a
259 sense from those as well of the views that this very

260 distinguished group will be giving to our subcommittee.

261 Thank you for this opportunity to give an opening
262 statement. | thank all of you for being here today.
263 [The prepared statement of Mr. Waxman follows:]

15
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265 Mr. {Walden.} And the gentleman yields back the balance
266 of his time. The good news is the votes now aren"t going to
267 come until 2:25 to 2:30, so we may actually get to hear from
268 some of our witnesses.

269 And so we are going to start with Mr. Goldstein, who is
270 the director of Physical Infrastructure Issues for the

271  Government Accountability Office. Turn on your microphone,
272 pull it close, and the next 5 minutes are yours, sir. Thank

273 you for your work.

16
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I
274  "NSTATEMENTS OF MARK L. GOLDSTEIN, DIRECTOR, PHYSICAL

275  INFRASTRUCTURE ISSUES, GOVERNMENT ACCOUNTABILITY OFFICE;

276 STEWART A. BAKER, PARTNER, STEPTOE AND JOHNSON, LLP, FORMER
277  ASSISTANT SECRETARY FOR POLICY, DEPARTMENT OF HOMELAND

278 SECURITY; JENNIFER BISCEGLIE, PRESIDENT AND CEO, INTEROS

279  SOLUTIONS, INC.; ROBERT B. DIX, JR., VICE PRESIDENT,

280 GOVERNMENT AFFAIRS AND CRITICAL INFRASTRUCTURE PROTECTION,
281  JUNIPER NETWORKS, INC.; DAVID ROTHENSTEIN, SENIOR VICE

282 PRESIDENT, GENERAL COUNSEL AND SECRETARY, CIENA; JOHN

283 LINDQUIST, PRESIDENT AND CEO, ELECTRONIC WARFARE ASSOCIATES;
284 AND DEAN GARFIELD, PRESIDENT AND CEO, INFORMATION TECHNOLOGY
285  INDUSTRY COUNCIL

I
286 "STATEMENT OF MARK L. GOLDSTEIN

287 } Mr. {Goldstein.} I will try not to take all of i1t.

288 Thank you, Mr. Chairman and members of the subcommittee.
289 1 am pleased to be here this afternoon to discuss issues

290 surrounding the communications supply chain.

291 The United States is increasingly reliant on commercial

17
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292 communications networks for matters of national and economic
293 security. These networks, which are primarily owned by the
294 private sector, are highly dependent on equipment

295 manufacturers iIn foreign countries. Certain entities in the
296 Federal Government view this dependence as an emerging threat
297 that introduces risks to the networks. GAO has requested

298 review actions taken to respond to security risks from

299 foreign manufactured equipment.

300 This testimony addresses how network providers and

301 equipment manufacturers help ensure the security of foreign
302 manufactured equipment used in commercial communications

303 networks, how the Federal Government is addressing the risks
304 of such equipment, and other approaches for addressing those
305 risks and issues related to these approaches.

306 My testimony today is the public version of a national
307 security sensitive report that GAO issued in May 2013.

308 Information that the Department of Defense deemed sensitive
309 has been omitted.

310 Let me briefly discuss the findings of the report that 1
311 may talk about today. First, the network providers and

312 equipment manufacturers GAO spoke with reported taking steps

18
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313 In theilr security plans and procurement processes to ensure
314 the integrity of parts and equipment obtained from foreign
315 sources. Although these companies do not consider foreign
316 manufactured equipment to be their most pressing security
317 threat, their brand image and profitability depend on

318 providing secure, reliable service.

319 In the absence of iIndustry or government standards on
320 the use of this equipment, companies have adopted a range of
321 voluntary risk management practices. These practices span
322 the lifecycle of equipment and cover areas such as selecting
323 vendors, establishing vendor security requirements, and

324 testing and monitoring equipment. Equipment that is

325 considered critical to the functioning of the network 1is

326 likely to be subject to more stringent security requirements
327 according to these companies.

328 In addition to these efforts, companies are

329 collaborating on the development of iIndustry security

330 standards and best practices and participating iIn

331 information-sharing efforts within industry and with the

332 Federal Government.

333 Second, the Federal Government has begun efforts to

19
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334 address the security of the supply chain for commercial

335 networks. In 2013 the President issued an Executive Order to
336 create a framework to reduce cyber risks to critical

337 infrastructure, the National Institutes of Standards and

338 Technologies, responsible for leading this effort, which is
339 to provide technology-neutral guidance to critical

340 infrastructure owners and operators.

341 NIST published a request for information, which it is
342 conducting a comprehensive review to obtain stakeholder input
343 and develop the framework. You heard testimony on this

344  effort this morning. NIST officials said the extent to which
345 supply chain security of commercial communication networks
346 will be incorporated into the framework is dependant in part
347 on the input that they receive from stakeholders.

348 The Department of Defense considered the other federal
349 efforts GAO i1dentified to be sensitive to national security,
350 and 1 cannot talk about them in a public forum.

351 And third, there are a variety of other approaches for
352 addressing potential risks posed by foreign manufactured

353 equipment and commercial communications networks. For

354 example, the Australian government is considering a proposal

20
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355 to establish a risk-based regulatory framework that requires
356 network providers to be able to demonstrate competent

357 supervision and effective controls over their networks. The
358 government would also have the authority to use enforcement
359 measures to address noncompliance.

360 In the United Kingdom, the government requires network
361 and service providers to manage risks and network security
362 and can impose financial penalties for security breaches.
363 While these approaches are intended to improve supply
364 chain security of communications networks, they may also

365 create the potential for trade barriers and additional costs
366 which the Federal Government would have to take into account
367 1f 1t chose to pursue such efforts.

368 Mr. Chairman, this concludes my oral statement. 1 would
369 be happy to respond to comments. Thank you.

370 [The prepared statement of Mr. Goldstein follows:]

21
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372 Mr. {Walden.} Thank you, Mr. Goldstein. We appreciate

373 the work of your team and you--

374 Mr. {Goldstein.} Thank you.
375 Mr. {Walden.} --and we appreciate your being here.
376 I will now go to Mr. Stewart A. Baker who i1s a partner

377 1In Steptoe & Johnson, LLP, and we appreciate your being here

378 and look forward to your comments, sir. Go ahead.

22
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I
379 NSTATEMENT OF STEWART A. BAKER

380 } Mr. {Baker.} Chairman Walden, Ranking Member Eshoo,

381 members of the committee, it is a pleasure to be before you
382 again. 1 was at the Department of Homeland Security and iIn
383 charge of the CFIUS process until 2009, so I have been here
384 before to talk about that.

385 I would like to start with the problem that we have. We
386 are under massive cyber espionage attacks. There IS no one
387 who is proof against these attacks. 1 am willing to bet that
388 everybody on this panel and everybody on the committee has
389 already been the subject of intrusions aimed at stealing

390 secrets on behalf of the People®s Liberation Army or some

391 other foreign government.

392 We do not know how to keep people out of our systems

393 effectively. And that i1s despite the fact that we have, by
394 and large, an IT infrastructure that is designed by U.S.

395 companies who are doing their best to give us security. We
396 simply have not been able to find all of the holes iIn the

397 code or all of the flaws that can be exploited. That is with

23



This is a preliminary, unedited transcript. The statements within may be
inaccurate, incomplete, or misattributed to the speaker. A link to the final,
official transcript will be posted on the Committee’s website as soon as it is
available.

398 the best will In the world.

399 At the same time, in the last 20 years, | think, as the
400 President®s efforts to name and shame China and other

401 attackers have demonstrated, there is plenty of name but not
402 a lot of shame on the other side. This has been an

403 enormously productive intelligence source and It Is an

404 enormous weapon that can be used against the United States if
405 we get into a shooting war that our adversaries would like to
406 get us out of. Everything that can be exploited for

407 espionage purposes can be exploited for sabotage purposes.
408 Our systems can be made to break causing great harm to
409 Americans, including potentially deaths here. And we will
410 have to face that prospect in the next serious conflict that
411 we face iInternationally because the ability to cause that

412 harm is moving down the food chain to the point where Iran
413 and North Korea are significant powers in causing this harm.
414 So that i1s the situation that we face. The question is
415 we are deep in a hole. Are we going to stop digging? And
416 here is the question that we need to face as we look at our
417 supply chain. |If American companies looking at their own

418 code and trying to give us security can"t find a way to do

24
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419 that, how comfortable are we having companies from countries
420 that are not our friends provide the code, provide the

421 hardware? We are not going to find those problems. We can"t
422 even find all of them in the products that we make ourselves
423 here iIn the United States, as witnessed all of the

424  exploitable vulnerabilities we face.

425 And so we face the prospect that some of this equipment
426 simply is not going to be safe. As we have asked ourselves,
427 how do we deal with that problem? It turns out that our

428 tools for dealing with it are remarkably limited. 1 ran the
429 CFIUS process; 1 ran the team telecom process for DHS. Those
430 are very limited tools. CFIUS only applies if somebody buys
431 something. |If they want to sell something here, there is no
432 restriction whatsoever. So telecommunications gear can be
433 sold in the United States without any review whatsoever.

434 We got to the point, 1 think, actually in the stimulus
435 Dbill where we had provided subsidies to buy

436 telecommunications equipment to carriers and they were

437 buying, with our money, Huawei and ZTE gear because we had no
438 way to prevent that, but at the same time that the U.S.

439 Government was telling Verizon and AT&T don"t you buy that

25
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440 stuff. So we clearly lack an ability to address the problem
441 of infrastructure equipment being sold to the United States
442 that we don"t think is secure. That is the first thing that
443 1 think the committee should examine.

444 Beyond that, 1 think we have also discovered as we have
445  begun looking at this problem that our procurement laws do
446 not take account sufficiently supply chain risk, do not

447 require that our contractors take enough account of supply
448 chain risk. So if there were two things that 1 would urge
449 the committee to address, it is, one, the limited nature of
450 team telecom and CFIUS remedies and the still remarkably

451 limited ability of government procurement officers to take
452 account of this risk.

453 [The prepared statement of Mr. Baker follows:]
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455 Mr. {Walden.} Mr. Baker, thank you for your testimony.
456 We are going to go now to Jennifer Bisceglie, who is
457 President and CEO of Interos Solutions, Incorporated. We

458 welcome you and look forward to your comments.
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I
459 ASTATEMENT OF JENNIFER BISCEGLIE

460 } Ms. {Bisceglie.} Thank you. Good afternoon, Mr.
461 Chairman and members of the subcommittee.
462 Mr. {Walden.} 1 am going to have you moved that

463 microphone a little closer and make sure the light is on.

464 Ms. {Bisceglie.} It was on.
465 Mr. {Walden.} Okay.
466 Ms. {Bisceglie.} Can you hear me now? Good afternoon,

467 Mr. Chairman and members of the subcommittee. My name is

468 Jennifer Bisceglie, President of Interos solutions. Thank
469 you for iInviting me to testify on behalf of our industry

470 peers focused on supply chain risk management, or SCRM, as we
471 like to call it.

472 My company Interos is built on 20 years of global supply
473 chain and IT implementation experience. Over the past 6

474 years, we have seen the discussions turn from simple

475 compliance to resiliency, which i1s ensuring business

476  operations would continue even if the supply chains were

477 interrupted; and now to product integrity, which is caused by
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478 a manmade malicious attack.

479 In response to this, Interos has set up a SCRM global
480 threat information Center, which offers capabilities to help
481 both the public and private sector organizations implement
482 SCRM frameworks, conduct supplier audits, and conduct open-
483 source research to identify potential threats with current or
484  future suppliers.

485 I will first share some of our observations and then

486 follow those with some recommendations. First, a common

487 definition for supply chain risk management and cyber

488 security does not exist, nor is there a standard way to

489 measure either challenge. To us, the definition of cyber

490 security extends deep Into the supply chain as cyber

491 capabilities are increasingly reliant on globally sourced,
492 commercially produced information technology and

493 communications hardware, software, and services.

494 To us, cyber security means transparency of where things
495 are coming from, where they are going to, and who has access
496 to them along the way. That is also the definition of supply
497 chain risk management.

498 Our second observation is that supply chain risk
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499 management must be viewed as an Investment versus an expense.
500 Interos is working with the Department of Energy on their

501 enterprise SCRM program. With only three Interos team

502 members supporting the entire Department of Energy

503 enterprise, they have an infrastructure they can share

504 resources and information throughout their entire enterprise
505 now.

506 In this case, it is a relatively low-cost investment and
507 yields tremendous benefits. Much of the success of this

508 program can be attributed to a strong DOE leadership, as well
509 as having the ability to work with the Department of

510 Defense®s trusted systems and network SCRM roundtable and

511 their interagency working groups.

512 Third, we feel supply chain risk management 1is

513 successful when it is a cultural shift that supports current
514 business process and reduces the need to develop new

515 stovepipe processes that iIncrease costs and create additional
516 work for the risk owner. 1t is not an issue of being too

517 expensive to do 1t. It 1s an issue of being too expensive to
518 ignore it.

519 Now to our recommendations: from our perspective,
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520 Congress can take four steps to better protect our Nation®s
521 critical infrastructure. First, awareness and education has
522 to start at the top in order to be adopted by those actually
523 executing the mission. In our experience, the level of

524 awareness of the challenge varies across federal agencies, as
525 does their level of attention to managing their supply chain
526 risk. Awareness and education i1s critical to communicate

527 that supply chain risk impacts everyone within the federal
528 infrastructure.

529 Second, fund the program, assign someone within each

530 agency to own the issue, and measure the success. We have
531 seen SCRM focal points, as directed by the Bush and the Obama
532 Administrations, being implemented i1n different areas within
533 the agencies. Without the top-down support within the

534 agency, without an owner of the concern, and without funding,
535 these programs are being bootstrapped and implemented in

536 various fashions, not conducive to effective protection.

537 Three, the low-cost, low-price technically acceptable
538 environment Is In direct opposition to a safe and secure

539 critical infrastructure unless we are able to accurately

540 define our acceptable supply chain risk tolerance at the
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541 Dbeginning of an acquisition cycle. While we understand the
542 federal budget constraints and the temptation to fund program
543 objectives with simply the lowest bid, when it comes to cyber
544 security, It is not a good strategy. Failure to protect our
545 critical infrastructure and educate risk owners on the

546 threats that are brought Into an organization by buying from
547 un-validated sources will result In continued and

548 increasingly harmful attacks.

549 Last, implement contractual language that works. We

550 understand that as part of Executive Order 13636, GSA, NIST,
551 and DOD are working with potential recommendations to update
552 the FAR language. In addition, there are multiple iIndustry
553 associations working on standards for supply chain risk

554 management. Doing as much as possible via internal policy
555 changes and contractual language as a way to inform suppliers
556 of how to do business with you and to mitigate risks coming
557 1nto your organization is a much less expensive way to

558 approach the problem than regulation and legislation.

559 In conclusion, the solution needs to be viewed as an

560 investment in national security not just another expense.

561 The key for industry and government is to work separately on
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562 their internal enterprise risk tolerance levels through good
563 business practices, including awareness training and

564 contractual agreements. This will enable each to meet

565 collaboratively and have informed discussions about where
566 wvulnerabilities lie and what it will take to protect our

567 country.

568 Thank you for the opportunity to present our views. |
569 look forward to answering any questions.

570 [The prepared statement of Ms. Bisceglie follows:]
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572 Mr. {Walden.} Thank you very much for your testimony.
573 We will now go to Mr. Robert B. Dix, Jr., Vice President
574 of Government Affairs and Critical Infrastructure Protection,
575 Juniper Networks, Incorporated. Mr. Dix, pull that

576 microphone right up and thanks for being with us today. We

577 look forward to your testimony.
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I
578 ANSTATEMENT OF ROBERT B. DIX, JR.

579 } Mr. {Dix.} Good afternoon, Chairman Walden, Ranking

580 Member Eshoo, and members of the subcommittee. Thank you for
581 1nviting me to be a participant iIn today"s hearing on the

582 security of the communication supply chain.

583 As indicated, my name is Bob Dix and 1 serve as the Vice
584 President of Government Affairs and Critical Infrastructure
585 Protection for Juniper Networks, a publicly held private

586 corporation headquartered in Sunnyvale, California, iIn

587 Congresswoman Eshoo®s district.

588 I will attempt to address three aspects of this

589 important subject of security and integrity of the

590 communication supply chain: first, the risk created by

591 government procurement practices utilizing unauthorized

592 equipment providers; second, supply chain integrity

593 Initiatives by iIndustry; and third, several recommendations
594 where the government can help improve both government and

595 private sector supply chain integrity.

596 The government views its commercial supply chain rightly
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597 as a major element iIn its risk profile, but many of 1ts risk
598 management efforts are not coordinated and were not developed
599 in collaboration with industry who shares legitimate concerns
600 about supply chain security. Today, there are more than 100
601 different initiatives around supply chain in the government.
602 Also as we sit here today, the government continues to
603 make purchases from un-trusted and unauthorized sources. The
604 urge to save money pushes agencies to brokers and other gray
605 market suppliers that are not part of the authorized or

606 trusted supply chain for original equipment manufacturers.
607 This 1s in also an area where much mischief takes place for
608 both counterfeiters and those attempting to penetrate the

609 government supply chain with malicious iIntent.

610 Interestingly, when the government purchases equipment
611 and then identifies it as counterfeit, it often assumes the
612 OEM has a gap in its supply chain, pointing fingers at the
613 private sector when in many cases they need to be looking iIn
614 the mirror. The government does not instead ask why it

615 bought sensitive ICT products from and un-trusted source.

616 I have included in my written statement several real-

617 life examples just that Juniper Networks has experienced
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618 which are i1llustrative of this challenge, but time today does
619 not permit me to go through each one of those. But I hope
620 you will take a chance to look at those.

621 While Juniper understands the importance of improving
622 supply chain assurance for the Federal Government, i1t often
623 appears that the government itself does not understand the
624 enormous investment that many iIn the private sector make to
625 protect the integrity of their supply chain. 1t is in our
626 business interest. It 1s a market differentiator. Juniper,
627 like many companies, has a supply chain assurance and brand
628 integrity program for securing our products and supply chain.
629 We employ best practices for security from organizations

630 1ncluding the Open Groups, Trusted Technology Forum, AGMA,
631 and Safeco to name a few. This includes component integrity,
632 traceability of products, anti-counterfeit measures, and much
633 more.

634 As i1s clear from the variety and breadth of the

635 standards, bodies, and organizations that industry relies on,
636 many companies believe that a variety of standards and best
637 practices contribute to supply chain integrity. But as

638 discussed earlier, there is also compelling evidence that
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639 there are gaps and contradictions iIn the government®s

640 policies and practices that contribute to supply chain risk.
641 Here are a couple of proposals that, if addressed, could have
642 immediate impact on securing the communication supply chain.
643 First, the Executive Branch, at the urging of this committee,
644 of course, should issue a directive requiring federal

645 departments and agencies to purchase only from trusted and
646 authorized sources, especially for mission-essential

647 functions, unless there is some compelling reason to go

648 outside of that channel. |If there is such a compelling

649 reason, the purchaser should be required to put a

650 jJjustification and authorization in writing. It is low-

651 hanging fruit; we should do i1t immediately.

652 Second, the government should require that small

653 business vendors be certified as authorized resellers and

654 partners. Requirements pertaining to small business set-

655 asides also have the secondary impact of causing procurement
656 officers to pursue acquisitions through providers who are not
657 part of the authorized and trusted supply chain.

658 We all understand the importance of small businesses to

659 the government"s industrial base and to the economy general.
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660 It 1s Important to recognize that bad actors also exploit our
661 reliance on small business as a means of entry.

662 Counterfeiters and others attempt to introduce their tainted
663 equipment into our critical infrastructure through small

664 business enterprises.

665 Third, members of this committee have been involved iIn
666 attempting to pursue better information-sharing. We support
667 CISPA and we appreciate all the good work here and hope that
668 you will support moving that bill through the Senate.

669 While we are working on legislation to break down

670 barriers to improve timely, reliable, and actionable

671 situation awareness, there Is a step we could take

672 1mmediately. We continue to hear that the government has

673 significant concerns about supply chain and the threat to

674 national and economic security. The government has access to
675 case studies of successful, unsuccessful, interrupted, or

676 disrupted attempts to perpetrate network intrusions through
677 the supply chain. We should take those lessons learned from
678 those experiences and share the tactics, techniques, and

679 procedures, not sources and methods that cross over into the

680 classified space that we can learn from and better inform the
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681 community In their own risk management decision-making.

682 There are a couple of others iIn my testimony | hope that
683 we will get to in the questions. But on behalf of the 9,000
684 proud employees of Juniper Networks, 1 thank you again for
685 the opportunity to participate in this important discussion.
686 Industry looks forward to continuing the collaborative

687 relationship with Congress and the Administration on this

688 important issue. 1 welcome your questions.
689 [The prepared statement of Mr. Dix follows:]
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691 Mr. {Walden.} Mr. Dix, thank you very much.

692 They have called the votes. 1 believe they have, right?
693 And so we will recess at this point. So close, Mr.

694 Rothenstein, so close. And then we will come back and start
695 with you and get to our other two witnesses, and then Q&A.
696 So thank you for your patience and we will be back shortly.
697 [Recess.]

698 Mr. {Latta.} [Presiding] 1 would like to call the

699 subcommittee back to order. And 1 believe next in order of
700 our witnesses Is Mr. Rothenstein, and thanks very much for

701 being here today. We appreciate your testimony.
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I
702 NSTATEMENT OF DAVID ROTHENSTEIN

703 } Mr. {Rothenstein.} My pleasure. | hope that delay only
704 served to build anticipation of my testimony.

705 Vice Chairman Latta, Ranking Member Eshoo, members of
706 the subcommittee, my name is David Rothenstein and it 1s my
707 pleasure to appear before you today. | serve as senior vice
708 president and general counsel of Ciena Corporation, a

709 publicly held Maryland-based provider of equipment software
710 and services that support transport and switching,

711 aggregation management and voice, video, and data traffic on
712 communications networks. Our products are used by

713 communications network service providers, cable operators,
714 governments, and enterprises across the globe.

715 Today, a number of current market trends, including the
716  proliferation of smartphones, tablets, and mobile devices,
717 are substantially increasing the demand on networks. This
718 means that Ciena must deliver faster, more efficient, and
719 more secure equipment to our customers to help them meet

720 theilr end-user requirements.
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721 As with most technology companies, our success iIs

722 largely driven by our innovation. Our global patent

723 portfolio is our lifeblood and it enables us to develop

724  leading-edge solutions and get new product to market quickly.
725 In order to support this continuous innovation and because
726 our equipment sits in critical infrastructure networks around
727 the world, Ciena®s executive team spends a lot of time

728 looking at the intersection of cyber security and supply

729 chain.

730 Because our customers demand best-in-class product

731 delivery lead times, quality and performance, security of

732 supply, and product security and integrity, we have taken

733 steps during the past few years to transform and optimize our
734 supply chain operations. These changes have enabled us to
735 use our supply chain as a differentiator in the market.

736 One example of these changes has been our focus in

737 designing and manufacturing equipment and software that meets
738 or exceeds the security needs of our customers. For years,
739 our customers have generally inquired with us about the

740 security, integrity, and assurance of their networks. With

741 this in mind, In 2011 we performed a detailed analysis of our
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742 supply chain that considered a range of factors.

743 As a result of this analysis, we decided at that time to
744  begin a gradual exit from China of key elements of our supply
745 chain. This was not an easy decision. China represents one
746 of the largest and fastest-growing markets for communications
747 equipment in the world. And the country is home to the

748 TfTabrication facilities that produce many of the components
749 that go into our products. However, based on what we knew
750 about our products, our customers, and the business and

751 security environment in China, we decided to make this

752 change.

753 In contrast to some of our peers, we weren"t as

754 concerned about the potential adverse impact of this decision
755 on our sales opportunities in China. Several years ago,

756 because of the significant barriers to entry and the

757 technology transfer requirements to do business in China, we
758 decided not to pursue a go-to-market sales strategy iIn that
759 country. We are now almost 2 years iInto our supply chain

760 transformation. By the end of 2013, we will have

761 transitioned all of the manufacture and assembly of our

762 products and a sizable portion of our global spend on
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763 finished and semi-finished assemblies from China to other

764  jurisdictions, primarily Mexico and Thailand. In so doing,
765 we have increased the velocity of our supply chain,

766 solidified our security of supply, and insured the security
767 and assuredness of our products. At the same time we have
768 remained very competitive in the market from a cost

769 standpoint.

770 There are some parts that we continue to source from

771 China. We are in active discussions with our major vendors
772 as to their plans for transitioning out of China, largely to
773 address issues relating to counterfeit goods and intellectual
774  property infringement. We are less concerned about the

775 security vulnerabilities of these products even 1f they are
776 primarily passive products that are neither programmable nor
777 capable of being embedded with damaging computer code or

778 malware.

779 At the same time, we have taken extensive steps to

780 ensure the integrity of the active or programmable components
781 1In our products. We require now that these components are
782 sourced from outside of China. We maintain rigorous and

783 internal practices and capabilities that enable us to
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784 1dentify any issues with respect to the security of our

785 components. And by implementing strict controls over our own
786 software developments and by ourselves performing the final
787 testing and validation of the software loaded on to our

788 products, we ensure the integrity of our software, which is
789 the critical element that controls and manages our products
790 and our customer®s networks.

791 In conclusion, Ciena applauds the Subcommittee for

792 taking on this issue. In our case, we proactively elected to
793 make changes to our supply chain and not to wait for

794 legislation, regulation, or the Administration®s

795 1mplementation of the recent Executive Order on cyber

796 security. Instead, we talked to our customers, conducted a
797 thorough business analysis and risk assessment, and made a
798 decision that we continue to implement today. While this

799 strategy may not necessarily work for others, it has worked
800 effectively for us. It makes good business sense and

801 delivers additional security for our customers and for their
802 networks.

803 With that, I conclude my remarks and am pleased to take

804 any questions.
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805 [The prepared statement of Mr. Rothenstein follows:]
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807 Mr. {Latta.} Well, thank you for your testimony.
808 And our next witness is Mr. John Lindquist, President
809 and CEO of EWA Information and Infrastructure Technologies,

810 Inc. Good afternoon and thanks for testifying.
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I
811 ASTATEMENT OF JOHN LINDQUIST

812 } Mr. {Lindquist.} Thank you, Mr. Vice Chairman, members
813 of the committee. Thank you very much for the opportunity to
814 testify.

815 As we all know, the security of our telecom systems is
816 in fact very critical. We are aware of the myriad threats to
817 the U.S. and the threat is real but is not limited to a

818 single country, geographic area, or organization. Protection
819 is made difficult because the supply chain for electronic

820 systems and devices in general and specifically

821 telecommunication systems is truly global. Most of the

822 telecom system vendors have very large footprints in China
823 and elsewhere around the globe, and many of these worldwide
824 locations are easily and directly accessible by the various
825 threat nations and organizations.

826 Furthermore, it 1s the nature of the system development
827 to make use of software routines and hardware components that
828 are generally available in the market, and it is virtually

829 impossible to determine the pedigree of all of the hardware
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830 and the software they goes Into a telecommunications system.
831 Our adversaries are professional, highly technically capable
832 intelligence organizations or sophisticated criminals,

833 neither of which would have any difficulty circumventing a
834 trusted supplier system.

835 To address the security dilemma effectively, an

836 evidence-based security process should be applied that

837 enables an informed judgment that an adequate level of

838 assurance has been provided that the system is free of

839 malicious features and does not contain serious security

840 defects; and that is without regard to origin of the system.
841 11T had been selected by several telecommunications

842 carriers as an independent evaluator to implement such a

843 process. The process we are implementing is comprised of two
844 major phases. The first is an in-depth security assessment
845 of the system software, hardware, and firmware to include all
846 patches, upgrades, and modifications as they occur.

847 The second phase is a delivery process that ensures that
848 the deployed system and all patches, upgrades, and

849 modifications are exactly the ones that were evaluated and

850 determined to be suitable and acceptable. The key features
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851 of the process include: willing participation of the

852 developer and vendor; a trusted independent evaluator; direct
853 coordination between and among the stakeholders, particularly
854 the telecoms and the concerned government agencies and the
855 evaluator without interference or necessarily knowledge of
856 the vendor; correction of unintentional defects before

857 deployment; immediate involvement of law enforcement if

858 evidence of malicious intent is discovered; and a delivery
859 system that ensures that the system delivered matches the

860 evaluated system and prevents the vendor or any other un-

861 presented party from accessing the system during or after

862 delivery; and finally, a scheme for monitoring the system

863 after deployment.

864 In our case, the vendors have been very willing to

865 comply because compliance was a condition of the sale to the
866 telecommunications carrier. Under those contracts, they

867 provide us the design documentation, source code, the

868 complete set of sample components, replication of the

869 compilation environment for their software and firmware,

870 advance notice of all design changes, patches, and

871 modifications, and access to their development facilities to
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872 provide us the understanding of their process.

873 We were selected because of our intimate knowledge of
874 the threat. We have a comprehensive process with clear

875 analytical and reporting criteria that explicitly addresses
876 the evolving threat. We have secure fTacilities. We use

877 exclusively U.S. personnel, who have been vetted through the
878 U.S. security clearance process, and we have a staff fully
879 qualified and equipped to perform the evaluations.

880 The contracts in each case specifically provide for the
881 direct private communication between the evaluator and

882 stakeholders. Telecommunication carriers, by contractual

883 mandate, are the primary beneficiary of our work. A

884 condition of acceptance i1s a report from us describing what
885 we did, the faults found, the correction implemented, and any
886 residual risk, and we are free to discuss any issues directly
887 with the telecom and the government.

888 In our lab, we subject the system to a detailed

889 analysis, both a static analysis of the software and a

890 dynamic testing of the software and hardware. There have

891 been thousands of defects found and mitigated, not all of

892 these in Chinese systems; as a matter fact, many of them in
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893 systems that currently exist in the telecommunication system.
894 The software is delivered directly from us to the

895 networks. The hardware is subjected to a random sampling

896 process, and the firmware is either delivered directly from
897 us or the boards are re-flashed by us, all again to make sure
898 that the delivered software i1s what we evaluated. Our

899 recommendation Is that some evidence-based security process
900 like this is included in the government®s approaches,

901 including the NIST security framework and other programs

902 across the government.

903 Thank you very much.
904 [The prepared statement of Mr. Lindquist follows:]
905 B R R R e R e e b INSERT 6 R R T e R e e e e e
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906 Mr. {Latta.} And thank you very much for your

907 testimony.

908 Our next witness will be Dean Garfield, President and
909 CEO, Information Technology Industry Council. And Mr.

910 Garfield, you are recognized for 5 minutes.
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I
911 ASTATEMENT OF DEAN GARFIELD

912 } Mr. {Garfield.} Thank you, Mr. Chairman, since | see
913 him walking back in, Mr. Vice Chairman, and Ranking Member
914 Eshoo. On behalf of the world"s most dynamic and innovative
915 companies, 1 would like to thank you for all that this

916 subcommittee and committee does on the issues that are most
917 important to us and for spotlighting this issue today.

918 Supply chain integrity and assurance is core to who we
919 are and what we do. It iIs a business imperative. And so we
920 are encouraged to see the formation of a bipartisan working
921 group and look forward to working with you. Your first

922 principle, which is do no harm, is a good credo for all of
923 the work that we do in this area.

924 I submitted testimony for the record and so I will focus
925 my oral testimony today on three areas: one, providing a

926 window Into our supply chains; two is sharing some of the
927 things we do both as individual companies but as a sector to
928 ensure supply chain integrity; and then, third, to make some

929 recommendations where Congress can be helpful.
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930 I have the privilege of working for companies that are
931 truly transforming the world. The products and mobile

932 devices that we all walk around with every day are more

933 powerful today than ever before. In fact, the mobile device
934 that we all carry around has more processing power than the
935 Apollo 11, or even more recently, the Mars rover. Those

936 mobile devices are presented under a singular brand but they
937 include hundreds, and in some cases, thousands of components.
938 To ensure that we are providing our consumers with the
939 best products at the best prices, those components are

940 sourced In the United States and in fact around the world as
941 well to ensure that the services and the products that we

942 deliver are consistently of the highest quality our global
943 supply chains are highly integrated.

944 With that in mind, any change, risk mitigation, or

945 otherwise around supply chain assurance is carefully

946 calibrated and we would highly encourage that any advocacy or
947 policy advance In this area be carefully calibrated as well.
948 The i1ndustry engages--both as individual companies and
949 as well as a sector--in a number of steps to both manage and

950 mitigate risk. As individual companies, they adopt and
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951 iIntegrate best practices on a continuous and systemic basis
952 that includes instilling and teaching secure sourcing,

953 instilling and teaching secure coding, instilling and

954 teaching identification authentication among a host of steps
955 that are taken, some of which have been talked about by the
956 other panelists generally.

957 As well, those individual steps that are taken by

958 specific companies are complemented by industry-wide, sector-
959 wide activities both through standards activities, and so
960 through consensus-based voluntary global standard-setting
961 organizations, such as 1SO and IEC, which has advanced a

962 number of standards that are quite relevant in this area,
963 1ncluding the common criteria which is focused on product
964 assurance or through standards that are focused on not

965 products but the processes as well that complement those

966 products, including the Open Group Trusted Technology Forum.
967 It is important to note that in both iInstances our

968 government and other governments have an important role to
969 play and do engage iIn those consensus-based voluntary global
970 standards-setting organizations. In fact, over 26 countries

971 have adopted the common criteria as a part of their
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972 government procurement practices. And so while eliminating
973 or not mandating requirements on the private sector, which we
974 strongly discourage, they are able to ensure that the

975 government procurement processes benefit from the best

976 practices of the private sector.

977 So where are the gaps and what can government do? We
978 would recommend four things: one iIs ensuring that where you
979 are and we are creating the proper incentives for the

980 effective implementation of the cyber security Executive

981 Order from the White House that was issued earlier this year.
982 That Executive Order charges the DOD and the General Service
983 Administration, GSA, to look at ways of integrating best

984 practices and standards from the private sector into the

985 government procurement practices. It would be useful to

986 create incentives to make sure that happens appropriately.
987 Second is your oversight power. As Mr. Dix pointed out,
988 there are hundreds of initiatives within the public sector
989 focused on product assurance, gaining some order and ensuring
990 that the private sector input iIs integrated into those

991 efforts is critically important.

992 Third is through sourcing. Ensuring that through
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993 government procurement, the government is sourcing from

994 original equipment manufacturers and their authenticated

995 suppliers is critical in order to have the kind of products
996 assurance that we all have in mind.

997 And then fifth and final 1s making sure that we get an
998 Information-sharing bill similar to the one that has made i1ts

999 way through the House passed through the Senate as well.

1000 Thank you very much.
1001 [The prepared statement of Mr. Garfield follows:]
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1003 Mr. {Latta.} Thank you, Mr. Garfield, for your

1004 testimony. And, Mr. Chair, do you want to resume the chair?
1005 Mr. {Walden.} Or 1 can just ask questions from here if
1006 you want to wield that big gavel there.

1007 Mr. {Latta.} Yes. Well, with that then the vice chair
1008 will recognize the chairman of the subcommittee for his 5
1009 minutes of questions.

1010 Mr. {Walden.} Thank you, sir, and thanks for filling in
1011 and getting the hearing going back from the votes. | got
1012 detained, as occasionally happens on the Floor.

1013 Mr. Garfield--first of all, thank you to all of our

1014 witnesses--but 1 appreciated your comments. Our networks and
1015 the threats they face are varied, as you know, and they are
1016 ever-changing, as you reference in your testimony. So how do
1017 we secure our supply chain without losing the flexibility
1018 that i1s critical to both how our communication networks

1019 function and then how to defend them? What do you recommend

1020 here?
1021 Mr. {Garfield.} You put your finger on the idea of the
1022 point of drawing balance. 1 think building on the best
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1023 practices that are being developed in the private sector and
1024 integrating those into the government procurement efforts.
1025 There are a number of standards-based initiatives that are
1026 moving forward, specifically focused on product assurance iIn
1027 supply chains. And so I would strongly encourage taking
1028 advantage of those best practices and integrating them into
1029 our government procurement practice.

1030 Mr. {Walden.} You know, I have another question here
1031 that plays on this a bit for Ms. Bisceglie and Mr. Baker and
1032 you, Mr. Garfield. Sometimes i1t appears the government sort
1033 of as an ad hoc process it you will when 1t comes to

1034 protecting the supply chain. A high-ranking official will
1035 place a call or write a little letter to a company suggesting
1036 that the company not do business with a particular vendor or
1037 a particular piece of equipment. 1 have actually had

1038 experience with that with a constituent. So do we need a
1039 more formalized process, which raises all kinds of questions
1040 as to who i1s making those decisions and all, but both as a
1041 matter of good process for equipment buyers and sellers to
1042 ensure that the measures are effective? And then how would

1043 you formalize that process?
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1044 And I don"t want to hobble, you know, the fast-paced
1045 communications industry with a lot of bureaucracy, and red
1046 tape, and approval processes either. We fight that In other
1047 sectors and you certainly don®"t want it here. And it gets
1048 Dback to the hearings that we held that said, you know, first
1049 do no harm in this area. Bad guys will get ahead of us and
1050 we will be locked into old laws and rules. So is there a way
1051 to strike a balance here? And what do you recommend?

1052 Ms. {Bisceglie.} 1 am happy to go first.

1053 So 1 do agree we need to have--1 think It iIs a separate
1054 slippery slope--

1055 Mr. {Walden.} Yes.

1056 Ms. {Bisceglie.} --as you just mentioned. And 1 think
1057 that there are different levels. There is a varied way to
1058 put in a formalized process and 1 personally believe or we
1059 personally believe there is no one-size-fits-all, but we like
1060 to talk about frameworks.

1061 Mr. {Walden.} Right.

1062 Ms. {Bisceglie.} And that framework consists of

1063 training and awareness, which | talked about earlier--

1064 Mr. {Walden.} Right.
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1065 Ms. {Bisceglie.} --which i1s a very big thing. Folks

1066 need to understand what the risk is that we are all talking

1067 about.
1068 Mr. {Walden.} Right.
1069 Ms. {Bisceglie.} Additionally, I think that the thing

1070 that we have seen over the last 6 years is that

1071 organizations, both public and private, really struggle with
1072 understanding their internal risk tolerance. So how much
1073 risk can 1 actually accept into my organization--

1074 Mr. {Walden.} Like anything else.

1075 Ms. {Bisceglie.} --and that is not necessarily a single
1076 risk number of 1 to 5. It can be based on the essential

1077 function of that organization and if 1t has multiple

1078 functions, then it gets prioritized, if you will, into the
1079 different programs that that organization conducts as well as
1080 the systems that support that. And then underneath that, 1
1081 think you do have some sort of a formal process. It gets
1082 really simple to us and that i1t really goes back to just

1083 really good business practices and understanding who you are
1084 buying from.

1085 Mr. {Walden.} Right.

63



This is a preliminary, unedited transcript. The statements within may be
inaccurate, incomplete, or misattributed to the speaker. A link to the final,
official transcript will be posted on the Committee’s website as soon as it is
available.

1086 Ms. {Bisceglie.} But unless you can look at an

1087 organization and understand where their vulnerabilities exist
1088 and have a process to go through that, I think it is a very
1089 difficult place to go. 1 do think that that last-minute,

1090 that 3:00 a.m. phone call i1s again a very dangerous place to

1091 be.
1092 Mr. {Walden.} Mr. Baker?
1093 Mr. {Baker.} So I completely agree we can®"t just start

1094 regulating--

1095 Mr. {Walden.} Right.

1096 Mr. {Baker.} --the private sector and tell them how to
1097 do this. At the same time, 1T we rely exclusively on the
1098 government communicating informally about its concerns, you
1099 run the risk that the people who want to make these sales
1100 will just keep lowering the price and lowering the price.
1101 Mr. {Walden.} Right, we have seen that.

1102 Mr. {Baker.} Hard to resist. And so I would suggest
1103 that there needs to be authority for the government at a
1104 minimum to ask questions. What is in your supply chain?
1105 Mr. {Walden.} Right.

1106 Mr. {Baker.} You know, what products are you buying?
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1107 And to communicate where they have a strong basis, that is
1108 not acceptable. We know enough to know that that is a risky
1109 place to buy your equipment, so don"t do it.

1110 Mr. {Walden.} 1 will show a little ignorance here, but
1111 i1s there sort of a range of equipment in the system that

1112 there is some that is more important to make sure you get
1113 right than others, or is It just everything matters?

1114 Mr. {Baker.} There is a view abroad and in the industry
1115 as well in telecommunications that the core is your most

1116  important product--

1117 Mr. {Walden.} Right.

1118 Mr. {Baker.} --and you cannot compromise the core and
1119 that the edge i1s less risky because fewer people are--

1120 Mr. {Walden.} Do you agree with that?

1121 Mr. {Baker.} --for any particular system. 1 am not
1122 sure in an internet world as the edge gets smarter and

1123 smarter that that is a distinction that holds up as well as
1124 we would like it to. But that i1s certainly something that we
1125 have seen iIn other telecommunications decision-making.

1126 Mr. {Walden.} 1 know Mr. Garfield didn"t get a chance

1127 to respond but I also know my time has run out so--yes, you
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1128 have got to watch this vice chair. He i1s mean with that
1129 gavel. Do you have anything to add to that, Mr. Garfield?
1130 Mr. {Garfield.} 1 do. 1 think there are two specific
1131 processes--

1132 Mr. {Walden.} Yes.

1133 Mr. {Garfield.} --that would be useful. One is a
1134 process that i1s being set up through CISPA i1f 1t 1s passed
1135 through the Senate--

1136 Mr. {Walden.} Right.

1137 Mr. {Garfield.} --which is a formal process for

1138 information-sharing through the government with the

1139 protections necessary to make sure that information-sharing
1140 takes place.

1141 The second is that the Executive Order sets up a process
1142 through the Department of Defense and General Service

1143 Administration. And so creating ways incentivizing the
1144  success of that, which Congress can still do, 1 think is
1145 critically important.

1146 Mr. {Walden.} All right. Thank you very much and 1
1147 yield back the deficit balance of my time.

1148 Mr. {Latta.} The chairman is so recognized. The chair
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1149 now recognizes the gentlelady from California and the ranking
1150 member, Ms. Eshoo, for 5 minutes.

1151 Ms. {Eshoo.} Thank you, Mr. Chairman. It is nice to
1152 see you iIn the chairman seat, and you are always a gentleman
1153 and 1 appreciate that.

1154 Mr. {Walden.} Reserving the right to object.

1155 Ms. {Eshoo.} Well, the same applies to you Mr.

1156 Chairman. The same applies to you. Not to worry, not to
1157 worry. Thank you to all the witnhesses. Let"s see, two,

1158 four, six, seven people have, you know, each In your own way
1159 have come iIn with something that has some refinement to it
1160 that helps to not necessarily bring closure but get us to
1161 focus on the areas that are really important for us to focus
1162 on when it comes to a public role of national security and
1163 the integrity of the supply chain. So I thank you.

1164 I have a lot of questions. Let me start with--and Mr.
1165 Lindquist is probably not going to be surprised with the

1166 Electronic Warfare Associates, that is quite a name. Warfare
1167 Associates. How about Peace-fare Associates? But | guess
1168 that doesn"t work as well. Now, I understand that your

1169 company vetted Huawei"s equipment and you gave it your seal
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1170 of approval. 1 might add that the more 1 have heard

1171 witnesses speak, the more 1 think the government really needs
1172 to have some kind of list of essentially a good housekeeping
1173 seal of approval on it because small companies especially
1174 really need to have some help and direction so that they are
1175 not caught in some kind of seamless web.

1176 But can you explain the service you provided Huawei and
1177 what ongoing monitoring you have conducted to maintain your
1178 certainty that their equipment is safe to use? And did

1179 Huawei pay you for this? And, 1 mean, if they did, you know,
1180 1 don"t know where that places the veracity of the report. |1
1181 mean, it could be--1 am not saying that is--but it could be
1182 the equivalent of what happened on Wall Street when the

1183 rating agencies were paid to give some of these, you know,
1184 too-big-to-fail great, great ratings. But they paid for

1185 them. And so, you know, in the aftermath and the rubble of
1186 the aftermath, that didn"t sound so good. It didn"t feel so
1187 good and really wreaked a lot of havoc. Did Huawei pay you
1188 for the report? And then the rest of my question.

1189 Mr. {Lindquist.} First of all no, Huawei did not pay

1190 for--
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1191 Ms. {Eshoo.} You did this voluntarily for them?

1192 Mr. {Lindquist.} No, the telecommunications carrier
1193 paid for it.

1194 Ms. {Eshoo.} And who was that?

1195 Mr. {Lindquist.} 1 am not at liberty to disclose that
1196 because we have an NDA with them. [If 1 get their permission,

1197 1 can tell you easily who 1t is.

1198 Ms. {Eshoo.} | see. That is interesting.

1199 Mr. {Lindquist.} But it is one of the major--

1200 Ms. {Eshoo.} Um-hum.

1201 Mr. {Lindquist.} --telecommunications companies. And--
1202 Ms. {Eshoo.} An American telecommunications company?
1203 Mr. {Lindquist.} American telecommunications company.
1204 Ms. {Eshoo.} Um-hum.

1205 Mr. {Lindquist.} Secondly--

1206 Ms. {Eshoo.} Can you tell us this? Is it an American

1207 telecommunications company that buys equipment from Huawei?
1208 Mr. {Lindquist.} They are iIn the process of doing that.
1209 The equipment, in answer the second part of your question--
1210 Ms. {Eshoo.} Um-hum.

1211 Mr. {Lindquist.} --we are in the process of evaluating
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1212 their system. The evaluation is by no means complete and we
1213 are only evaluating the radio area network portion of it.
1214 There are numerous reports. We do not give a seal of

1215 approval. What we do is take the known threats and we have
1216 very good access through some of our work within the

1217 government to the agreed list of cyber threats and what--
1218 Ms. {Eshoo.} Well, do you get your information from the
1219 intelligence community or Homeland Security?

1220 Mr. {Lindquist.} The intelligence community.

1221 Ms. {Eshoo.} This is so iInteresting. So you do a

1222  report that vets Huawei, who wants to more than get a toehold
1223 which have for years and it is very public and deeply

1224 concerned about. You are paid by an American major

1225 telecommunications corporation that is looking to buy

1226 Huawei®"s equipment and you work with the intelligence

1227 community to see with the shortfalls are and vet it and say
1228 that the equipment i1s terrific for the American market. Have
1229 1 gotten that straight?

1230 Mr. {Lindquist.} Well, except that we don"t say it Is
1231  terrific or--

1232 Ms. {Eshoo.} What did you say?
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1233 Mr. {Lindquist.} What we do say is what we looked at
1234 and what we found, and if we found things, what corrections
1235 were made.

1236 Ms. {Eshoo.} I see. See, my issue on all of this is
1237 not whether their equipment is good or not. That is not the
1238 point. The point is is that our infrastructure iIs so

1239 precious to this country and 1t iIs a part of our national
1240 security. There is no question about it. And so does it
1241 pose a threat? If so, how? You know, maybe they make some
1242 of the best equipment in the world but that is not my point.
1243 That is not my point at all. So i1t is interesting what you
1244  just said.

1245 And let me ask all the witnesses and you can just give
1246 me a yes or no. Should there be transparency requirements,
1247  including divestments in state ownership placed on companies
1248 seeking to sell telecommunications infrastructure equipment
1249 to U.S. network providers? And should this be a U.S. or an

1250 international standard? Maybe it Is hard to answer yes or no

1251 but--
1252 Mr. {Goldstein.} 1 don"t think I can give you a yes or
1253 no, ma“am. 1 think, particularly from our perspective, we
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1254 didn"t look at those issues specifically. It 1s something we

1255 are happy to talk to staff about.

1256 Ms. {Eshoo.} I want to thank you for your work, too.
1257 Mr. {Goldstein.} Thank you.

1258 Ms. {Eshoo.} Um-hum.

1259 Mr. {Baker.} 1 do think that as we adjust to a world

1260 where there really are no telecommunications integrators in
1261 the United States, we need authority to ask for quite a bit

1262 of information from the people--

1263 Ms. {Eshoo.} Um-hum.

1264 Mr. {Baker.} --who are supplying that technology.
1265 Ms. {Eshoo.} Thank you.

1266 Ms. {Bisceglie.} 1 absolutely agree. 1 think

1267 transparency is the key and you liken it to--if you look at
1268 what is happening with the pharmaceutical agencies within
1269 your actual State--

1270 Ms. {Eshoo.} Um-hum.

1271 Ms. {Bisceglie.} --that the pharmaceutical law, the E-
1272 Pedigree law of 2015 that has everybody looking at

1273 transparency, | think there are lessons to be learned there.

1274 Ms. {Eshoo.} Um-hum. Okay.
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1275 Mr. {Dix.} Transparency i1s important and having a
1276 standard that provides certification and accreditation a
1277 whitelisting type of opportunity would be very valuable to
1278 this process.

1279 Ms. {Eshoo.} Thank you.

1280 Mr. {Rothenstein.} Yes, we would agree. We would
1281 support some level of transparency and 1 think, frankly,
1282 Ranking Member Eshoo, you hit the nail on the head. It is
1283 less about the U.S. Government and about the large service

1284 providers who have a lot of know-how--

1285 Ms. {Eshoo.} Um-hum.
1286 Mr. {Rothenstein.} --the resources, and are knowing
1287 smart buyers of telecom equipment understand the risks. It

1288 1s more about other critical infrastructure owners and

1289 operators, the alternative operators, the enterprises who may
1290 not have the same level of understanding and resources where
1291 the transparency really is going to be important.

1292 Ms. {Eshoo.} It i1s helpful. Um-hum.

1293 Mr. {Lindquist.} As | said earlier, 1 would reiterate
1294  transparency is important. That is why in the process that

1295 we implement we are looking at all the design documentation

73



This is a preliminary, unedited transcript. The statements within may be
inaccurate, incomplete, or misattributed to the speaker. A link to the final,
official transcript will be posted on the Committee’s website as soon as it is
available.

1296 behind the various systems to ensure that there is no

1297 inexplicable capability or functionality within the system.
1298 Mr. {Garfield.} 1 work in the tech sector so, of

1299 course, we believe In transparency. | don®"t have an answer
1300 as it relates specifically to this issue.

1301 Ms. {Eshoo.} Thank you. Thank you, Mr. Chairman, for
1302 your patience. Thank you to all the witnesses.

1303 Mr. {Latta.} Thank you very much. The gentlelady

1304 yields back and the chair recognizes himself now for 5

1305 minutes.

1306 And if I could start with Mr. Goldstein, I found i1t kind
1307 of interesting in your testimony on page 5 where you state
1308 that other countries such as Australia, India, and the United
1309 Kingdom are similarly concerned about emerging threats to the
1310 commercial communication networks posed by the global supply
1311 chain, have taken actions to improve their ability to address
1312 this security challenge. What exactly have those three

1313 countries done?

1314 Mr. {Goldstein.} There are three countries--there are
1315 many others--

1316 Mr. {Latta.} Right.
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1317 Mr. {Goldstein.} --that we don"t get into here. But
1318 Australia has developed a regulatory reform proposal that
1319 they expect to put in place shortly that would allow the

1320 government to have more authority to examine what companies
1321 are doing, what they are buying, how they document their

1322 purchases, take a look to make sure that those companies are
1323 competent In putting networks together, and i1if the government
1324 does not feel that they are doing it in a way that can be
1325 secured, that they can ask them to do more. They can require
1326 them to do more than they are doing and it has enforcement
1327 powers and potential to find those companies that don"t do
1328 1t. That is a proposal that is likely to pass soon.

1329 India has a very similar reform program in place. Where
1330 it differs is that they have also proposed requiring--

1331 certainly encouraging and in many cases requiring much of
1332 their equipment to be made and tested in the country and

1333 could not be obtained elsewhere. That particular part of the
1334 proposal has been put on hold because the United States and
1335 some other countries have objected because of potential

1336 barriers to trade.

1337 And the United Kingdom has put in place a very similar
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1338 program to the one that Australia iIs now contemplating to
1339 have a greater regulatory review over the practices and

1340 actions of companies putting networks in place, which also
1341 has authorities for them to go in and look very specifically
1342 at what they have done and how they are going to get

1343 assurance that those are secure networks, as well as to be
1344 able to enforce actions that they feel would be necessary if

1345 those companies did not do as much as they probably should be

1346 doing.

1347 Mr. {Latta.} Thank you.

1348 Mr. Rothenstein, if 1 could turn to your written

1349 testimony. 1 thought i1t kind of interesting where you had

1350 also had mentioned that in 2011 your company had made a

1351 conscious decision to gradually exit key elements of your
1352 supply chain from China. And at the time over 1/5 of your
1353 global chain at that time originated in China. You go on to
1354 state that, you know, you are looking at other jurisdictions
1355 that you are moving into now In Mexico and Thailand. 1 am
1356 just curious. How is that working out, and what have you
1357 found so far with that transition?

1358 Mr. {Rothenstein.} So iIn terms of the actual specific--
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1359 so you are right. About 20 percent at the time of our

1360 manufacturing assembly of our supply chain originated in
1361 China and it is now down to less than 1 percent. And iIn
1362 terms of the procurement to finished to semi-finished

1363 assemblies, that was about 65 to 70 percent of the supply
1364 chain 2 years ago. That is now below 50 percent. The part
1365 that we attacked, as I mentioned iIn my testimony, was that
1366 relating to active or programmable components.

1367 In terms of how it has gone, it has gone very, very
1368 well. We have partnered effectively with two of our long-
1369 standing contract manufacturers In Mexico and one 1in

1370 Thailand. We have improved the velocity of our supply chain.
1371 1t is a lot quicker to get equipment to our key North

1372 American market when you are driving it by truck over the
1373 border as opposed to the slow boat from China. We have been
1374 able to essentially achieve cost parity in terms of labor
1375 rates and landed cost rates largely because those contract
1376 manufacturers had existing facilities in those locations.
1377 And as a result of that, we have been able to, iIn

1378 addition to velocity maintaining cost parity, we have gotten

1379 tremendous positive feedback from our customer base In terms
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1380 of that supply chain strategy. They viewed very positively
1381 our thought process, our decision, and they have given us
1382 direct feedback that they view with a greater level of

1383 comfort, security, and assuredness of the risk profile of our
1384 equipment to their networks.

1385 Mr. {Latta.} And in the balance of my last 27 seconds
1386 1f 1 could turn to Mr. Lindquist, what are the different

1387 challenges in protecting the software and hardware supply
1388 chain and is one more vulnerable than the other?

1389 Mr. {Lindquist.} What are the different challenges in
1390 protecting i1t?

1391 Mr. {Latta.} In protecting the software and hardware
1392 supply chains and is one more vulnerable than the other?

1393 Mr. {Lindquist.} 1 think the current state of affairs--
1394 and i1t is referring to the second question first--1 think the
1395 software is more vulnerable. | think there are more people
1396 who have perfected techniques for exploiting software than in
1397 the hardware. It is also easier to do at any stage iIn the
1398 process.

1399 And what we are endeavoring to do is to separate the

1400 vendor from the products so that once the system has been
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1401 determined to be secure enough, and there is always some
1402 residual risk, that the vendor no longer has access to that
1403 system to introduce any new malicious capability into the
1404 system.

1405 Mr. {Latta.} Well, thank you very much. And my time

1406 has expired.

1407 And the chair would now recognize the gentleman from
1408 Illinois, Mr. Shimkus, for 5 minutes.
1409 Mr. {Shimkus.} Thank you, Mr. Chairman. Thank you all

1410 for being here. It is a great committee with high-tech

1411 things. 1 always joke that for my colleagues who don®t have
1412 teenagers, then the government ought to issue them one

1413 because that helps you figure out how this stuff works.

1414 The hearing this morning was on cyber security, too,

1415 with the electric grid and the like. So we had a little

1416 debate about the cloud, which 1 understand are server farms
1417 and that brings some, especially when the government is

1418 contracting. And my son and 1 are together on concerns about
1419 the cloud. You know, everybody thinks it is--but, you know,
1420 there are some issues there, cyber security and especially if

1421 the government is being involved and really contracting that
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1422  space.

1423 We differ on CISPA and we have had numerous debates. So
1424 the last time we cast the vote 1 was home that next morning
1425 and he comes into the room and he is all grouchy and he is
1426 reading all of his iInternet stuff. And he says | don"t have
1427 to ask how you voted on CISPA, Dad. |1 know how you voted--
1428 which I supported. And he was none too pleased.

1429 But my debate or discussion with him is information-
1430 sharing, really on the code system so you could have

1431 firewalls. And if our intel communities or you guys know
1432 something is crazy going on out there, you can build a

1433 fTirewall. At least you have an idea of what you might

1434  expect.

1435 So, Mr. Garfield, 1 don"t know if it was iIn your

1436 statement but in question-and-answers you also talked about
1437 information-sharing. And were you referring to that in the
1438 supply chain debate that we are having here, that there ought
1439 to be information-sharing like we would have in firewall

1440 protection a la like CISPA?

1441 Mr. {Garfield.} Yes is the simple answer. Information-

1442 sharing and passing of risk mitigation information is
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1443 critical to protecting our cyber security generally but also
1444  for risk assurance iIn the context of supply chains as well.
1445 And so, | think, moving CISPA and the information components
1446 of that was critically important in getting and through the
1447 Senate is critically important--

1448 Mr. {Shimkus.} But the CISPA bill that we are passing--
1449 you know, correct me 1f 1 am wrong--1 thought i1t was just on
1450 code. Was it also on the supply chain? It could be?

1451 Mr. {Garfield.} Yes, it is around sharing actionable

1452 intelligence--

1453 Mr. {Shimkus.} Here on--
1454 Mr. {Garfield.} --on threats and mitigating threats.
1455 Mr. {Shimkus.} 1 got another good point for my son

1456 then, right? 1 got another good point.

1457 Mr. {Garfield.} You can give him my phone number.

1458 Mr. {Shimkus.} Good. Great. Good, 1 always need a
1459  little help.

1460 And Ms. Bisceglie, SCRM, now, 1 have got a new acronym.
1461 Just what we need, another acronym here in Washington, SCRM,
1462 which was supply chain--

1463 Ms. {Bisceglie.} Risk management.
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1464 Mr. {Shimkus.} --risk management, which i1s all tied
1465 into this. 1 want to follow up with you on this cost

1466 pressure issue that you raised and how do you think we can
1467 really address 1t? 1 mean if you really want to make sure
1468 that your equipment is secure, you are willing to pay for it,
1469 but 1f you are In a competitive, very fast-moving

1470 technological field and you want to get market entry and you
1471 want to have a low-cost provider, there is risk involved in
1472  that, correct?

1473 Ms. {Bisceglie.} There is, and actually, that is when
1474  the chairman asked his question earlier when we talked about
1475 putting a framework in place, something that is repeatable
1476 and scalable. 1 personally think that i1s the key, an effort
1477 to keep the acquisition costs down, because 1 totally

1478 understand the need to get procurements done faster,

1479 technology to the street faster, and into users® hands

1480 faster. But unless we have ways of understanding what our
1481 organizational risk tolerance is so that we know what

1482 protectionisms we already have iIn place, 1t 1Is going to be
1483 very difficult to really take risky endeavors like you are

1484 mentioning.
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1485 Mr. {Shimkus.} And 1 was also caught by the whole

1486 debate. There was a pharmaceutical reference which we are
1487 involved with and the Track-and-Trace legislation--

1488 Ms. {Bisceglie.} Um-hum.

1489 Mr. {Shimkus.} --in maybe some States. Just for the
1490 record, when some States move to a very controlled systenm,
1491 they have to then postpone the enactment date because they
1492 can"t do i1t--

1493 Ms. {Bisceglie.} Um-hum.

1494 Mr. {Shimkus.} --in that time, which then would affect
1495 the market in delivery of goods and services. So the

1496 question is--because what the chairman said to begin with
1497 was, First do no harm.

1498 Ms. {Bisceglie.} Um-hum.

1499 Mr. {Shimkus.} So does the Executive Order and its
1500 process have the opportunity to do harm in this process?
1501 Does anyone want to comment? |Is there a concern that the
1502 Executive Order and this rollout and their involvement has an
1503 opportunity to do harm? Mr. Garfield?

1504 Mr. {Garfield.} Yes, there is always risk, right? We

1505 are in the business of risk mitigation but overall our view
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1506 1s that the Executive Order actually creates a framework that
1507 advances the ball in a very positive way. The fundamental
1508 question for us is how can Congress complement that and that
1509 is what I tried to articulate in talking about the things
1510 that Congress can do to ensure it continues to move iIn a

1511 positive direction.

1512 Mr. {Shimkus.} Mr. Chairman, my time is up but I think
1513 there are a couple more that want to comment.

1514 Mr. {Dix.} I would just add many of us want to approach
1515 the answer to that question with an open mind, but we are
1516 taking a wait-and-see approach because i1t is not at the

1517 endgame yet and there are opportunities along the way for

1518 this not to be as good as i1t might be.

1519 Mr. {Shimkus.} Always good to trust but verify.
1520 Mr. {Dix.} Yes, sir.
1521 Mr. {Shimkus.} If no one else wants to jump in, I yield

1522 back my time. Thank you, Mr. Chairman.

1523 Mr. {Walden.} Thank you. Now, I will turn to the
1524 gentleman from Colorado, Mr. Gardner, for 5 minutes.

1525 Mr. {Gardner.} Thank you, Mr. Chairman, and thank you

1526 to the witnesses for joining us today.
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1527 And, Mr. Baker, 1 will direct this question to you.

1528 Questions raised by foreign-directed cyber attacks on U.S.
1529 institutions suggest that the United States Government must
1530 give careful consideration to how the national security

1531 interests are controlled, monitored, and regulated. How

1532 concerned should we be by the prospect that any critical

1533 infrastructure provider that serves the core of our national
1534 security interests could come under foreign control and

1535 therefore outside the supervision of the U.S. Government?
1536 Mr. {Baker.} We have to be concerned about that. It is
1537 not likely that we will be able to stop globalization of this
1538 i1ndustry so the idea that we can simply say no I think is not
1539 realistic. But we have to then put in place transparency and
1540 regulatory authority that makes sure that those companies do
1541 not serve other nations® interests when they supply us with
1542 that equipment.

1543 Mr. {Gardner.} And in keeping those kinds of concerns
1544  in mind--and we have seen in the past the mergers of U.S.

1545 companies with foreign companies--what are some of the

1546 national security implications of such a purchase then?

1547 Mr. {Baker.} So I did this a lot when I was at DHS and
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1548 i1ndeed when I was at NSA. In the telecommunications industry
1549 we have a well-developed set of rules in which we negotiate a
1550 mitigation agreement with the buyer if the buyer is a foreign
1551 buyer, which gives us some control. It is not perfect by any
1552 means, and 1 am often unenthusiastic about the results. But
1553 1t i1s the tool that we have.

1554 In the context of companies selling products to the

1555 United States, we have none of those controls unless they
1556 actually buy a U.S. company so that any company can sell

1557 products into our critical infrastructure without any

1558 regulation or transparency. It is only when they try to buy
1559 a U.S. company that we have any authority at all.

1560 Mr. {Gardner.} Reports of stories of foreign-directed
1561 cyber attacks against U.S. institutions provoke difficult
1562 questions about the control reaching oversight of the United
1563 States national security interests. Do you agree that the
1564 1dea of surrendering control of a critical infrastructure
1565 provider like Sprint to a foreign entity Softbank beyond full
1566 U.S. oversight deserves very careful consideration and should
1567 not be hurried?

1568 Mr. {Baker.} It certainly deserves careful
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1569 consideration. | would point out, as I answered to the last
1570 question, for many the security agencies there will be a

1571 temptation to say the only way we will be able to tell Sprint
1572 the products they can buy, what they can have in their

1573 infrastructure, is 1T we enter into a negotiated agreement.
1574 That i1s a negotiated agreement with a foreign buyer. They
1575 have no authority at all in the other context so it Is an odd
1576 set, currently, of iIncentives for the U.S. Government in

1577 which they might actually have more regulatory authority if
1578 they let the transaction go through.

1579 Mr. {Gardner.} You mentioned in your testimony a little
1580 bit about CFIUS, whether it i1s adequate or not. That 1is

1581 relied on by Congress, by the FCC. Where are the pitfalls?
1582 What are the problems?

1583 Mr. {Baker.} The problem is that if you want to

1584 introduce products that are not reliable into the U.S.

1585 market, you can just walk in and start taking orders. Even
1586 1Ff it is going right into the core of the telecommunications
1587 1ndustry, there is no authority anywhere in the U.S.

1588 Government to say no to that today. Only if unreliable buyer

1589 or seller actually tries to acquire a U.S. company is there
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1590 any authority at all.

1591 Team Telecom at the FCC has some authority over foreign

1592 carriers but not over foreign suppliers of equipment. CFIUS
1593 gives authority only over buyers of U.S. companies. So there
1594 is a real regulatory gap there with respect to some of this

1595 equipment that we have not yet found a solution for.

1596 Mr. {Garfield.} May I weigh In on this?
1597 Mr. {Gardner.} Please.
1598 Mr. {Garfield.} 1 think we have to be exceptionally

1599 careful about developing prophylactic rules around private
1600 sector agreements as i1t relates to supply chain assurances.
1601 India was used as a reference earlier in talking about an
1602 example of countries moving In a particular direction. There
1603 are a whole host of companies that | represent in the

1604 technology sector that are being foreclosed from the Indian
1605 market because of those types of rules. And so | just think
1606 that those types of rules have to be carefully calibrated
1607 and, from my perspective, discouraged.

1608 Mr. {Gardner.} Thank you. 1 yield back my time.

1609 Mr. {Walden.} 1 thank the gentleman. 1 thank all of

1610 our witnesses and committee members for their participation
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1611 today, really a superb panel of witnesses. Your information
1612 that you shared has been very, very valuable. Your written
1613 testimony is helpful to us and to our staffs as we wrestle
1614 with this issue going forward iIn protecting the country and
1615 trying also not to stifle innovation and technology being
1616 developed In America. So we have got to get this right. And
1617 your depths of experience and your willingness to come here
1618 and share that with us iIs a great benefit to the American
1619 people. And so we thank you for your participation; we thank
1620 you for your assistance.

1621 And the record will remain open for additional

1622 questions, I am sure. And we hope that you will accept our
1623 invitation to work with us even further as we go forward. We
1624 want to get this right. So thank you very much. With that,
1625 the Subcommittee stands adjourned.

1626 [Whereupon, at 4:12 p.m., the Subcommittee was

1627 adjourned.]

89



