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Dear Mr. Reiner:

Thank you for appearing before the Subcommittee on Oversight and Investigations on
Wednesday, July 20, 2021, at the hearing entitled “Stopping Digital Thieves: The Growing
Threat of Ransomware.” 1 appreciate the time and effort you gave as a witness before the
Committee on Energy and Commerce.

Pursuant to Rule 3 of the Committee on Energy and Commerce, members are permitted
to submit additional questions to the witnesses for their responses, which will be included in the
hearing record. Attached are questions directed to you from certain members of the Committee.
In preparing your answers to these questions, please address your response to the member who
has submitted the questions in the space provided.

To facilitate the printing of the hearing record, please submit your responses to these
questions no later than the close of business on Monday, September 13, 2021. As previously
noted, this transmittal letter and your responses will all be included in the hearing record. Your
written responses should be transmitted by e-mail in the Word document provided to Austin
Flack, Policy Analyst, at austin.flack@mail.house.gov. To help in maintaining the proper format
for hearing records, please use the document provided to complete your responses.
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Thank you for your prompt attention to this request. If you need additional information
or have other questions, please contact Austin Flack with the Committee staff at (202) 225-2927.

Sincerely,

g (%.u.vf

Frank Pallone, Jr.
Chairman

Attachment
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CC:

The Honorable Cathy McMorris Rodgers
Ranking Member
Committee on Energy and Commerce

The Honorable Diana DeGette
Chair
Subcommittee on Oversight and Investigations

The Honorable H. Morgan Griffith
Ranking Member
Subcommittee on Oversight and Investigations
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Attachment—Additional Questions for the Record

Subcommittee on Oversight and Investigations
Hearing on
“Stopping Digital Thieves: The Growing Threat of Ransomware”
July 20, 2021

Mr. Philip Reiner, Chief Executive Officer, Institute for Security and Technology

The Honorable Frank Pallone, Jr. (D-NJ)

1. The Department of Homeland Security, FBI, and other law enforcement assist with

incident response, but I would like to understand whether we are providing victims the
variety of resources needed beyond traditional law enforcement, such as technical
expertise, recovery strategies, best practices on how to deal with the malicious actors,
and other resources that may be required in order to ensure continuity of operations.

a. What more do you think the U.S. government can and should be providing to
victims of ransomware attacks?

b. Do you have any recommendations for actions Congress may take in order to
assist in those efforts?

The Honorable Diana DeGette (D-CO)

1. I am encouraged by the actions the Biden Administration has taken thus far, including

the announcement of forthcoming cybersecurity performance goals for critical
infrastructure and the formalization of the Industrial Control System Cybersecurity
Initiative. Given the critical role the private sector plays in both the operation and
security of our critical infrastructure, I would like to hear your take on its response to
these threats and to the initiatives and requirements being announced by DHS and
other agencies. How do you rate private industry’s response thus far and is there
anything Congress can be doing to further incentivize the private sector to take these
threats seriously?

The Honorable Gary Palmer (R-AL)

1. Thank you for your leadership in directing the IST Ransomware Task Force and the

excellent report that you produced. I feel that many of your recommendations helped
to shape the StopRansomware.gov website and the excellent educational materials
provided there. However, there is one area that your task force was bold enough to
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address that is entirely missing from the StopRansomware website, and that is the area
of Cyber Insurance and Ransomware Payments. I can’t find any guidance at
StopRansomware.gov that tells me How To Pay a Ransom and Where To Report a
Payment. Does the Task Force agree that failing to discuss this and give guidance will
make the problem go away?

. We know that the best way to track payments is through more information about

payments that have been made. Could you speak to that point — what specifically are
you recommending to “disrupt the system that facilitates the payment of ransom?”
And should reporting those ransom payments be mandatory?



