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Computer and Network Security, Cryptographic Algorithms, Applications of Cryptography,
Secure Hardware, Privacy, Public Policy.

Education

Princeton University, Ph.D., Computer Science, January 1993.
Thesis: Caching in Large-Scale Distributed File Systems

Princeton University, M.A., Computer Science, June 1989.
Columbia University, M.S., Computer Science, May 1988.

City University of New York (CUNY Baccalaureate / Hunter College) B.S., Summa Cum
Laude, January 1986.

Professional Experience

University of Pennsylvania, Philadelphia, PA. January 2004 — Present. Associate Professor
of Computer and Information Sciences. Conduct research and graduate and undergraduate
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ATET Bell Laboratories / ATET Research, NJ. September 1992 — December 2003. Research
Consultant / Distinguished Member of Technical Staff. Conducted research in cryptology and
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of Secure Systems Research Department, which has grown to include eight researchers. Served
as technical advisor to AT&T management and various government and legislative offices on
cryptology and network security policy.

University of Pennsylvania, Philadelphia, PA. June 1998 — December 2003. Adjunct Associate
Professor of Computer and Information Sciences. Conducted graduate courses in security and
cryptography; thesis advisor for PhD students.

Columbia University, New York, NY. January 1994 — May 1997. Adjunct Faculty in Com-
puter Science. Conducted graduate courses in secure systems and computer networking.

Bellcore, Morristown, NJ. July 1986 — September 1988. Summer Member of Technical Staff
and Consultant.

Hunter College, New York, NY. February 1986 — June 1988. Adjunct Lecturer of Computer
Science.
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Petitioned for and Granted DMCA exemption to permit software security research, US Copy-
right Office, Library of Congress, 2015.

Gave written and oral testimony before the Committee on Government Reform, US House of
Representatives. April 2015.

Special consultant to the US Federal Trade Commission. 2014-present.

Gave written and oral testimony before the Committee on the Judiciary, US House of Rep-
resentatives. April 2013.

Gave written testimony before the Committee on the Judiciary, U.S. Senate. July, 2011.

Gave written and oral testimony before the Subcommittee on the Constitution, Civil Rights
and Civil Liberties, Committee on the Judiciary, U.S. House of Representatives. June, 2010.

Steering Committee, USENIX Security conference. 2012-present.
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Review Team Leader, Ohio Review of ES&S Voting system, 2007-2008.

Review Team Leader, California “Top to Bottom Review” of Sequoia Voting System source
code, 2007.

Panel member, National Academy of Sciences / National Research Council study on the FBI
Trilogy system, 2003-2004.
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Featured on Last Week Tonight with John Oliver, March 2016.
Profiled in Politico (“The Crypto Warrior”), December 2015.
Named and profiled among 2015 “Internet Hereos” by Daily Dot.
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cluding the New York Times, Washington Post, The Economist, etc.
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Blaze, M. “Cryptography is not Security.” Appeared as “Afterward” in Schneier, B.
Applied Cryptography, 2/e. Wiley, 1996.

Blaze, M. “Protocol Failure in the Escrowed Encryption Standard.” In Building in Big
Brother. L. Hoffman, ed. Springer, 1995..
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Cronin, E., Sherr, M. and Blaze, M. “On the Reliability of Current Generation Network
Eavesdropping Tools.” International Journal of Security and Networks. 3(2):103-113,
2008.

Bellovin, S., Blaze, M., Diffie, W., Landau S., Neumann, P., and Rexford, J. Internal
Surveillance, External Risks. Communications of the ACM. Vol. 50, No. 12, December
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Mechanical Locks.” IEEFE Security and Privacy. March-April 2003.

Blaze, M., Ioannidis, J, Keromytis, A. “Trust Management for IPsec.” ACM Transac-
tions on Information and System Security (TISSEC). vol. 5, no. 2, pp. 1 - 24, May
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Blaze, M., Lacy, J., London, T.B., and Reiter, M. “Issues and Mechanisms for Trust-
worthy Systems: Creating Transparent Mistrust.” AT&T Tech. J. September/October
1994.
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. S. Clark, M. Collis, M. Blaze and J. Smith. Moving Targets: Security and Rapid Release

in Firefox. ACM CCS 201/. November 2014.

. A. Aviv, B. Sapp, M. Blaze and J. Smith. Practicality of Accelerometer Side Channels
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Geographically-Routed Human Movement Networks. ESORICS 2012. September 2012.

. S. Clark, C. Wacek, M. Blaze, B. Loo, M. Sherr, C. Shields, J. Smith. Collaborative
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