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 The Subcommittee on Oversight and Investigations will hold a hearing on Friday, 

February 12, 2015, at 9:00 a.m. in 2123 Rayburn House Office Building, entitled “Outbreaks, 

Attacks, and Accidents: Combatting Biological Threats.”  The Subcommittee will hear testimony 

from members of the Blue Ribbon Study Panel on Biodefense and other experts on (a) the 

current threat of natural, intentional, and accidental biological events against the United States, 

(b) the extent of our preparedness for such an event,  (c) the need to modernize our approach to 

biodefense preparedness, including addressing the lack of leadership on the issue within the 

Federal government, and (d) other specific recommendations by the Blue Ribbon Panel that fall 

within the jurisdiction of the Energy and Commerce Committee. 

 

I. WITNESSES 

 

 Donna Shalala, Panel Member, Blue Ribbon Study Panel on Biodefense; 

 

 James Greenwood, Panel Member, Blue Ribbon Study Panel on Biodefense; 

 

 Tara O’Toole, M.D., M.P.H., Senior Fellow and Executive Vice President, In-Q-Tel; 

 

 Gerald Parker, D.V.M., Ph.D., M.S., Associate Vice President, Public Health 

Preparedness and Response, Center for Innovation in Advanced Development and 

Manufacturing, Texas A&M University.  

 

II. BACKGROUND 

 

a. The Blue Ribbon Study Panel on Biodefense Report 

 

The Blue Ribbon Study Panel on Biodefense (Panel) was established in 2014 to assess 

gaps and provide recommendations to improve U.S. biodefense.  The Panel, chaired by Senator 

Joe Lieberman and Secretary Tom Ridge, charged itself with this work and did not receive a 

commission from Congress or the President.  The Panel held a series of public hearings, hearing 

from experts at all levels of government, industry, academia, and advocacy, before issuing its 

report in October 2015.    
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The Panel’s report makes clear that this threat is not new.  In fact, many of their 

recommendations are based on previous recommendations made by earlier panels or 

commissions.  For example: 

 

 The U.S. Commission on National Security/21st Century, also known as the Hart-

Rudman Commission, “recognized the potential for epidemics to become pandemics and 

the dual-use nature of scientific discoveries.”
1
 

 

 The Commission on Terrorist Attacks on the United States, also known as the 9/11 

Commission, “posited that more than two dozen terrorist groups were pursuing biological 

materials but that high-level government leaders were expressing various levels of 

concern regarding this threat.”
2
 

 

 The Commission on the Intelligence Capabilities of the United States Regarding 

Weapons of Mass Destruction echoed the concerns of the earlier commissions and 

“described in excruciating detail the failings and weaknesses of the [Intelligence 

Community] regarding the biological threat.”
3
 

 

 The Commission on the Prevention of Weapons of Mass Destruction Proliferation and 

Terrorism “determined that the priority placed on addressing the biological threat was too 

low to ensure national security.”
4
 

 

Many of the Panel’s recommendations—33 in all—address the need for a comprehensive 

plan for biodefense with a clear leader.  Better leadership is needed to achieve coordination and 

accountability, improve collaboration, and drive innovation across the numerous biodefense 

programs in the Federal government in particular. 

 

Unlike previous commissions, the Blue Ribbon Panel does not plan to disband now that 

their report has been released.  This year, the Panel will begin assessing the government’s 

implementation of its recommendations.  The Panel also plans to begin an agency-by-agency 

review the United States’ biodefense preparedness, which will be more specific than the 

overview assessment discussed in the Panel’s report.  

 

i. The Threat of Natural and Intentional Biological Events  

 

The Panel believes that the biological threat to the United States—including natural and 

intentional incidents—is growing.  Our understanding of, and response to, the threat must be 

elevated accordingly. 

 

                                                            
1 Bipartisan Report of the Blue Ribbon Study Panel on Biodefense, A National Blueprint for Biodefense: Leadership 

and Major Reform Needed to Optimize Efforts 5 (Oct. 2015) [hereinafter Panel Report]. 
2 Id. 
3 Id. 
4 Id. 
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Pandemic and other highly pathogenic or emerging diseases are occurring with greater 

frequency and spreading more quickly throughout the world.  The same mosquito, for example, 

spreads the Zika, Dengue fever, and Chikungunya viruses.  These diseases do not just affect the 

human population.  Naturally occurring diseases also have an impact on livestock, crops, and 

dairy or produce supplies.  

 

Since 2002, the world has seen outbreaks of severe acute respiratory syndrome (SARS), 

Chikungunya, Zika, cholera, influenza, measles, Ebola, and Middle East respiratory syndrome 

(MERS).  Most of these outbreaks have occurred since 2008.
5
  Appendix 1, a timeline of 

outbreaks since 2002, demonstrates the increasing frequency of infectious disease outbreaks, 

epidemics, and pandemics.  As noted by the Commission on a Global Health Risk Framework, 

the rate of emergence of new infectious diseases appears to be increasing.
6
  This seems to be the 

result of the following factors: greater probability of zoonotic (animal to human) transmission 

because of increased population and consequently greater human-wildlife interaction and 

increased livestock production, and ever-increasing global trade and travel.
7
 

 

With respect to the intentional (e.g., terrorist) threat, it is easier for nation states and 

terrorists to obtain the resources necessary to produce biological weapons than ever before.  

Further, given in part the ease with which one can obtain these resources, it is difficult for the 

intelligence community to collect, analyze, and produce intelligence about biological threats.  

Former Representative Mike Rogers who chaired the House Permanent Select Committee on 

Intelligence told the Panel, “the longer [terrorist groups] have freedom of operation in any space 

that contains those kinds of elements, I think that’s dangerous to the United States and our 

European allies.”
8
  Many groups, including terrorist organizations, domestic militia groups, and 

lone wolves, have expressed the intent to use and have shown some capability to develop 

biological weapons.  While events of this nature have previously been described as “low 

probability-high consequence,” the better classification of likehood and consequence today is 

“indeterminate.”
9
   

 

A recent report published by Gryphon Scientific for an NIH advisory committee details 

terrorist and extremist events tied to biological warfare since 1972.  With respect to the 

capabilities of transnational terrorist groups in particular, Gryphon Scientific found that the 

groups are “well-funded, well-organized, well-armed, and highly motivated . . . .They are 

capable of orchestrating complex attacks and have suitable resources to orchestrate long-term 

plots . . . . They may have a chemical or biological weapons program involving scientifically 

trained individuals . . . .”
10

  Appendix 2, a timeline of bioterror events since 1972 and currently 

designated foreign terrorist organizations, shows the historical progression of bioterror attacks 

and the large number of groups who may attempt to procure biological weapons.  This historical 

information, coupled with the “indeterminate” risk assessment, demonstrates that the likelihood 

of such an attack is not as remote as one would hope. 

                                                            
5 Sands, et al., The Neglected Dimension of Global Security—A Framework for Countering Infectious Disease 

Crises, NEW ENGLAND J. OF MEDICINE (Jan. 13, 2016) 
6 Id. at 4. 
7 Id. 
8 Panel Report, supra note 1,, at 4 
9 Briefing by Dr. Tara O’Toole to Committee staff (Feb. 3, 2016). 
10 Gryphon Scientific, Risk and Benefit Analysis of Gain of Function Research 850 (Dec. 2015). 
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With respect to ISIS in particular, recent press reports indicate that ISIS militants are 

seeking biological weapons.  According to non-classified sources, in August 2015, a Syrian rebel 

group reported that they found a laptop belonging to ISIS that included documents on biological 

weaponry.
11

  On October 7, 2015, Brigadier General Maria Gervais, head of the Army’s 

Chemical, Biological, Radiological and Nuclear School stated, “Intelligence has recently 

discovered that ISIS intends to pursue biological agents and is also trying to figure out how to 

weaponized bubonic plague through the use of infected animals.”
12

  In November 2015, ISIS 

executed the head of the Department of Physics at the Department of the University of Mosul, 

reportedly because of his refusal to develop biological weapons.
13

 

 

Nearly all of the pathogens at issue in either a bioterrorism event or a pandemic are 

zoonotic, which means that they reach humans through animals.  Emerging infectious diseases, 

for example, are often first seen in areas where human populations are putting pressure on 

remote wildlife habitats, such as near a rainforest.
14

  Accordingly, the Panel promotes a “One 

Health” approach, utilizing disease surveillance and detection in both human and animal 

populations.   

 

ii. The Need for Leadership and Collaboration on Biodefense Issues 

 

The Panel believes that the lack of leadership and the fractured nature of responsibilities 

on biodefense issues is a major factor in our lack of preparedness for an intentional or natural 

biological event. 

 

Currently, biological responsibilities are spread across numerous departments, agencies, 

and programs.  There is no central leadership in the U.S. government accountable for strategic 

planning, budgeting, or coordination.  The Department of Defense handles biological programs 

related to national security.  The Department of Health and Human Services (HHS) has 

responsibility for biological threats to humans, while the Department of Agriculture (USDA) has 

similar responsibilities for animals and plants. 

 

 Each of the last three Presidents has addressed biodefense staffing differently.  During 

President Clinton’s administration, former Secretary of Health and Human Services Donna 

Shalala detailed an assistant surgeon general from the U.S. Public Health Service to the National 

Security Council.
15

  During the Bush administration, Assistant to the President Tom Ridge 

created a biodefense directorate in the Homeland Security Council staffed with a Special 

                                                            
11 Harold Doornbos & Jenan Moussa, Found: The Islamic State’s Terror Laptop of Doom, FOREIGN POL’Y (Aug. 28, 

2014) (available at http://foreignpolicy.com/2014/08/28/found-the-islamic-states-terror-laptop-of-doom/) (last 

accessed Feb. 5, 2016). 
12 Sarah Sicard, ISIL Determined to Acquire Biological Weapons, NAT’L DEF. MAG. (Oct. 7, 2014) (available at 

http://www.nationaldefensemagazine.org/blog/lists/posts/post.aspx?ID=1632) (last accessed Feb. 5, 2016). 
13 Abdelhak Mamoun, Source: ISIS executes Head of Physics Department for refusing to develop bioweapons in 

Mosul, Iraqi News (Nov. 12, 2015) (available at http://www.iraqinews.com/iraq-war/source-isis-executes-head-

physics-department-refusing-develop-bioweapons-mosul/) (last accessed Feb. 5, 2016). 
14 Briefing by Dr. Tara O’Toole to Committee staff (Feb. 3, 2016). 
15 Panel Report, supra note 1, at 7. 
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Assistant to the President and three additional staffers.
16

  President Obama merged the staffs of 

the National Security Council and the Homeland Security Council, eliminating the biodefense 

office.  Currently, the various biosecurity functions are distributed through the National Security 

Council.  In 2014, President Obama also appointed an Ebola czar, who has since retired, to 

coordinate the Federal government’s response to that crisis from the White House.
17

 

 

 The Panel believes the current biological preparedness and response construct is too 

fragmented to ensure an effective national strategy.  Accordingly, it recommends that biodefense 

be institutionalized in the Office of the Vice President.  In the opinion of the Panel, the Vice 

President should receive the necessary jurisdiction and authority to coordinate the various 

biological groups throughout the federal government, and also receive authority to review and 

advise on all biodefense budgetary issues.
 18

  The Panel further recommends that the Vice 

President establish a biodefense coordination council within the White House and develop, 

implement, and update a comprehensive national strategy for biodefense.
19

 

 

iii. Preparing for a Biological Event 

 

The Panel identified numerous specific areas where the Federal government must 

improve its efforts to implement an end-to-end biodefense system.  According to the Panel, the 

United States “remains unprepared for known, unknown, and unexpected threats.”
20

 

 

 The 2014 Ebola outbreak demonstrated the current state of preparedness for an outbreak.  

Most hospitals were unprepared to handle the disease.  In a departure from normal procedures in 

which the Occupational Safety and Health Administration (OSHA) developed guidelines for 

hospitals, the Centers for Disease Control and Prevention (CDC) instead developed flawed 

guidelines.  The Panel described the overall preparedness at the hospital level: 

 

Flawed guidelines released by the CDC to hospitals (which addressed issues not 

under CDC purview, such as [personal protective equipment] and hospital 

operations), inadequate coordination between CDC and OSHA regarding federal 

messaging and waste management, poor training regarding the implementation of 

the requirements described in those guidelines, and insufficient attention paid to 

some potentially useful hospital disaster plans exacerbated already insufficient 

levels of preparedness.
21

 

 

In the wake of the Ebola outbreak, HHS provided grants to help hospitals better address 

Ebola in the future.  Yet, as the Panel points out, disease-specific funding is inefficient and is not 

the best way to fund preparedness for future attacks—which may or may not involve the same 

pathogen.   

 

                                                            
16 Id. 
17 Id. 
18 Id. at 9. 
19 Id. at 11-15. 
20 Id. at 52. 
21 Id. At 38. 
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Efficiently and effectively preparing for biological events will require innovation in 

several key areas.  Accurate biosurveillance and biodetection capabilities are among the most 

critical elements of an end-to-end approach.  The systems must work quickly—detecting the 

presence of a pathogen in hours, not days.  The Panel recommends that the Federal government 

implement an integrated national biosurveillance capability that works, unlike the numerous 

surveillance and detection systems—including the ineffective BioWatch program—currently in 

use.  Further, this network should share data among the various agencies, including that collected 

by the CDC, USDA, and other entities, and also improve surveillance of animal pathogen data.   

 

BioWatch, a Department of Homeland Security (DHS) biosurveillance program launched 

in 2003, is criticized by the Panel for failing to realize its potential over the last 12 years.  

BioWatch detectors, deployed in a few dozen cities, collect air samples for a select number of 

bioterror pathogens.  The samples are analyzed by non-Federal public health laboratories.  The 

Panel described the limitations of the system: “it relies on winds blowing in optimal directions”; 

“it can take up to 36 hours to alert the possible presence of a pathogen”; “specimens are 

inactivated, preventing determinations of whether live organisms were released”; “it cannot 

differentiate between normal background bacteria and harmful pathogens”; and “it cannot 

identify atypical threats.”
22

  DHS failed to acquire next-generation technology that could have 

reduced time-to-detection to as few as 6 hours, so the program uses the same technology as it did 

upon deployment in 2003.  The Panel recommends that a new, advanced environmental detection 

system be developed to replace BioWatch.  As discussed below, the U.S. Governmental 

Accountability Office (GAO) also recommends that the government in effect end BioWatch.  

 

The development of flexible medical countermeasures will allow for a timely response to 

a number of different scenarios.  While traditional vaccines can address specific threats, 

platforms that allow for rapid vaccine development and production may have the flexibility to 

address as-yet-unknown threats.  The development of rapid diagnostic tests would aid physicians 

in identifying emerging diseases or select agent pathogens.  For example, the availability of such 

a rapid diagnostic test would have significantly improved patient screening during the Ebola 

crisis.  In order to develop new medical countermeasures and rapid diagnostic tests, the Panel 

believes that government research agencies, such as Biomedical Advanced Research and 

Development Authority and the National Institutes of Health, should prioritize innovation over 

incrementalism in research and development. 

 

b. Additional Panel Recommendations Within the Committee’s Jurisdiction 

 

The Blue Ribbon Panel report includes 33 recommendations across the entire 

government.  Many recommendations fall within this Committee’s jurisdiction, including:  

 

 Prioritize emerging and reemerging infectious diseases.  The Panel recommends that 

the Secretary of Health and Human Services, along with the Secretaries of Agriculture 

and Defense, develop a multi-criteria tool to prioritize emerging infectious disease 

threats.
23

   

 

                                                            
22 Id. at 59. 
23 Id. at 21. 
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 Prioritize and align investments in medical countermeasures (MCM) among all 

Federal stakeholders.  Federal agencies must prioritize and budget for the right 

countermeasures, focusing in greater part on specific product goals and end-user needs, 

such as medical countermeasures for specific diseases or pathogens (i.e., Ebola).
24

   

 

 Establish and utilize a standard process to develop and issue clinical infection 

control guidance for biological events.  Federal agencies must standardize the 

development of clinical guidelines before an event occurs, and not change those 

processes in the midst of an event.
25

 

 

 Develop and implement a medical countermeasure response framework.  An 

operational plan to distribute and dispense MCMs could speed the allocation of vaccines 

or other countermeasures from the Strategic National Stockpile or local supplies.
26

 

 

 Allow for forward deployment of Strategic National Stockpile assets.  Providing 

assets to qualified cities in advance is a near-term solution while a broader medical 

countermeasure response framework is developed.
27

  

 

 Harden pathogen and advanced biotechnology information from cyber attacks.  

Databases containing genetic sequences of pathogens, advanced methods for genetic 

engineering, or other biological information may be stored on cloud systems vulnerable 

to cyber attack.
28

 

 

 Review and overhaul the Select Agent Program.  The regulatory regime of the 

program does not fully address underlying issues, including pathogen safety and 

security.
29

 

 

 Address prioritization and funding for influenza preparedness.  The Panel 

recommends that Congress consider providing complementary legislative authorization to 

define and guide pandemic influenza programs.
30

 

 

c. Other Recent Reports on Biopreparedness 

 

Since the Blue Ribbon Panel’s Report was published, several reports published by the 

GAO and one by the DHS Office of Inspector General (OIG) have been released.  Given that 

these reports were released after publication of the Blue Ribbon Report on Biodefense, the Panel 

was not able to consider the findings of these reports and incorporate them into their 

work.  These reports highlight the importance of the work done by the Panel and the 

                                                            
24 Id. at 22. 
25 Id. at 38. 
26 Id. at 43. 
27 Id. at 44. 
28 Id. at 46. 
29 Id. at 60.  
30 Id. at 56. 



Majority Memorandum for February 10, 2016, Subcommittee Oversight and Investigations Hearing 

Page 8 

recommendations that they made.  The findings and recommendations of each report are 

summarized below. 

 

i. BioWatch 

 

On October 23, 2015, GAO released a report entitled, “Biosurveillance: DHS Should Not 

Pursue BioWatch Upgrades or Enhancements Until System Capabilities are Established.”  The 

GAO found that DHS does not have reliable information about BioWatch Generation 2’s (Gen-

2) ability to detect a biological attack and as a result is not able to make informed decisions about 

whether or not we should upgrade the system.  DHS still lacks performance requirements that 

would allow for accurate interpretation of test results and the ability to make conclusions about 

BioWatch’s effectiveness and reliability.  It was also discovered that DHS tested Gen-2 by using 

simulated biothreat agents in a chamber, rather than in real world settings, which limited the 

validity of the results.  Despite all of this uncertainty, DHS took steps to acquire and test a new 

generation for BioWatch, Gen-3.  DHS canceled Gen-3 acquisition in April 2014.  However, 

GAO reports there are components of Gen-3 that could be applied to upgrade Gen-2 rather than 

acquiring a next generation.  As a result of their findings, GAO recommended that DHS wait to 

pursue upgrades to Gen-2 until it can establish the system’s current capabilities with certainty, 

and DHS generally concurred with GAO’s recommendation.
31

   

 

ii. Emerging Animal Diseases 

  

On December 15, 2015, GAO released a report entitled, “Emerging Animal Diseases: 

Actions Needed to Better Position USDA to Address Future Risks.”  The GAO found that the 

USDA failed to take regulatory action during the initial response to the outbreaks of Swine 

Enteric Coronavirus Diseases that started in May 2013, because the agency did not believe that 

such action was necessary.  USDA supported industry-led efforts, but due to a lack of data 

collection, USDA does not have information regarding the location of where the outbreak 

originated.  USDA also acknowledged that they failed to follow their guidance that requires them 

to perform epidemiological investigations at the onset of an outbreak.  Due to USDA’s inaction, 

it is unlikely that we will ever know the source of the disease.  In June 2014, USDA issued an 

order with reporting requirements of newly infected herds.  They have also drafted guidance, but 

the guidance does not include important details involved in a response, such as roles and 

responsibilities.  As a result of their findings, GAO recommended that USDA develop a process 

to help guarantee its guidance for investigation of animal diseases is followed and clarify and 

document how it will respond to emerging diseases.  USDA generally agreed with GAO’s 

recommendations.
32

   

 

iii. Air Travel 

 

On December 16, 2015, GAO released a report entitled, “Air Travel and Communicable 

Diseases: Comprehensive Federal Plan Needed for U.S. Aviation System’s Preparedness.”  The 

                                                            
31 U.S. Gov’t Accountability Office, Biosurveillance: DHS Should Not Pursue BioWatch Upgrades or 

Enhancements Until System Capabilities are Established (Oct. 2015) (GAO-16-99). 
32 U.S. Gov’t Accountability Office, Emerging Animal Diseases: Actions Needed to Better Position USDA to 

Address Future Risks (Dec. 2015) (GAO-16-132). 
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GAO found that all of the airports and airlines that they reviewed during this study have plans in 

place for responding to communicable disease threats.  However, the United States does not have 

a comprehensive national aviation-preparedness plan that would prevent and contain the spread 

of diseases from air travel.  There is not a requirement for U.S. airports and airlines to have 

preparedness plans, therefore it is unknown which airports and airlines have existing 

plans.  While conducting this study, GAO spoke with aviation stakeholders who flagged 

challenges in responding to communicable disease threats and actions they took or would take in 

response; including difficulties sharing timely and accurate information about threats, training, 

and access to equipment that would help them control exposure to communicable diseases.  As a 

result of their findings, GAO recommended that the U.S. Department of Transportation (DOT) 

work with relevant stakeholders to develop a national aviation-preparedness plan for 

communicable diseases.  DOT agreed that a plan is needed, but suggested that public health 

agencies would be more appropriate to lead the effort.  Despite DOT’s reaction to the GAO’s 

recommendation, GAO still believes that DOT would be the most appropriate agency to 

spearhead this work.
33

  

 

iv. Ebola Response 

 

On January 6, 2016, the DHS OIG released a report entitled, “Ebola Response Needs 

Better Coordination, Training, and Execution.”  The DHS OIG found that while the DHS 

responded quickly to put appropriate screenings in place, there was a lack of coordination, 

training, and consistent screening of people entering the United States.  DHS and HHS did not 

establish roles and responsibilities for domestic Ebola screening and as a result, there was weak 

coordination among the relevant agencies, personnel did not receive adequate training, and 

people with exposure risk may have entered into the U.S. without going through the proper 

screening measures.  As a result of their findings, the OIG developed 10 recommendations and 

DHS concurred with all of them.  The recommendations include but are not limited to, specific 

steps to improve coordination with relevant agencies, providing guidance and resources to ports 

of entry, revising training requirements, and updating guidance and screening procedures.  The 

OIG considers 7 of their recommendations resolved and closed, but 3 recommendations require 

additional steps to ensure that they are properly addressed.
34

   

 

III. ISSUES 

 

The following issues will be examined at the hearing: 

 

1. The nature of the current threats against the United States and around the world, 

including intentional, natural, and accidental threats. 

 

2. The lack of leadership or organization of biodefense activities and research across the 

Federal government. 

 

                                                            
33 U.S. Gov’t Accountability Office, Air Travel and Communicable Diseases: Comprehensive Federal Plan Needed 

for U.S. Aviation System’s Preparedness (Dec. 2015) (GAO-16-127). 
34 U.S. Dep’t of Homeland Sec., Office of Inspector General, DHS’ Ebola Response Needs Better Coordination, 

Training, and Execution (Jan. 6, 2016) (OIG-16-18). 



Majority Memorandum for February 10, 2016, Subcommittee Oversight and Investigations Hearing 

Page 10 

3. The role of Federal, State, and local authorities in preparing for and responding to 

biological events. 

 

4. The role of the Congress, and the Energy and Commerce Committee in particular, in 

shaping the response to biodefense issues. 

 

IV. STAFF CONTACTS 

 

If you have any questions regarding the hearing, please contact Alan Slobodin, Jen 

Barblan, or Brittany Havens at (202) 225-2927.



Appendix 1: Figure 1 From Sands, et al., The Neglected Dimension of Global Security—A Framework 

for Countering Infectious Disease Crises, NEW ENGLAND J. OF MEDICINE (Jan. 13, 2016) 
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