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Why GAO Did This Study 
NNSA is responsible for overseeing 
the work of seven M&O contractors 
that execute its programs across eight 
nuclear security enterprise sites and 
evaluating their performance. NNSA 
directed its M&O contractors in 2011 to 
implement CAS—systems designed 
and used by contractors to assure their 
own performance—that NNSA could 
also leverage for oversight purposes 
and thereby improve efficiency. To 
determine the extent to which to use 
contractor-generated information made 
available through CAS, NNSA is to 
apply a framework for evaluating the 
risk of contractors’ activities, their past 
performance, and their CAS maturity. 

GAO was asked to review NNSA’s 
implementation of its framework for 
using CAS. This report examines the 
extent to which NNSA has fully 
established policies and guidance for 
using information from CAS to (1) 
oversee M&O contractors and (2) 
evaluate M&O contractors’ 
performance; and whether NNSA has 
determined it has sufficient, qualified 
personnel to implement its framework 
for using information from CAS for 
these two purposes. To conduct its 
work, GAO surveyed all NNSA field 
offices and analyzed key policies and 
guidance on NNSA’s use of 
information from CAS. 

What GAO Recommends 
GAO is recommending, among other 
things, that NNSA develop guidance 
on using information from CAS to 
oversee and evaluate M&O 
contractors, reinstitute a process for 
evaluating oversight effectiveness, and 
study staffing needs. NNSA agreed 
with these recommendations. 

What GAO Found  
The National Nuclear Security Administration (NNSA) has not fully established 
policies or guidance for using information from contractor assurance systems 
(CAS) to conduct oversight of management and operating (M&O) contractors. As 
a result, NNSA does not have standards for ensuring that contractors are 
overseen consistently. For example, at the headquarters level, NNSA has not 
provided guidance beyond its general framework for assessing the maturity of 
contractors’ CAS to determine whether information from CAS is sufficiently 
reliable for federal oversight purposes. In the absence of headquarters level 
policy, NNSA field offices—federal offices located at contractor operated sites 
and responsible for day-to-day oversight of M&O contractors—have established 
their own procedures for using information from CAS to conduct oversight, but 
these procedures also are not always complete and differ among field offices. 
For example, five of NNSA’s seven field offices reported having complete 
procedures for assessing CAS maturity, but these procedures describe different 
processes and rating scales for conducting such assessments. The other two 
field offices reported not having such procedures. NNSA had designed a process 
for validating field offices’ oversight approaches, including the extent to which 
these approaches use information from CAS, but NNSA discontinued this 
process after determining that it had not been effective. Discontinuing this 
process without replacing it with another form of validation eliminated the internal 
control activity NNSA designed to assure the effectiveness and consistency of 
oversight approaches across the nuclear security enterprise, including the 
appropriate use of information from CAS. 

NNSA also has not established policies or guidance specific to using information 
from CAS to evaluate M&O contractor performance. Neither NNSA policy nor 
NNSA’s Handbook published in 2013 to guide the performance evaluation 
process includes information on how or to what extent NNSA officials should use 
information from CAS in evaluating M&O contractors’ performance. Some field 
office officials told GAO they developed their own procedures on performance 
evaluation. GAO reviewed these procedures and found they were not sufficiently 
detailed for using information from CAS to evaluate contractors’ performance.  

NNSA has not determined whether it has sufficient, qualified personnel to 
implement its framework for using information from CAS for oversight or for 
performance evaluation. NNSA officials GAO interviewed were unable to identify 
any studies that had been completed that assessed this question. Field office 
officials have raised concerns that staffing levels and the mix of staff skills may 
not be adequate to conduct appropriate oversight in the future and that this may 
result in overreliance on information from CAS without the ability to ensure that 
this information is sufficiently mature. In 2013, concerned about their capacity to 
fully support all oversight requirements, field offices called on NNSA 
headquarters to initiate a review of field office staffing resources needed to 
implement the oversight and performance evaluation framework and whether a 
staffing model including shared technical staff among field offices could address 
these concerns. NNSA began this review, but NNSA headquarters officials said it 
was not completed, the data reviewed are now too old to be useful, and that the 
agency has no plans to complete it. These officials said that they plan on 
discussing staffing issues with senior leadership in 2015. 
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441 G St. N.W. 
Washington, DC 20548 

May 22, 2015 

The Honorable Fred Upton 
Chairman 
The Honorable Frank Pallone 
Ranking Member 
Committee on Energy and Commerce 
House of Representatives 

The Honorable Tim Murphy 
Chairman 
The Honorable Diana DeGette 
Ranking Member 
Subcommittee on Oversight and Investigations 
Committee on Energy and Commerce 
House of Representatives 

Nuclear weapons have been and continue to be an essential part of our 
nation’s defense strategy. During the cold war, the United States 
designed, produced, and tested new nuclear weapons. In 1992, the 
United States placed a moratorium on the underground testing of nuclear 
weapons and, since then, has shifted to maintaining its existing nuclear 
weapons stockpile by extending the weapons’ operational lives through 
refurbishment under the Stockpile Stewardship Program.1

                                                                                                                     
1The Stockpile Stewardship Program was established in response to the 1994 National 
Defense Authorization Act. 

 The National 
Nuclear Security Administration (NNSA), a semiautonomous agency 
within the Department of Energy (DOE), is responsible for managing 
nuclear weapon- and nonproliferation-related missions at research and 
development laboratories, production plants, and other facilities—known  
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collectively as the nuclear security enterprise. 2 NNSA oversees these 
missions. Much of the work to achieve these missions is performed by 
contractors under management and operating (M&O) contracts at the 
eight sites that comprise the nuclear security enterprise.3 In fiscal year 
2014, Congress appropriated over $11 billion to DOE to execute NNSA’s 
missions, including nuclear weapons and nonproliferation programs, 
including work performed by M&O contractors.4

Prior to the creation of NNSA, program and contract management 
missteps led us to designate DOE’s program and contract management 
as an area at high risk for fraud, waste, abuse, and mismanagement.

 

5 
NNSA was established in 2000,6

                                                                                                                     
2Specifically, NNSA manages three national nuclear weapons design laboratories—
Lawrence Livermore National Laboratory in California, Los Alamos National Laboratory in 
New Mexico, and Sandia National Laboratories in New Mexico and California; three 
nuclear weapons production plants—the National Security Campus in Kansas City, 
Missouri, the Pantex Plant in Texas, and the Y-12 National Security Complex in 
Tennessee; and the Nevada National Security Site, formerly known as the Nevada Test 
Site. NNSA also oversees management and operations of the tritium facilities at DOE’s 
Savannah River Tritium Enterprise in South Carolina; tritium is a key radioactive isotope 
used to enhance the power of nuclear warheads. 

 in part, to correct long-standing 
management and security problems in DOE’s stewardship of its nuclear 
missions. As a newly established organization with some autonomy from 
DOE, NNSA was expected to establish clear roles and responsibilities for 
its headquarters operations, and between headquarters and its field 

3M&O contracts are agreements under which the government contracts for the operation, 
maintenance, or support, on its behalf, of a government-owned or -controlled research, 
development, special production, or testing establishment wholly or principally devoted to 
one or more of the major programs of the contracting agency. The M&O contractors 
generally carry out the mission and activities of the particular contract on a daily basis, 
while following federal laws and regulations, and applicable requirements from DOE 
policies, orders, and its guides and manuals, known as directives. 
4The M&O contractors at each site include: Consolidated Nuclear Security, LLC; 
Honeywell Federal Manufacturing &Technologies, LLC; Lawrence Livermore National 
Security, LLC; Los Alamos National Security, LLC; National Security Technologies, LLC; 
Sandia Corporation; and Savannah River Nuclear Solutions, LLC. 
5GAO, Government Financial Vulnerability: 14 Areas Needing Special Review, 
GAO/OGC-90-1 (Washington, D.C.: Jan. 23, 1990). In this letter, GAO found that DOE 
had a history of inadequate contractor oversight. 
6Pub. L. No. 106-65- § 3211 (1999). 

http://www.gao.gov/products/GAO/OGC-90-1�
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offices.7 Since 2000, we have continued to identify problems across the 
nuclear security enterprise, ranging from significant cost and schedule 
overruns on major projects to ineffective oversight of security at NNSA 
sites.8 Recently, the National Research Council and the National 
Academy of Public Administration raised concerns that DOE and NNSA 
oversight of M&O contractors’ work at the national laboratories has been 
excessive and that overly prescriptive and burdensome safety and 
security requirements have negatively affected the quality of science 
performed at the labs.9

To address issues with its oversight of contractors, in 2011, NNSA issued 
(NAP)-21, a Policy Letter entitled Transformational Governance and 

 

                                                                                                                     
7NNSA maintains seven field offices that are responsible for providing day to day 
oversight of the activities of the M&O contractors at each of the eight sites in the nuclear 
security enterprise. In 2012, NNSA combined its field offices at the Pantex Plant and Y-12 
National Security Complex into one field office known as the NNSA Production Office. The 
NNSA Production Office is located in Oak Ridge, Tennessee, and maintains federal 
oversight staff at both the Pantex Plant and the Y-12 National Security Complex. 
8See, for example, GAO, NNSA Management: Progress in the Implementation of Title 32, 
GAO-02-93R (Washington, D.C.: Dec. 12, 2001); GAO, Nuclear Security: NNSA Needs to 
Better Manage Its Safeguards and Security Program, GAO-03-471 (Washington, D.C.: 
May 30, 2003); GAO, National Nuclear Security Administration: Key Management 
Structure and Workforce Planning Issues Remain As NNSA Conducts Downsizing, 
GAO-04-545 (Washington, D.C.: June 25, 2004); GAO, National Nuclear Security 
Administration: Additional Actions Needed to Improve Management of the Nation’s 
Nuclear Programs, GAO-07-36 (Washington, D.C.: Jan. 19, 2007); GAO, Los Alamos 
National Laboratory: Long-Term Strategies Needed to Improve Security and Management 
Oversight, GAO-08-694 (Washington, D.C.: June 13, 2008); GAO, Nuclear Security: 
Better Oversight Needed to Ensure That Security Improvements at Lawrence Livermore 
National Laboratory Are Fully Implemented and Sustained, GAO-09-321 (Washington, 
D.C.: Mar. 16, 2009); GAO, Nuclear Weapons: NNSA Needs More Comprehensive 
Infrastructure and Workforce Data to Improve Enterprise Decision-making, GAO-11-188 
(Washington, D.C.: Feb. 14, 2011); GAO, Modernizing the Nuclear Security Enterprise: 
Observations on the National Nuclear Security Administration’s Oversight of Safety, 
Security, and Project Management, GAO-12-912T (Washington, D.C.: Sept. 12, 2012); 
GAO, Department of Energy: Concerns with Major Construction Projects at the Office of 
Environmental Management and NNSA, GAO-13-484T (Washington, D.C.: Mar. 20, 
2013); and GAO, Nuclear Security: NNSA Should Establish a Clear Vision and Path 
Forward for Its Security Program, GAO-14-208 (Washington, D.C.: June 30, 2014). 
9See, National Research Council, Managing for High-Quality Science and Engineering at 
the NNSA National Security Laboratories, The National Academies Press, Washington, 
D.C., (Washington D.C.: 2013); and National Academy of Public Administration, 
Positioning DOE’s Labs For the Future: A Review of DOE’s Management and Oversight of 
the National Laboratories (Washington, D.C.: January 2013). 
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Oversight,10 which laid out a framework for, among other things, how 
NNSA would conduct oversight over its M&O contractors. Under the 
framework, when appropriate, NNSA was to place greater reliance on 
information from contractor assurance systems (CAS)—management 
systems and processes designed and used by NNSA’s contractors to 
oversee their own performance and self-identify and correct potential 
problems—and to focus scarce federal oversight resources on areas of 
highest risk or weakest contractor performance.11

Following two separate events in 2012, some have questioned the extent 
to which NNSA can rely on information from CAS for overseeing 
contractors and for evaluating performance as envisioned by NAP-21. 
First, on July 28, 2012, a serious security breach occurred at NNSA’s Y-
12 National Security Complex (Y-12), a site focused on processing and 
storing uranium, when three individuals gained access to the area 
surrounding a highly enriched uranium storage facility without being 
interrupted by the security measures in place. DOE’s Inspector General 
(IG) found that the Y-12 site’s M&O contractor properly recorded a 
growing backlog of maintenance needs to address security equipment 
failures in its CAS but did not act to address the security equipment 
failures.

 NAP-21 also 
envisioned a role for information from CAS to be used in NNSA’s annual 
evaluation of contractors’ performance. This annual performance 
evaluation process culminates in NNSA’s determination of M&O 
contractors’ award fees, collectively worth hundreds of millions of dollars, 
as well as whether contractors will receive contract term extensions. 
NAP-21 further envisioned that NNSA could become smaller and more 
efficient through the use of CAS. Among the areas of performance NNSA 
annually evaluates is contractors’ progress toward implementing effective 
CAS. 

12

                                                                                                                     
10NNSA Policies (NAP) impart policy and requirements unique to NNSA or provide short-
term notices until more formal direction can be provided.  

 Moreover, the IG found that NNSA oversight officials located at 

11Throughout this report, we use the phrase “information from CAS” to describe contractor 
generated information made available to NNSA through any of an M&O contractor’s 
management systems and processes that are considered part of its CAS. M&O 
contractors describe their CAS in CAS Description Documents that are approved by 
NNSA. Information from CAS stands in contrast to information about contractors’ activities 
and performance that is developed by federal officials. 
12U.S. Department of Energy, Office of Inspector General, Special Report: Inquiry into the 
Security Breach at the National Nuclear Security Administration’s Y-12 National Security 
Complex, Special Report: IG-0868 (Washington, D.C.: Aug. 29, 2012). 
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Y-12 believed that, because the contractor’s CAS identified these 
maintenance needs, they were precluded from intervening to require the 
contractor to address the backlog. Specifically, the IG reported that NNSA 
oversight officials at Y-12 said that, as long as the contractor identified 
maintenance issues and took compensatory measures, such as 
dispatching a guard to visually inspect an area where equipment was not 
fully operational, they could take no action to prompt the contractor to 
complete needed repairs. A February 2013 report from the IG evaluating 
NNSA’s oversight of contractors concluded that, although contractors had 
not yet implemented fully functional and effective CAS, NNSA had placed 
substantial reliance on its contractors to self-identify and correct 
weaknesses that threatened the safe, secure, effective, and efficient 
operation of their sites within the nuclear security enterprise.13

Second, on a separate occasion, in completing the fiscal year 2012 
performance evaluation process, NNSA’s official responsible for 
determining performance evaluation fees acted to award contract term 
extensions to two M&O contractors with performance evaluation 
recommendations—made by oversight officials with direct access to 
information from CAS—that were not initially high enough to qualify these 
contractors for the extensions. In one case, the responsible official raised 
the performance evaluation score for one M&O contractor above the 
score recommended and, in the other case, waived the minimum score 
requirement for a M&O contractor to earn a contract term extension. In 
the same February 2013 report, the DOE IG noted that NNSA had not 
established or fully defined the relationship of CAS to contractor 
performance plans used to determine contractor fee at all of its sites. The 
IG noted at the time that NNSA was planning to reform its approach to 
contractor oversight, including the CAS. 

 

In this context, you asked us to review NNSA’s progress in implementing 
its framework for using information from CAS for contractor oversight and 
performance evaluation. This report examines the extent to which NNSA: 
(1) has fully established policies and guidance for using information from 
CAS to oversee M&O contractors; (2) has fully established policies and 
guidance for using information from CAS to evaluate M&O contractors’ 
performance; and (3) has determined whether it has sufficient, qualified 

                                                                                                                     
13U.S. Department of Energy, Office of Inspector General, Audit Report: National Nuclear 
Security Administration Contractor Governance: DOE/IG-0881 (Washington D.C.: Feb. 19, 
2013). 
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personnel to implement its framework for using information from CAS for 
oversight and performance evaluation. 

To address our first two objectives, we obtained and analyzed key DOE 
and NNSA policies, procedures, and guidance and interviewed DOE and 
NNSA officials responsible for oversight and performance evaluation. We 
also visited and interviewed key federal oversight officials and contractors 
at the National Security Campus, Lawrence Livermore National 
Laboratory, Los Alamos National Laboratory, and Pantex Plant.14

We conducted this performance audit from February 2013 to May 2015 in 
accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

 In 
addition, we surveyed officials from all seven NNSA field offices 
responsible for implementing elements of NNSA’s framework for using 
information from CAS for oversight and performance evaluation purposes. 
For a copy of the survey instrument we used, see appendix III. We 
pretested our survey instrument with officials from two of these seven 
field offices. We took extensive steps in questionnaire development, 
follow-up, and analysis to minimize nonsampling errors. To address our 
third objective, we obtained and reviewed NNSA field office reports on 
staffing, analyzed field office officials’ survey responses on this topic, and 
interviewed NNSA officials in both headquarters and field offices. For a 
complete description of our objectives, scope, and methodology, see 
appendix I. 

 
This section describes NNSA’s activities in the nuclear security enterprise 
and M&O contracts, DOE and NNSA requirements for and definitions of 
CAS, federal oversight of M&O contractors under the NAP-21 framework, 
federal evaluation of M&O contractor performance, and information on the 
number of NNSA staff involved in M&O contractor oversight. 

                                                                                                                     
14We selected these sites and field offices because they represented a variety of program 
activities. 

Background 
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NNSA’s activities can generally be divided into two distinct areas: (1) 
mission-related activities and (2) mission-support activities.15

• Maintaining the nuclear weapons stockpile: Activities undertaken 
to ensure that the nation sustains a safe, secure, and effective nuclear 
deterrent through the application of science, technology, engineering, 
and manufacturing, including maintaining the active stockpile and, as 
necessary, extending the lives of aging nuclear weapons and 
dismantling retired nuclear weapons. 

 Mission-
related activities are those that directly pertain to fulfilling NNSA’s mission 
or program objectives and are primarily overseen by program offices in 
NNSA headquarters responsible for integrating the program activities 
carried out across multiple sites. Mission-support activities, which are 
primarily overseen by officials at each of NNSA’s field offices, help ensure 
that NNSA’s mission and program objectives are achieved in an efficient, 
safe, secure, legally compliant, and environmentally sound manner. 
Examples of mission-related activities include the following: 

 
• Nuclear nonproliferation: Activities undertaken to address and limit 

the possibility that terrorists or rogue nations will acquire nuclear 
weapons or materials or other weapons of mass destruction, including 
work with a wide range of international partners, other federal 
agencies, and the private sector to detect, secure, and dispose of 
dangerous nuclear and radiological material and to support the 
implementation of relevant treaties and agreements. 
 

• Naval reactors: Activities undertaken to provide the U.S. Navy with 
militarily effective nuclear propulsion plants that are safe and reliable. 

Examples of mission-support activities are as follows: 

• Environment, safety and health: Activities undertaken to protect 
workers, the public, and the environment, including radiation 
protection, facility safety, nuclear explosive safety, and occupational 
health. 

                                                                                                                     
15For purposes of this report, the terms “mission-related activities” and “mission-support 
activities” are equivalent to “functional areas,” a more technical term NNSA uses to 
describe groupings of activities needed to accomplish a particular mission-related or 
mission-support function. In the survey that we administered to NNSA field offices, we 
used NNSA’s “functional areas” terminology to refer to the groups of mission-related and 
mission-support activities described here.  

NNSA’s Activities in the 
Nuclear Security 
Enterprise and M&O 
Contracts 
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• Safeguards and security: Activities undertaken to detect and deter 
theft and sabotage vulnerabilities throughout the nuclear security 
enterprise, including taking steps to protect critical NNSA facilities 
from vehicle bombs, strengthening facilities against attacks, and 
consolidating nuclear weapons material to reduce the number of 
targets to be protected. 
 

• Business operations: Activities undertaken to ensure that business 
operations within the nuclear security enterprise are conducted in an 
effective, efficient, and legally compliant manner, including designing 
and administering the corporate planning, programming, budgeting 
and evaluation system, and systems and policies to manage human 
resources and developing and implementing procurement policies and 
procedures. 
 

• Infrastructure: Activities undertaken to ensure the availability of 
appropriate facilities and equipment for accomplishing NNSA’s 
mission, including operating and maintaining science, technology, 
engineering, manufacturing, and information technology facilities and 
equipment to sustain the capabilities that underpin the stockpile and 
other national security missions. 
 

• Emergency management and response: Activities undertaken to 
maintain a high level of readiness for protecting and serving the 
United States and its allies through the development, implementation, 
and coordination of programs and systems designed to serve as a line 
of defense in the event of a nuclear terrorist incident or other type of 
radiological accident, including responding to accidents that may 
occur at NNSA’s research or production sites. 
 

• Construction project management: Activities undertaken for the 
planning, programming, budgeting, and acquisition of capital assets 
projects, including delivering projects on schedule, within budget, with 
the required performance capability needed to support NNSA’s 
missions, and compliant with quality, environmental, safety, and 
health standards.16

                                                                                                                     
16Per DOE Order 413.3B, Program and Project Management for the Acquisition of Capital 
Assets, capital assets are land, structures, equipment, and intellectual property, which are 
used by the federal government and have an estimated useful life of 2 years or more. 
Capital assets may be acquired in different ways, including through construction or other 
means. 
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The special nature of DOE and NNSA’s relationship with M&O 
contractors in managing and operating government-owned or government 
controlled facilities is recognized in procurement rules. The Federal 
Acquisition Regulation (FAR)—which describes uniform policies and 
procedures for acquisition by executive agencies—describes this 
relationship as one where the work conducted by the contractor is of a 
long-term or continuing nature, involving high levels of expertise and 
continuity of operations and personnel.17

                                                                                                                     
17FAR Subpart 17.6. 

 NNSA is responsible for 
managing and overseeing the mission-related and mission-support 
activities undertaken by its contractors’ at the research and development 
laboratories, production plants, and other facilities known collectively as 
the nuclear security enterprise, as shown in figure 1. Contractors 
operating under M&O contracts generally carry out the mission-related 
and mission-support activities of the particular NNSA site. 
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Figure 1: National Nuclear Security Administration (NNSA) Research, Production, and Testing Sites 

 
Note: NNSA is responsible for overseeing its contractors’ mission- and mission-support related 
activities in research and development laboratories, production plants, and other facilities known 
collectively as the nuclear security enterprise. Contractors operating under management and 
operating (M&O) contracts generally carry out the mission and activities of the particular site they 
manage and operate on a daily basis. NNSA maintains seven field offices to oversee day-to-day 
operations of these sites. Prior to 2012, NNSA maintained a separate field office at each site, but in 
2012, NNSA combined the field offices at the Pantex Plant in Texas and the Y-12 National Security 
Complex in Tennessee into one field office, the NNSA Production Office. The NNSA Production 
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Office, located in Oak Ridge, Tennessee, maintains staff at both Pantex and Y-12. The Savannah 
River Tritium Enterprise is a subset of activities that NNSA oversees of a larger M&O contract for the 
Savannah River Site in South Carolina, which is overseen by the Department of Energy’s Office of 
Environmental Management. 

 
DOE and NNSA policies and orders concerning CAS have evolved over 
time and now require that each NNSA M&O contractor must have a CAS. 
This requirement has also been incorporated into the M&O contracts 
themselves. In April 2002, in an internal memorandum, DOE outlined an 
approach for improving contract performance and promoting greater 
contractor accountability by, among other things, moving from an 
oversight approach focused on compliance with requirements contained 
in DOE orders and directives to relying on contractor management 
information to establish accountability and drive improvement. In 2005, 
DOE issued DOE Policy 226.1, Department of Energy Oversight Policy, 
and followed it with an associated implementing order requiring that 
assurance systems be implemented by DOE M&O contractors, among 
others, to encompass all aspects of the activities designed to identify 
deficiencies and opportunities for improvement. This 2005 order and 
policy applied to processes to protect the public, workers, environment, 
and national security assets and to perform business operations. In 
February 2011, NNSA issued NAP-21 with the purpose of providing 
further direction to NNSA officials and M&O contractors about the 
framework for the oversight model. According to NAP-21, NNSA 
contracting officials are responsible for including NAP-21 policy in NNSA 
M&O contracts. Later in 2011, DOE issued Policy and Order 226.1B, 
which updated existing DOE oversight policy.18

According to NNSA officials, CAS should be a contractor-designed and 
utilized system to manage performance consistent with contract 
requirements. The CAS is intended to allow the contractor to assess its 
performance; provide data for its management decisionmaking process; 
and more effectively manage processes, resources, and outcomes. When 
effectively implemented, a CAS should provide both the contractor and 
the federal oversight staff the data necessary to manage and oversee 
contract performance. Once effectively implemented, each M&O 
contractor’s CAS should support the contractor in self-assessing 

 These concepts will be 
discussed below. 

                                                                                                                     
18DOE Policy and Order 226.1 issued in 2005 were superseded by DOE Policy and Order 
226.1A issued in 2007. DOE Policy and Order 226.1B, issued in 2011 and still in use, 
superseded the 2007 versions. 
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performance, developing data for decision-making purposes, and more 
effectively managing processes, resources, and outcomes. Further, a 
contractor’s CAS is to be transparent to NNSA officials and be useful to 
them in determining their approach to overseeing different mission-related 
and mission-support activities. According to NNSA officials and M&O 
contractor staff, the concept of CAS is similar to private sector quality 
assurance systems and, at least in the case of the contractor at the 
National Security Campus, was developed based on the parent 
company’s management assurance system.19

NAP-21, the policy most specific to establishing a framework for using 
information from CAS within NNSA, identifies the five attributes that a 
CAS should include. These five CAS attributes are as follows: 

 Each contractor’s CAS 
may vary in terms of the systems and processes it covers, and how 
information from CAS is made available can range from a standard but 
regularly updated presentation to a dynamic database updated in real-
time. 

Assessments: The contractor is to use a robust and effective, risk-
informed approach to develop, implement, and perform comprehensive 
assessments of all facilities, systems, and organizational elements, 
including subcontractors, on a recurring basis. For example, a contractor 
may have an independent assessment process, whereby laboratory and 
external personnel who are knowledgeable about the contractor’s 
organization, program, or facility conduct assessments, such as 
conducting a review of weapons certification program and assessing 
research and development activities. 

Operating experience: The contractor is to establish and effectively 
implement programs to collect, analyze, and use information from 
operational events, accidents, and injuries to prevent them in the future. 
For example, a contractor could establish a program, whereby project 
managers review lessons learned, including positive and negative 
operating experiences, during project planning and execution to meet 
mission objectives. Project managers may review potential lessons from a 
variety of sources, including management assessments, independent 
assessments, and external industry information sources. 

                                                                                                                     
19GAO, National Nuclear Security Administration: Agency Expanded Use of Some Federal 
Oversight Reforms, but Is Still Determining Future Plans, GAO-14-588 (Washington, D.C.: 
July 17, 2014). 

http://www.gao.gov/products/GAO-14-588�
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Issues and corrective action management: The contractor is to ensure 
that a comprehensive, structured issues management system is in place 
to track and resolve issues identified for correction. This system is to use 
a risk-informed approach to provide for the timely and effective resolution 
of deficiencies. For example, a contractor may utilize an issues 
management process that encourages personnel at all levels to report 
issues to management for analysis and correction. The contractor may 
use a graded approach to determine the depth of investigation into a 
particular problem, as well as the development of an analysis plan to 
solve each identified problem. 

Performance measures: The contractor is to identify, monitor, and 
analyze data measuring the performance of facilities, programs, and 
organizations. The data are used to comprehensively demonstrate all 
aspects of performance and project future trends. For example, a 
contractor may develop metrics to track and assess its performance for 
any mission-related or mission-support activity. An example of one such 
measure would be to track performance in meeting cost and schedule for 
construction of facilities at the site. 

Integrated continuous process improvement: The contractor is to 
ensure the long-term sustainability and stewardship of the site and use 
the results of performance measures and other CAS data to achieve 
improvements in performance. For example, a contractor may use a 
causal analysis—a systematic process by which the cause of specific 
problems are identified. The contractor is then to ensure that identified 
issues are effectively resolved over the long-term. 
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Because of their close physical proximity to the work, NNSA federal 
oversight officials in field offices have key responsibilities for the day-to-
day oversight of contractor activities at each site—principally mission-
support activities—and also have some responsibility for assisting 
headquarters offices in overseeing mission-related activities for NNSA 
and DOE programs on site, as described in NAP-21. Headquarters offices 
are generally responsible for oversight of mission-related activities to 
achieve program objectives that must be integrated across the nuclear 
security enterprise. Additionally, some offices in NNSA headquarters 
develop policy and guidance for field offices to implement, such as for 
security. Further, oversight activities conducted by NNSA field and 
headquarters offices are also supplemented by DOE offices, such as the 
Office of Enterprise Assessments,20

NNSA field offices oversee M&O contractors’ performance using two 
broad approaches. First, “transaction-based oversight” is the term NNSA 
uses to describe the direct or hands-on approach to field offices’ oversight 
of M&O contractors’ performance through such mechanisms as on-site 
reviews, facility inspections, and other actions that involve direct 
evaluation of contractor activities.

 which may conduct its own 
inspections and reviews of contractors’ security programs or field offices’ 
oversight activities. 

21

                                                                                                                     
20DOE’s Office of Enterprise Assessments was established on May 5, 2014, when the 
former Office of Health, Safety and Security was divided into two separate organizations. 
The Office of Enterprise Assessments is charged with conducting safety- and security-
related independent oversight assessments of sites across DOE, including NNSA sites, as 
well as enforcing safety- and security-related policy.  

 As an example of transaction-based 
oversight, field office officials explained that field office staff may evaluate 
the effectiveness of a contractor’s human health and safety programs by 
conducting inspections to determine if work spaces are safe. Second, 
“systems-based oversight” is the term NNSA uses to describe the 
approach to using contractors’ processes and management systems and 
the information normally generated by those systems, or CAS and 
information from CAS. As an example of systems-based oversight, field 
office staff may monitor whether or not operations are adequately 

21NNSA field offices may also be the subject of transactional oversight from NNSA 
headquarters, or DOE offices. For example, NNSA headquarters has conducted reviews 
of field office transactional oversight activities as discussed later in this report. In addition, 
DOE conducts reviews of specific oversight activities, such as those concerning nuclear 
security. 

Oversight of Nuclear Safety Performance  
NNSA sites and field offices also are subject 
to reviews by other program offices. For 
example, NNSA Supplemental Directive 
226.1-1A, Headquarters Biennial Review of 
Nuclear Safety Performance, establishes the 
requirements, processes, and procedures for 
conducting biennial reviews under NNSA’s 
Chief of Defense Nuclear Safety (CDNS). 
CDNS is responsible for maintaining 
operational awareness of nuclear safety 
performance of NNSA field offices and 
contractors, among other things. One of the 
means by which CDNS maintains this 
awareness is through biennial and other types 
of reviews. These reviews provide information 
to NNSA managers on the status of program 
and field office nuclear safety oversight and 
implementation of nuclear safety 
requirements. CDNS convenes teams of 
evaluators who perform these reviews. These 
reviews also serve to help improve the 
implementation of contractor assurance 
systems and federal oversight in the areas of 
nuclear safety. 

 
Source: GAO-15-216 
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protecting human health and safety by reviewing contractor reports of 
work-related accidents. 

NAP-21 calls for NNSA to use a mix of systems-based and transaction-
based oversight approaches in overseeing contractors’ performance and 
provides a framework for determining the appropriate mix of these 
approaches based on the results of a three-pronged evaluation: (1) a risk 
assessment that analyzes the likelihood that an event will occur that 
adversely affects the achievement of mission or program objectives or 
harms human health or the environment; (2) a CAS maturity assessment 
that establishes the level of confidence NNSA officials have in the 
adequacy of performance information developed by the contractor and 
the ability of the contractor to effectively identify and address performance 
weaknesses; and (3) an assessment that considers the contractors’ prior 
performance for a specific activity. NAP-21 allows for the oversight 
approach for any particular activity to range from primarily transaction-
based oversight to primarily systems-based, or anywhere in between 
based on the outcome of these three assessments. Figure 2 shows the 
factors that should be considered by NNSA officials in determining the 
appropriate mix of oversight between systems- and transaction-based 
oversight activities as outlined in NAP-21. NAP-21 anticipates that, over 
time, as contractors’ CAS mature, NNSA officials will use transaction-
based oversight primarily for areas of highest risk and hazard, and 
systems-based oversight for lower risk and hazard activities where they 
can rely more heavily on a contractor’s CAS.22

                                                                                                                     
22NAP-21 defines high-hazard activities as those that could cause serious injury or death 
to workers or the public or serious damage to the environment and high-risk activities as 
those that involve nuclear operations and safeguards and security operations. 

 According to NAP-21, 
oversight of certain high-risk activities, such as nuclear safety and 
security, is intended to remain transaction-based because of the risk 
level, regardless of CAS maturity or past contractor performance. 
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Figure 2: Factors for Determining an Appropriate Mix of National Nuclear Security 
Administration (NNSA) Activities to Oversee Management and Operating (M&O) 
Contractors 

 
Note: Under systems-based oversight, contractors’ processes and management systems and the 
information normally generated by those processes and systems are used, in part, to provide 
oversight of M&O contractors’ performance. Under transaction-based oversight, such mechanisms as 
field offices’ on-site reviews, facility inspections, and other actions that involve direct evaluation of 
contractor activities are used to provide direct or hands-on oversight of M&O contractors’ 
performance. 
 

NAP-21 calls for NNSA officials to evaluate contractors’ performance 
based on performance information from contractors’ CAS and other 
sources, as appropriate, including by conducting transaction-based 
oversight activities, such as facility inspections. As such, according to a 
NNSA official, the results of NNSA’s oversight activities serve as inputs 
into NNSA’s performance evaluation process and ultimately its 
determination of award fees and contract term extensions. According to 
agency officials, NNSA’s contractor performance evaluation process was 
revised in fiscal year 2013 and establishes five performance objectives 
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common to all seven M&O contractors at the eight sites.23 As part of one 
2013 performance objective, each M&O contractor is evaluated on 
whether it could maintain and demonstrate an effective CAS. According to 
agency officials, the performance evaluation process is primarily 
described in NNSA’s Corporate Contractor Performance Evaluation Plan 
Evaluation Process Description Handbook (Handbook) which, among 
other things, provides some direction to field offices on the development 
and use of contractors’ self-assessments in evaluating contractor 
performance.24

The performance evaluation process was designed to assess each 
contractor based on its ability to accomplish NNSA’s strategic goals and 
sets forth the criteria against which each contractor’s performance is 
evaluated and upon which NNSA determines the amount of award fee 
that will be earned.

 The Handbook instructs NNSA officials to take into 
consideration M&O contractors’ self-assessments in completing a year-
end assessment of their performance. These self-assessments include 
summaries of performance information captured in the systems included 
under a contractor’s CAS. 

25

                                                                                                                     
23As of 2013, the M&O contracts for two of the eight sites in the nuclear security 
enterprise were combined. Prior to 2013, NNSA’s performance objectives were different 
for each of the eight M&O contractors.  

 The revised process differs from NNSA’s prior 
approach to performance evaluation in that NNSA is to evaluate each 
contractor on its achievement of broader, mission-related and mission-
support objectives, rather than on the achievement of specific tactical or 
operational outputs, according to agency officials. For example, the fiscal 
year 2013 performance objective for the nuclear weapons mission 
intended for contractors to focus on a broader set of strategic national 
security priorities, such as accomplishing work within budget and cost. In 
contrast, the fiscal year 2012 performance objectives for each site were 
more specific, according to agency officials. For example, at one site, 
NNSA measured performance by assessing whether the contractor 
conducted required assessments of specific weapons systems. In 
addition to the five common performance objectives under the revised 

24FY 2013 National Nuclear Security Administration Corporate Contractor Performance 
Evaluation Plan Evaluation Process Description Handbook Draft (Washington, D.C.: 
October 2013).  
25Contract term extensions are also earned if the contractor’s performance is evaluated to 
have met or exceeded a minimum score. 
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process, NNSA also established site-specific objectives, whereby 
contractors are evaluated on meeting additional site-specific targets. For 
example, at one site, the contractor is expected to define a road map for 
future capabilities that meets certain national security objectives. In 
addition to being reimbursed for all allowable costs of managing and 
operating a NNSA site, M&O contractors may earn annual fixed and 
performance incentive fees, as well as extensions to their contract terms 
for good performance. As shown in figure 3, the award fee available to all 
M&O contractors has increased by 19 percent for fiscal years 2009-2013. 
In 2012, the amount of fee contractors earned declined for the first time in 
several years. 

Figure 3:  Trend in National Nuclear Security Administration (NNSA) M&O 
Contractor’s Available and Earned Fees for Fiscal Years 2009 to 2013 

 
Notes: Dollar amounts are adjusted for inflation into constant 2014 dollars. Most recent data available 
from all sites with full available and earned fees was in fiscal year 2013. We did not include data from 
fiscal year 2014 because at two sites there was only partial fee information available due to a 
contractual change. 
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Combined available fee is maximum available award fee under existing 
contracts for all M&O contractors at all eight NNSA sites. Combined 
earned fee is the amount awarded to all contractors under the maximum 
available award fee at the eight sites. According to NNSA officials, for 
Savannah River Tritium Enterprise, NNSA inputs a portion of the 
available and earned award fee, and DOE provides input into the rest of 
the contractor’s award fee. 

According to NNSA officials, contractors at three sites, Lawrence 
Livermore National Laboratory, Los Alamos National Laboratory, and Y-
12 Security Complex, were principally responsible for the decline in 
earned fees in 2012 and 2013 relative to prior years. 

As of September 2014, NNSA’s workforce was comprised of over 34,000 
M&O contractor employees across the eight sites of the nuclear security 
enterprise and about 1,600 federal employees directly employed by 
NNSA in its Washington headquarters, field offices, and the NNSA 
Albuquerque Complex in Albuquerque, New Mexico.26

We first designated DOE’s contract management—which includes both 
contract administration and project management—as a high-risk area in 
1990 because DOE’s record of inadequate management and oversight of 
contractors left the department vulnerable to fraud, waste, abuse, and 
mismanagement.

 In fiscal year 2014, 
about $377 million was appropriated to NNSA for federal salaries, out of 
over $11 billion appropriated for that year. The rest of the appropriations 
go to programs related to Weapons Activities, Defense Nuclear 
Nonproliferation, and Naval Reactors. The programs of the Weapons 
Activities appropriation, almost $8 billion in fiscal year 2014, are 
conducted primarily at the eight sites by contractors. 

27 To reflect progress in addressing issues we identified, 
in January 2009, we narrowed the focus of DOE’s high-risk designation to 
the Office of Environmental Management (EM) and NNSA.28

                                                                                                                     
26NNSA’s Albuquerque Complex provides financial, technical and other services to NNSA 
field offices and to offices at NNSA headquarters. 

 Similarly, in 
February 2013, we further narrowed the focus to EM and NNSA’s major 

27GAO/OGC-90-1. 
28GAO, High Risk Series: An Update, GAO-09-271 (Washington, D.C: Jan. 22, 2009). 

NNSA Human Capital 

http://www.gao.gov/products/GAO/OGC-90-1�
http://www.gao.gov/products/GAO-09-271�
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contracts and projects.29 In our February 2015 update, we did not observe 
further progress.30 In its 2008 corrective action plan to address contract 
administration challenges, DOE recognized that having sufficient people 
and other resources to resolve its contract and project management 
problems was one of the top 10 issues facing the department. 
Specifically, the plan said that the department lacked an adequate 
number of federal contracting and project personnel with the appropriate 
skills (e.g., cost estimating, risk management, and technical expertise) to 
plan, direct, and oversee project execution. In April 2012, we reported on 
issues related to NNSA’s workforce planning efforts.31 Specifically, we 
found that NNSA and its M&O contractors face shortages in qualified 
critically skilled personnel and an aging workforce.32

 

 

                                                                                                                     
29GAO, High-Risk Series: An Update, GAO-13-283 (Washington, D.C.: Feb. 14, 2013). 
30GAO, High-Risk Series: An Update, GAO-15-290 (Washington, D.C.: Feb. 11, 2015). 
31GAO, Modernizing the Nuclear Security Enterprise: Strategies and Challenges in 
Sustaining Critical Skills in Federal and Contractor Workforces, GAO-12-468 (Washington, 
D.C.: Apr. 26, 2012). Our prior work has shown that strategic workforce planning helps 
agencies use staff efficiently by (1) aligning an organization’s human capital program with 
its current and emerging mission and programmatic goals and (2) developing long-term 
strategies for acquiring, developing, and retaining staff to achieve programmatic goals. For 
a discussion of workforce planning, see GAO, Human Capital: Key Principles for Effective 
Strategic Workforce Planning, GAO-04-39 (Washington, D.C.: Dec. 11, 2003). 
32We recommended that NNSA consider developing standardized definitions across the 
enterprise, especially across M&O contractors, to ensure they gather consistent data 
using human capital metrics with consistent, uniform definitions. According to agency 
officials, NNSA fully considered the GAO recommendation but, for several reasons, opted 
not to develop standardized human capital metrics across the enterprise. 

http://www.gao.gov/products/GAO-13-283�
http://www.gao.gov/products/GAO-15-290�
http://www.gao.gov/products/GAO-12-468�
http://www.gao.gov/products/GAO-04-39�
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NNSA has not fully established policies or guidance for using information 
from CAS to conduct oversight of M&O contractors. For example, NNSA 
headquarters has not provided guidance for assessing the maturity of 
CAS beyond the general framework included in NAP-21. In addition, 
existing policy is unclear as to whether information from CAS is to be 
used in overseeing contractors’ mission-related activities. Specifically, 
DOE and NNSA policy differ on the extent to which CAS should include 
information on mission-related activities. In the absence of NNSA 
establishing comprehensive policies and guidance, its field offices have 
developed their own procedures for using information from CAS to 
conduct oversight, but their procedures are not complete and differ 
among offices. In addition, NNSA has discontinued the process included 
in NAP-21 for headquarters reviews of the effectiveness of field offices’ 
oversight approaches, the primary internal control activity included in the 
policy. 
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When NNSA issued NAP-21 in 2011, a key section was incomplete. 
Specifically, a chapter entitled Requirements Analysis Process appears in 
the table of contents, but the corresponding page in the document simply 
notes that details of the chapter would be developed at a later date. 
NNSA officials told us the content of this chapter has not been developed 
and that the agency has no time frames or plans for developing it; they 
said that the chapter was intended to establish a process for NNSA to 
examine current orders, guidance, policies, and other directives 
documents—as well as documents of this nature developed in the 
future—to identify those requirements that are essential to support safe 
and effective mission accomplishment. According to these NNSA officials, 
if such an examination had been included in NAP-21, it could assist M&O 
contractors in identifying key performance measures that could be 
tracked in CAS to help contractors’ ensure their compliance with 
requirements in DOE and NNSA orders or directives. Further, according 
to these NNSA officials, the examination could also have resulted in DOE 
or NNSA identifying requirements that could be met in potentially less 
burdensome ways than described in existing orders and policies, such as 
by complying with industry standards rather than DOE orders for 
industrial safety. Such a required examination would have been similar to 
a pilot effort NNSA conducted at one site, its National Security Campus. 

Further, as discussed above, NAP-21 outlines the evaluative framework 
NNSA officials are responsible to carry out in determining an appropriate 
mix of oversight approaches based on assessments of risk, CAS maturity, 
and past performance. However, NAP-21 does not provide detailed or 
comprehensive guidance to NNSA officials on how to conduct these 
assessments, and NNSA headquarters has not issued any additional 
guidance for this purpose. We found that DOE and NNSA have some 
policies and guidance that are relevant to conducting risk assessments 
for security and safety and, in some cases, for large construction projects. 
We did not, however, identify any headquarters-level policy or guidance 
for assessing CAS maturity, for assessing contractors’ past performance 
to inform an oversight approach, or for assessing risk in other areas. 
Under the Standards for Internal Control in the Federal Government,33

                                                                                                                     
33GAO, Standards for Internal Control in the Federal Government. 

 
agency management is to clearly document internal controls, and the 
documentation should appear in management directives, administrative 
policies, or operating manuals to ensure that such controls are an integral 

GAO/AIMD-00-21.3.1 
(Washington, D.C.: November 1999).  

National Security Campus Oversight 
Reforms 
Key reforms at the National Nuclear Security 
Administration’s (NNSA) National Security 
Campus (NSC)—a site in Missouri that 
manufactures electronic and other nonnuclear 
components of nuclear weapons—included 
streamlining operating requirements by 
replacing Department of Energy (DOE) 
requirements with industry standards, where 
appropriate, and refocusing federal oversight 
to rely on contractor performance data for 
lower-risk activities, such as certain business 
operations. A 2008 DOE review of the reforms 
reported nearly $14 million in cost reductions 
were achieved at the site by implementing 
these reforms (see GAO, National Nuclear 
Security Administration: Agency Expanded 
Use of Some Federal Oversight Reforms, but 
Is Still Determining Future Plans, GAO-14-588 
(Washington, D.C.: July 17, 2014)). NNSA 
has extended some elements of the reforms 
to other sites. However, NNSA and DOE are 
reevaluating implementation of some of these 
reforms after a July 2012 security breach at 
an NNSA site, where overreliance on 
contractor self-assessments was identified by 
reviews of the event, including by DOE’s 
Inspector General, as a contributing factor. 
Moreover, NNSA officials noted that key 
factors enabling implementation of reforms at 

this site may not exist 
at NNSA’s other sites. 
For example, most 
NNSA sites conduct 
high-hazard activities 
that may involve 
nuclear materials and 
require higher safety 
and security 
standards than NSC. 
For additional 
information, see 
GAO-14-588. 

Source: National Nuclear Security Administration. |  
GAO-15-216 
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part of agency operations. Although NAP-21 meets these standards, 
neither it, nor other orders, policies, or guides we reviewed provide 
sufficiently detailed or comprehensive guidance or procedures for NNSA 
officials conducting these assessments to do so consistently across the 
nuclear security enterprise. Without such policy or guidance, NNSA 
officials responsible for conducting assessments may do so 
inconsistently, and thus treat similar risks differently. 

Senior NNSA officials told us that the agency had intended to update 
NAP-21, revise orders related to contractor oversight, and develop 
additional guidance to help field offices implement NAP-21. However, 
they said that, to date, the agency has not done so for a variety of 
reasons and that they do not have a time frame or specific plans for 
developing any additional guidance. For example, NNSA officials stated 
that NAP-21 had not been revised or replaced because, from January 
2013 to April 2014, NNSA did not have a Senate-confirmed Administrator 
and had three different Acting Administrators. Officials said they intend to 
discuss improving oversight and the possibility of revising or replacing 
NAP-21 with NNSA’s new, Senate-confirmed leadership in early 2015, 
and that the results of the November 2014 review of the Congressional 
Advisory Panel on the Governance of the Nuclear Security Enterprise, as 
well as our review would inform that discussion.34

Further, NNSA’s organizational structure has been in flux which, 
according to NNSA officials, has also contributed to guidance not being 
revised. For example, the lines of communication for how field office 
managers report to headquarters changed multiple times since 2011. In 
addition, NNSA consolidated the M&O contract for two of its sites in June 
2012, awarding it to a single contractor, and consolidated the two field 

 Officials told us they 
were unsure if updating NAP-21 would be the appropriate vehicle for 
describing contractor oversight because the Y-12 security incident cast 
doubt on its effectiveness, or if replacing the policy with a new policy 
would be more effective, but that a permanent Administrator would be the 
right person to make this decision. 

                                                                                                                     
34Congressional Advisory Panel on the Governance of the Nuclear Security Enterprise A 
New Foundation for the Nuclear Enterprise: Report of the Congressional Advisory Panel 
on the Governance of the Nuclear Security Enterprise (Washington, D.C.: November 
2014). This panel was established by Section 3166 of the Fiscal Year 2013 National 
Defense Authorization Act that establishes the Congressional Advisory Panel and tasks 
the panel to offer recommendations “…with respect to the most appropriate governance 
structure, mission, and management of the nuclear security enterprise.” 
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offices that oversaw the sites.35

In addition to not having fully established policies or guidance for using 
information from CAS to conduct oversight of M&O contractors, NAP-21 
is unclear with respect to whether it broadens the applicability of CAS 
beyond mission-support activities, such as safety and security, to cover 
mission-related activities, such as maintaining the nuclear weapons 
stockpile. Specifically, DOE policies on contractor oversight require CAS 
to cover contractors’ performance of mission-support activities. However, 
NAP-21, while never specifically stating which activities CAS should 
cover, includes language linking CAS to oversight of mission-related 
activities. Table 1 summarizes key DOE and NNSA policies pertaining to 
contractor oversight and identifies the activities each contractor’s CAS 
should cover. For example, DOE Policy 226.1B and its accompanying 
order—both summarized in table 1—require that CAS cover mission-
support aspects of environment, safety, and health; safeguards and 
security; cybersecurity; and emergency management. This policy and 
order make no mention of mission-related activities. In contrast, NAP-21 
states that CAS is a “fundamental element of NNSA’s management 
strategy for assuring effective contractor performance in meeting mission 
objectives and other requirements.” Further, NAP-21 states that an 

 Officials from six of seven field offices 
responded to our survey that changes in organizational structure were a 
challenge in implementing oversight using CAS. Under the federal 
standards for internal control, a positive control environment is the 
foundation for all other standards, providing discipline and structure, as 
well as the climate which influences the quality of internal control. Among 
the key factors that affect the control environment is the agency’s 
organizational structure. A good internal control environment requires that 
the agency’s organizational structure clearly define key areas of authority 
and responsibility and establish appropriate lines of reporting. Having a 
more stable organizational structure could provide an improved control 
environment supportive of assessing revisions to existing policy and 
developing additional guidance for implementing the framework NAP-21 
envisioned for determining appropriate oversight approaches. 

                                                                                                                     
35Historically, two of NNSA’s major production sites that contribute to the maintenance 
and security of nuclear weapons—Y-12 in Tennessee and Pantex in Texas—were 
managed and operated under separate M&O contracts. In January 2013, NNSA awarded 
a single M&O contract for both sites. Prior to 2012, NNSA maintained a separate field 
office at each site but, in 2012, NNSA combined the two field offices into one, the NNSA 
Production Office in Oak Ridge, TN, which maintains federal oversight staff at both NNSA 
sites. 
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effective CAS should be focused on mission outcomes and be used by 
the M&O contractor to ensure that mission-related objectives are met. 

Table 1: Key Department of Energy and National Nuclear Security Administration Policies on Contractor Oversight and the 
Activities they Require Contractor Assurance Systems (CAS) to Cover  

Order or policy Effective date Description of order or policy Activities CAS should cover 
Supplemental Directive (SD) 226.1A, 
NNSA Line Oversight and Contractor 
Assurance System (LOCAS) 

October 17, 2008 
 

Establishes the broad framework for 
executing NNSA’s overall oversight 
system. 

Mission-support activities 
 

NNSA Policy NAP-21, 
Transformational Governance and 
Oversight 

February 28, 2011 
 

Identifies principles, responsibilities, 
processes, and requirements to 
transform and improve oversight of 
NNSA’s M&O contractors. 

Does not specify activities but 
does discuss applicability to 
both mission-support and 
mission-related activities 

DOE Guide 226.1-2A, Federal Line 
Management Oversight of Department 
of Energy Nuclear Facilities 

April 14, 2012 
 

Provides guidance for implementing 
DOE 226.1B specifically for nuclear 
facilities. 

Mission-support activities 

DOE Policy 226.1B, Department of 
Energy Oversight Policy and DOE 
Order 226.1B 

April 25, 2011 
 

Establishes DOE expectations for the 
implementation of an oversight process 
for the oversight of contractors. 

Mission-support activities 
 

NNSA SD 450.2, Functions, 
Responsibilities, and Authorities (FRA) 
Document for Safety Management 

June 20, 2013 Clarifies NNSA safety management 
functions, responsibilities and 
authorities. 

Safety (mission-support) 

Sources: GAO analysis of Department of Energy (DOE) and National Nuclear Security Administration (NNSA) orders and policies. | GAO-15-216 

Note: NNSA supplemental directives are issued in conjunction with DOE’s directives system to 
indicate how NNSA will implement a DOE directive in a cost-efficient manner. NNSA’s activities can 
generally be divided into two distinct areas: (1) mission-related activities and (2) mission-support 
activities. Mission-related activities are those that directly pertain to fulfilling NNSA’s mission or 
program objectives and are primarily overseen by program offices in NNSA headquarters responsible 
for integrating the program activities carried out across multiple sites. Mission-support activities, 
which are primarily overseen by officials at each of NNSA’s field offices, help ensure that NNSA’s 
mission and program objectives are achieved in an efficient, safe, secure, legally compliant, and 
environmentally sound manner. 
 

A senior official in NNSA’s office responsible for overseeing nuclear 
weapons stockpile programs noted that DOE and NNSA policy and 
guidance is unclear as to the extent to which CAS is supposed to cover 
mission-related activities. Based on the results of our survey, we also 
found that field office officials do not all agree on whether NAP-21 
requires CAS to cover mission-related activities. Officials from two field 
offices responded that the contractors’ CAS at their sites partially covered 
mission-related activities, and officials from the remaining five field offices 
responded that they fully covered mission-related activities. Clarifying 
whether CAS is required to cover mission-related activities would ensure 
that expectations for how information from CAS will be used are 
consistent across the nuclear security enterprise. 
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Beyond questions of clarity concerning whether NAP-21 requires CAS to 
cover mission-related activities, NNSA headquarters’ program officials 
with whom we spoke identified that for them it is challenging to access 
information directly from CAS and use it to oversee M&O contractors. As 
discussed above, these officials are generally responsible for overseeing 
mission-related activities associated with nuclear weapons and 
nonproliferation programs carried out at multiple sites within the nuclear 
security enterprise. One senior program official responsible for 
overseeing nuclear weapons stockpile programs said that contractors’ 
CAS are not transparent to program offices the way they are to field 
offices. Further, according to program officials, it is resource intensive to 
use information directly from each contractor’s CAS and to make it useful 
for examining programs that cut across multiple sites because each 
contractor has a different system. As such, according to these program 
officials, they typically request information from the field offices or directly 
from the contractors in formats more useful to them. Program officials told 
us they often are not aware of the source of the information they receive 
as a result of these requests. For example, one senior program official 
from NNSA’s program office that oversees nuclear weapons stockpile 
programs told us that his program uses data for several types of metrics 
throughout the year to conduct mission-related oversight, but this 
information is requested from the field offices, and he is unaware as to 
whether the information was contractor-generated or whether the 
information was developed by federal officials and what, if any, steps 
were taken to verify the accuracy of the information. In contrast, 
contractor representatives with whom we spoke told us that mission-
related information is captured in CAS and that program officials use it as 
part of their oversight approach whether they know where the information 
comes from or not. For example, one M&O contractor official pointed out 
that a tool used by numerous nuclear weapons program officials for 
monitoring program milestones is included in his contractor’s CAS and is 
a source of data that field office officials provide to program offices when 
requested. 
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In the absence of sufficiently detailed and comprehensive guidance from 
NNSA headquarters for determining an appropriate mix of oversight 
approaches, NNSA field offices responsible for day-to-day oversight of 
M&O contractors report having developed their own procedures for this 
purpose. While these officials reported that their procedures for assessing 
risk are complete, these officials reported that their procedures for 
assessing CAS maturity and past performance in determining an 
appropriate oversight approach are not always complete.36

Officials from all field offices reported having complete procedures to 
assess risk.

 

37 For example, the Nevada Field Office was identified by the 
Energy Facility Contractors Group (EFCOG) as using leading practices 
for risk assessment.38

                                                                                                                     
36We did not assess the quality of field offices’ procedures largely because, as discussed 
above, neither DOE nor NNSA has provided the field offices with specific direction on 
these matters, beyond the framework laid out in NAP-21 and guidance for some risk 
assessment activities, which we could use as a source of comparison. We have defined 
“fully complete” to mean the procedures cover activities related to environment, safety and 
health; safeguards and security; mission; business operations; infrastructure; emergency 
management; and construction project management—and include steps for (1) assessing 
operational risk, CAS maturity, and past contractor performance and (2) using the results 
of these evaluations to plan annual line oversight priorities, or make real-time oversight 
decisions, such as monitoring the contractor, enhancing oversight by shadowing a 
contractor-led assessment, conducting an independent field office assessment, or taking a 
contract-related action. 

 The Nevada Field Office uses a risk assessment 
process that analyzes risks for (1) environment, safety, and health 
factors; (2) safeguards and security factors; (3) mission; and (4) cost to 
determine the combined risk for any activity area. The process includes 
assessment factors on CAS maturity and the contractor’s past 
performance as evidenced by performance ratings documented by NNSA 
at the end of each fiscal year. The combination of these assessment 
factors, consistent with the NAP-21 framework, provides a 

37While we did not review the quality or consistency of field offices’ assessments of risk, 
CAS maturity, or contractors’ past performance, we observed that some field offices have 
not always documented the results of the assessments conducted in accordance with their 
procedures. For example, we observed at one field office the existence of extensive 
procedures for assessing risk, but when we attempted to obtain documentation of the field 
office’s risk assessments—specifically those associated with construction project 
management—the official responsible for making risk assessment determinations stated 
that no such documentation exists for recent years. 
38EFCOG is a self-directed group of contractors of DOE facilities that is to promote 
excellence in operation and management of DOE facilities through the exchange of 
information and improvement initiatives.  
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Differ Among Field Offices 
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comprehensive risk score that helps the field office determine the most 
appropriate oversight approach. The Nevada Field Office’s risk 
assessment process drives the development of annual schedules for 
contractor self-assessments and federal oversight assessments, allowing 
NNSA to reduce or eliminate assessments of little value and focus 
oversight resources on higher priority activities, according to EFCOG. 

With regard to procedures to assess CAS maturity and past performance, 
officials from five of seven field offices reported that they have complete 
procedures to assess CAS maturity. Officials at one field office told us 
that they rely on the contractor to assess its own CAS maturity and 
identify any needed improvements in CAS and, therefore, do not have 
procedures for assessing CAS maturity. In contrast, we found that the 
Livermore Field Office had detailed instructions for assigning a rating for 
each of the five CAS attributes as described in NAP-21, across mission-
support and mission-related activities.39

While field offices report that their own procedures for determining an 
appropriate mix of oversight approaches are not fully complete, we 
identified significant differences among the procedures they do have that 
may affect NNSA’s ability to ensure consistent oversight of its contractors. 
For example, the five field offices that reported having complete 
procedures for assessing CAS maturity use different processes and 
scales for rating maturity. Specifically, two field offices have procedures 
that provide general process flowcharts or other high-level descriptions of 
CAS maturity but do not define maturity levels or scales for rating CAS 

 An official from one field office 
reported that the office did not have complete procedures for assessing 
either the contractors’ CAS maturity or past performance. With regard to 
assessing past performance, according to this official, officials from this 
field office review previous monthly contractor evaluation reports to 
determine if there are problem areas that may require additional focus for 
the year. However, the field office has no procedures that establish, for 
example, the frequency, method, depth, or scope of these assessments, 
or the responsibilities of the officials conducting them, such as 
documenting results. 

                                                                                                                     
39One other NNSA field office—Los Alamos—was very similar to the Livermore Field 
Office in that it applied ratings to four of the five attributes a CAS should include as 
described in NAP-21. However, the Los Alamos Field Office replaced the attribute 
“operating experience” with “alignment with laboratory goals,” which is not fully consistent 
with NAP-21. 
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maturity and do not address whether or how to rate the maturity of each 
of the five CAS attributes described in NAP-21. The remaining three field 
offices have procedures that define maturity levels or scales for rating 
CAS maturity, but these rating scales differ. One of the three offices uses 
a scale with rating categories of “exceeds expectations,” “meets 
expectations,” “less than adequate,” and “inadequate,” where each 
category is defined in the procedures. These ratings are aimed at 
assessing some elements of the five CAS attributes, as described in 
NAP-21, but the office’s procedures do not explicitly require a rating for all 
five attributes a CAS should include per NAP-21 in each activity area. In 
contrast, procedures at another field office require a rating for all five 
attributes a CAS should include, by activity using a scale with categories 
for “fully meets,” “partially meets,” or “does not meet”—both in terms of 
implementation and effectiveness. The procedures also include steps that 
allow officials to assign additional confidence ratings for each activity area 
being assessed based on the extent to which they believe significant 
issues, weaknesses, or deficiencies exist in each area. NAP-21 
recognizes that the missions of each site within the nuclear security 
enterprise differ, as do the risks associated with the activities they 
undertake and, therefore, provides flexibility to each field office to 
determine the mix of oversight appropriate for its contractor’s activities. 
While each of these procedures may be effective for each field office’s 
purposes, these differences could affect the consistency with which 
NNSA’s field offices are determining an appropriate mix of oversight 
approaches. 

NNSA headquarters discontinued its process established by NAP-21 for 
reviewing the effectiveness of contractors’ CAS implementation and field 
offices’ oversight approaches, effectively eliminating the primary internal 
control activity that NAP-21 included for the agency to evaluate its 
implementation across the nuclear security enterprise. This process, 
known as “affirmation,” was designed for a federal assessment review 
team—composed of staff from program offices and field offices—to 
review each field office’s mix of contractor oversight approaches and 
practices, as well as implementation of each M&O contractor’s CAS. The 
goal of the review was to affirm that each contractor had a fully 
implemented and reliable CAS and that each field office’s approach to 
oversight was appropriate. According to senior agency officials, these 
affirmation reviews were envisioned as a crucial element in ensuring the 
effectiveness of NNSA’s overall approach to contractor oversight across 
the nuclear security enterprise. 

NNSA Discontinued the 
Process for Headquarters 
Review of Field Offices’ 
Oversight Approaches 
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NNSA conducted affirmation reviews at three sites—Sandia National 
Laboratories, the Nevada National Security Site, and the Y-12 National 
Security Complex–and all three reviews resulted in affirmations. However, 
following the 2012 security incident at Y-12—which occurred after NNSA 
affirmed the implementation and reliability of the contractor’s CAS and the 
effectiveness of the Y-12 field office’s mix of oversight approaches—
NNSA discontinued its affirmation review process. According to NNSA 
officials, after investigating the root causes for the security lapse at Y-12, 
NNSA determined that its affirmation reviews focused too heavily on 
affirming that a CAS existed and covered the five CAS attributes as 
outlined in NAP-21 and did not focus enough on evaluating the 
effectiveness of either the contractor’s CAS or the field office’s approach 
to determining the appropriate mix of systems- and transaction-based 
oversight. After discontinuing the affirmation reviews, NNSA initiated an 
Oversight Improvement Project to focus on evaluating the effectiveness of 
contractors’ CAS and field offices’ oversight approaches. However, a 
senior NNSA official told us the project was never completed, and NNSA 
has not developed another process in lieu of affirmation reviews.  

Officials we interviewed from several field offices told us they would like 
NNSA headquarters to review their field offices’ procedures and oversight 
approaches to provide reasonable assurance that they are “doing the 
right things.” Officials from one field office told us that even though an 
affirmation review was not completed at their site, the field office was in 
the process of preparing for it when the Y-12 security incident occurred. 
These officials said that preparing for an affirmation review focused their 
efforts on documenting the procedures the field office had developed for 
conducting oversight and incorporating information from CAS, training 
federal oversight staff, and coordinating with the site’s M&O contractor, 
but the incentive to continue these activities ceased when NNSA 
discontinued affirmation reviews. Officials from two field offices told us 
that NNSA headquarters officials have not sought input about how to 
ensure the effectiveness of oversight approaches going forward. Further, 
according to NNSA officials, the agency did not use the results of 
analyses of the Y-12 security incident to refocus the affirmation reviews 
on evaluating the effectiveness of the contractor’s CAS or the field office’s 

                                                                                                                     
40U.S. Department of Energy, Office of Inspector General, Special Report: Inquiry into the 
Security Breach at the National Nuclear Security Administration’s Y-12 National Security 
Complex, DOE/IG-0868 (Washington, D.C.: August 2012). 

NNSA Affirmed Y-12 CAS Prior to Security 
Incident 
NNSA conducted an affirmation review of both 
the contractor’s implementation of CAS and 
the field office’s approach to oversight of the 
contractor prior to the security incident. In the 
affirmation report NNSA found that the 
approach to oversight at Y-12, which includes 
both the field offices’ oversight of the 
contractor and the CAS system, “satisfies all 
elements of the Affirmation Review… all 
elements for line oversight were rated “fully 
meets,” and four of the five CAS elements 
were rated “fully meets.” 
However, after the security incident where 
three individuals gained unauthorized access 
to the site by severing security fences in July 
2012, a review of weaknesses at the site by 
DOE officials found that, the systems based 
assessment model as implemented was 
ineffective and unduly emphasized the 
contractor assurance process rather than 
actual performance. Consequently, NNSA 
does not have an effective capability to 
identity issues and may be unaware of 
significant problems prior to their realization. 
For example, quarterly reports from the field 
office rated the performance of the contractor 
on security issues as high, but this was based 
on contractor self-assessments (self-
assessments are part of CAS). This weakness 
was not identified during the affirmation 
review even though identifying these types of 
weaknesses was the express purpose of the 
affirmation process. Further, DOE officials 
from the Office of Inspector General found 
that the security incident represented multiple 
system failures on several levels, including 
“troubling displays of ineptitude” in responding 
to alarms, failures to maintain critical security 
equipment, over reliance on compensatory 
measures, misunderstanding of security 
protocols, poor communications, and 
weaknesses in contract and resource 
management.40

 

 Contractor governance and 
federal oversight failed to identify and correct 
early indicators of these multiple system 
breakdowns. 

Source: GAO analysis. | GAO-15-216 
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approach to determining the appropriate mix of oversight approaches.41

Field office officials’ responses to our survey illustrate the differences in 
oversight approaches being applied across the nuclear security enterprise 
to mission-related and mission-support activities. While field offices’ 
oversight approaches may be appropriate, the discontinuation of the 
affirmation process eliminated the opportunity for this evaluation. Figure 4 
shows field offices’ assessments of risk and CAS maturity for certain 
activities and their reported use of transaction- versus systems-based 
oversight approaches in these same areas.

 
Discontinuing affirmation reviews without replacing them with another 
form of validation eliminates the internal control activity in NAP-21 to 
provide NNSA with assurance of oversight effectiveness across the 
nuclear security enterprise. Further, continuing the affirmation review 
process would have provided information allowing for oversight practices 
to be compared across field offices and for differences among them to be 
evaluated. According to NNSA headquarters and field officials, there is no 
current mechanism for this to occur although NAP-21 is still in force. 

42 All field offices reported 
heavy reliance on systems-based oversight for business operations, and 
five of seven field offices reported relying on systems-based oversight 
more than transaction-based oversight for infrastructure activities. Finally, 
three of seven field offices reported relying significantly on systems-based 
oversight for safeguards and security.43

                                                                                                                     
41NNSA, Assessment of NNSA Federal Organization and Oversight of Security 
Operations (Washington, D.C.: Nov. 7, 2012). 

 

42Because our analysis was neither intended to be comprehensive nor prove that field 
office oversight decisions were correct or incorrect, we did not include an assessment of 
past performance here in order to simplify our illustration. 
43NAP-21 states that transaction-based oversight is most appropriate for nuclear and 
high-hazard activities, including, for example, part of the safeguards and security activity. 
Our survey only collected broad responses on all safeguards and security activities and 
did not collect information specific to nuclear and high-hazard subelements under the 
safeguards and security mission-support activity.  
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Figure 4: Field Offices’ Assessments of Risk and CAS Maturity for Different Activities and Reported Use of Transaction- 
Versus Systems-Based Oversight in These Areas 

 
aIn defining CAS maturity, we instructed field offices to use the following definitions: Early use—the 
process is defined but not implemented; Implemented—the process is defined and implemented but 
does not facilitate management decisions; Effective—a defined, implemented process that facilitates 
management decisions; and Predictive and Responsive—a defined, implemented process that is 
predictive of issues that need to be addressed and focuses on continuous improvement. This scale 
was developed based on interviews we conducted with field office officials at two sites and draws on 



 
 
 
 
 

Page 33 GAO-15-216  NNSA Contractor Assurance Systems   

a scale developed by the Capability Maturity Model Integration (CMMI) Institute, which is affiliated 
with Carnegie Mellon University. 
b

 

One field office responded “don’t know” for construction project management oversight mix and level 
of risk, and two field offices responded “don’t know” for construction project management CAS 
maturity, so fewer than seven responses for this area are reflected in this figure. 

The absence of an affirmation or other evaluation process may contribute 
to the challenges field office officials identified in responses to our survey 
related to using information from CAS to conduct oversight of M&O 
contractors. Specifically, officials from three of the seven field offices 
responding to our survey indicated that the need for clarity in expectations 
for field offices was a great to very great challenge. Similarly, officials 
from three field offices responding to our survey also indicated that the 
need for clarity in roles and responsibilities and communication barriers 
between field offices and NNSA headquarters posed great to very great 
or moderate challenges. For example, field office officials indicated that 
they were often unsure who in NNSA could provide guidance when they 
had questions about using information from CAS. Officials from three of 
the seven field offices responding to our survey indicated that they did not 
have consistent points of contact at NNSA headquarters who could 
answer questions, explain policy, or provide information about overseeing 
CAS implementation. In addition, officials from several of the field offices 
responding to our survey indicated that they did not have consistent 
points of contact at NNSA headquarters who could answer questions, 
explain policy, or provide information about conducting assessments of 
risk, CAS maturity, and contractors’ past performance.44

                                                                                                                     
44Officials from three of the field offices responding to our survey indicated that they did 
not have consistent points of contact at NNSA headquarters who could answer questions, 
explain policy, or provide information about conducting assessments of risk and 
contractors’ past performance, while officials from four of the field offices indicated the 
same concerns regarding conducting assessments of CAS maturity. 

 Officials from 
other sites reported that they have points of contact, but this contact 
varies, and only a few field office officials indicated that they had 
consistent points of contact. And finally, five field offices’ officials 
responding to our survey indicated that changes in NNSA’s organizational 
structure and reorganizations pose a moderate challenge to effectively 
using information from CAS when conducting contractor oversight. To 
elaborate on this challenge, field office staff at sites we visited said that 
NNSA had recently undergone several internal reorganizations that 
moved the field office reporting structure. Prior to June 2013, field offices 
managers reported to the Office of the Administrator. Starting in June 
2013, field office managers were to report to the head of a newly created 
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Office of Infrastructure and Operations. The reporting structure was 
changed again in December 2013, when field office managers once again 
were to report to the Office of the Administrator. Field office officials told 
us that these reorganizations created additional uncertainty about who to 
contact on questions regarding how to use CAS. 

Similar to not having fully established policies or guidance for using 
information from CAS to conduct oversight of M&O contractors, NNSA 
has not fully established policies or guidance for using information from 
CAS to evaluate M&O contractors’ performance. Some field office officials 
told us their offices have developed their own procedures for doing so; 
however, we reviewed these procedures and found they were not 
sufficiently detailed to guide use of information from CAS to evaluate 
contractors’ performance. While headquarters program officials 
expressed concern over the maturity of CAS and the reliability of this 
information for performance evaluation purposes, field offices reported 
using information from CAS for this purpose. 

NNSA has not fully developed policies or guidance that address how or 
under what circumstances to use information from CAS to evaluate M&O 
contractors’ performance. NNSA has four policy and guidance documents 
that establish its current M&O contractor performance evaluation process. 
These four documents discuss performance evaluation in the context of 
an overall oversight model that includes CAS, but none fully describes 
how or to what extent information from CAS should be used for 
performance evaluation.45

First, in 2008, NNSA issued its NAP-4B policy letter, Corporate 
Performance Process for M&O Contractors, which established a 
contractor performance evaluation process across NNSA. NAP-4B 
provides a high-level basis for how the performance evaluation process 
should operate by describing the various phases of performance 
evaluation—such as what NNSA should include in its evaluation process, 
including monitoring, assessing, and documenting contractor 
performance. According to agency officials, NAP-4B remains in force as a 
guiding policy document for NNSA with respect to evaluating contractor 
performance, even though it has not been revised to reflect subsequent 

 

                                                                                                                     
45Our review did not find DOE specific policy and guidance discussing how or under what 
circumstances to use information from CAS to evaluate M&O contractor’s performance. 
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policy. 46

Second, in 2011, NNSA issued NAP-21, which directs NNSA officials to 
evaluate M&O contractors’ performance based on information from 
contractors’ CAS and other sources, including federally generated 
information obtained through transaction-based oversight activities. 
However, NAP-21 does not provide an evaluative framework for 
determining how or to what extent information from CAS should be used 
for assessing performance as it does for conducting oversight. NNSA has 
not completed the NAP-21 chapter originally intended to link CAS to 
performance evaluation. The chapter, preliminarily entitled Performance 
Evaluation Plan and Metrics was, according to placeholder language 
included in NAP-21, intended to identify the criteria by which NNSA would 
evaluate contractors’ performance consistent with the principles included 
in the NAP-21 policy. According to a senior official at NNSA, this chapter 
remains incomplete and, as of January 2015, there was no timetable for 
completing it. 

 NAP-4B does not specify how or to what extent information from 
CAS should be used in evaluating M&O contractor performance. 

Third, later in 2011, DOE issued Order 226.1B, which superseded earlier 
orders on implementation of DOE oversight policy. In Order 226.1B, 
NNSA is required to evaluate contractor performance for effectiveness, 
establish and communicate performance expectations to contractors, and 
assess contractors’ establishment of a CAS as part of their performance. 
However, the order did not specify how or to what extent information from 
CAS should be used for purposes of evaluating M&O contractor 
performance. 

Last, according to a senior NNSA official, NNSA’s contractor performance 
evaluation process is described in its Handbook—published in draft form 
in 2013 and, according to NNSA officials, used to guide fiscal year 2013 
and fiscal year 2014 performance evaluation.47

                                                                                                                     
46According to NNSA officials, NNSA is currently revising NAP 4B, but these revisions 
have not been finalized as of February 2015.  

 The Handbook describes 
certain steps involved in evaluating contractor performance, and it 
provides definitions for performance ratings and instructions for 
developing annual evaluation reports of contractors’ performance, among 

47As of February 2015, a senior NNSA official told us that the Handbook remains in draft 
form and in effect while NNSA continues to update the process.  
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other things.48 The Handbook also provides direction to contractors for 
developing their annual self-assessments, an output of CAS. The 
Handbook states that contractors’ self-assessments should detail to 
NNSA how they performed against their annual performance evaluation 
plans, identify any areas in which performance was deficient, and explain 
how the contractor exceeded expectations in any areas where 
performance surpassed NNSA requirements.49 While NAP-21 makes 
clear that self-assessments are one of the five CAS attributes, the 
Handbook does not specify how or to what extent NNSA officials are to 
use the self-assessments for evaluating contractor performance or 
whether they should use information from CAS to validate the self-
assessments.50

In the absence of headquarters policies and guidance on how to use 
information from CAS for performance evaluation, officials from four of 
seven NNSA field offices told us that their offices have developed their 
own procedures for using information from CAS to evaluate contractor 
performance.

 Other than the discussion of self-assessments, the 
Handbook does not discuss CAS. 

51

                                                                                                                     
48The Handbook does not provide a description of how to identify which offices within 
NNSA are responsible for assessing each performance objective under the new 
performance evaluation process. We determined that field offices have lead responsibility 
for assessing contractors’ performance for two performance objectives while headquarters 
program offices or the Office of the NNSA Administrator have lead responsibility for 
assessing contractors’ performance for three performance objectives. A senior NNSA 
official said the next update of the Handbook will contain this information but, as of 
February 2015, the Handbook had not been updated.  

 Officials from the remaining three field offices indicated 
that they do not have such procedures. In reviewing the procedures 
developed by the four field offices that reported having them, we found 
that each refers to the role of CAS in performance evaluation, but each 
describes the role of CAS differently. For example, at one site, the 

49The Handbook’s guidance on self-assessments compliments one of NAP-21’s five 
attributes of CAS concerning self-assessments. Namely, contractors are to use a robust 
and effective, risk-informed approach to develop, implement and perform comprehensive 
assessments of all facilities, systems, and organizational elements, including 
subcontractors, on a recurring basis.  
50According to NNSA officials, NNSA is currently updating the Handbook, but these 
updates have not been finalized as of February 2015.  
51GAO submitted a data request in July 2014 to obtain procedures from seven field offices 
on the use of CAS information for performance evaluation. All seven field offices 
responded via e-mail and submitted documents to GAO.  
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procedures in place specify that the field office should consider results 
from the M&O contractor’s CAS in evaluating contractor performance. At 
another site, however, the procedures in place describe how to validate 
and document M&O contractor performance, which could include 
information from CAS, but does not have specific reference to CAS. In 
addition, we reviewed the procedures developed by the four field offices 
that reported having them, and we found that these procedures are not 
sufficiently detailed to guide field offices in determining the extent to 
which information from CAS should be used to evaluate contractors. For 
example, officials from one field office provided us with documentation on 
how they evaluate contractor performance, and these officials told us that 
they did not make a distinction between contractor-generated information 
from CAS and other transaction-based oversight data when evaluating 
their contractor’s performance. Under federal internal control standards, 
agencies are to clearly document internal controls, and the 
documentation is to appear in management directives, administrative 
policies, or operating manuals. Improving policies and guidance for using 
information from CAS for performance evaluation would help ensure that 
all involved in performance evaluation are using information from CAS 
consistently and appropriately.52

The extent to which headquarters program and field office officials use 
information from CAS in contractor performance evaluations varies in part 
based on officials’ perceptions of the reliability of information from CAS. 
Officials from five headquarters program offices told us they were less 
confident in using information from CAS to evaluate contractors’ 
performance because they do not have reasonable assurance that the 
information is fully accurate and reliable, and CAS is not yet fully mature 
among contractors. Other senior headquarters program officials we 
interviewed at six program offices noted that the maturity of CAS varies 
widely across contractors and that CAS is not yet sufficiently mature 
across all mission-related or mission-support activities to make full use of 
it for performance evaluation. A senior NNSA official in a headquarters 
program office noted that NNSA does not have implementing guidance 
related to conducting an assessment of CAS maturity for the purposes of 
performance evaluation that headquarters and field office officials can use 
to discuss CAS maturity consistently. The National Academy of Public 
Administration has also reported concerns by the Defense Nuclear 

 

                                                                                                                     
52GAO/AIMD-00-21.3.1. 
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Facilities Safety Board about the maturity of NNSA labs’ CAS and 
whether they could ever develop sufficiently to substitute for field office 
on-site inspections and transactional oversight.53

Further, headquarters program officials stated that they cannot yet fully 
rely on contractors’ self-assessments—those included in CAS and those 
generated as part of the annual performance evaluation process—for 
evaluating performance. According to NNSA officials from five 
headquarters program offices we interviewed, as well as NNSA reports 
documenting the results of annual performance evaluations, contractors’ 
self-assessments are not self-critical enough and may reflect a more 
positive assessment of performance than what federal overseers may 
observe themselves. Senior officials from three headquarters’ offices and 
officials from one field office told us that contractors tend to understate 
challenges and overstate their accomplishments in their self-
assessments. The DOE IG has also reported on concerns about a 
contractor’s self-assessments.

 

54

As noted earlier, another reason for variability in the extent to which 
information from CAS is used in evaluating M&O contractors’ 
performance is that, according to several headquarters’ officials, it can be 
difficult to identify the source of the information used. For example, a 
senior official in NNSA’s Office of Defense Programs, which has a 
mission involving maintenance of the nuclear weapons stockpile, told us 
he did not know if some of the data used to evaluate contractor 
performance were derived from the contractors’ CAS. He said this was 
because his office did not trace this information back to its original source, 
and because there was no clear way to delineate between contractor-
generated information from CAS and other information, such as third-
party assessments. Further, a DOE official once responsible for making 
final evaluations of NNSA contractors’ annual performance told us he was 

 For example, in 2013, the DOE IG 
reported that some contractor self-assessments were not effective in 
identifying safety weaknesses subsequently identified by independent 
reviews. 

                                                                                                                     
53The National Academy of Public Administration is an independent, nonprofit, and 
nonpartisan organization chartered by Congress to assist government leaders in building 
more effective, efficient, accountable, and transparent organizations. 
54Department of Energy Office of Inspector General, National Nuclear Security 
Administration Contractor Governance, Audit Report IG-0881 (Washington, D.C.: Feb. 19, 
2013). 
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unable to make a distinction between the evidence from CAS or other 
sources that formed the basis for award fee recommendations he was 
asked to approve. Furthermore, when he asked those providing the 
recommendations for the sources of this information, they were unable to 
easily provide it or discern the source of the information.55

While agreeing that CAS maturity affects the extent to which information 
from CAS should be used to evaluate M&O contractors’ performance, 
officials from three of four NNSA’s field offices that we spoke with told us 
they are more likely to use information from CAS to evaluate M&O 
contractors’ performance than their colleagues in headquarters program 
offices because they have experience assessing the maturity of their 
contractors’ CAS as part of their oversight responsibilities. Officials from 
four field offices we interviewed said that their use of information from 
CAS for performance evaluation depended on factors such as the 
maturity level of CAS in each activity at the site and the credibility and 
accuracy of contractor’s self-assessments. Officials we spoke with at four 
field offices also told us that because they were in a position to verify the 
information from CAS through direct observations of contractor 
performance, they are more confident in their understanding of the 
reliability of information from CAS than are their headquarters colleagues. 
Figure 5 compares field offices’ responses to our survey on the extent to 
which they use information from CAS to evaluate M&O contractors’ 
performance. 

 

                                                                                                                     
55We reviewed the fiscal year 2013 Administrator’s decision package—which includes 
field office and headquarters’ data and analysis of contractor performance—and found no 
direct references to the sources of data or how or to what extent information from CAS 
was used in generating performance recommendations. 
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Figure 5: Extent to Which National Nuclear Security Administration Field Offices Report Using Information from Contractor 
Assurance Systems (CAS) for Evaluating M&O Contractors’ Performance, by Activity 

 

 
a

 

One field office responded “don’t know” for construction project management, so fewer than seven 
responses for this area are reflected in this figure. 

 



 
 
 
 
 

Page 41 GAO-15-216  NNSA Contractor Assurance Systems   

NNSA has not assessed whether it has sufficient, qualified personnel to 
implement the framework described in NAP-21. As of September 2014, 
on-board federal staff at NNSA totaled 1,587. NNSA noted in its Fiscal 
Year 2015 Stockpile Stewardship and Management Plan (SSMP), a 
report updated annually that describes NNSA’s long-term plans for 
sustaining and modernizing the stockpile and associated infrastructure,56

                                                                                                                     
56DOE/NNSA, Fiscal Year 2015 Stockpile Stewardship and Management Plan Report to 
Congress(Washington, D.C.: April 2014. 

 
that its field offices have experienced a decline of about 14 percent in 
staffing in recent years. NNSA officials told us that staffing levels across 
all of the nuclear security enterprise have been on a general downward 
trend. Figure 6 shows this trend. NNSA also noted in its SSMP that the 
downward trend in NNSA staffing can be traced in part to initiatives such 
as the oversight framework described in NAP-21, which envisioned 
reducing the size of the NNSA workforce while continuing to achieve 
NNSA’s missions safely and securely. However, NNSA officials whom we 
interviewed could not explain how using information from CAS had 
affected staffing levels and, in response to our survey, only two of seven 
field offices indicated that their downsizing was at all driven by an 
increased ability to rely on information from CAS for oversight activities. In 
general, field offices’ responses to our survey indicated their perception 
that staff reductions were driven by such factors as reductions in NNSA’s 
overall full-time equivalent levels, attrition, NNSA hiring freezes, and 
budget constraints. 

NNSA Has Not 
Determined Whether 
It Has Sufficient, 
Qualified Personnel 
to Implement Its 
Framework for Using 
Information from CAS 
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Figure 6: Number of National Nuclear Security Administration Staff from Fiscal Year 
2008 to Fiscal Year 2014 

 
Note: This includes federal staff at NNSA headquarters and field offices but not federal staff in the 
Office of Naval Reactors or Office of Security Transportation Asset. 
 

NNSA officials we interviewed were unable to identify any studies that 
had been completed that assessed whether NNSA has sufficient, 
qualified federal personnel in place across the nuclear security enterprise 
to conduct oversight of M&O contractors and evaluate their performance 
under the NAP-21 framework. However, NNSA reported in its fiscal year 
2015 SSMP that staff levels for all NNSA organizations are constantly 
being reviewed to ensure that limited resources are dedicated to the 
highest priorities at the field offices and for headquarters operations.57

                                                                                                                     
57We requested that NNSA provide studies conducted in support of the statement in the 
SSMP, but none were provided. As part of our evaluation associated with GAO’s fiscal 
year 2015 high-risk update (

 
Both the National Academies of Science and National Academy of Public 
Administration have conducted recent studies that suggest that NNSA 
needs to do more to ensure the agency has qualified, trained personnel to 

GAO-15-290), we reviewed DOE’s study Improving Project 
Management: Report of the Contract and Project Management Working Group (November 
2014), which identified a lack of independent oversight as creating problems for 
successfully executing projects and addressed skills and staffing issued associated with 
project management. This study, however, does not discuss CAS. 

http://www.gao.gov/products/GAO-15-290�
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oversee the contractors. For example, a 2013 review by the National 
Academies of Science reported the views of some researchers at NNSA 
sites who observed that NNSA oversight officials blurred the lines 
between oversight and evaluation and inserted themselves into an 
operational role, directing contractor activities in great detail.58 Further, a 
January 2013 National Academy of Public Administration review of DOE 
laboratories, including the three NNSA laboratories, noted that the 
change to oversight of M&O contractors using CAS would require a 
change in the roles and skill set of staff, as well as possibly a change in 
staffing levels.59

Field office officials have raised concerns that staffing levels and the mix 
of staff skills may not be adequate to conduct appropriate oversight in the 
near future and that this may result in overreliance on information from 
CAS without the ability to assure that this information is sufficiently 
mature. For example, in response to our survey of field offices, six of the 
seven field offices responded that fewer staff to implement NAP-21’s 
approach to oversight is a challenge. Furthermore, five of seven field 
offices noted that not having certain subject matter experts is a challenge 
for oversight that could be exacerbated in the future as senior field office 
staff are expected to become retirement eligible. In a January 28, 2013, 
report to DOE’s Federal Technical Capability Panel, one field office 
reported that its staffing levels were less than the number required to 
perform the oversight identified as necessary.

 

60

                                                                                                                     
58National Academy of Science, Managing for Quality of Science and Engineering at the 
NNSA National Security Laboratories (Washington, D.C.: September 2013). 

 This field office noted that 
staffing shortages are offset through support from other offices and 
increased reliance on information from CAS. The report did not indicate if 
the field office’s increased reliance on information from CAS for oversight 
was supported by the field office’s analysis of the risk of the activity, the 
maturity level of the contractor’s CAS, and contractor performance in the 
area. In response to our survey of NNSA field offices, four field offices 
responded that they either faced shortages or would face staffing 

59National Academy of Public Administration, U.S. Department of Energy, Positioning 
DOE’s Labs for the Future: A Review of DOE’s Management and Oversight of the 
National Laboratories (Washington D.C.: January 2013). 
60U.S. Department of Energy, NNSA Annual Workforce Analysis and Staffing Plan Report 
as of December 31, 2012 Reporting Office: Los Alamos Field Office (Washington D.C.: 
Jan. 28, 2013). 
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shortages in the next 5 years in critical areas, such as safety and security, 
due to retirements and a concern about authority to hire. These concerns 
mirror concerns we, and others, have reported in the past on staffing 
issues and technical training for field office staff. For example, in March 
2009, we found that, according to one DOE official, one field office’s 
security oversight program was “broken” in part as a result of oversight 
staff not having adequate technical training.61 In April 2012, we found that 
NNSA faces challenges in recruiting, retaining, and developing its 
workforce.62 Officials from NNSA field offices reported that their secure 
work environment and location make recruitment of candidates more 
challenging. Further, in 2014, the Congressional Advisory Panel noted 
that there is a nearly complete absence of career development programs, 
rotational assignments, and professional certification requirements.63

According to NNSA field office officials, in 2013, concerned about their 
capacity to fully support all oversight requirements, field offices called on 
NNSA headquarters to initiate a review across the nuclear security 
enterprise of field office staffing resources needed to implement NAP-21 
and using the concept of the “capabilities based field office” (CBFO), a 
concept whereby NNSA would identify common activities that field office 
staff perform and would restructure field office staffing levels to best 
execute these activities. According to officials, the CBFO concept was a 
reaction to trends pointing to a continuing reduction of federal oversight 
staff. According to these officials, NNSA management had posited that, 
under certain circumstances, field offices could share some staff with 
specific technical capabilities rather than having redundant capabilities at 
field offices that might only need staff part-time. For example, certain field 
offices may not need a whole full-time equivalent employee for some 

 
NNSA has taken steps to address some of the deficiencies identified in 
these reports, but field office staff expressed to us their concerns that 
these types of deficiencies will persist if the agency does not have 
sufficient staff with the necessary skills to effectively implement the 
oversight requirements of the NAP-21 framework. 

                                                                                                                     
61GAO-09-321. 
62GAO-12-468. 
63Congressional Advisory Panel on the Governance of the Nuclear Security Enterprise, A 
New Foundation for the Nuclear Enterprise: Report of the Congressional Advisory Panel 
on the Governance of the Nuclear Security Enterprise (Washington, D.C.: November 
2014). 
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positions, such as civil/structural engineer, and field offices may be able 
to share these resources among sites. To facilitate the discussion on 
whether or not this concept was feasible, field office staff drafted analysis 
plans for current and predicted staffing needs at each field office and the 
feasibility of using the CBFO model and submitted them to headquarters 
for review. However, according to NNSA headquarters officials, NNSA 
has no plans to complete this review, and the data from the analysis 
plans are now too old to be useful. These officials said that they plan on 
discussing staffing issues with senior leadership in 2015. 

We reviewed these analyses and found that, at the time they were 
completed, all seven field offices indicated risks associated with moving 
to a CBFO model including (1) potential for decreased technical expertise 
when newer staff replace senior technical staff who retire, (2) a mismatch 
between informational needs of headquarters staff compared with 
resources of field offices to respond to those needs, (3) reliance on 
geographically diverse staff in the face of possible reductions in travel 
budgets, and (4) reduced oversight. All seven offices reported that a 
mitigation factor for reduced staff would be an increased reliance on 
information from CAS for oversight. Four of the offices indicated that any 
reduction in oversight would take into account the risk level of activities, 
but none mentioned CAS maturity or past contractor performance as 
factors in deciding whether increased reliance on CAS would be an 
appropriate mitigation strategy. Without a strategy to ensure that NNSA 
has sufficient, qualified staff to conduct oversight using the NAP-21 
framework, NNSA faces the risk that its oversight strategy is not 
appropriate to the risks, CAS maturity, and contractor performance. 

NNSA has attempted to increase the effectiveness and efficiency of its 
oversight and performance evaluation of M&O contractors who perform 
the work of maintaining our nation’s nuclear arsenal by requiring 
contractors to develop and use CAS and by identifying ways for federal 
oversight officials to leverage these systems. This attempt is a positive 
step given current budget realities and the potential for reduced federal 
oversight staff; however, to achieve efficiencies for both federal overseers 
and NNSA’s M&O contractors, contractors must be able to be relied upon 
to self-report operational successes and challenges through their CAS, 
and NNSA officials must have a solid framework for determining how and 
when to use information from CAS. Much work remains to be done to 
realize the full potential of this strategy. 

Without fully establishing comprehensive oversight policies or 
implementing guidance, beyond the general framework included in NAP-

Conclusions 
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21, for using information from CAS to conduct oversight of M&O 
contractors, NNSA does not have complete standards against which to 
measure whether information from CAS is being used effectively for 
oversight. As such, NNSA runs the risk of not using its oversight 
resources effectively, either by underutilizing information from CAS and 
missing opportunities for efficiency, or by overrelying on information from 
CAS and possibly missing contractor performance issues that put safety, 
security, or mission accomplishment at risk. Further, areas among DOE 
and NNSA policies that are unclear—such as the applicability of CAS to 
oversight of mission performance—frequently changing organizational 
structures, and communication challenges between headquarters and 
field organizations create additional confusion. 

NNSA’s field offices have worked largely independently from NNSA 
headquarters to implement the framework for NAP-21 in the absence of 
sufficiently detailed or comprehensive policy and guidance from 
headquarters. As such, procedures that field offices have developed 
describe different practices for determining the appropriate oversight 
approach. We acknowledge that flexibility in selecting the most 
appropriate approach for each field office can be beneficial and 
appropriate; however, differences among field offices’ procedures used 
for determining the appropriate oversight approach may affect NNSA’s 
ability to compare assessments of risk, CAS maturity, and past 
performance across the nuclear security enterprise and ensure that 
contractors are overseen consistently. 

NNSA had designed its affirmation process, included in NAP-21 and 
conducted at three sites, to validate field offices’ oversight approaches, 
including the extent to which these approaches use information from CAS 
appropriately; however, in 2012, NNSA discontinued this process after 
determining it had not been effective. This discontinuation effectively 
eliminated the primary internal control activity that NAP-21 included for 
the agency to evaluate its implementation of the CAS framework across 
the nuclear security enterprise. An evaluation process like affirmation 
could help ensure consistency in field offices’ procedures for assessing 
risk, CAS maturity, and past performance to determine an appropriate 
oversight approach, as well as providing an avenue to communicate 
about challenges that officials have identified to using information from 
CAS for oversight. Further, an evaluation process like affirmation could 
also help ensure that the extent to which field offices are relying on 
information from CAS for oversight of mission-related and mission-
support activities is both appropriate and understood across the nuclear 
security enterprise. 
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NNSA’s guidance on performance evaluation—including its new 
Handbook—does not address how to use information from CAS for 
informing performance evaluation decisions. Some program officials 
responsible for performance evaluation were not fully confident in the 
reliability of information from CAS to use it for performance evaluation 
purposes. And, while some field office officials closer to individual 
contractors’ daily operations expressed more confidence in their 
knowledge of the maturity of information from CAS, they also shared 
some of the concerns of headquarters program officials with respect to 
the reliability of contractors’ self-assessments. NNSA financially 
incentivizes contractors’ implementation of CAS, but its role in the 
performance evaluation process is unclear, leading to differences 
between how program and field officials perceive of its utility and leading 
to variability in the use of information from CAS in evaluating M&O 
contractors’ performance. 

Finally, NNSA has not assessed its staffing needs to determine if it has 
sufficient, qualified personnel to implement the framework for oversight 
described in NAP-21, including use of information from CAS. This 
approach to oversight is fundamentally different than traditional, 
compliance-oriented oversight activities and requires a different focus on 
evaluating outcomes. NNSA staffing levels have been declining and may 
continue to decline. Field offices have reported that this trend will require 
them to rely more heavily on information from CAS to conduct oversight. 
NNSA began an effort to determine whether field offices could be staffed 
differently and also support this new approach to oversight, but the effort 
was not completed. CAS can be an important tool to focus federal 
oversight resources where they are most needed, but an overreliance on 
information from CAS without appropriate assessment poses risks, as 
evidenced by the recent security incident at Y-12. Without an 
understanding of the staff levels and skills needed for oversight, NNSA 
runs the risk of either relying on information from CAS even where NAP-
21’s framework for oversight would indicate that a transaction-based 
approach is warranted or of applying federal oversight resources in areas 
where using information from CAS would be warranted and more 
efficient. 

To improve the internal control environment for oversight using 
information from CAS and develop a consistent approach to the use of 
information from CAS in M&O contractor oversight and performance 
evaluation across the nuclear security enterprise, we recommend that the 
Administrator of NNSA take the following five actions: 

Recommendations for 
Executive Action 
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• Establish comprehensive NNSA policies and guidance, beyond a 
general framework as included in NAP-21, for using information from 
CAS to conduct oversight of M&O contractors, clarifying whether CAS 
is to cover mission-related activities, and describing how to conduct 
assessments of risk, CAS maturity, and the level of the contractor’s 
past performance. 
 

• Work with field office managers to establish field office procedures 
consistent with headquarters policy and guidance to support 
assessment practices for determining appropriate oversight 
approaches. 
 

• Reestablish a process for reviewing the effectiveness of field offices’ 
oversight approaches, including their use of information from CAS. 
 

• Revise NNSA policy, guidance, and procedures on performance 
evaluation to fully address how and under what circumstances those 
responsible for evaluating M&O contractors’ performance should use 
information from CAS for this purpose. 
 

• Assess NNSA’s staffing needs to determine whether it has sufficient, 
qualified personnel to conduct oversight activities consistent with 
comprehensive policies and guidance, including the use of information 
from CAS. 

 
We provided a draft of this product to DOE and NNSA for comment. DOE 
did not provide comments. NNSA provided comments and agreed with 
our recommendations. NNSA’s comments, which outline actions planned 
to address these recommendations, as well as timelines for completion, 
are reproduced in appendix II. 

As agreed with your offices, unless you publicly announce the contents of 
this report earlier, we plan no further distribution until 30 days from the 
report date. At that time, we will send copies to appropriate congressional 
committees, the Secretary of Energy, the Administrator of NNSA, and 
other interested parties. In addition, this report is available at no charge 
on the GAO website at http://www.gao.gov. 
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If you or your staff members have any questions about this report, please 
contact me at (202) 512-3841 or trimbled@gao.gov. Contact points for 
our Offices of Congressional Relations and Public Affairs may be found 
on the last page of this report. GAO staff who made key contributions to 
this report are listed in appendix IV. 

 
David C. Trimble 
Director, Natural Resources and Environment 
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This report examines the extent to which the National Nuclear Security 
Administration (NNSA): (1) has fully established policies and guidance for 
using information from contractor assurance systems (CAS) to oversee 
management and operations (M&O) contractors; (2) has fully established 
policies and guidance for using information from CAS to evaluate M&O 
contractors’ performance; and (3) has determined whether it has 
sufficient, qualified personnel to implement its framework for using 
information from CAS for oversight and performance evaluation. 

To understand these issues better, we developed and administered, from 
March 24, 2014, to April 2, 2014, a Web-based questionnaire accessible 
through a secure server to all seven NNSA field offices in the nuclear 
security enterprise on their oversight of implementation and use of CAS. 
We received responses from all seven field offices. Nonsampling errors 
can occur when differences in how a particular question is interpreted, the 
information sources available to respondents, or other factors, introduce 
unwanted variability into questionnaire results. We took extensive steps in 
questionnaire development, follow-up, and analysis to minimize 
nonsampling errors. For example, we had conversations with 
knowledgeable officials from NNSA headquarters to develop the 
questionnaire and identify the appropriate respondents (the field office 
official with primary responsibility for overseeing CAS implementation at 
each site). In addition, to ensure the questions were clear and 
consistently interpreted by these officials, we worked with an independent 
survey professional to create the Web-based questionnaire and refine the 
questions. Specifically, (1) subject matter experts from NNSA and a 
second, internal questionnaire specialist reviewed the questionnaire and 
(2) we conducted pretests at two NNSA field offices. During the pretests, 
we asked each respondent to complete the questionnaire as they would 
when they received it and followed up on each item to ensure that (1) the 
questions were clear and unambiguous, (2) terminology was used 
correctly, (3) the questionnaire did not place an undue burden on agency 
officials, (4) the information could feasibly be obtained, and (5) the survey 
was comprehensive and unbiased. We conducted one pretest in person 
at NNSA’s Livermore Field Office in Livermore, California, and one 
pretest over videoconference with NNSA’s Los Alamos Field Office. We 
selected these field offices because they represented a range of mission-
support and mission-related activities. We made changes to the content 
and format of the questionnaire, as appropriate, based on the feedback 
we received from the expert reviews and pretests. Respondents were 
given unique passwords and usernames and were notified that the 
questionnaire was available via an e-mail announcement on March 24, 
2014. We followed up with nonrespondents, as needed. We instructed 
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respondents to consult with others in their field office to prepare their 
responses, noting, however, that only a single response from each field 
office would be considered by GAO as the official response. We reviewed 
responses for completeness and reasonableness against other 
documentation or testimonial evidence we had collected, and followed up 
with respondents for clarification, as needed. We worked with a data 
specialist to analyze and interpret the survey results, and the SAS 
programs that produced our questionnaire results were reviewed by a 
second, independent programmer to ensure accuracy in the logic and 
syntax of the programs. 

To assess the extent to which NNSA has fully established policy and 
guidance for the use of CAS to conduct M&O contractor oversight, we 
obtained and analyzed key Department of Energy (DOE) and NNSA 
policies, procedures, and guidance and interviewed cognizant DOE and 
NNSA officials responsible for oversight and performance evaluation in 
headquarters and in field offices. We also visited and interviewed key 
federal oversight officials and contractors at the National Security 
Campus (Kansas City, MO), Lawrence Livermore National Laboratory 
(Livermore, CA), Los Alamos National Laboratory (Los Alamos, NM), and 
Pantex Plant (Amarillo, TX). We selected these sites because they 
represented a variety of program activities. We also interviewed 
contractor officials at these four sites. We also conducted interviews and 
collected information from NNSA program offices with responsibility for 
oversight including the Office for Defense Programs, Office for Defense 
Nuclear Nonproliferation, Office of Defense Nuclear Security, and Office 
of Acquisition and Project Management. We also interviewed staff at the 
National Academy of Sciences and National Academy of Public 
Administration who developed reports related to NNSA oversight. We 
reviewed each site’s M&O contract to determine if the contracts 
implemented DOE Order 226.1B and its Contractor Requirements 
Document attachment, which stipulates that each contractor must 
maintain a CAS and requires specific elements within each CAS. We 
found that each site’s M&O contract either directly incorporated the DOE 
Order 226.1B or the contract contained language in a specific clause in 
the contract that NNSA determined to have been equivalent language to 
DOE Order 226.1 B. To determine the extent to which field office 
procedures for assessing risk, CAS maturity, and past contractor 
performance, are complete across NNSA sites, we asked field office 
officials responsible for overseeing CAS implementation at each of the 
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seven field office locations to provide copies to us of all relevant 
procedures and to rate the extent to which they believed these 
procedures to be fully complete and their implementation documented.1

Regarding NNSA’s establishment of guidance and policies for use of 
information from CAS for performance evaluation, we reviewed and 
analyzed DOE policies, orders, and directives pertaining to performance 
evaluation. We also reviewed and analyzed NNSA policies and guidance 
pertaining to performance evaluation, and we reviewed M&O contracts, 
internal memoranda and letters, and independent organizations’ reports 
related to performance evaluation in NNSA and DOE. We obtained and 
reviewed procedures from all seven field offices to determine what 
instructions or guidance that field offices rely upon for use of information 
from CAS for performance evaluation of contractors. We also conducted 
interviews and collected information from NNSA program offices with 
responsibility for performance evaluation including Office of Infrastructure 
and Capital Planning, Office of Emergency Operations, Office of 
Packaging and Transportation, Office of Sustainability, Office of 
Environment, Safety, and Health, Office of Infrastructure Resource 
Management, Office for Defense Programs, Office for Defense Nuclear 
Nonproliferation, and a former Fee Determining Official to determine the 
extent to which information from CAS was used for performance 
evaluation in fiscal year 2013. We selected these program offices based 

 
We also compared applicable steps within these procedures to NAP-21 
policy, as well as other sites’ procedures to identify examples of where 
sites’ procedures describe different practices. To identify challenges in 
using information from CAS to conduct oversight of M&O contractors, we 
obtained and reviewed NNSA field office officials’ survey responses 
regarding the challenges in using information from CAS to conduct 
oversight. We also spoke with one senior program official responsible for 
overseeing nuclear weapons stockpile programs about the challenges 
encountered from a program office perspective. 

                                                                                                                     
1We defined “fully complete” to mean the procedure(s) covers activities including 
environment, safety and health; safeguards and security; mission; business operations; 
infrastructure; emergency management; and construction project management—and 
includes steps for (1) evaluating operational risk, CAS maturity, and past contractor 
performance and (2) using results of these evaluations to plan annual line oversight 
priorities, or make real-time oversight decisions, such as monitoring the contractor, 
enhancing oversight by shadowing a contractor-led assessment, conducting an 
independent field office assessment, or taking a contract-related action. We provided this 
definition to field office officials as part of our request for copies of their procedures. 
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on their role and responsibility for input into oversight and performance 
evaluation of contractors at each site. We also reviewed and analyzed 
M&O contractor self-assessments; and NNSA documents such as 
Performance Evaluation Plans and Reports. 

To assess the extent to which NNSA has determined whether it has 
sufficient, qualified personnel to implement its CAS policy, we obtained 
and reviewed NNSA reports from the seven field offices on staffing and 
analyzed survey responses on this topic. We also analyzed personnel 
data from DOE’s Corporate Human Resources Information System and 
interviewed NNSA officials in field and headquarters offices. 

We conducted this performance audit from February 2013 to May 2015 in 
accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 
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