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The mission of the Office of Inspector General (OIG), as mandated by Public Law 95-452, as
amended, is 1o protect the integrity of the Department of Health & Human Services (HHS)
programs, as well as the health and welfare of beneficiaries served by those programs. This
statutory mission is carried out through a nationwide network of audits, investigations, and
inspections conducted by the following operating components:

Office of Audit Services

The Office of Audit Services (OAS) provides auditing services for HHS, either by conducting
audits with its own audit resources or by overseeing audit work done by others. Audits examine
the performance of HHS programs and/or its grantees and contractors in carrying out their
respective responsibilities and are intended to provide independent assessments of HHS
programs and operations. These assessments help reduce waste, abuse, and mismanagement and
promote economy and efficiency throughout HHS. - )

Office of Evaluation and Inspections

The Office of Evaluation and Inspections (OEI) conducts national evaluations to provide HHS,
Congress, and the public with timely, useful, and reliable information on significant issues.
These evaluations focus on preventing fraud, waste, or abuse and promoting economy,
efficiency, and effectiveness of departmenta! programs. To promote impact, OEI reports also
present practical recommendations for improving program operations.

Office of Investigations

The Office of Investigations (OI) conducts criminal, civil, and administrative investigations of
fraud and misconduct related to HHS programs, operations, and beneficiaries. With
investigators working in all 50 States and the District of Columbia, Ol utilizes its resources by
actively coordinating with the Department of Justice and other Federal, State, and local law
enforcement authorities. The investigative efforts of OI often lead to criminal convictions,
administrative sanctions, and/or civil monetary penalties.

Office of Counsel to the Inspector General

The Office of Counsel to the Inspector General (OCIG) provides general legal services to OIG,
rendering advice and opinions on HHS programs and operations and providing all legal support
for OIG’s internal operations. OCIG represents OIG in all civil and administrative fraud and
abuse cases involving HHS programs, including False Claims Act, program exclusion, and civil
monetary penalty cases. In connection with these cases, OCIG also negotiates and monitors
corporate integrity agreements. OCIG renders advisory opinions, issues compliance program
guidance, publishes fraud alerts, and provides other guidance to the health care industry
concerning the anti-kickback statute and other OIG enforcement authorities,




Notices

THIS REPORT CONTAINS RESTRICTED INFORMATION

This report should not be reproduced or released to any other party
without specific written approval from OAS.

OFFICE OF AUDIT SERVICES FINDINGS AND OPINIONS

The designation of financial or management practices as questionable, a
recommendation for the disallowance of costs incurred or claimed, and
any other conclusions and recommendations in this report represent the
findings and opinions of OAS. Authorized officials of the HHS operating
divisions will make final determination on these matters.




EXECUTIVE SUMMARY

BACKGROUND

The Public Health Security and Bioterrorism Preparedness and Response Act of 2002, 42 U.S.C.
§ 262a, requires the Department of Health & Human Services (HHS) to regulate select agents,
which are biological materials that have the potential to pose a severe threat to public health and
safety. Within HHS, this responsibility has been assigned to the Centers for Disease Control and
Prevention (CDC), Division of Select Agents and Toxins (DSAT). In collaboration with the U.S.
Department of Agriculture, CDC establishes select agent regulauons and monitors and enforces
compliance with the regulations.

Any government agency (Federal, State, or Jocal), academic institution, research organization, or
other legal entity that possesses, uses, or transfers select agents must register with CDC and
comply with Federal select agent regulations. (We refer collectively to these organizations as
“entities.””) Entities must, among other things, appoint a Responsible Official to ensure
compliance with the regulations; restrict access to select agents to individuals approved by the
HHS Secretary based on a security risk assessment by the Attomey General (referred to as
“approved individuals”); develop and implement security, biosafety, and incident response plans;
provide training on biosafety and security; maintain detailed select agent inventory and access
records; and comply with select agent transfer requirements.

Following the 2001 terrorist attacks and anthrax release, we conducted a series of reviews of

compliance with Federal select agent regulations by State, local, nonprofit, and university
laboratories. In April 2008, we began a series of similar reviews at six Federal entities. This

review, one in the series, addresses compliance by CDC’s (| L 2boratory

OBJECTIVE
Our objective was to detennine whether -omplied with Federal select agent regulations.
SUMMARY OF FINDINGS

complied w1th some Federal select agent regulations. Specifically, [JJjjjjjbad appointed
a Responsible Official and developed and implemented an incident response plan. However,
did not always:

¢ cnsure the physical security of select agents or restrict access to select agents to approved
individuals,

e ensure that individuals received select agent training,

i
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e maintain required inventory records or ensure that select agent inventory was stored only
in registered areas, or

¢ obtain DSAT approval to transfer select agents or ensure that only approved individuals
-accepted delivery of select agents.

These weaknesses could have compromised [ 2bility to safeguard select agents from
accidental or intentional loss and to ensure the safety of individuals who work with select agents.

RECOMMENDATIONS

We recommend that [
o follow its security plan requirements regarding physical security measures,
e ensure that only approved individuals are allowe‘d access to select agent areas,
o ensure that all required training is provided to approved individuals, |

o ensure that inventory records describe the precise location of all select agents and that
select agents are stored only in areas listed on the certificate of registration, and

¢ include in its biosafety plan a requirement to confirm that materials are inactive before
transferning them without authorization.

CENTERS FOR DISEASE CONTROL AND PREVENTION COMMENTS
AND OFFICE OF INSPECTOR GENERAL RESPONSE

In comments on our draft report, CDC concurred in principle with our recommendations and
provided detailed information on its current and planned security measures. CDC did not concur
with some of our findings. CDC also submitted technical comments, which we addressed as
appropriate. The complete text of CDC’s comments is included as Appendix B.

In response to CDC’s comments, we revised three findings and one recommendation.

i
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INTRODUCTION

BACKGROUND

The Public Health Security and Bioterrorism Preparedness and Response Act of 2002, 42 U.S.C.
§ 262a, requires the Department of Health & Human Services (HHS) to regulate select agents,
which are biological materials that have the potential to pose a severe threat to public health and
safety.! Within HHS, this responsibility has been assigned to the Centers for Disease Control
and Prevention (CDC), Division of Select Agents and Toxins (DSAT). In collaboration with the
U.S. Department of Agriculture (USDA), CDC establishes select agent regulations and monitors
and enforces compliance with the regulations.?

Any government agency (Federal, State, or local), academic institution, research organization, or
other legal entity that possesses, uses, or transfers select agents must register with CDC and
comply with Federal select agent regulations. (We refer collectively to these organizations as
“entities.™)

Federal Select Agent Regulations

Federal select agent regulations (42 CFR part 73) require that entities, among other things,
appoint a Responsible Official to ensure compliance with the regulations; restrict access to select
agents to individuals approved by the HHS Secretary based on a security risk assessment by the
Aniommey General (referred to as “approved individuals”); develop and implement security,
biosafety, and incident response plans; provide training on biosafety and security; maintain
detailed select agent inventory and access records; and comply with sclect agent transfer
requirements. Appendix A contains the specific Federal regulations relevant to this review.

O . boratory

CDC owns and operates the || L 2borato
B is registered with DSAT as a single entity. i consists of biosafety level (BSL) 2, 3,

! For purposes of this report, “select agents” refers to all agents and toxins listed in 42 CFR §§ 73.3 and 73.4.

2 CDC regulates select agents that could pose a severe threat to public health and safety. USDA's Animal and Plant
Health Inspectian Service (APHIS) regulates select agents and toxins that could pose a severe threat to animal or
plant heaith. CDC and APHIS coordinate regulatory activities for those agents that affect both humans and animals

(known as overlap select agents and toxins).

]
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and 4 laboratories that are covered by [JJJllregistration to possess, use, and transfer select
agents.’ As of July 29, 2008, 549 approved individuals worked at

Office of Inspector General Reviews

Following the 2001 terrorist attacks and anthrax release, we conducted a series of reviews of
compliance with Federal select agent regulations by State, local, nonprofit, and university
laboratories. In April 2008, we began a series of similar reviews at six Federal entities. This

review is one in the series.

In addition, in a prior review, we determined whether only approved individuals accessed select
agents transferred to and from 4 We found that unapproved individuals accessed the
majority of transfers at the receiving entities. Of these transfers, more than half were shipped
from non-CDC entities to [Jflj We made several recommendations to CDC to address the
deficiencies that we found, and CDC concurred in principle with our recommendations.

OBJECTIVE, SCOPE, AND METHODOLOGY

Objective

Our objective was to determine whether [ complied with Federal select agent regulations.

Scope

Our review covered the period April 18, 2005, the effective date of HHS’s final rule for
implementing select agent re:gulations,s through April 2009. We did not perform an indepth
review of internal control structure. Rather, we limited our review to controls related
to compliance with select agent regulations.

We performed our fieldwork at [l i~ R

* BSL 2 is suitable for work involving agents that pose a moderate potential hazard to personnel and the
environment. BSL 3 is appropriate for a laboratory with select agents that have a known potential for aerosol
transmission, that may cause serious and poteatially lethal infections, and that are indigenous or exotic in origin,
BSL 4 applies to a high-containment laboratory equipped to handle exotic agents that pose a high individual risk of
life-threatening disease by infectious aerosols and for which no treatment is available.

* Review of Select Agent Transfers To and From the | L b or atory During the Period Jamuary 1.
2006, Through March 31, 2007 (A-02-07-02010), issued December 22, 2008.

570 Fed. Reg. 13294~13325 (Mar. (8, 2005).

2
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Methodology

To accomplish our objective, we:
e reviewed applicable Federal laws, regulations, and guidance;
s reviewed CDC records related to [ registration;

e reviewed [ scicct agent security plan, biosafety plan, and incident response plan;

e held discussions with and DSAT officials to gain an understanding of policies
and procedures for implementing select agent regulations;

o tested [l security, biosafety, and incident response procedures;

e reviewed records related to biosafety and security training provided to a
judgmentally selected sample of 30 approved individuals;

o reviewed [ s¢'cct agent inventory and access records; and

o reviewed [[iprocedures for transferring select agents.

We conducted this performance audit in accordance with generally accepted government
auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained provides a reasonable basis

for our findings and conclusions based on our audit objective.

FINDINGS AND RECOMMENDATIONS

complied with some Federal select agent regulations. Specifically, [JJJjhad appointed
a Responsible Official and developed and implemented an incident response plan. However,
did not always:

¢ ensure the physical security of select agents or restrict access to select agents to approved
individuals,

e ensure that individuals received select agent training,

e maintain required inventory records or ensure that select agent inventory was stored only
in registered areas, or

3
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e obtain DSAT approval to transfer select agents or ensure that only approved individuals
accepted delivery of select agents.

These weaknesses could have compromised [JJbitity to safeguard select agents from
accidental or intentional loss and to ensure the safety of individuals who work with select agents.

SELECT AGENT ACCESS

Pursuant to 42 CFR § 73.11(a), entities must develop and implement a written security plan to
safeguard select agents against unauthorized access, theft, loss, or release. Further, 42 CFR

§ 73.11(c)(5) states: “The security plan must ... [d]escribe ... protocols for changing access
numbers or locks following staff changes ...."”

Pursuant to 42 CFR § 73.10(a), entities may authorize access to select agents only to approved
individuals.® In addition, 42 CFR § 73.10(j) states that the Responsible Official must
immediately notify CDC when an individual’s access to select agents is terminated and the

reasons for the termination.

Physical Security of Select Agents

R :id not fully adhere to its security plan requirements. Specifically:

e Doors to six select agent laboratories were sometimes pro, open, and we observed

e All of the BSL 2 and 3 laboratories had mechanical locks with keys that were not

coneLc

§ Pursuant to 42 CFR § 73.11(d)(2), an entity may allow an unapproved individual to conduct routine cleaning,
meintenance, repairs, or other activities not related to select agents if the individual is continuously escorted by an

approved individual.
SR e e e e e T
_-—
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» Twenty-four alarms designed to detect unauthorized entry to select agent laboratories and
storage areas were sometimes turned off. In addition, none of the BSL 2 and 3
laboratories were equipped with video cameras on entrance doors, and a video camera
providing surveillance at the entrance of one of two BSL 4 laboratories was not working.

Approved Individuals

According to [l security plan, individuals awaiting notification of approval by the HHS
Secretary were allowed to access select agent laboratory and storage areas only if escorted by an
approved individual. However, during our audit period, [JJjjj issued an encoded badge to one
individual whose approval was pending. The access control records indicated that the individual
used the encoded badge to access a select agent laboratory 23 times between July $, 2007, and
October 3, 2007 (the date of her approval by the HHS Secretary).

SELECT AGENT TRAINING

Pursuant to 42 CFR § 73.15(a), entities must provide biosafety and security training to
individuals before they access select agent areas. In addition, 42 CFR § 73.15(b) states that
entities must provide annual refresher training to approved individuals.

We could not verify that 10 of 30 sampled approved individuals had received the required A
training. For three individuals, there was no documentation that they had received any training.
For seven individuals, there was no documentation that they had received annual refresher

training.
SELECT AGENT INVENTORY

Pursuant to 42 CFR § 73.17(a)(1), entities must maintain an accurate, current inventory, which
includes information showing where each select agent is stored (e.g., building, room, and
freezer). In addition, pursuant to 42 CFR § 73.7(g), entities must have a valid certificate of
registration for one physical location (a building, a room, or a group of buildings) for select
agents. :

Incomplete Inventory Records

Not all select agent inventory records at [JJJjjjj contained the building number, room number,
freezer number, or other information required by regulations. [ security plan did not
require that these records fully describe the precise storage location of the select agents. The .
plan stated: “The inventory record does not need to fully describe the location; for example, the
rack/box/vial number may be specified explicitly, but the building/floor/room/freezer
information may be the same for all, understood by the accountable scientist, and omitted from
the record.” After our fieldwork, [Jjofficials advised us that [ had revised its security
plan to require that inventory records fully describe the storage location of select agents.

5
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Agents Stored in Areas Not Listed in [JJJJJJJJii Registration

stored some select agents in areas not listed in its registration. In April 2008, during a
reorganization of laboratory space, a - scientist found one vial of Brucella aborlu.s'9 and
one vial of Brucella suis'® stored in a drawer in a laboratory that was not listed on
certificate of registration. The area was not secured for select agents. The scientist’s supervisor
arranged to have the vials transferred to a registered laboratory.

Additionally, in July 2008, another [JJjjjjbcientist discovered that 16 vials of Francisella
tularensis were stored in an unsecured freezer located in a2 room that was not approved for select
agent storage. This material was reportedly left over from an outbreak investigation many years
earlier. The scientist’s supervisor arranged to have the vials transferred to a registered

laboratory.'!
SELECT AGENT TRANSFERS

Pursuant to 42 CFR § 73.7(a), “[u]nless exempted under § 73.5, an individual or entity shall not
possess, use, or transfer any HHS select agent or toxin without a certificate of registration issued
by the HHS Secretary. Unless exempted under § 73.6 or 9 CFR part 121.6, an individual or
entity shall not possess, use, or transfer overlap select agents or toxins, without a certificate of
registration issued by the HHS Secretary and Administrator [of APHIS).” Furthermore, 42 CFR
§ 73.16(a) states: *... a select agent or toxin may only be transferred to individuals or entities
registered to possess, use, or transfer that agent or toxin. A select agent or toxin may only be
transferred under the conditions of this section and must be authorized by CDC or APHIS prior
to the transfer.” Additionally, pursuant to 42 CFR § 73.10(a), entities may authonz.e access to
select agents only to approved individuals.

Unauthorized Transfers
On two occasions in 2006, transferred viable Bacillus anthracis without authorization to
do s0."”? In late March 2006, made an unauthorized transfer of Bacillus anthracis DNA

preparation containing viable (live) B. anthracis to a registered entity. On April 26, 2006,

% Brucella abartus is the causative agent of brucellosis, a highly contagious disease that is easily transmitted from
animals to humans.

1 Brucella suts, which also causes brucellosis, has been categorized by CDC as having a high potential for use in
bioterroism.

Y Francisella tularensis is the causative agent of tularemia, or rabbit fever, a highly infectious disease with severe
flulike symptoms.

" Bacullus anthracis is the causative agent of anthrax, a disease that CDC has categorized as having a high potential
for use in bioterrorism.

6
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I 2de an unauthorized transfer of Bacillus anthracis DNA preparation containing viable
B anthracis to another organization that was not a registered cntity.

In addition, on October 12, 23, and 30, 2006, [ transferred without authorization viable
Clostridium botulinum to a laboratory that was not a registered entity. '

I did not obtain authorization for these transfers because scientists believed that they were
sending inactivated versions of Bacillus anthracis and Clostridium botulinum that would not
meet the definition of a select agent.'* The scientists had performed procedures that they
believed would inactivate the organisms. However, the procedures did not do so, and the
scientists did not perform tests that would have detected activation. [l biosafety plan did
not require scientists to perform tests to confirm that select agent organisms were successfully
inactivated before transferring them.

Packages Received by Unapproved Individuals

During our audit period, six unapproved individuals—five individuals from (il delivery
contractor and one security guard—received and signed for packages containing select agents
transferred to [} These deliveries occurred between July 17, 2007, and September 6, 2008.
During our previous review, we identified weaknesses in [JJJJj procedures designed to
mitigate the risk that packages containing select agents might be delivered to unapproved
individuals. Our report contained several recommendations to ensure that only approved
individuals accept delivery of select agent packages. Because these recommendations were still
being addressed while this review was in process, we are not making additional
recommendations regarding [l reccipt of select agent transfers.

RECOMMENDATIONS —
We recommend that [ &

o follow its sec;xrity plan requirements regarding physical security measures,

¢ ecnsure that only approved individuals are allowed access to select agent areas,

e ensure that all required training is provided to approved individuals,

B Clastridium botulinum is a bacterium that produces the neurotoxin botulin, which is the most potent toxin known,
producing a potentially fatal paralysis known as botulism,

" Inactivated materials are not live and cannot replicate; thus, they no longer have the potentisl to pose a severe
threat to public healith and safety.
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* _ensure that inventory records describe the precise location of all select agents and that
select agents are stored only in areas listed on the certificate of registration, and

¢ include in its biosafety plan a requirement to confirm that materials are inactive before
transferring them without authorization.

CENTERS FOR DISEASE CONTROL AND PREVENTION COMMENTS
AND OFFICE OF INSPECTOR GENERAL RESPONSE

In comments on our draft report, CDC concurred in principle with our recommendations and
provided detailed information on its current and planned security measures. CDC did not concur
with some of our findings. CDC’s comments on those findings and our responses are
summarized below. CDC also submitted technical comments, which we addressed as
appropriate. The complete text of CDC’s comments is included as Appendix B.

In response to CDC’s comments, we revised three findings and one recommendation.

Propped-Open Doors
Centers for Disease Control and Prevention Comments

CDC stated that although it prohibits the unauthorized propping open of doors to select agent
areas, it allows propped-open doors in certain situations, such as when equipment is being moved
or laboratories are being maintained. CDC added that when doors are allowed to be propped
open, CDC monitors the doors through its alarm system.

Office of Inspector General Response

We observed laboratory doors that were propped open every day for a 60-day period. The
laboratories were not shut down for maintenance during that period, and it is unlikely that
equipment was being moved over such an extended period. -

Keys
Centers for Disease Control and Prevention Comments

CDC did not concur that keys to mechanical locks were not controlled. CDC stated that it issues
keys to principal investigators for emergency use only. CDC also stated: “The issuance of keys
for emergency access is mitigated by the fact that the use of the key would cause a force door
alarm in the security operation center, a record of the event in the access control system and
security officers would be dispatched to the lab for investigation.”

8
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Office of Inspector General Response

records showed that keys to select agent areas were issued and still outstanding to
several persons who were not approved for select agent access, were no longer working in the
area, or were retired. Furthermore, alarms on doors to these select agent areas were disabled

during core hours.

Alarms
Centers for Disease Control and Prevention Comments

CDC did not concur that 24 alarms were sometimes turned off. CDC stated that alarms were
disabled only if they were malfunctioning and to prevent an alarm from sounding when an
individual exited a select agent laboratory during core hours. CDC also stated that alarms on exit
doors were deactivated during core hours because exit readers are not required by the select
agent regulation and would pose an unnecessary burden on the scientific community.

Office of Inspector General Response

alarms do not recognize the difference between an entrance and an exit. Furthermore,
CDC'’s security plan requircs access controls and intrusion detection to provide reasonable
assurance that only authorized personnel are allowed to enter and exit select agent areas without

escort.
Cameras
Centers for Disease Control and Prevention Comments

CDC stated that cameras at the entrances to BSL 2 and 3 laboratories are not required by
regulation and that cameras inside BSL 4 laboratories have overlapping views.

QOffice of Inspector General Response

R scurity plan requires equipment and monitoring as appropriate to prevent or detect
unauthorized access 1o select agent areas. Moreover, the overlapping cameras mentioned in
CDC’s comments were inside BSL 4 laboratories, whereas our finding addressed the camera
observing the corridor and entrance door to a BSL 4 laboratory. We revised our finding to
clarify the position of the camera.

9
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Approved Individuals

Centers for Disease Control and Prevention Comments

Regarding the matter of a retired scientist, CDC commented: “... the RO [Responsible Official]
had expressly been instructed by DSAT not to cancel the security risk assessment (SRA)

approval status for the individual that had retired until Amendment 093029 was approved by
DSAT.” (Empbhasis in original.)

Office of Inspector General Response

After reviewing CDC’s comments on the retired scientist, we deleted the related finding and
modified the corresponding recommendation.

Select Agent Transfers
Centers for Disease Control and Prevention Comments

In its technical comments, CDC stated that two unapproved, previously unidentified individuals
who had received select agent materials worked for i delivery contractor.

Office of Inspector General Response

We modified our finding to reflect the fact that the two individuals were contractor employees.
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APPENDIX A: FEDERAL SELECT AGENT REGULATIONS®

Regulations (42 CFR §§ 73.3 and 73 .4) list select agents'and toxins, which are biclogical
materials that have the potential to pose a severe threat to public health and safety (referred
to as “‘select agents” for purposes of the report and this Appendix).

Regulations (42 CFR § 73.7(a)) require that an individual or entity not possess, use, or
transfer select agents without a certificate of registration issued by the Secretary of the U.S.
Department of Health & Human Services (HHS).

Regulations (42 CFR § 73.7(b)) require each entity to desighate an individual to be its
Responsible Official.

Regulations (42 CFR § 73.7(g)) require entities to have a valid certificate of registration for
one physical location (a building, a room, or a group of buildings) for select agents.

Regulations (42 CFR § 73.7(h)) require an entity to amend its registration to reflect changes
in circumstances (personnel changes, changes in the activities involving any select agent, or
the addition or removal of select agents).

Regulations (42 CFR § 73.9(a)) require that the Responsible Official have the authority and
responsibility to act on behalf of the entity and ensure the entity’s compliance with

requirements of the select agent regulations.

Regulations (42 CFR § 73.10(a)) require an entity to authorize access to select agents only
to individuals approved by the HHS Secretary following a security risk assessment by the
Attorney General (referred to as “approved individuals™).

Regulations (42 CFR § 73.10(j)) require the Responsible Official to immediately notify the
Centers for Disease Control and Prevention (CDC) (or the U.S. Department of Agriculture)
when an individual’s access to select agents is terminated and the reasons for the

termination.

Regulations (42 CFR § 73.11(a)) require entities to develop and implement a written
security plan. The security plan must be sufficient to safeguard select agents against

unauthorized access, theft, loss, or release.

Regulations (42 CFR § 73.11(b)) require that the entity’s security plan be designed
according to a site-specific risk assessment and provide protection in accordance with the

risk of the select agent, given its intended use.

Regulations (42 CFR § 73.11(c)) require the entity’s security plan to contain procedures for
physical security, inventory control, and information systems control, as well as provisions
for controlling access to select agents. In addition, each entity’s plan must contain
provisions for routine cleaning, maintenance, and repairs and procedures for removing
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unauthorized or suspicious persons. Each plan must describe procedures for addressing the
loss or compromise of keys, passwords, or combinations and protocols for changing access
numbers or locks following staff changes. Plans also must contain procedures for reporting
unauthorized or suspicious persons or activities; the loss, theft, or release of select agents; or
the alteration of inventory records, as well as procedures for ensuring that all approved
individuals understand and comply with security procedurés.

Regulations (42 CFR § 73.11(d)) require entities to allow access to select agents only to
approved individuals. However, unapproved individuals who conduct routine cleaning,
maintenance, repairs, or other activities not related to select agents may access select agent
areas only when continuously escorted by an approved individual. In addition, freezers,
refrigerators, cabinets, and other containers where select agents are stored are required to be
secured against unauthorized access. The security plan also must contain procedures for
intraentity transfers of select agents, the avoidance of sharing individuals® unique means of
access to select agents, and the separation of select agent areas from public areas.

Regulations (42 CFR § 73.11(f)) require entities to review annually and revise, as necessary,
their security plan, Further, entities must conduct drills or exercises at least annually to test
and evaluate the effectiveness of their plan. The plan must be reviewed and revised, as
necessary, after any drill or exercise and afier any incident.

Regulations (42 CFR § 73.12(a)) require entities to develop and implement a written
biosafety plan that is commensurate with the risk of the agent, given its intended use. The
biosafety plan must contain sufficient information and documentation to describe the

biosafety and containment procedures.

Regulations (42 CFR § 73.12(d)) require entities to review annually and revise, as
necessary, their biosafety plan. Further, entities must conduct dril)s or exercises at least
annually to test and evaluate the effectiveness of their plan. The plan must be reviewed and
revised, as necessary, after any drill or exercise and after any incident.

Regulations (42 CFR § 73.14(a)) require entities to develop and implement a written
incident response plan. The incident response plan must be coordinated with any entitywide
plans, kept in the workplace, and available to employees for review.

Regulations (42 CFR § 73.14(c)) require each entity’s incident response plan to contain
information related to names and contact information for responsible entity and building
officials, personnel roles and lines of authority and communication, planning and
coordination with local emergency responders, procedures for employees performing rescue
or medical duties, a list of personal protective and emergency equipment, site security and
control, procedures for emergency evacuation, and decontamination procedures.

Regulations (42 CFR § 73.14(d)) require entities to review and revise, as necessary, their
incident response plans. Further, entities must conduct drills or exercises at least annually to
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test and evaluate the effectiveness of their plan. The plan must be reviewed and revised, as
necessary, after any drill or exercise and after any incident.

Regulations (42 CFR § 73.15(a)) require entities to provide information and training on
biosafety and security to individuals before they access select agent areas.

Regulations (42 CFR § 73.15(b)) require entities to ;.JI‘OVide annual refresher training for
approved individuals.

Regulations (42 CFR § 73.15(c}) require entities to maintain a record of training provided to
each individual. The record must include the name of the individual, the date of the
training, a description of the training, and the means used to verify that the employee
understood the training.

Regulations (42 CFR § 73.16) require entities to transfer a select agent only to an entity
registered to possess that particular select agent. Each transfer must be authorized by CDC
(or the U.S. Department of Agriculture) before the transfer. In addition, the sender must
comply with all laws concerning packaging and shipping.

Regulations (42 CFR §§ 73.17(a)(1) and 73.17(a)(2)) require entities to maintain complete
records relating to select agent inventories.

Regulations (42 CFR § 73.17(a)(3)) require entities to maintain a current list of all approved
individuals.

Regulations (42 CFR § 73.17(a)(4)) require entities to maintain complete records related to
all entries into areas containing select agents, including the name of the individual, name of
the escort (if applicable), and date and time of entry.

Regulations (42 CFR § 73.17(b)) require entities to implement a system to ensure that all
records and databases created under 42 CFR part 73 are accurate, that access to them is
controlied, and that their authenticity may be verified. :

Warning—This report contains restricted information for official use.
Distribution is limited to authorized afficials.



TN

Page 1 of 12

APPENDIX B: CENTERS FOR DISEASE CONTROL AND PREVENTION

COMMENTS

DEPARTMENT OF HEALTH & HUMAN SERVICES Public Haafth Service

Canters for Disgase Control
end Prevention (CDC)
Agisnts GA 30333

JUL 8 8 2010

TO: Deniel R. Levinson
Inspector General
Department of Health and Human Services (HHS)

FROM: Director .
Centers for Disvase Control and Prevention

Office of Inspector General’s Draft “Reviow of thc Conters for Disease
Control and Prevemtion’s s Complianos With Select
Agent Rggdlﬁm” June 23, .

SUBJBCT:

The Centers for Disease Control and Provention (CDC), Officc of Surveillance, Epidemiology,

and Laborstory Services (OSELS) and the Office of Socurity and Emergency Preparcdndss

(mmmmwwmmmmmﬂumw

i o o
ory's anos oct

your revicw of Gils important issue. ™

OBJECTIVE
As stated in the draft, the objective of this revicw was to determine whether
with Federal select ageht rogulatioms. The draft Ideotified five findings rey

*e complismee with select ageat regnlatioss.
SUMMARY QF FINDINGS '
The draft providod s summary of findings (Page I that statod that with soms
Pdaﬂsdeawmhﬁmbmu.wedﬁuﬂy a Rosponaible Official
and had devoloped and mmdmiwtddw The draft summary of findings
farther indicatod that didnotﬂm ummammw
reatrict access tn 2) ensare that individuals recejved select

ums)mw:med M«mﬁ“ﬁhﬂyw
MWMWMQwMDSATwamwmam
that caly individuals accopted delivery of select The surtmary of findings also
stated that wedtknasses oould have compromised ahility to safeguand select agents -
from unintentional or intentional logs and to ensure the indwlchuhwho\vmkwh :

sclect agents.
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CDC Response: CDC concurs in principle with some of the summary of
findings. It noted that in addition to the appointment of a Responsible.Official and
development and implementation of an incidcnt response plan, the also
developed and implemented an entity-wide security plan, laboratary. secunty plans,
laboratory-specific biosafety plans and provided extensive training to laboratorians.

RECOMMENDATIONS

T‘hedmﬁmtidmﬂﬁedﬁvcmmdanommpnhngme-—
Laboratory’'s compliance wiﬂudoctagmmgxﬂanm

Office of Inspector Gemeral (O1G) Recommendation: [JJifollow its security plan
requirements regerding physical security measures.

CDC Response: CDC concurs in principle with this recommendation. In
accordance Agent Regulations (42 CF.R. Part 73. ll),CDCaﬂvummmcﬂmt
security measures described in the entity-wide snd sccurity plsns are
followed and that seldct agents and toxins at the mu&mﬂdw
unauthorized sccess, as well as agrinst thoft, loss, or release. CDC has created a robust physical

Socprity program and a biosccurity plan that protocts select agents from unanthorized scoess,
theft, loss, or relesse, while at the same time mocts the needs of the science community by not

hindering the critical resegrch nceded to protect the o health and nafional security. CDC's

current biogecurity plan for select agents at the achicves the highest level of

sscurity through & partnership between the ty communitics et CDC.
!wddmvmwwhwmﬁauwdmum-
iudnevodﬂumughapmdpleof rered security, which mitigates the fiilore or

Itismmbmm&hpmﬂcofhyudmmmﬁwmmmdw
" ageuts and toxing has been verified and validatod sovoral timos by outilde entities tncluding
WMMHNWM@O&QMO)MWM
approach—along with CDC’s personnel socurity progmm and visifor menagement program—
greatly reduces the likelihood of an unautharizod acocss, thof, loss or release due to any one
layer of security malfonctioning or the disabling of an elarm, Iuddition,CDCiacormu!y

upgrading and improving ite sccurity systems. Prior to the relesse of this draRt report, end during

the past year, CDC upgraded the aclctt agent alerm monitor to 8 42 inch, high definition, wall
mount monitor which increased its visibility to all security assistants working in the Security

Opgrations Center and improved the response timo to scloct agent alarms. Thus, the CDC [l -

Warning—This report contains restricted information for o_ﬂ'i&hl use.
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constantly evaluating its overall campus seauity end in pasticuler select agent arees
necessary and appropriatc upgrades to prevent wnsuthorizod access 1o sensitive
areas. '

OIG Recommendation: Eusure that only approved individuals arc allowed access to select
agent arcas and that DSAT is otified when an individual®s acocss rights arc terminated.

cncmcocmhm iple with this reccommendation, The
CbC ect Campliance Team strives to ensure that only epproved individuals
are provided with unescorted eccess to select agent registered areas. The current access roquest
process is under review to easure risk for acesss by unspproved individuals is minimized and
that termination of an individual’s access rights is accomplished in eocordance with requirements
-of Section 73.10. .

Cmmﬂy,hhmmmmm'mhymuhmmmaﬂ '
CDC sutomated systems. Driven by HSPD 12 and the noed for a out procassing
structure in support of all CDC's progims, including physicel security and the protection of

" soloct agents and toxins, CDC is developing an sutomated people prooessing system that would
allow for the excliange of information Getwieen all systems. This would include an sutomated
notification upon an employee’s discontinuation of sarvice thit would expedite tho disabling of
acoess to sclect agent areas and the nctification to DSAT. Tt would also assist in granting access
rights to select agent areas once SRA approval was received.

OIG Recommendstion: Ensuro that il requircd trining is provided to approved individuals.

CDC Respomse: CDC concurs in principlo with this recommendation.
Section 73.15 of the Seloct Agent Reguilatiops (42 C.F.R. 73.15) requires that gn entity nrust
provide information and tritting on bicesfety and security to each individual with access
spproval from thec HHS Secretury or Administrator before he/she has such sccess. Refresher
truining amst be provided smnually, aud a record of the training must be maintained. The record
must includo the namc of the individual, the dato of the training, 8 description of the training
provided, and the mcans used to verify that the employoo understood the training.

To meet the requirements of Section 73.15 of the Select Agent Regulations, CDC Internal Select
Agent Compliance Team has developed a series of on-line training modulcs for approved
individuals at the entity, Training modulcs are updated on an ammal basis, and notification is
posted clectronically via e-mail regarding availebility of anmual refresher training modules. The
CDC Interna] Select Agent Compliance Team has implemented tracking for completion of
annual end basic select agent training requiroments to include m on-linc cxam. Data on soores
achicved as well as training gertificates is maintained in a Tra information is
extracted from the and is maintsined on a The
spreadsheet is teviewed for compliance with annual treining requirements, Currcatly, over 700
individuals maintain SRA approval at the [l Accoss procedures are under review

10 ensure that completion of select agent training requirements is documented in the access
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OIG Recommendation: Ensure that inventory records describe the precise location of al! select
agents and that select agents are stored only in areas listed on the certificate of reglsttanon

coC IR R spouse: CDC oonewsmprinaple with this recommendation. it
should be noted that the July 22, 2008, cdition of the entity-wide security plan was updated after

review to eliminate unbuutymwvmtorymanagmentrequummbudfmhumwed that
the information maintained in the scloct agent inventory record (8.g., database fields) must

include the followmg at & mininmim, as fequired by 42 CFR. T3 I7(a)(l)(iu')'

¢ Location where stoted
The inventory record must dacrﬂ)e the location (5.8, building, room, and freczer)

The CDC Internal Select Agent Compliance Tcam strives to maintain accurate Form I
registration application data. Amendments and updates to pending amendments are submitted
upondmoovayofunym:onmswuaes . The annual ingpeetion process will be revised to include
review of registration documents fcrconmmy with registered Jaboratory and storago
locations.

OTG Recommendstion: Inoludoin its biosafety plan 8 requirement to confirrn that materials
are inactive before ttansfarring them without authorization .
<DC [l Response: CDC concurs in prinsiple with this rocommcadation. At the time of
shipmeats, the scientists truly belicved that they wers sending inactivated matcrisla. Subsequent
to these incidonds, | >co2r=x camured that safety plans are in place for roquired
testing of inactivated materials befors transfer to other entities by issulng and posting an “RO
Alert" to all rygistered Principal {nvegtigators on Juns 23, 2006, Subsequent anmual roview of
safety manuals provided verificatiop that the safoty tosting requirerment had been #ddod to
1shoratory-specific safety manuals.
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General and specific technical comments are attached to the CDC ([ rccponse o
the OIG, “Review of the Centers for Disease Control and Prevention’s [N EEE IR
Laboratory’s ComplianceWith Scloct Agent Regnlations” ([N dat<d Juoe 23, 2010,
Whilc the CDC generally concwrs in principle with findings in the rcport, there are several areas
we would ke to clarify and rciterate that policies and procedures are alrcady in place after we
self reported many of the finding indicated in the OIG report. The additional clerification is
provided in the atteched general aid specific technical comments. :

I DD

Thomss R. Prieden, M.D., M.P.H.
Director

Attachmeats: Gencral Comments and Specific Technical Comments
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CDC General Comments on the Draft OIG Report “Review of the Centers for Disease
Control and Prevention’s ratory’s Compliance With Select Agent

Regulations™
(1) ents:

The Centers for Diseasc Contrat and Preventioa (CDC) appreciates the opportonity to submit
additional comments reganding the Office of Inspoctor General (O1G) Findings and
Recommendations beginning on Page 3. Thank you for your consideration for the followiny
comunents.
CDCsles(onofScleetAgmtsandToxinsﬂ)SAI)isd:clendagmcythhoVuﬁdxtofﬂ\e
cDC select agont compliance program because of the greater number of
Department of and Homan Services (HHS) and HHS/USDA overlsp agents maintainod st
the entity. DSATmndmﬂyhumveydbqulww
compliance program that it is not the inteat of the the possession, use,
and transfer of select agonts and toxins to hinder scientific rescarch activities. -The CDC [
qohnbemimwdﬁnwcwdﬂmﬁmgsmﬁmfoudﬁwmhmm

3 and has undergone many inspettions by regulating agencics, itichuding DSAT, Unitod

States Dopartment of Agricuiture/Animal and Plant Heglth Inspoction Service (USDA/APHIS),

and Department of Tramsportation. The entity has always addressod ingpection report findings in
accordance with rogulatory requirements. Please sce additional comments below.

Page 3, First Parugraph of FINDINGS AND RECOMMENDATIONS:

Comphaneeisanmne&atanlyCDCandUSDA:egnlamrygmup!mdchmne. Plcase
change the wording ¢o indicate that this was en agséssment that showed that there were

oeeanonallapseslnadhmtoﬂ:emgﬂuﬁom :
Moreover, CDC’cgodhasbomtomatearvbwphyucalwumtymmmdbwmty

plan that protects select ageats from unauthorized access, theft, loss, orrelesse. CDC’s current
‘biosecurity plan for select agonts at the mhesapmnuahipbmmmﬂue
socurity community and the sciencs at mmmmumaldinnpﬁuanDCs

critical public bealth mission. The plan has been commended many times through inspections by
outside entities, inchiding foderal agmdoamchumeGAo

Page 4, First Bullet )
OIG Finding: Doors to six select agent laboratories were sometimes propped open.

cocll Respanse: CDC prohibits the unsuthorized propping of doors to sclect
agent areas for this type of prop door activity through the select agent alarm
monitoring system. In order ta meet the needs of the scieace commmity and not to hinder
mnalraseudn,uxcopuommauowedlnwcbinmmasﬂwmovementofeqmpmmtorlab

maintenance.
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Page 4, Second Bullet _
OIG Finding: All of the BSL 2 and 3 laboratdrics had mechanicat locks with that were not
M—&

Ruponu:CDCdoanotomwmms finding. All keys are

Page 4, Third Bellet

OIG Finding: Twenty-four alarms designed to detect unauthorized catry to select agent
labosatories and storage aress were sometimes tumed off.

o R W Resvouse: CDC docs ot concar with this finding. In order to nat
impede scientific research, moommhlanmmonlydmbledtﬂhealmlsmalﬁncﬁoning
in which casc it is logged and & repair request is immediately initiated. In addition, fedwal sclect
agent regulations do not require exit readers. Exit readers instalied on labs prior to the final rule
would cguse an unncceasary burden to the scientific community. Thereforo it was agreed by
OSEP Physical Security that the cxit rcaders would not be used during core hours and the alarms
pmdmedﬁmnﬂimdoonwmddbedmnmddnﬁngdwgmudmhomhaﬂowhbcm
without using the exit reader. :

Page 4, Third Bullet

OIG Finding: In addition, nonc of the BSL 2 and 3 Iaborafories were equippad with video
camerds on entranoe doors, and a video m«apzwdmgmvénmnmmofmssut
labomnewmmtvmﬂdn@
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¢oC [ R o2ronse: CDC does not concur with this finding. Cameres on BSL 2
end 3 laboratory entrenoes are not a roguirement under the regulations. Cameras inside the BSL4
laboratories have overlapping views. In order not to unduly hinder the yory important scientific
research occutring in these labs, malfimctioning equipment not of e lifc safety concern, is
repaired when the labs are taken down for scheduled mamtenance. ,

Page 4, Fifth Paragraph ;

This paragraph references an immediate sclf-repart of the catity by RO to DSAT upop discovery

with inunediatc follow-up actions and corrective measures fully implemented. Please note that

DSAT concurred with some responsibility that led to the individual being granted access to
rmm wero modified and comnrunicated to selett-agent

mensnred:iscvmtwouldnothappmm(See“Ro Alet,”

Page 5, Secand Paragraph

Per discussion with the O1G anditor at the ead of the OIG discussion mmeting on April 20, 2010,
the suditor canveyvd to the responsible official (RO) that dhe was aware that the RO had
expressly besn ingtructed by DSAT nat to cancel the sééurity risk assessmnent (SRA) epproval
status for the individual that had rctired unti) Amendment 093029 was approved by DSAT. The
request to do so in April 2008 would resnlt in a sigaificmnt delsy in approval of the amendment
(Amendmml 093029 wwnmalwdm»mhsdm 18t tho
entity’s registration). DSAT did not provide the
093029 until October 8, 2008, On April 20, 2010, _
ﬂisduiﬁuﬁminmCDCmeoﬂtomeowhﬁmtndﬁﬁamdmcu
ndeed.

hge 5, Fourth Peragraph

CDCmthﬂﬁdningmdumhmlmhmm BnﬂtySRA-app:ov:lm '

size (numbering more than 700 persounel) with Kmitod personnel rescurces contributed to this

finding. To ensure that regrilstory reguired training has been completed, the 0’s office

has implemented procodural chanyzs to vedfy training on an annual basis for all persoune] with

SRA approval at the entity and maintain ncccasary docimantation.

Page S, Sixth Paragraph

The November 2007 cntity security plan stated, “The inventory record. does not need to fully -
describe the location; for example, the rack/box/vial number may be specified explicitly, but the
building/floor/room/froczer information may the same for all, understood by the accountable -
scientist, and omiitted from the record.” The citation by O1G rasy have taken the intent of the
statement out of context, however. The instructions are clear that “location where stored” isa
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mqmnmmnofinvm:ydmmgment. The intent of the statament, rather, was to state that
if the exact Tocation had alrcady besn provided, it was unnccessary to repeat the Information for
every line in the database associated with the injtial eniry. The security plan is roviewed cn at
least an amnusl basis, and updates are made when opetstions indicate a nead for modification or

" when there may bo uncertainty about requirements. kt should bo noted that this particular
statcment was unclear and was therefore modified in the July 22, 2008, update of the security
plan: “The information maintaincd sbeut each inventory record (c.g., datebese fields) must

" inctude the following at 8 mininmum, as required by 42 CFR 73.17 and consistent with 7 CPR

331.17and 9 CFR 121.17:

o Naome and sirain of the Select Agent

~—Source of the Sclect Agent
How and when was the isolate noquired? Speaﬁc,pdvminfonnnon
about samples from humian individuals is sof required to meet 42 CFR 73
requirements, although it may be recorded for rescarch purposes.

.o Location where stored ]
-~The inventory record must deacribe the location (e.g., buflding, room, .
and freezer). Additional ivrfmmmon,formnp]a, the rack/box/vial *
number may be specified as well...” (See page 32, CDC Blosecwrity Plan
For Seleci Agurtts at the , July 22, 2008.)

l*ageﬁ, First and Second Paragraphs

These citations were bascd on self ruports by the [ oclect agent compliance
program to DSAT. The repart of the discovery of 16 vials of Francisella tularensis located in an
unregistered room resulted from a campus-wide inventory review initiated by the RO's office
during summer 2008. No additional discoveries wore made during the review, and no |
discoverics have been reparted sinoe that review.

_Page 6, Fourth Paragraph
At the time of shipments, the scientists truly believed that they were sending inactivated
materisls. Subsequent to these incidents, gram casured that safety plans arc

in placce for required testing of inactivated materials transfa'modumﬁesbyumm
and posting an “RO Alert” to all registered Principal Investigators on June 23, 2006, Subscquent
annual review of safety mamuals provided vérificition that thé safiity testing requirement had
bemaddedtolubompedﬂcsafetymmmls (Sec"ROAlm," .

Page 7, Fourth Paragraph

As a result of the Region I, HHS 0IG review of—select agent transfers, a
collsborative DSAT/DOT inspection (December 2007), and an entity-initiated Irternal Measures
and Controls Review, processing of entity in-bound and out-bound select agent transfers now
oceurs through a registered temporary holding area af the Transshipping Facility in Building 34.
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Pmeedmmpmhgthepmmngofm—bomdmﬂomndsdcaaymtahpmmm
bemmdtﬁcd.mdﬂlpusomddmthndbsdeet@shlpmﬂmlmomtymk
mwmmmmﬂm

CDC Technical Comments on the Draft OIG Report “Revisw of the Centers for Disease

cmmnmnm'cr-»mncmmmwmw
Regulstions .

General Technical Comment Applicable to Draft OIG Report
All references to “{JJfjshould be changed to [INENENEG
All references to [ shouid ve changed to [ ENEEG

'Plg-l.s.ummd'l_ﬂndhp .
mwmumsmammmmmwm'wmg.

Although the Centers for Discase Control and Preveatica’s (CDC) ([ coplied
with the majority of foderal scloct agent regulations, this asscasment provides rocommendations
for further improvemaents. Specifically, JJNNNtsd sprointed a responsible official
(RO),dadopdauﬁqpmwmndmn;mmmﬂw
specific safety and socurity plans tiat ape consistent with reguletory requiraqonts. Within our
review, we found occasional incideats that were mostly self-roparted by staff to the Seloct Agent

Program at the tims of the incident. The (IR not alwayo—
» mwmmmmmummmmmu&
spproved individils; °
. mmmﬂmmﬁmmm

. hmﬂmdeﬂumthwmmmﬂmlynn@“mm
. ommrwwmmwammmwawwm

accepted delivory of select agents.

These weaknesses could have compromised the ([ IR sbitity to safoguand scloct
ageats from accidental or intentional loss end the ability to ensure the safety of individuals who

work with select agonts.
Pagr i, RECOMMENDATIONS
The first letter of each word for each bulleted recommendsation should sppear in upper case type.

Page 2, Methodalogy
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The first word in each bulleted jtem should appear in upper case type.

Page 2, Methodology, Sccond Bullet

This bullet should be reworded to indicate that, “Reviewed some of the CDC records related to
R rocistration, mﬂwmdimrdidnctnqmwmewthel?orm 1 registration
amendment records.™

Page 3, Methodalogy, Seventh Bullet

The wording in this bullet should be rewarded to reflect that the auditor, “Reviewed the [

I RO’ portion of the select agent inventory and access rocords; and.. (It should be nated
that the RO’s portion of thq select agent inventory redord did not provide the full representation
of data captured by _scloctsgent inventory mensgament roquirements.)

Page 3, FINDINGS AND RECOMMENDATIONS

The second sentence in the first paragraph of the “FINDINGS AND RECOMMENDATIONS”
should be rewnrded to refiect the tbnowingmmt. “Specifically, the [N b4
appo!nmdnkesponsibkbﬁanlmddevdopedmdknpwmlnw«nw
managenent plan, an entity-specific and laboratory-specific incldent response plans; an entity-
wido security plan end labormtory-specific security plans; and laboratory-specific biosafety
plans.” _

Tho firpt lettar of each bulleted ftem should appear in upper case type.

Page §, SELECT AGENT ACCESS ' )
mmwwhwmﬁmmmﬂymmwmtmw
mmw&:mWﬁmMmmammm
unsecured froczers. nmmmnmamhﬁmmmmmmw
yetbemoﬁqauymquiﬁpmﬁe registration at the direction of DSAT and
ﬂnuhemtrydidaotmltinnoéaabsdoawbyﬂludmﬂaorﬂ\eﬂ,matdmeof
ncxsctagntata:eumcomeamy .

* Page 7, Unauthorized Transfers

Fifth fine, the word “always” should be added after the wotd “nof®, “scientists did not |
always...", : '

Page 7, Packages Recefved by. Unapproved Individuals-

- Second line, regarding the statement, “and two individuals whom (i covid not identify,” it
should be noted thet ([ I id ideatify the two individuals to be contract PGO

personnel working at the [N [l 2= pert of the Advance Federa! contract.
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Page 7 and Poge 8, RECOMMENDATIONS
The first word in each bulleted item shouldappear in upper case type.
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