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DEPARTMENT OF HEALTH & HUMAN SERVICES Office of Inspector Gerneral

Washington, D.C. 20201

APR 1 6 2009

TO: Richard E. Besser, M.D.
Acting Director
Centers for Disease Control and Prevention

FROM:  -Daniel R. Levinson /mea( K. Avinaons

Inspector General

SUBJECT: Review of Select Agent Transfers Between Non-Centers for Disease Control and
Prevention Entities During the Period January 1, 2006, Through May 31, 2007
(A-02-08-02002) :

The attached final report provides the results of our review of select agent transfers between
non-Centers for Disease Control and Prevention (CDC) entl'ues during the period January 1,

. 2006 through May 31, 2007.

CDC’s Division of Select Agents and Toxins (DSAT) is responsible for regulatmg select agents .
and toxins (referred to as “select agents™), which are biological materials that have the potential
to pose a severe threat to public health and safety. Government agencies, research organizations,
and legal entities that use, possess, or transfer select agents must register with DSAT and comply
with select agent regulations. (We refer collectively to these organizations as “entities.”) Entities
may authorize access to select agents-only to individuals approved by the Secretary based on a
security risk assessment by the Attorney General (referred to as “approved individuals™). Also,
entities must develop and implement written security plans designed to safeguard select agents.
Entities use the CDC Request To Transfer Select Agents and Toxins form (Form 2) to initiate
select agent transfers, obtain DSAT approval, and document receipt of select agents.

During a previous review (A-02-07-02010) of select agent transfers to and from a CDC

'laboratory, we found that more than half of the transfers reviewed were delivered via common

carrier to unapproved individuals. Our report contained several recommendations to ensure that
only approved individuals accept delivery of select agent packages. :

The objective of this review was to-determine whether only.approved md1v1duals accessed select

"agents transferred between non-CDC entities.

Of the 262 select agent transfers between non-CDC entities during the audit.pcriod, 165 transfers
(63 percent) were accessed only by approved individuals. However, unapproved individuals at
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the receiving entities accessed the remaining 97 transfers (37 percent). All 97 transfers were
shipped by common carriers. Allowing unapproved individuals to handle select agents increased
the risk that the agents could be lost or stolen, thereby potentially posing a severe threat to public
health and safety. i ' :

We attributed the improperly handled transfers to the following':

e The sending entities did not use a common carrier that offered restricted service and thus
did not ensure delivery only to the individual(s) specified on the shipping label.

e Form 2 did not require entities to identify the common carrier used or the individual who
accepted delivery. of the package from the common carrier. DSAT could have used this
information to verify that only approved individuals signed for the package.

e The receiving entities had no or inadequate sécurity plati procedures, or did not follow
established procedures, designed to mitigate the risk that unapproved individuals might
accept delivery of select agents from a common carrier:

e DSAT’s monitoring and enforcement efforts did not focus on procedures for mitigating
the risk that unapproved individuals might accept delivery of select agents from a
common carrier. : :

We recommend that CDC direct DSAT to consider the results of this review in its evaluation of
our prior recommendation to ensure that only approved individuals accept delivery of select
agent packages by requiring entities that ship select agents via common carrier to (1) use
restricted service and (2) include on the common carrier’s shipping label the names-of a
-minimum of two approved individuals.

In its comments on our draft report, CDC concurred in principle with our recommendation and
stated that it would carefully evaluate the advantages and disadvantages of implementing the
recommendation. In addition, CDC described actions that it had taken or planned to take to

address our findings. - :

This report contains restricted, sensitive information that may be exempt from release under the
Freedom of Information Act, 5 U.S.C. § 552. The report will not be posted on the Internet. If
information in the report is released pursuant to a request under the Act, the restricted, sensitive -
information and other information exempt from release will be redacted. -

Please send us your final management decision, including any action plan, as appropriate, within
60 days. If you have any questions or comments about this report, please do not hesitate to call
me, or your staff may contact Lori S. Pilcher, Assistant Inspector General for Grants, Internal
Activities, and Information Technology Audits, at (202) 619-1175 or through e-mail at
Lori.Pilcher@oig.hhs.gov. Please refer to report number A-02-08-02002 in all correspondence.

Attachment
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Office of Inspector General
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The mission of the Office of Inspector General (OIG), as mandated by Public Law 95-452, as
amended, is to protect the integrity of the Department of Health and Human Services (HHS)
programs, as well as the health and welfare of beneficiaries served by those programs. This
statutory mission is carried out through a nationwide network of audits, investigations, and
inspections conducted by the following operating components:

Office of Audit Services

The Office of Audit Services (OAS) provides auditing services for HHS, either by conducting
audits with its own audit resources or by overseeing audit work done by others. Audits examine
the performance of HHS programs and/or its grantees and contractors in carrying out their
respective responsibilities and are intended to provide independent assessments of HHS
programs and operations. These assessments help reduce waste, abuse, and mismanagement and
promote economy and efficiency throughout HHS.

Office of Evaluation and Inspections

The Office of Evaluation and Inspections (OEI) conducts national evaluations to provide HHS,
Congress, and the public with timely, useful, and reliable information on significant issues.
These evaluations focus on preventing fraud, waste, or abuse and promoting economy,
efficiency, and effectiveness of departmental programs. To promote impact, OEI reports also
present practical recommendations for improving program operations.

Office of Investigations

The Office of Investigations (OI) conducts ¢criminal, civil, and administrative investigations of
fraud and misconduct related to HHS programs, operations, and beneficiaries. With
investigators workmg in-all 50 States and the District of Columbia, OI utilizes its resources by
actively coordinating with the Department of Justice and other Federal, State, and local law
enforcement authorities. The investigative efforts of Ol often lead to crlmmal convictions,
admlmstratwe sanctions, and/or civil monetary penalties.

Office of Counsel to the Inspector General

The Office of Counsel to the Inspector General (OCIG) provides general legal services to OIG,
rendering advice and opinions on HHS programs and operations and providing all legal support
for OIG’s internal operations. OCIG represents OIG in all civil and administrative fraud and
abuse cases involving HHS programs, including False Claims Act, program exclusion, and civil
monetary penalty cases. In connection with these cases, OCIG also negotiates and monitors
corporate integrity agreements. OCIG renders advisory opinions, issues compliance program
guidance, publishes fraud alerts, and provides other guidance to the health care industry
concerning the anti-kickback statute and other OIG enforcement authorities.
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THIS REPORT CONTAINS RESTRICTED INFORMATION

This report should not be reproduced or released to any other party
without specific written approval from OAS. :

OFFICE OF AUDIT SERVICES FINDINGS AND OPINIONS

The desighation of financial or management practices as questionable, a
recommendation for the disallowance of costs incurred or claimed, and
any other conclusions and recommendations in this report represent the
findings and opinions of OAS. Authorized officials of the HHS operating
divisions will make final determination on these matters.




EXECUTIVE SUMMARY

BACKGROUND

The Public Health Security and Bioterrorism Preparedness and Response Act of 2002, Public
Law 107-188, requires the Department of Health and Human Services (HHS) to regulate select
agents and toxins (referred to as “select agents”), which are biological materials that have the
potential to pose a severe threat to public health and safety. Within HHS, this responsibility has
been assigned to the Centers for Disease Control and Prevention (CDC), Division of Select
Agents and Toxins (DSAT). In collaboration with the U.S. Department of Agriculture, DSAT
establishes select agent regulations and monitors and enforces compliance with the regulations.

Any government organization (Federal, State, or local), academic institution, research
organization, or other legal entity that uses, possesses, or transfers select agents must register
with DSAT and comply with select agent regulations. (We refer collectively to these
organizations as “entities.”) Pursuant to 42 CFR § 73.10(a), entities may authorize access to
select agents only to individuals approved by the HHS Secretary based on a security risk
assessment by the Attorney General (referred to as “approved individuals™). Also, 42 CFR

§ 73.11(a) states that entities must develop and implement written security plans designed to -
safeguard select agents against unauthorized access, theft, loss, or release.

Registered entities may obtain select agents from a CDC laboratory or from any non-CDC entity
in the United States. Select agents are transferred between entities via common carrier or via
hand delivery by a sending entity employee to a receiving entity employee. Entities use the CDC
Request To Transfer Select Agents and Toxins form (Form 2) to initiate transfers, obtain DSAT
approval, and document receipt of select agents.

During a previous review (A-02-07-02010) of select agent transfers to and from a CDC
laboratory, we found that more than half of the transfers reviewed were delivered via common
carrier to unapproved individuals. Our report contained several recommendations to ensure that

only approved individuals accept delivery of select agent packages.

OBJECTIVE

The objective of our review was to determine whether only approved individuals accessed select
agents transferred between non-CDC entities. '

SUMMARY OF FINDINGS

Of the 262 select agent transfers between non-CDC entities from January 1, 2006, through
May 31, 2007, 165 transfers (63 percent) were accessed only by approved individuals. However,
unapproved individuals at the receiving entities accessed the remaining 97 transfers (37 percent).

All 97 transfers were shipped by common carriers. Allowing unapproved individuals to handle

i
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select agents increased the risk that the agents could be lost or stolen, thereby potentially posing
a severe threat to public bealth and safety.

We attributed the improperly handled transfers to the following:

e The sending entities did not use a common carrier that offered restricted service and thus
did not ensure delivery only to the individual(s) specified on the shipping label.

e Form 2 did not require entities to identify the common carrier used or the individual who
accepted delivery of the package from the common carrier. DSAT could have used this
information to verify that only approved individuals signed for the package.

e The receiving entities had no or inadequate security plan procedures, or did not follow
established procedures, designed to mitigate the risk that unapproved individuals might
accept delivery of select agents from a common carrier.

* DSAT’s monitoring and enforcement efforts did not focus on procedures for mitigating
the risk that unapproved individuals might accept delivery of select agents from a
common carrier.

RECOMMENDATION

We recommend that CDC direct DSAT to consider the results of this review in its evaluation of
our prior recommendation to ensure that only approved individuals accept delivery of select
agent packages by requiring entities that ship select agents via-common carrier to (1) use
restricted service and (2) include on the common carrier’s shipping label the names of a
minimum of two approved individuals.

CENTERS FOR DISEASE CONTROL AND PREVENTION COMMENTS

In its comments on our draft report, CDC concurred in principle with our recommendation and
stated that it would carefully evaluate the advantages and disadvantages of implementing the
recommendation. In addition, CDC described actions that it had taken or planned to take to

address our findings.

CDC’s comments, except for technical comments, are included as Appendix B.

i
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INTRODUCTION

BACKGROUND

The Public Health Security and Bioterrorism Preparedness and Response Act of 2002, Public

* Law 107-188, requires the Department of Health and Human Services (HHS) to regulate select
agents, which are biological materials that have the potential to pose a severe threat to public -
health and safety. Within HHS, this responsibility has been assigned to the Centers for Disease
Control and Prevention (CDC), Division of Select Agents and Toxins (DSAT). In collaboration
with the U.S. Department of Agriculture, DSAT establishes select agent regulations and
monitors and enforces compliance with the regulations.!

Any government agency (Federal, State, or local), academic institution, research organization, or
other legal entity that uses, possesses, or transfers select agents must register with DSAT and
comply with select agent regulations. (We refer collectively to these organizations as “entities.”)

Select Aéent Regulations

Pursuant to 42 CFR § 73.10(a), entitics may authorize access to select agents only to individuals
approved by the HHS Secretary based on a security risk assessment by the Attorney General
(referred to as “approved individuals™). Also, 42 CFR § 73.11(a) states that entities must
develop and implement wriften security plans designed to safeguard select agents against
unauthorized access, theft, loss, or release. Pursuant to 42 CFR § 73.9, an entity that transfers
select agents must designate a Responsible Official who has the authority and responsibility to
act on behalf of the entity and ensure compliance with select agent regulations.

Select Agemt Transfer Process>
Registered entities may obtain select agents from a CDC laboratory or from z_niy non-CDC entity

in the United States. Select agents are transferred between entities via common carrier’ or via
hand delivery by a sending entity employee'to a receiving entity employee.

'DSAT regulatés select agents and toxins that could pose a severe threat to public health and safety. The U.S.
Department of Agricuiture, Animal and Plant Health Inspection Service (APHIS), regulates select agents and toxins
that could pose 2 severe threat to animal or plant health. DSAT and APHIS coordinate regulatory activities for those
agents that affect both humans and animals (known as overlap select agents and toxins). For purposes of this report,
“select agents” refers to all agents and toxins covered under CDC regulations (42 CFR §§ 73.3 and 73.4),

*We obtained information on the select agent transfer process from 42 CFR § 73.16 and interviews with officials of
DSAT, entities, and common carriers.

*Common carriers, which offer transportation services at established rates, are regulated by the U.S. Department of
Transportation and are not subject to 42 CFR § 73. Therefore, common carrier employees are not required to be
approved individuals. .

1
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To initiate a transfer, the receiving entity enters its name and registration number, as well as the
name and proposed use of the requested select agent, on the CDC Request To Transfer Select
Agents and Toxins form (Form 2).* The Responsible Official of the receiving entity signs the
form and faxes it to the sending entity. The sending entity then enters its name and registration
number and the quantity of the select agent to be transferred on the form. The Responsible
Official of the sending entity signs the form and faxes it to DSAT. DSAT verifies the :
information provided; assigns the transfer a unique approval number, which is valid for 30 days;
and faxes the approved form to both the sending and receiving entities. If the transfer does not
occur within 30 days, the approval is considered null and void and the transfer may not be

completed.

Upon receipt of the approved Form 2, the sending entity packages the select agent in accordance
with applicable packaging and shipping laws and places inside the package an updated form .
containing the date that the select agent is scheduled to leave the facility. If the select agent is to
be shlpped via common carrier, the sending entlty also includes the tracking number on the form
and, in accordance with instructions from the receiving entity, enters on the commeon carrier’s
shipping label the name and address of the individual(s) designated to accept the package. The
common carrier delivers the package to the address indicated and, depending on the level of
service used, may or may not ensure delivery to the individual(s) identified on the shipping label.

Within 2 business days of receiving the package, the receiving entity’s Responsible Official
faxes an updated version of Form 2, containing the date that the select agent was received, to
both the sending entity and DSAT. (At the time of our review, the name of the individual at the
receiving entity who accepted the package from the common carrier was not included on the
form.) The transfer is then considered complete.

Previous Office of Inspector General Review

During a previous review (A-02-07- -02010) of select agent transfers to and from the Edward R.
Roybal Laboratory’ during the period January 1, 2006, through March 31, 2007, we found that
more than half of the transfers reviewed were delivered via common carrier to unapproved
individuals. Our report contained several recommendations to ensure that only approved -
individuals accept delivery of select agent packages.

CDC concurred in principle w1th our recommendation to require entities that ship select agents
via common carrier to (1) use restricted service to ensure delivery to the approved individual(s)
identified on the shipping label and (2) include on the common carrier’s shipping label the names
of 2 minimum of two approved individuals. CDC stated that it would study the advantages and
disadvantages of implementing that recommendation. CDC fully concurred with our other
recommendations to amend Form 2, require all entities to implement security plan procedures

“Form 2, which is also used by entities that ship select agents under the authority of APHIS, is often referred to as
the “APHIS/CDC Form2.”

5The Edward R. Roybal Laboratory is a CDC laboratory located in Atlanta, Georgia.

2
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designed to identify and mitigate the risk that unapproved individuals might sign for and accept
delivery of select agent packages from common carriers, and strengthen its monitoring efforts.

OBJECTIVE, SCOPE, AND METHODOLOGY
Objective

The objective of our review was to determine whether only approved individuals accessed select
_agents transferred between non-CDC entities.

Scope

Our audit covered select agent transfers between non-CDC entities during the period January 1,
2006, through May 31, 2007. We focused on access to select agents from the point of dehvery to
check-in at the laboratory at the receiving entity.

We did not perform an indepth review of DSAT’s internal control structure. Rather, we
reviewed pertinent DSAT controls relating to the transfer of select agents. In addition, we
gained an understandmg of procedures governing select agent transfers implemented by entities
and common carriers involved in the transfers reviewed.

We performed our fieldwork at DSAT"s headquarters in Atlanta, Georgla, from November 2007
through June 2008.

Methodology
To accomplish our objective, we:
e reviewed relevant Federal laws, regulations, and guidance;

e gained an understanding of the role of DSAT, entities, and common carriers in the select
agent transfer process;

» reviewed entities’ security plan procedures for sending and receiving select agents;

e identified a total population of 453 select agent transfers completed during our audit
period;

° ehmmated 83 transfers with incomplete or unrecoverable trackmg information and 108
hand-delivered transfers with no documentatmn identifying the individuals who accessed
the select agents;

e identified a revised populatlon of 262 select agent transfers and determmed that all 262
packages were shipped via common carriers;

3
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e obtained a list of approved individuals at the entities that received the transferred select
agents; and :

o reviewed the common carriers’ electronic tracking data to determine who signed for and
accepted delivery of the 262 packages.

We conducted this performance audit in accordance with generally accepted government

* auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained provides a reasonable basis
for our findings and conclusions based on our audit objective. '

FINDINGS AND RECOMMENDATION

Of the 262 select agent transfers between non-CDC entities from January 1, 2006, through
May 31, 2007, 165 transfers (63 percent) were accessed only by approved individuals.®
However, unapproved individuals at the receiving entities accessed the remaining 97 transfers
(37 percent). All 97 transfers were shipped by common carriers. Allowing unapproved
individuals to handle select agents increased the risk that the agents could be lost or stolen,
thereby potentially posing a severe threat to public health and safety. T

We attributed the improperly handled transfers to the following:

o The sending entities did not use a common carrier that offered restricted service and thus
did not ensure delivery only to the individual(s) specified on the shipping label.

e Form 2 did not require entities to identify the common carrier used or the individual who -
accepted delivery of the package from the common carrier. DSAT could have used this
information to verify that only approved individuals signed for the package.

e The receiving entities had no or inadequate security plan procedures, or did not follow
established procedures, designed to mitigate the risk that unapproved individuals might
accept delivery of select agents from a common carrier.

e DSAT’s monitoring and enforcement efforts did not focus on procedures for mitigating
the risk that unapproved individuals might accept delivery of select agents from a
common carrier.

Appendix A contains details on the number of entities where transfers were received by
unapproved individuals and information on DSAT site inspections of those entities.

A1l 165 properly handled transfers were shipped by _
4
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RESTRICTED TRANSPORTATION SERVICE NOT USED

All 97 transfers that were accessed by unapproved individuals were shipped via

or - which do not provide restricted service requiring delivery only to the individual(s)
specified on the shipping label. and provide delivery to the address on the
shipping label and obtain the signature of any individual at that address who will sign for and

accept delivery of the package.

Some common catriers, such as and offer restricted
service to ensure delivery only to the individual(s) specified on the shipping label.” If the
individual(s) specified on the label is not available at the time of delivery, such common carriers
retain possession of the package until it can be delivered to the specified individual(s). Thus,
until the approved individual(s) is available to accept the package, the select agent remains in the
transportation system, outside the authority of the select agent regulations.

Although Federal regulations do not require sending entities to use restricted service, such a
requirement would greatly reduce the risk that unapproved individuals might sign for and take
possession of select agent packages or that the packages might be shipped to the wrong address,
lost, or stolen. Similarly, requiring that the shipping label include the names of at least two
approved individuals would minimize the time that select agents remain outside the authority of
the select agent regulations. For example:

e A private laboratory shipped a select agent via | to a university. On the
shipping label, the private laboratory entered the address of the entity and the name of the
approved individual who should sign for the package. delivered the
package to the correct address but not to the approved individual specified on the label.
Instead, an unapproved individual signed for the package. Subsequently, an approved
individual took possession of the select agent from the unapproved individual and -
checked it into the laboratory.

delivered a select agent shipment between two pnvate laboratories. On
the shipping label, the sending entity entered the address of the receiving entity and the
name of the approved individual who should sign for the package. However,

- delivered the package as part of a bulk shipment to an unrelated company next
door to the intended receiving entity. The Responsible Official of that entity stated that -
he became aware of the misdelivery when the Web site listed the package
as having been delivered, but the entity had no record of receiving the package. The
official stated that he immediately contacted and, within 30 minutes, was

. notified that the package had been delivered to the company next door. , The official

"During our prior review (A-02-07-02010), we determined that the average cost to ship a select agent package using
The average cost to ship a package using restricted service would have been approximately

for The actual cost varies by package welght and/or
shlppmg distance. We dxd not research

shipping costs.
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stated that he immediately went next door to inspect the package for suspicious activity
or damage, took possession of the package, and checked it into the laboratory.

Also, during our review, DSAT officials informed us that one vial of Coccidioides immitis (a
pathogenic fungus) had been lost while being transferred via from a private
laboratory to a medical research institute. ‘An investigation concluded that the package had been
destroyed on a conveyor belt while being sorted at a shipping facility and that the
exposure would have been minimal because the layered packaging should have absorbed any
leakage of the select agent. If restricted service had been used, the common carrier would have '
handled the package individually and would not have sent the package to a central sorting
facility. Such handling would have greatly reduced the risk of losing the package.

FORM 2 DEFICIENCIES

Form 2 provides DSAT with important information on select agent transfers from the time of the
initial request for the transfer through the delivery of the package. However, at the time of our
review, the form did not require sending entities to identify the common carrier selected to
deliver the package, nor did it require receiving entities to indicate the name of the individual
who accepted delivery of the package from the common carrier. DSAT could have used this
information to verify that only approved individuals accessed select agent transfers. Specifically,
DSAT could have obtained from the common carrier the electronic signature of the individual
who signed for the package and compared the name of that individual against the receiving
entity’s list of approved individuals.

SECURITY PLANNING AND IMPLEMENTATION DEFICIENCIES

" Pursuant to 42 CFR § 73.11, entities must develop and implement a written security plan
designed to safeguard select agents against unauthorized access, theft, loss, or release. Each
entity develops its security plan based on a site-specific risk assessment.

Entities With No Security Plan Procedures

For 50 of the 97 transfers accessed by unapproved individuals, the receiving entities had no
written security plan procedures for initial acceptance of select agent packages from common

carriers.

For example, a private laboratory’s security plan did not contain procédures for receiving and
safely opening select agent packages, nor did it address how to handle and limit access to the
packages from the time of delivery to the mailroom until check-in at the laboratory. Established

receiving dock procedures required receiving dock employees, who were not approved
_individuals, to sign for all packages upon initial receipt from common carriers and to open the

6 -
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rigid outer packaging.8 For one select agent transfer, a receiving dock employee opened the
outer package to access the next layer of packaging, which listed the approved recipient’s contact
information. The select agent, Tetrodotoxin,’ remained at the receiving dock until receiving
dock employees contacted the approved individual. The approved individual then took
possession of the package and hand-carried it to the laboratory. .

Entities With Inadequate Security Plan Procedures

For 33 of the 97 transfers accessed by unapproved individuals, the receiving entities had
inadequate written security plan procedures for initial acceptance of select agent packages from
common carriers.

For example, a university laboratory’s security plan required that select agent packages be
delivered to a building on the university’s campus where no approved individuals worked.
Consequently, an unapproved individual who worked at the building signed for and took
possession of a package containing Botulinum neurotoxin (bo_tulis.m).10 The employee
subsequently hand-carried the select agent to the Responsible Official, who checked the select
agent into the laboratory.

Entities That Did Not Follow Security Plan Procedures

f

For 14 of the 97 transfers accessed by una_pprovéd individuals, the receiving entities had written
security plan procedures for initial acceptance of select agent packages from common carriers.
However, employees at these entities did not always follow the procedures.

For example, a private laboratory’s security plan stated that when the package arrived at the
laboratory’s receiving area, the common carrier would be dirécted to wait until an approved
individual could be contacted to take possession of the select agent. However, in one instance,
an unapproved receiving dock employee disregarded established procedures and took possession
of a package containing Yersinia pestis (plague)."! An approved individual subsequently went to
the receiving area, took possession of the select agent, and checked it into the laboratory.

Spursuant to 49 CFR §173.196, select agent packages are required to have three layers of packaging: a primary
receptacle, a secondary container, and a rigid outer packaging. For the shipment in question, the sending entity
indicated the name of the approved individual on the secondary container as well as on the shipping label affixed to

the rigid outer packaging,

9'i‘etrodc’coxir'x, which is found in the gbnads, liver, intestiries, and skin of puffer fish (also known asl blowfish), can
cause sudden, violent death.

Botulinum neurctoxin is the most potent toxin known, inducing a potentiaily fatal paralysis known as botulism.
'y ersinia pestis is a bacterium that causes plague, an infectious disease of animals and humans.
7
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INADEQUATE MONITORING AND ENFORCEMENT .

Pursuant to 42 CFR § 73.18, DSAT conducts periodic site inspections to monitor and enforce
compliance with select agent regulations. Site inspections are conducted before an entity is
initially registered to send and/or receive select agents and at least every 3 years thereafter.

During its site inspections, DSAT did not adequately monitor or enforce compliance with

42 CFR § 73.11(a), which requires that entities develop and implement written security plans’
designed to safeguard select agents against unauthorized access, theft, loss, or release. During
our audit period, DSAT performed site inspections at 24 entities that received 64 of the 97 select
agent transfers accessed by unapproved individuals. However, as shown in Appendix A, DSAT
cited only four of these entities for having no or inadequate procedures, or for not following
procedures, designed to mitigate the risk that unapproved individuals might sign for and accept
delivery of select agent packages upon their initial receipt from common carriers.

According to DSAT officials, its inspectors receive periodic training on how to conduct site
inspections and are provided with a checklist for determining whether an entity meets the
requirements of the regulations, including security over access to select agents. However, the
checklist did not contain specific steps to determine whether the entity had adequate procedures
to ensure that only approved individuals signed for and accepted delivery of select agent
packages from common carriers. Moreover, DSAT officials acknowledged that inspectors were
not required to determine whether unapproved individuals had signed for and accepted delivery

of select agent packages. ’
RECOMMENDATION

We recommend that CDC direct DSAT to consider the results of this review in its evaluation of
our prior recommendation to ensure that only approved individuals accept delivery of select
agent packages by requiring entities that ship select agents via.common carrier to (1) use
restricted servicé and (2) include on the common carrier’s shipping label the names ofa
minimum of two approved individuals. d

CENTERS FOR DISEASE CONTROL AND PREVENTION COMMENTS

In its comments on our draft report, CDC concurred in principle with our recommendation and
 stated that it would carefully evaluate the advantages and disadvantages of implementing the
recommendation. In addition, CDC described actions that it had taken or planned to take to

address our findings.

CDC’s comments, except for technical cémments, are included as Appendix B.
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OTHER MATTER: SENDING ENTITIES®’ SECURITY
PLAN PROCEDURES

Pursuant to CDC regulations (42 CFR § 73.16(3)), an entity that transfers a select agent to
another entity must comply with all applicable packaging and shipping laws. Pursuantto
Department of Transportation regulations (49 CFR § 172.802), the sending entity’s security plan
must contain an assessment of possible transportation security risks for select agent shipments
and appropnate measures to address the assessed risks, including the risk that unauthorized
persons may gain access to select agents and the risks associated with shipments of select agents
en route from on'gin to destination. :

For 79 (81 percent) of the 97 transfers delivered via common carrier and accepted by unapproved
individuals, the sending entities’ security plans did not adequately address these requirements.
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APPENDIX A

SELECT AGENT TRANSFERS ACCESSED BY UNAPPROVED INDIVIDUALS

'DSAT
Transfers Citations f
' Received by DSAT! Ul atlo : 0;
Security Plan Deficiencies | Unapproved | Entities | Inspections napprove
il Access to
Individuals

Transfers
No procedures 50 21 12 "2
Inadequate procedures - 33 14 7 1
Procedures not followed 14 7 5 1
Total 97 42 24 4

‘IDSAT = Division of Select Agents and Toxins of the Centers for Disease Control and Prevention.
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)‘“"""‘%
§' g DEPARTMENT OF HEALTH & HUMAN SERVICES Public Health Service
Y
- Centers for Disease Contro!
and Prevention (CDC)
Adanta GA 30333
FEB 20 2008
TO: Daniel R. Levinson

Inspector General
Depattmaent of Health and Human Services

FROM:" Acting Diregtor
Centers for Digsase Contro] and Prevention

SUBJECT: Office of Inspector Genezal’s Draft Report: “Review of Select Agent Transfers Between
Non-Centers for Disease Control and Prevention Entities During the Period Janusey 1,
2006 through March 31, 2007” (A-02-08-02002).

The Centers for Digease Control and Prevention’s (CDC) Division of Select Agents and Toxins
(DSAT) appreciates the oppastunify to review and comsnent on the Office of Impector General’s
(OIG) draft report, “Review of Select Agaat Transfers Between Noin-Centers for Disease Control
and Preveation Bntities Duting the Period January 1, 2006 through March 31, 2007.”

As stated in the draft, the objective of this review was to determine whether only approved
individusals accesswd select agunt transfers between non-CDC entities. The draft provided the
foﬂowmgmommmdﬂumadmmexdmﬁedhﬁnmngswsmfm

Ofﬁeeof_ﬂhr(benl (OIG) Recommpandigtion: OIGrmmmmdsthatCDCdxrect
DSAT to commider the results of this review in its evalyation of OIG’s piior recommendation to
exﬂeﬂlonlyppmvedmdwidualsmﬁvuyofselwtamfpwbyreqmﬂng
catities thet ship sclect dgents via coimmen crder to (1) use restricted service and (2) include on
thie common catrier’ sslﬂppmg&eltb“ofamﬁﬂmum oftwouppmvadmdmdua.ls

nlmm DSATconcursmpnnsiplewimﬂtmmmdaﬁon. In accordamce with

the Select Agent Regalations (42 CF.R. Part 73, 9 CF.R. Part 121, 7 CFR. Part 331)‘DSAT
mmmmmmmmdmwmmmmsafw
unauthorized access, as well as against thefts, logees, or relomses. It is important ¢6 nose that of
the approximately 2,500 transfers that havs qccutred since 2003, thmee has only been one
confirmied ioss of a select agent that ocgamed during shipment. This Ioge was investigated by the
Depmhaﬂoﬂuﬂcd?eduﬂBMoﬂnvaﬁgaﬁm(PB[)mdtheFBldmnedﬂmtﬁme
wasnommimlmnmt .

Gtventhaconcems identified in this QIG draft report and thoprekusrevxew (A-02-07-02010),
and consideration of the other possible vlnessbilities that may occur during the shipment of
select agents and toxins, DSAT is currently reviewing how entities ship select agents and toxins

and evaluating ways to improve fhis process to ensure thet the shipment of select agents and
toxmszsmtonlysafeguardednﬂnstmuﬂ:mzedwcess,butﬂm agmstﬂzeﬁ,loss, or rélease.
Theremthreemajorconstderahons.
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D)

: ' One
considertion is wheth: ' dﬁncﬂbymmgasekct
qintpae;:elgn bmﬁoﬁ system lonjek than wgeal &us to the requirernents of a
reatricted segvice, such as the packngs being returned to sender if the identiffed recipient
is unavailable. : :

) ‘“W DSAT st copaer whether the
implementation of this ‘would camse sty undue fingncial burdens on the

ormaanity, ghva the balamoo of déks and besefits (in the footbote o page 5
e e
W o W

3)

DSAT will carefully mtwe, in collsbosation with O1G, the aiventages and disadvantages of
implementing this recommisndation ag curreatly wnu:en.

FINDINGS:

The Sollowing providas DSAT's response fo-thy four flodings ideatified in this report

OIG Mindiugs ‘Sending eition did not 189 8 commion Gemicr tiat offeed restrictod scrvice, #nd

ttns did not aasare delivery orily to fe infviduai(s) specified on {ae éhipping Iabel.
: S A-s'“.ﬁu

above, DSAT will carefully evalaate, in collabaration with the
R Gaadvange ofwwwswm -itym
mmwwwmmwmm»m_w&mm.m'

andpou‘blenqedxmmnbm-chmdbemhedandwmw R

s Form 2 i ot maguir cntitias  Yentify fhs ocwmson camricr e or the
. woeya Aty o o pckngof oo i DSAT couldbavs
medmmmmmmﬂfuoﬂyqpmedmmm& package.

) 'm:matmhed“nequdm‘masmwuﬂowm
WFMZ)MWWWMOE@oWMB , '_(mon
Dmeinber7,m;mwinmdesaﬁlacefor-ﬁw_mofmgaglg(e.g., _ b 3
cﬁﬁed"byﬂ'.!ndinsmmdviqgemhﬁ,hmﬂofﬂwindmdmlwhopmkggg :
shipment, agd the imme of the individusl who sscepts the dalivery o7/ 52
from the oagrier. This will allow DSAT andtheU.s.Dmofmcqwm a8
mmmmwﬁmsm(mwbemomymm may ha
 occrirved during the packaging and receipt of the select agent shipment.
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OIG Findimg: The recciving cuities tad 19, or inadequate, Security plan procedures, or did not
follow established procedures, designed to mitigate the xisk that usspproved individuals might
sccept dlivery of the select agents fram a cormmony esrier. }

DSAT Response: Section 73.11 of the Sclect Agent Regulations (42 C.F.R. 73.11) requires that
an entity develop ndlw 2 writted security phitn-that is suffielent to safigpuard the select
agent or $oxin against unmathorized acooss, thelt, ioss, or relstisd. The security plan rnit also be
designed according to a site-specific dik sssssmnont and must provide goaded protection in
sccordamog with the risk of the seleat agint or toxis, given its intended yse. This risk sssosmment
should include how the entity ships sd seseives selioot wpents snd toxins.

On April 18, 2007, DSAT provided infopmiationsl doguinents to the mguilated extities to asslst
them in complying with the secusity requireménts of fhe Selcct Agent Régalations. These
documents should asgist entitias in developing or revising a written security phin and in
- perfopming a site-specific risk apvesament, The documents are available qo the National Scloct
Agent Registry (NSAR) website st littp:/wwer.scleaiagmts.gov/complianceAssistance. htm.

Additional guidance is currently being developed in collsboration with the Depastmierit of
Transportattion to provide entities with informtion on the regulations governing the
tranmportation of select agents and toxine. In sddition, DSAT, jn coordinstion with APHIS, hes
- devaloped two educational workahops with the theme of “Management Oversight” to:inform
Respansiblc Officials of their lagal responsibilities for implensenting the Sclect Agmnt

. joms. Omb of the watkeliops ocoursed on Deosmgber'9, 2008, znd the othee is scheduled
for sommer 2009. Information on the Decaniber waosialiop is aviilsble on 't NSAR wetigite at

OIG Findig: DSAT’s mostioring end enfbromment eflets did ot focus on procedures Sor
mﬁnngmensktummvedmdwluﬁmﬂWdeﬁmofclect‘iﬁQa

common axrrier. R

DSAT Response: DSAT has revised its smddard operating prooedure (BOP) involving
iapections to inclide an expectiition tiat iepocters review shipping and receiving protocols fo
determine if unmppeoved individodls aigned for and sopspted delivery of seloct agint packages
wpon initial receipt from oasriers. DSATalso his impeoved the inspection prooses by heving
ingpectors review ssourity plng in sdvapce of the ingpection to verify that the plaais iaciudo such
protocols. aweon“we.mwmfyﬂwmfomdmwmmomeﬁmhty
and querying the staff. -

As discussed sbove, the OMB-approved APHIS/CDC Farm 2 now includes: (1) the name of the
carrier (¢.g., or “hind-carried™ by the ssading or receiving entity), (2) the name of the
indivitnal who packages the shipment, and (3) the name of fhie individual who sscepts the
delivery of the seléct agent package from the carrier. Jn addition, DSAT hes strengthened its
monitoring efforts by developing a quality conitol checklist for monitoring transfers. Oncea
transfer is complete, the DSAT reviewer will clieck the name of the individuals identified on the
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The report also identified the Sollowing:

Suammary of OIG Finding Rogarding Saading Entitler’ Seomity Phan Procsdieves: Pussant
mcncm@zcmgnwﬁnumumammmm;my

' s -gm” B e b D .
m--nwdmwhﬁmmmmrmwwm
SPpYOPTiate »M”hm&usmwm
mmmhﬂﬂﬂmm#ﬂmqm“m
from arigin to destination. )

\T Respenséc To easist DOT in dutenvining whether antities tosflring sslect ageas arc
mﬂwmmm )08, DEAT pwovided DOT with 2 List of eatitles
thist perform tamsfers involving selsct jjests. DOT hes peckuined 15 inspections of thass

1o additios, DSAT is warking with DOT 19 dowsiop giidance i the ragelatcd copssmaity on the
;ppmndp-n:u of gelect agents. This guidence will include infratin ansll -
applicable dotasstic and infeenstional shipping rogulations. Rrwill e svailsble to the regulated

Techmical oagments umm , provided in the etteshment. "We sppreciate your

direct sy questions reganding thess ocmmasits fo Mr, Shast Rafiiff by telcphate
(404) 639-2809 or by c-mail ot igma@inde gov. i
Thank you for your review of this impastent matter.

Richard E. Besser, MD. -
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's : GUIDANCE DOCURENT FOR REQUEST TO TRANBFER T
{ ST SELEGT AGENTS AND TOXINS . - S

; (APHES/CDC FORSS 2) 50 OATE a1
BITRODUCTION :
The U.S. Depmtments of Haslth and Humin Services (HHS) and Agricufiure (JBDA) published final rules (7 GFR 331, L9 GFR 121, and
g{g&ﬂ&#“&:&nd P’Mh:&wwadwmdm
ond toxina "!.'.'.'L.-...u-- nu-mhmm_-'_ -u.' 3 u-nﬁg. .

A satact agesit o tosin Ay el 8 SBniarec Lrdet tho coilogh daderoedtn 7 GFR 91,16, © OFR 121,96, and 42 CFR 73.18and

must be aullmeiesd by APHIS mmtmrmmnw & Qi) (RD). inusd subrai
mmwﬂymr‘zmamz-msum ) _ . Ll e
Anims end Fiant Haellh inapection Service Geniktrs for Disaase Coalitl and Prevenfion
Salact Agant Program Dhufision of Saldot and Tl
mmwzmmmim WTM Maligicp A-48
Rivesdale, MO 20737 A.,u_w
mew FAX: 404-715-2000
Ena: pEiltitacy
m

mmdﬂmhh_ aulostmiion of o tanefer of tiset qerdi) or t@inis) And in provids a mathod for the
-mm«'hﬂ* T.hlmhm‘hrﬂh‘ d’“&o‘rhﬂ%ﬂdu“.d for Sees yesss.

Mﬂn ’.:;"“"“'w”mﬂ"m

the
: the aslict agenis ind foxins balng #

d mmmlﬂomawu dehﬂw-dmmmdmZdhmwcmG
3. of mwammnmmdmzaﬂmbmm
%mww e of retdipt. if S stiect epgiit or Taxin 'has not been repaved within 48 .
hours el the expacted dﬁwmwuﬂﬂ__, palsnt agents or toxins has been to the extibnt
it & rejeass of the fany e occugsd; the i RO rust insnedistely pent to APHIS or CDG and
cottigiste APHIS/C Dcrm %ﬁﬂﬂtﬂw“q dnd Toxins.” A copy of the complefid form
musit be misihtained for 3  the trasmfier does not ocour 30  of the redlpient RO

wmad Sﬂdun(hﬂimbﬂnbﬂ’
mﬂmmwmm

Tummmdmmwwsummwmc

wt (404) 718-2000. This guidence tocumant and form
““mw AN i ciapentindex Bt and
Htin; vy, cele. gogiipd/eal. :
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7 RIEQUESST TO TRANIFER N
{ w SELECT AGENTS AND TINS A0 oodms
P (APHIRICDC RORM 2) P N8 S

Read alf instrasfions-oarelully bl awmammm-mmmwormhummmu '
signed and submitied to elifier APHIB.or

Aimal apd Plant Heallh inapeolion Service c-hru-cmurm
todsl Salct o ! Tk
4mu~r£mzzm1m "3" uﬁ unpu

Riverdale, MD.
FAX: 301-754-8082

anL u.'E Eﬂ'—w vr*-*r- ﬂyrﬂr»wr & e r'ﬁmp& e rwm Toy Y'Y
s o o » v 4.::;.»..1 e &mm;«mmhm e Y

;&l-l e p—

. —

B .

c

D

E

F

:;:‘:;:Femdlﬂr:.-:&wrbumlmw lwullhﬁwgg%ﬁ
, nmhmaﬂn&“_.

Signgitro of Ragpoasi Olicet ~ ]

Typed or prigtad namhe of Responaibic Oficiet S
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© REQUEST TO TRANSFER ovED
SELBCT AGENTS AMD TOXBN 3
@R === e
w-mmwmmmguwmwmtbewm-mh.-Morcw

Anisl Hoslih imepeclion Sevice Costars for Dlasase Conifol and Provenlion
' - Oieton of Gulect and Tadm

4700g mm&mnmwv mﬂnm Mafisiop A-48
Rivaraln, MD 2073 m7 A

nimjo|O|lo|>

1 “ﬂ* g rmalior
({] of il

“‘. *2da‘mﬂ~ of. %7mm ’cﬂuml:zg

mua«m' W .

heraby cerliyfat . m : : hs.usm.n--umbmudw mﬂnmmu”' prodiy afilee
|“t ma-“l-wwm Im= of 7CAR3I1, 0
. CFR121,@bd cFRnn-raalnMnmﬂm m

Signgiyre of Resporiy Ol : ) : Tile:
Typedorprlmdﬂd“u Date:
mmm mpering burden offaformalion i» satimated fo sverag 1.5 hows pat rsgponss, Inciading 0w o for teviewing lnatroclons, searching exdating data soaroes,
ot wd ok ) mmum
ng::;:“'mwa, G i et

mmz(mxmn
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