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TO: Julie Louise Gerberding, M.D., M.P.H.
Director
Centers for Disease Control and Prevention

FROM: *Daniel R. Levinson M A, W"/

Inspector General

SUBJECT: Review of Select Agent Transfers To and From the Edward R. Roybal Laboratory
During the Period January 1, 2006, Through March 31, 2007 (A-02-07-02010)

The attached final report provides the results of our review of select agent transfers to and from the
Centers for Disease Control and Prevention (CDC) Edward R. Roybal Laboratory (Roybal) in
Atlanta, Georgia, during the period January 1, 2006, through March 31, 2007.

CDC’s Division of Select Agents and Toxins (DSAT) is responsxble for regulating select agents
and toxins (referred to as “select agents™), which are biological materials that have the potential
to pose a severe threat to public health and safety. Government agencies, research organizations,
and legal entities that use, possess, or transfer select agents must register with DSAT and comply
with select agent regulations. (We refer collectively to these organizations as “entities.”)
Entities may authorize access to select agents only to individuals approved by the Secretary
based on a security risk assessment by the Attorney General (referred to as “approved
individuals”). Also, entities must develop and implement written security plans designed to
safeguard select agents. Entities use the CDC Request To Transfer Select Agents and Toxins
form (Form 2) to initiate select agent transfers, obtain DSAT approval, and document receipt of

select agents.

The objective of our review was to determine whether only approved md1v1duals accessed select
agents transferred to and from Roybal.

Of the 112 select agent transfers to and from Roybal during the audit period, 51 transfers
(46 percent) were accessed only by approved individuals at the rece1vmg entities. However,
unapproved individuals at the receiving entities accessed the remaining 61 transfers (54 percent).
Of the 61 improperly handled transfers, 37 were shipped from Roybal to non-CDC entities and
24 were shipped from non-CDC entities to Roybal. All 61 transfers were shipped by one
common catrier, | Allowing unapproved individuals to handle select agents
increased the risk that the agents could be lost or stolen, thereby potentially posing a severe
threat to public health and safety.
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Page 2 — Julie Louise Gerberding, M.D., M.P.H.

We attributed the improperly handled transfers to the following:

e The sending entities did not use a common carrier that offered restricted service and thus
did not ensure delivery only to the individual(s) specified on the shipping label.

e Form 2 did not require entities to identify the common carrier used or the individual who
accepted delivery of the package from the common carrier. DSAT could have used this
information to verify that only approved individuals signed for the package.

o The receiving entities had inadequate or no security plan procedures, or did not follow
established procedures, designed to mitigate the risk that unapproved individuals mxght
accept delivery of select agents from a common carrier.

e DSAT’s monitoring and enforcement efforts did not focus on procedures for mitigating
the risk that unapproved individuals mlght accept delivery of select agents from a
common carrier.

We recommend that CDC direct DSAT to:
e ensure that only approved _individuétls accept delivery of select agent packages by:

o requiring entities that ship select agents via common carrier to (1) use restricted
service and (2) include on the common carrier’s shxppmg Iabel the names of a
minimum of two approved individuals and

o amending Form 2 to include the name of the common carrier that will provide
restricted service and the name of the individual who accepted delivery of the
select agent package from the common carrier;

e require all entities registered to use, possess, or transfer select agents to unplement
security plan procedures designed to identify and mitigate the risk that unapproved
individuals might sign for and accept delivery of select agent packages from common
carriers; and

e strengthen its monitoring efforts by:

o amending its site inspection process to include a review of procedures for initial
acceptance of select agent packages from common carriers and :

o implementing follow-up procedures to verify that only approved individuals’
signed for and accepted delivery of select agent packages from common carriers.

In its comments on our draft report, CDC concurred in principle with our recommendation to
require entities that ship select agents via common carrier to (1) use restricted service and
(2) include on the common carrier’s shipping label the names of a minimum of two approved
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individuals. CDC stated that it would .carefully evaluate the advantages and disadvantages of
implementing that recommendation. CDC fully concurred with our other recommendations.

This report contains restricted, sensitive information that may be exempt from release under the
Freedom of Information Act, 5 U.S.C. § 552. The report will not be posted on the Internet. If
information in the report is released pursuant to a request under the Act, the restricted, sensitive
information and other information exempt from release will be redacted.

Please send us your final management decision, including any action plan, as appropriate, within
60 days. If you have any questions or comments about this report, please do not hesitate to call
me, or your staff may contact Lori S. Pilcher, Assistant Inspector General for Grants, Internal
Activities, and Information Technology Audits, at (202) 619-1175 or through e-mail at
Lori.Pilcher@oig.hhs.gov. Please refer to report number A-02-07-02010 in all correspondence.

Attachment
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Office of Inspector General
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The mission of the Office of Inspector General (OIG), as mandated by Public Law 95-452, as
amended, is to protect the integrity of the Department of Health and Human Services (HHS)
programs, as well as the health and welfare of beneficiaries served by those programs. This
statutory mission is carried out through a nationwide network of audits, investigations, and
inspections conducted by the following operating components: .

Office of Audit Services

The Office of Audit Services (OAS) provides auditing services for HHS, either by conducting
audits with its own audit resources or by overseeing audit work done by others. Audits examine
the performance of HHS programs and/or its grantees and contractors in carrying out their
respective responsibilities and are intended to provide independent assessments of HHS
programs and operations: These assessments help reduce waste, abuse, and mismanagement and
promote economy and efficiency throughout HHS.

Office of Evaluation and Inspections _

The Office of Evaluation and Inspections (OEI) conducts national evaluations to provide HHS,
| Congress, and the public with timely, useful, and reliable information on significant issues.

| These evaluations focus on preventing fraud, waste, or abuse and promoting economy,
efficiency, and effectiveness of departmental programs. To promote impact, OEI reports also
present practical recommendations for improving program operations.

Office of Investigations

The Office of Investigations (OI) conducts criminal, civil, and administrative investigations of
fraud and misconduct related to HHS programs, operations, and beneficiaries. With
investigators working in all 50 States and the District of Columbia, OI utilizes its resources by
actively coordinating with the Department of Justice and other Federal, State, and local law
enforcement authorities. The investigative efforts of OI often lead to criminal convnctlons
administrative sanctions, and/or civil monetary penalties.

Office of Counsel to the Inspector General

The Office of Counsel to the Inspector General (OCIG) provides general legal services to OIG,
rendering advice and opinions on HHS programs and operations and providing all legal support
for OIG’s internal operations. OCIG represents OIG in all civil and administrative fraud and
abuse cases involving HHS programs, including False Claims Act, program exclusion, and civil
monetary penalty cases. In connection with these cases, OCIG also negotiates and monitors
corporate integrity agreements. OCIG renders advisory opinions, issues compliance program
guidance, publishes fraud alerts, and provides other guidance to the health care industry
concerning the anti-kickback statute and other OIG enforcement authorities.




Notices

THIS REPORT CONTAINS RESTRICTED INFORMATION

This report should not be reproduced or released to any other. party
without specific written approval from OAS. -

OFFICE OF AUDIT SERVICES FINDINGS AND OPINIONS

The designation of financial or management practices as guestionable, a
recommendation for the disallowance of costs incurred or claimed, and
any other conclusions and recommendations in this report represent the
findings and opinions of OAS. Authorized officials of the HHS - operatlng
divisions will make final determination on these matters.




EXECUTIVE SUMMARY

BACKGROUND

The Public Health Security and Bioterrorism Preparedness and Response Act of 2002, Public
Law.107-188, requires the Department of Health and Human Services (HHS) to regulate select
agents and toxins (referred to as “select agents™), which are biological materials that have the
potential to pose a severe threat to public health and safety. Within HHS, this responsibility has
been assigned to the Centers for Disease Control and Prevention (CDC), Division of Select
Agents and Toxins (DSAT). In collaboration with the U.S. Department of Agriculture, DSAT
establishes select agent regulations and monitors and enforces compliance with the regulations.

Any government organization (Federal, State, or local), academic institution, research
organization, or other legal entity that uses, possesses, or transfers select agents must register
with DSAT and comply with select agent regulations. (We refer collectively to these
organizations as “entities.”) Pursuant to 42 CFR § 73.10(a), entities may authorize access to
select agents only to individuals approved by the HHS Secretary based on a security risk
assessment by the Attorney General (referred to as “approved individuals™). Also, 42 CFR
§ 73.11(a) states that entities must develop and implement written security plans designed to
safeguard select agents against unauthorized access, theft, loss, or release.

Registered entities may obtain select agents from a CDC laboratory, such as the Edward R,
Roybal Laboratory (Roybal), located in Atlanta, Georgia, or from any non-CDC entity in the
United States. Select agents are transferred between entities via-common carrier or via hand
delivery by a sending entity employee to a receiving entity employee. Entities use the CDC
Request To Transfer Select Agents and Toxins form (Form 2) to initiate transfers, obtain DSAT
approval and document receipt of select agents.

OBJECTIVE

The objective of our review was to determine whether only approved individuals accessed select
agents transferred to and from Roybal.

SUMMARY OF FINDINGS

Of the 112 select agent transfers to and from Roybal from January 1, 2006, through March 31,
2007, 51 transfers (46 percent) were accessed only by approved individuals at the receiving
entities. However, unapproved individuals at the receiving entities accessed the remaining

61 transfers (54 percent). Of the 61 improperly handled transfers, 37 were shipped from Roybal
to non-CDC entities and 24 were shipped from non-CDC entities to Roybal. All 61 transfers
were shipped by one common carrier, Allowing unapproved individuals to
handle select agents increased the risk that the agents could be lost or stolen, thereby potentially
posing a severe threat to public health and safety.

i
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We attributed the improperly handled transfers to the following:

e The sending entities did not use a common carrier that offered restricted service and thus
did not ensure delivery only to the individual(s) specified on the shipping label.

o Form 2 did not require entities to identify the common carrier used or the individual who
accepted delivery of the package from the common carrier. DSAT could have used this
information to verify that only approved individuals signed for the package.

e The receiving entities had inadequate or no security plan procedures, or did not follow
established procedures, designed to mitigate the risk that unapproved individuals might
accept delivery of select agents from a common carrier.

e DSAT’s monitoring and enforcement efforts did not focus on procedures for mitigating
the risk that unapproved individuals might accept delivery of select agents from a
common carrier.

RECOMMENDATIONS

We recommend that CDC direct DSAT to:
¢ ensure that only approved individuals accept delivery of select agent packages by:

o requiring entities that ship select agents via common carrier to (1) use restricted
service and (2) include on the common carrier’s shipping label the names of a
minimum of two approved individuals and

o amending Form 2 to include the name of the common carrier that will provide
restricted service and the name of the individual who accepted dehvery of the
select agent package from the common carrier;

e require all entities registered to use, possess, or transfer select agents to implement
security plan procedures designed to identify and mitigate the risk that unapproved
individuals might sign for and accept delivery of select agent packages from common
carriers; and

¢ strengthen its monitoring efforts by:

o amending its site inspection process to include a review of procedures for initial
acceptance of select agent packages from common carriers and

o implementing follow-up procedures to verify that only approved individuals
signed for and accepted delivery of select agent packages from common carriers.

ii
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CENTERS FOR DISEASE CONTROL AND PREVENTION COMMENTS

In its comments on our draft report, CDC concurred in principle with our recommendation to
require entities that ship select agents via common carrier to (1) use restricted service and

(2) include on the common carrier’s shipping label the names of a minimum of two approved
individuals. CDC stated that it would carefully evaluate the advantages and disadvantages of
implementing that recommendation. CDC fully concurred with our other recommendations.

CDC’s comments, except for technical comments, are included as Appendix B.

iii
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INTRODUCTION

BACKGROUND

The Public Health Security and Bioterrorism Preparedness and Response Act of 2002, Public
Law 107-188, requires the Department of Health and Human Services (HHS) to regulate select
agents, which are biological materials that have the potential to pose a severe threat to public
health and safety. Within HHS, this responsibility has been assigned to the Centers for Disease
Control and Prevention (CDC), Division of Select Agents and Toxins (DSAT). In collaboration
with the U.S. Department of Agriculture, DSAT establishes select agent regulations and
monitors and enforces compliance with the regulations.’

Any government agency (Federal, State, or local), academic institution, research organization, or
other legal entity that uses, possesses, or transfers select agents must register with DSAT and
comply with select agent regulations. (We refer collectively to these organizations as “entities.”)

Select Agent Regulations

Pursuant to 42 CFR § 73.10(a), entities may authorize access to select agents only to individuals
approved by the HHS Secretary based on a security risk assessment by the Attorney General
(referred to as “approved individuals™). Also, 42 CFR § 73.11(a) states that entities must
develop and implement written security plans designed to safeguard select agents against
unauthorized access, theft, loss, or release. Pursuant to 42 CFR § 73.9, an entity that transfers
select agents must designate a Responsible Official who has the authority and responsibility to
act on behalf of the entity and ensure compliance with select agent regulations.

Select Agent Transfer Process’

Registered entities may obtain select agents from a CDC laboratory, such as Roybal, located in
Atlanta, Georgia, or from any non-CDC entity in the United States. Select agents are transferred
between entities via common carrier or via hand delivery by a sending entity employee to a
receiving entity employee. ' ’

‘DSAT regulates select agents and toxins that could pose a severe threat to public health and safety. The U.S.
Department of Agriculture, Animal and Plant Health Inspection Service (APHIS), regulates select agents and toxins
that could pose a severe threat to animal or plant health. DSAT and APHIS coordinate regulatory activities for those
agents that affect both humans and animals (known as overlap select agents and toxins). For purposes of this report,
“select agents™ refers to all agents and toxins covered under CDC regulations (42 CFR §§ 73.3 and 73.4).

*We obtained information on the select agent transfer process from 42 CFR § 73.16 and interviews with officials of
DSAT, the Edward R. Roybal Laboratory (Roybal), and common catriers.

*Common carriers, which offer transportation services at established rates, are regulated by the U.S. Department of
Transportation (DOT) and are not subject to 42 CFR § 73. Therefore, common carrier employees are not required to
be approved individuals.

1
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To initiate a transfer, the receiving entity enters its name and registration number, as well as the
name and proposed use of the requcsted select agent, on the CDC Request To Transfer Select
Agents and Toxins form (Form 2).* The Responsible Official of the receiving entity signs the
form and faxes it to the sending entity.  The sending entity then enters its name, registration
number, and quantity of the select agent to be transferred on the form. The Responsible Official
of the sending entity signs the form and faxes it to DSAT. DSAT verifies the information
provided; assigns the transfer a unique approval number, which is valid for 30 days; and faxes
the approved form to both the sending and receiving entities. If the transfer does not occur
within 30 days, the approval is considered null and void and the transfer may not be completed.

Upon receipt of the approved Form 2, the sending entity packages the select agent in accordance
with applicable packaging and shipping laws and places inside the package an updated form
containing the date that the select agent is scheduled to leave the facility. If the select agent is to
be shipped via common carrier, the sending entity also includes the tracking number on the form
and, in accordance with instructions from the receiving entity, enters on the common carrier’s
shipping label the name and address of the individual(s) designated to accept the package. The
common carrier delivers the package to the address indicated and, depending on the level of
service used, may or may not ensure delivery to the individual(s) identified on the shipping label.

Within 2 business days of receiving the package, the receiving entity’s Responsible Official
faxes an updated version of Form 2, containing the date that the select agent was received, to
both the sending entity and DSAT. (The name of the individual at the receiving entity who
accepted the package from the common carrier is not included on the form.) The transfer is then

considered complete.
Previous Office of Inspector General Reviews

During previous reviews, we identified three instances in which a common carrier had delivered
select agent packages to non-CDC entities and left the packages with unapproved individuals.’
For example, for one transfer from Roybal to a local government entity, the common carrier
erroneously delivered the package to a medical center shipping and receiving facility located on
the same campus as the entlty At the medical center, an unapproved individual accepted
delivery and took possession of the package The package was subsequently transported to the
local entity and was left in the possession of a second unapproved individual. The package was
then placed on a receiving cart, where it remained until an approved individual took possession
of it and checked the select agent into the laboratory. Based on the results of these reviews, we
initiated a review of select agent transfers to and from Roybal because it handles a large number

of select agent transfers.

“Form 2, which is also used by entities that ship select agents under the authority of APHIS, is often referred to as
the “APHIS/CDC Form 2.”

*We conducted the prior reviews at a pnvate entity (A-12-05-00007), a local government entity (A-12-05-00002),
and a university (A-12-05-22212).

2
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OBJECTIVE, SCOPE, AND METHODOLOGY

Objective

The objective of our review was to determine whether only approved 1nd1v1duals accessed select
agents transferred to and from Roybal.

Scope

Our audit covered select agent transfers to and from Roybal during the period January 1, 2006,
through March 31, 2007.5 We focused on access to select agents from the point of delivery to
check-in at the laboratory at the receiving entity.

We did not perform an indepth review of DSAT’s internal control structure. Rather, we
reviewed pertinent DSAT controls relating to the transfer of select agents. In addition, we

gained an understanding of procedures governing select agent transfers implemented by Roybal
other entities, and common carriers involved in the transfers reviewed. 3

We performed our fieldwork at DSAT’s headquarters and at Roybal in Atlanta, Georgia, from
May 2007 through February 2008.

Methodology
To accomplish our objective, we:
e reviewed relex.fant Federal laws, regulations, and guidancé;

e gained an understanding of the role of DSAT, entities, and common carriers in the select
agent transfer process;

e reviewed entities’ security plan procedures for the receipt of select agents;

e identified a total population of 112 select agent transfers completed during our audit
period;

e obtained a list of approved individuals at the entities that received the transferred select
agents;

e reviewed the common carriers’ electronic tracking data to determine who signed for and
accepted delivery of the 104 select agent packages delivered via common carrier;

*In a separate review, we are examining transfers of select agents between non-CDC entities.

3

Warning—This report contains restricted information for official use.
Distribution is limited to authorized officials.



e interviewed entity officials to determine who accessed the eight hand-dehvered select
agent packages; and

e reviewed common carriers’ transportation security plans and shipping cost information.

We conducted this performance audit in accordance with generally accepted government
auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained provides a reasonable basis
for our findings and conclusions based on our audit objective.

FINDINGS AND RECOMMENDATIONS

Of the 112 select agent transfers to and from Roybal from January 1, 2006, through March 31,
2007, 51 transfers (46 percent) were accessed only by approved individuals at the receiving
entities.” However, unapproved individuals at the receiving entities accessed the remaining

61 transfers (54 percent). Of the 61 improperly handled transfers, 37 were shipped from Roybal
to non-CDC entities and 24 were shipped from non-CDC entities to Roybal. All 61 transfers
were shipped by one common carrier, . Allowing unapproved individuals to

" handle select agents increased the risk that the agents could be lost or stolen, thereby potentially
posing a severe threat to public health and safety.

. We attributed the improperly handled transfers to the following:

e The sending entities did not use a common carrier that offered restricted service and thus
did not ensure delivery only to the individual(s) specified on the shipping label.

o Form 2 did not require entities to identify the common carrier used or the individual who
accepted delivery of the package from the common carrier. DSAT could have used this
information to verify that only approved individuals signed for the package.

e The receiving entities had inadequate or no security plan procedures, or did not follow
established procedures, designed to mitigate the risk that unapproved individuals might
accept delivery of select agents from a common carrier.

e DSAT’s monitoring and enforcement efforts did not focus on procedures for mitigating
the risk that unapproved individuals might accept delivery of select agents from a
common carrier.

Appendix A contains details on the number of entities where transfers were received by
unapproved individuals and information on DSAT site inspections of those entities.

"Of the 51 properly handled transfers, 43 were shipped by common carrier: 39 by || | R 2 >y W
SR nd 2 by Jll The remaining eight transfers were hand-delivered.

4
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RESTRICTED TRANSPORTATION SERVICE NOT USED

All 61 transfers that were accessed by unapproved individuals were shipped via |

which does not provide restricted service requiring delivery only to the individual(s) specified on
the shipping label. | BB provides delivery to the address on the shipping label and
obtains the signature of any individual at that address who will sign for and accept delivery of
the package. For example, Roybal shipped a select agent via to a university. On
the shipping label, Roybal entered the address of the entity and the name of the approved
individual who should sign for the package. delivered the package to the correct
address but not to the approved individual specified on the label. Instead, an unapproved
individual signed for the package. Subsequently, an approved individual took possession of the
select agent from the unapproved individual and checked it into the laboratory.

Some common carriers, such as || d L offer restricted
service to ensure delivery only to the individual(s) specified on the shipping label.® If the
individual(s) specified on the label is not available at the time of delivery, such common carriers
retain possession of the package until it can be delivered to the specified individual(s). Thus,
until the approved individual(s) is available to accept the package, the select agent remains in the
transportation system, outside the authority of the select agent regulations.

Although Federal regulations do not require sending entities to use restricted service, such a
requirement would greatly reduce the risk that unapproved individuals might sign for and take
possession of select agent packages. Similarly, requiring that the shipping label include the
names of at least two approved individuals would minimize the time that select agents remain
outside the authority of the select agent regulations.

FORM 2 DEFICIENCIES

Form 2 provides DSAT with important information on select agent transfers from the time of the
initial request for the transfer through the delivery of the package. However, the form does not
require sending entities to identify the common carrier that will deliver the package, nor does it
require receiving entities to indicate the name of the individual who accepted delivery of the
package from the common carrier. DSAT could use this information to verify that only :
approved individuals accessed select agent transfers. Specifically, DSAT could obtain from the
common carrier the electronic signature of the individual who signed for the package and
compare the name of that individual against the receiving entity’s list of approved individuals.

¥For our population, the average cost to ship a select agent package using | was | The average cost
to ship a package using restricted service would have been approximately for and [ for
ﬁ The actual cost varies by package weight and/or shipping distance.

' 5
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SECURITY PLANNING AND IMPLEMENTATION DEFICIENCIES

Pursuant to 42 CFR § 73.11, entities must develop and implement a written security plan
designed to safeguard select agents against unauthorized access, theft, loss, or release. Each
entity develops its security plan based on a site-specific risk assessment.

Entities With Inadequate Security Plan Procedures

For 44 of the 61 transfers accessed by unapproved individuals, the receiving entities had
inadequate written security plan procedures for initial acceptance of select agent packages from

common carriers.

For example, Roybal’s security plan contained detailed procedures for accepting delivery of a
select agent package from a common carrier and delivering the package to the addressee.
However, the plan did not specify that the individual accepting the package and delivering it to
the addressee must be approved. Consequently, unapproved Roybal personnel signed for and
accepted delivery of 24 packages containing select agents such as Bacillus anthracis (anthrax).’
Each package was then temporarily stored in an unsecured area. After being notified that the
package had arrived, the addressee or another approved individual came to the unsecured area,
took possession of the select agent, and hand-carried the package to the laboratory.

Entities With No Security Plan Procedures

For 14 of the 61 transfers accessed by unapproved individuals, ‘the receiving entities had no
written security plan procedures for initial acceptance of select agent packages from common

carriers.

For example, a State laboratory’s security plan contained procedures for receiving and safely
opening a select agent package in the laboratory. However, the plan did not address how to
handle and limit access to the package from the time of delivery to the mailroom until check-in
at the laboratory. Moreover, this entity, which shared office space with a county health
department, did not have full-time personnel assigned to the mailroom. Rather, an employee of
either the State laboratory or the county was randomly chosen each day to receive and distribute
mail. On one occasion, an unapproved county employee signed for and accepted delivery of a
package containing Bacillus anthracis. The employee then hand-carried the package to the State
laboratory’s Responsible Official, who checked the select agent into the laboratory.

Entities That Did Not Follow Security Plan Procedures

For 3 of the 61 transfers accessed by unapproved individuals, the receiving entities had written
security plan procedures for initial acceptance of select agent packages from common carriers.
However, employees at these entities did not always follow the procedures.

*Bacillus anthracis is the causative agent of anthrax, a disease that has been categorized by CDC as having a high
potential for use in bioterrorism.
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For example, a non-CDC Federal laboratory’s security plan stated that the common carrier would
be directed to wait until an approved individual could be contacted to accept delivery of the
select agent. However, in one instance, an unapproved mailroom employee disregarded
established procedures and accepted delivery of a package containing Francisella tularensis
(rabbit fever).!? -Subsequently, an approved individual came to the mailroom, took possession of
the select agent, and checked it into the laboratory.

INADEQUATE MONITORING AND ENFORCEMENT

Pursuant to 42 CFR § 73.18, DSAT conducts periodic site inspections to monitor and enforce
compliance with select agent regulatmns Site inspections are conducted before an entity is
initially registered to send and/or receive select agents and at least every 3 years thereafter.

During its site inspections, DSAT did not adequately monitor or enforce compliance with

42 CFR § 73.11(a),which requires that entities develop and implement written security plans
designed to safeguard select agents against unauthorized access, theft, loss, or release. During
our audit period, DSAT performed site inspections at 20 entities that received 46 of the 61 select
agent transfers accessed by unapproved individuals. However, as shown in Appendix A, DSAT
cited only three of these entities for having inadequate or no procedures designed to mitigate the
risk that-unapproved individuals might s1gn for and accept delivery of select agent packages
upon their initial receipt from common carriers.

According to DSAT officials, its inspectors r_eceive periodic training on how to conduct site
inspections and are provided with a checklist for determining whether an entity meets the
requirements of the regulations, including security over access to. select agents. However, the
checklist does not contain specific steps to determine whether the entity has adequate procedures
to ensure that only approved individuals sign for and accept delivery of select agent packages
from common carriers. Moreover, DSAT officials acknowledged that i inspectors were not
required to determine whether unapproved individuals had signed for and accepted delivery of

select agent packages.
RECOMMENDATIONS
We recommend that CDC direct DSAT to:
e ensure that only approved individuals accept delivery of select agent packages by:
O Tequiring entities that ship select agents via common carrier to (1) use restricted

service and (2) include on the common carrier’s shipping label the names of a
minimum of two approved individuals and

I%Francisella tularensis is the causative agent of rabbit fever, a highly infectious disease with severe flu-like
symptoms.
7
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o amending Form 2 to include the name of the common carrier that will provide
restricted service and the name of the individual who accepted delivery of the
select agent package from the common carrier;

e require all entities registered to use, possess, or transfer select agents to implement
security plan procedures designed to identify and mitigate the risk that unapproved
individuals might sign for and accept delivery of select agent packages from common

carriers; and :
e strengthen its monitoring efforts by:

o amending its site inspection process to include a review of procedures for initial
acceptance of select agent packages from common carriers and

o implementing follow-up procedures to verify that only approved individuals
signed for and accepted delivery of select agent packages from common carriers.

CENTERS FOR DISEASE CONTROL AND PREVENTION COMMENTS

In its comments on our draft report, CDC concurred in principle with our recommendation to
require entities that ship select agents via common carrier to (1) use restricted service and

(2) include on the common carrier’s shipping label the names of a minimum of two approved
individuals. CDC stated that it would carefully evaluate the advantages and disadvantages of
implementing that recommendation. CDC fully concurred with our other recommendations.
CDC also provided technical comments, which we addressed as appropriate.

CDC’s comments, except for technical comments, are included as Appendix B.

OTHER MATTERS

NULL AND VOID TRANSFERS

DSAT declared 7 of the 61 transfers that were accessed by unapproved individuals to be null and
void because it believed that the transfers did not occur within the 30-day approval period.
Officials of the receiving entities stated, however, that all seven transfers took place within the
30-day approval period and that they had faxed an updated Form 2, indicating receipt of the
package, to the Responsible Official of Roybal (the sending entity). However, they had not
faxed an updated Form 2 to DSAT as required because they misunderstood the instructions
accompanying the form. Specifically, although the form provides DSAT’s address and fax
number, the instructions state that the updated form should be sent to CDC. Officials at the
entities mistakenly believed that faxing the form to Roybal (a CDC laboratory) constituted
compliance with the instructions. Moreover, DSAT had no procedures for following up with
entities to determine why approved transfers did not take place. Consequently, DSAT was
unaware that transfers declared null and void had actually been shipped.

8
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SELECT AGENT PACKAGING REQUIREMENTS

Pursuant to CDC regulations (42 CFR § 73.16(i)), an entity that transfers a select agent to
another entity must comply with all applicable packaging and shipping laws. DOT regulations
(49 CFR § 173.134) classify infectious substances as Category A or B substances and provide
packaging requirements for each category. Category A includes substances that are shipped in a
form capable of causing death or permanent disability to humans or animals, and Category B
includes all other infectious substances. DOT lists Category A infectious substances in the
Federal Register ((71 Fed. Reg. 32245, 32246) (June 2, 2006)). However, this list does not
include all substances classified as select agents under CDC regulations (42 CFR §§ 73.3 and
73.4), nor does it provide guidance on shipping select agents that are not listed as Category A
substances. DSAT did not coordinate with DOT to ensure that entities had comprehensive
guidance for packaging all select agents.

9
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APPENDIX A

SELECT AGENT TRANSFERS ACCESSED BY UNAPPROVED INDIVIDUALS

© " Transfers ora
Received by DSAT! g::tm::::;

'| Security Plan Deficiencies | Unapproved | Entities | Inspections Aclc)zss to

Individuals Transfers
Inadequate procedures 44 15 11 !
No procedures 14 14 7 2
Procedures not followed 3 3 5 -
Total 61 32 20 3

'DSAT = Division of Select Agents and Toxins of the Centers for Disease Control and Prevention.
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o, and Prevention (COC)
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TO: Daniel R. Levinson

Inspector General
Department of Health and Human Services (HHS)

FROM: Director
Centers for Disease Contro} and Prevention .
SUBJECT: Office of Inspector General’s Draft Repart: “Review of Select Agent Transfers To and
From the Edward R. Roybal Laboratory during the Period January 1, 2006 through March
31, 2007
(A-02-07-02010)

The Centers for Disease Control and Prevention (CDC) Division of Select Agents and Toxins .
(DSAT) appreciates the opportunity to review and commént on the Office of Inspector General’s
draft report, “Review of Select Agent Transfers To and From the Edward R. Roybal Laboratory
during the Period Jamuary 1, 2006 through March 31, 2007.” Thank you for your review of this
As stated in the draft, the objective of this review was to determine whether only approved
individuals accessed select agent transfers to and from the CDC Roybal campus. The draft
identified four findings regarding the improperly handled transfers and also provided the following
recommendations to address these findings:

Office of Imspector General (OIG) Recommendation: CDC direct DSAT to ensure that only
approved individuals accept delivery of select agent packages by requiring entities that ship select
agents vis common carrier to (1) use restricted service and (2) include on the common carrier's
shipping label the names of & mininmum of two approved individuals.

DSAT Response: DSAT concurs in principle with this recommendation. In accordance with the
Select Agent Regulations (42 C.F.R. Part 73, 9 C.FR. Part 121, 7 CF.R. Part 331), DSAT strives
to ensure that shipments containing select agents and toxins are safeguarded against unauthorized
access, as well as against thefts, losses, or releases. It is important to note that of the ’
apmoxima&lylSOOﬂmsfasthﬂhmocwnedsianOOS,&mhasomybeenmewnﬁmed
loss of a select agent that occutred during shipment. This loss was investigated by the Department
of Justice/Federal Bureau of Investigation (FBI) and the FBI determined that there was no criminal
intent.

Given the concerns identified by this andit and consideration of the other possible vulnerabilities
that may occur during the shipment of select agents and toxins, DSAT is currently reviewing how
enﬁtiesshipselectagenwandtoxinsmdevaluaﬁngwaystoimproveﬂ:isprocwstocnsmethatthe
shipmentofselectagentsandtoxinsismtonlysafeguardedagainstunauthoriudacoess,bmalso
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against theft, loss, or release. One consideration is whether any additional risks are created by
possibly keeping 2 select agent package in the trmsportation system longer than wswal due to the
requirements of a restristed service, such as the packnge being retarmed to sender if the identified
recipient is ungvailable, ;

DSAT wants to ensure that the implementation of this recopmendation will not cause an undue
financial burden on the regulated community, given the balance of risis and banefits (in the
footnote ont page 5 of the draft report, OIG notes thet the o cost %o ehip 2
restricted service would have been i fo’rin‘ %
corupared with. i . In i SAT has that
only has the restrioted transportation segvice that is recommended by
OIG. When DSAT contasted | it vwas informed that does not have a
restricted transportation service. DSAT ) Wants to emsure that implementation of this
recomapendation will not impede research, as wes aandated by the Public Health Security and
Bioterrorism Preparednsss and Response Act of 2002 (P.L. 107-188). DSAT will caxefully
evaluate the advantages and dissdvaninges of implementing this recommendation ag currently
described. ’ i

OIG Recomunendation: CDCdimtDSATtomﬁmtuonlymved individuale ascept
-delivery of select agamt packages by amending Form 2 to inolude the neme of the common carrier

that will provide restricted service and the mams of e individaal who accepted delivery of the
select agent pasiage from the coapamon omrier. :

DSAT Respomse: -DSAT concaes With thls recommendation. Currently under review by the
Office of Manegesiisnt and Budget (OMB), DSAT and the U.S. Depariment of Agricultare/ Animal
and Plant Health inspettion Sérvice (APHIS) have revised the “Requést 1o Transfer Sclect Agents
and Toxins” form (APHIS/CDC Foem 2) o not only inchade the name of the omrier (¢.g., FedEx or
“hand-carried” by.the semding o toei vinig eatity) sbd thic aame of the individusl who packages the
shipment, bat to also inolude the mmhe of the individual 'Who accopis the dalivery of the seléct
agent package fragi the omrrier. ‘The changss to the APHIS/CDC Form 2 will ingike CDC sind
APHIS aware of spy unauthorized sccess that may have occurred during the packaging and receipt
-of the select agent shipment. :

OIG Recommendation: CDC dimctDSATtomquireallmﬁﬁesregm@mdtopossess,me,or
transfer select agents o implement security plan procedures designed to identify and mitigate the
riskﬂmunappmvedindividualsmightsignﬁormdmept delivery of select agent packages from
COmINon carriers.

DSAT Respomse: DSAT concurs with this recommendation. ‘Section 73.11 of the Select Agent
Regulations (42 C.F.R. 73.11) requires that an entity develop and implement a written security plan
Mismﬂidmtmsafegumdﬂ:eubcugmortmdnqgﬁmtmamhoﬁzedmess,theﬁ,loss,or
release.Ihesecmityplmmustﬂsobedﬂgneducmdhgmasitsspedﬁclﬂskasseﬂmmmd :
mustpmvidegradedpmtecﬁminacomdmvdmﬂwﬁskofﬂlesdedagmtmtoxin,givm_its
intended use. Ihisﬂskassessmemshouldinchahawtheenﬁtysbipsmdmdvesselectagmts
and toxins. -
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On April 18, 2007, DSAT provided to the regulated entities informations! documents to assist
entities in corplying with the sccarity reqeicements of fbe Select Agent Regulations. These
documents should assist entities in developing or revising a written security plan and in performing

i c risk aggegement. The documents are available on the National Select Agent Registry
(NSAR) website at hitp://www.selectagents.gov/complisnceAssistance. htm.

Additional guidance is curmtly being developed in collsbasation with the Department of
Transportation to provide entities with infanmation on the regnistions governing the MM
of select agents and toxdes. In addition, DSAT, in coordination with APHIS, is
mmWrmpmmueof'wowmmmnw‘&
Officiale of their legal responsibilities for implementing the Select Agent Regulations. These
workshops are scheduled for Fall 2008 and Summer 2009. }

OIG Recommandation: CDC direct DSAT to strengthen its monitoring efforts by amending its
site inapection process to include a review of procedures for initial acceptance of select agent
packagesﬁom common carriers.

DSATRM DSAT.concurs with this recommendation. Even though DSAT inspectors
mexvedtammgonhowtoperﬁonnmmlllmmdedvmha“&mty"
checklist for ensuring that an entity meets the seoatity requircinsnts of the segnistions, this andit
1damﬁedﬁatomyﬂ:reeofﬁzommﬁumuwmidmﬂ.mm“dby
unapproved individuals and were inspected by DSAT were cited by ingpectors for lacking
mwmmwwms&lm*w To easure
mmmymlbemmDSATl-memmm(SOP)
involving fnapectionsto 'dnbnnpwmhmﬂ:gemmvhshmmm
protocols to determine if unspproved individesls signed for and accepted dalivery of sslect agent
packeges upan initial receipt from oseriers. DSAT algo bas improved the inspection processby -
hmngmspecknswviewsecmtyplammmofﬂnmmvmfyﬂlﬂnphmdude
such protocols. MMMWMMMMMMMM .
facxmymdqumgﬂnnﬁ

Recognizing the importance of baving a welltramed ingpection staff, DSAT has designated 2
Trammg Officer that oversees training activities for inspectars, conducts bi-weclkly inspector
training sessions, and provides information’ exchange to mectorsthmugh e-meils from the DSAT

DepntyDueotor

OIG Recommendatiom: CDC direct DSAT to strengthen its monitoring efforts by implementing
follow-up procedures to verify that only approved individuals signed for and accepted delivery of
select agent pa'ckages from common carriers.

DSAT Respomse: DSAT concurs with this recommendation. Asd:scussedabove, the revised
APHIS/CDC Form 2 that is currently under review by OMB will not only include the name of the
camer(eg,,-or“hmd-camed”byﬂ:csendmgorrecavmgmuty)mdthcnuncot’the
individual who packages the shipment, but also will include the name of the individual who
accepts the delivery of the select agent package from the carier. To address this recommendation,
DSAT will strengthen its monitoring efforts by developing a quality control checklist that will
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ensure that the DSAT reviewer confirms thet no unauthorized access occurred during the tramafer
process by ohecking the name of the individuals identified on the APHIS/CDC Form 2 a8
packaging apd receiving the select agent shipment against the list of Security Risk Assesstnent-
approved individuals at the sending and receiving entities. The changes to the APHIS/CDC Form
2 mnd the new follow-up procedures will make CDC and APHIS aware of any unauthorized access
that may have ocourred during the packaging and receipt of the select egent shipment.

OTHER MATTERS:
The audit also identified the following two other matters:

Summery of OIG Finding Regarding Nuil and Veid Transfers: DSAT declared 7 of the 61
transfers that were accessed by unapproved individuals to be mil and void because it believed that
the transfers did not occur within the 30-day approval period. Officials of the receiving entities
stated, however, that all seven transfers took place within the 30-day approval period and that they
had faxed an updated Form 2 indicating receipt of the package to the Responsible Official at the
CDC. The instructions to fax the updated form to “CDC” were misunderstood by some as the
CDC Responsible Official rather than DSAT.

DSAT Respomse: In June 2007, DSAT followed-up on any tramsfers with "null/void” status to
determine if the abipment lmd occurred. Out of the 103 “null/void” transfers that were followed-
up, DSAT confirmed that 6 transfers had occurred without DSAT"s knowledge. As a result of this
follow-up, DSAT changed its transfer standasd opexating procedures in June 2007 to include
obteining written confirmation from the sender or the recipient regarding the transfer of select
agents prior to finalizing the transfer record. In eddition, the revised APHIS/CDC Form 2
currently under review by OMB has been revised to request that the recipient Responsible Official
confirm if the transfer did not ocour within 30 days of the euthorization.

Sumemary of OIG Findiag Regarding Select Agest Packaging Requirements: Pursuant to
CDC regulations (42 CFR § 73.16(i)), an entity that transfers a select agent to another entity must
-comply with all applicable packaging and shipping laws. Department of Transportation (DOT)
regulations (49 CFR § 173.134) classify infectious substances as Category A or B substances and
provide packaging requirements for each category. DSAT did not coordinate with DOT to ensure
that entities had comprehensive guidance for packaging all seloct agents.

DSAT Respomse: To assist DOT in determining whether entities transferring select agents are
complying with DOT regulations, in March 2008, DSAT provided DOT with a list of entities that
perform transfers involving select agents. DOT has performed 12 ingpections of these entities.

In addition, DSAT is working with DOT to develop guidance for the regulated community on the
shipping and packaging of select agents. This guidance will include information on all applicable
domestic and international shipping regulations and gnidance and will be available to the regulated
community via the NSAR website (www.selectagents.gov).

Technical comments on the draft report are provided in the attachment. We appreciate your
consideration of the comments contained in this memo and the technical comments as you develop
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the final report. We are happy to discuss any of these comments with you. Plesse direct any
questions regarding thase comments to Mr. Sheun Rafiiff by telephone at (404) 639-2809 or by

e-mail at iggao@cdc.gov.

Attachment
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