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Introduction 
 
Good afternoon, Chairman Meehan, Ranking Member Clarke, and other distinguished Members 
of the Subcommittee.  Thank you for the opportunity to testify about the Office of Inspector 
General’s (OIG) review of the Centers for Medicare & Medicaid Services’ (CMS) 
implementation of the Data Services Hub (Hub) from a security perspective, which we issued on 
August 2, 2013.1  My testimony today summarizes OIG’s observations about CMS’s progress in 
implementing security requirements of the Hub during the period of our review.2  We assessed 
the information technology (IT) security controls that CMS was implementing for the Hub, 
adequacy of the testing being performed during its development, and the coordination between 
CMS and Federal and State agencies during the development of the Hub.  We did not review the 
functionality of the Hub or issues specific to the Privacy Act.  
 
At the time of our review, CMS was addressing and testing security controls for the Hub during 
the development process.  Several critical tasks remained to be completed, such as the final 
independent testing of the security controls, remediating security vulnerabilities identified during 
testing, and obtaining the security authorization decision for the Hub before opening the 
exchanges.  CMS’s schedule at that time was to complete all of these tasks by October 1, 2013, 
in time for the expected initial open enrollment date for health insurance exchanges.   
 
Our report described the timelines that CMS provided us for its system security plan, risk 
assessment, security control assessment, and security authorization decisions.  In our report, we 
noted that between March and July, some key targets had been shifted to later dates.  These were 
internal target dates set by CMS for these milestones and not mandated deadlines.  Since issuing 
our report, CMS has reported to us that it has made additional progress on these key milestones, 
including obtaining its security authorization for the Hub on September 6, 2013.  We have not 
independently verified CMS’s progress since completing our audit. 
 
Following is a discussion of the Hub’s role within the health insurance exchanges, the results of 
our review, and concluding observations.  

                                                 
1 Observations Noted During the OIG Review of CMS’s Implementation of the Health Insurance Exchange—Data 
Services Hub, A-18-13-30070, August 2013, available online at 
https://oig.hhs.gov/oas/reports/region1/181330070.asp. 
 
2 We performed our fieldwork substantially from March through May 2013.  We continued to receive updates from 
CMS through July 1, 2013, and its comments on our draft report are included in the final report. 
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