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Good morning Chairman McCaul, Ranking Member Thompson, and distinguished
members of the Committee. Thank you for the opportunity to testify in my new role as
Administrator of the Transportation Security Administration (TSA).

It has been my privilege to serve our Nation for the past 34 years in the United States
Coast Guard. Throughout my career I have worked to advance my agency’s mission while
maintaining a deep sense of accountability to the American people who entrust us with their
protection. I look forward to carrying these efforts forward as I undertake my responsibilities as
TSA Administrator.

I am especially honored and privileged to work with the men and women of TSA. Our
frontline workforce carries out an incredibly difficult and demanding mission of protecting our
nation’s transportation systems and ensuring freedom of movement for people and
commerce. To be clear, this is a difficult job and our employees work diligently to secure
transportation systems for our Nation. I respect and appreciate our TSA employees who rise to
the challenge on a daily basis.

The work of TSA employees covers a wide array of duties, ranging from intelligence-
based screening, to physical screening, to monitoring and inspections. In FY 2014,
Transportation Security Officers (TSO) screened approximately 660 million passengers and
nearly 2 billion carry-on and checked bags. Our officers prevented 181,000 dangerous,
prohibited items, including 2,200 firearms, from being carried onto planes. They screened a
daily average of 6 million air passengers against the U.S. Government’s Terrorist Screening
Database; routinely prevented known or suspected terrorists from boarding aircraft; and
conducted enhanced screening of passengers, as necessary, prior to boarding an aircraft. In
addition, TSA’s Federal Air Marshals protected thousands of flights. Transportation Security
Inspectors completed over 1,054 airport inspections, 17,894 aircraft operator inspections, and
2,959 foreign air carrier inspections to ensure compliance with rules and regulations.

TSA faces unique challenges in its efforts to protect our Nation’s transportation systems.
While intelligence shows us we must remain focused on aviation security in particular, TSA is
also charged with securing mass transit, rail, highway, and pipeline sectors. To function
effectively, TSA must continue to develop in its role as a counterterrorism agency with a
dedicated and professional workforce. We must strengthen the security of our transportation
systems, using an array of capabilities including intelligence information, technology, and most
importantly, the dedication and vigilance of every employee at TSA.



More than a decade after the terrorist attacks of September 11, 2001, today’s terrorist
threat is more decentralized, more diffuse, and more complex. Today’s terrorists publish their
instruction manuals online and call on their followers to take action. The persistence of this
more dispersed threat is among TSA’s most pressing challenges. Our enemies will continually
adapt, and so must we. TSA must leverage intelligence, technology, and the experience of our
front-line operators and private sector partners to ensure we employ effective, efficient and ever-
evolving procedures to stop those who would harm us.

Given the threat and enormous challenge accompanying the task at hand, I recognize the
importance of being a strong leader for TSA — one who will explore new ideas and reevaluate
current procedures to ensure we have the appropriate security in place to protect the traveling
public. I am honored by the President’s trust in me and I sincerely look forward to serving in this
important leadership position.

Agency Priorities

The critically important core mission of TSA is to secure the Nation’s
transportation systems and the people who use those systems. This is my highest priority.

To this end, I have a threefold approach: employing a strategic, risk-based methodology;
developing, training, and leading a capable workforce; and pursuing advanced and
effective security capabilities..

First, a strategic, risk-based approach to protecting transportation is critical given
the rapidly evolving global terror threat and persistent adversaries who continually adapt
their methods and plans for attack. TSA must leverage the latest intelligence to inform
operations and investments. We must employ risk-based operations tailored to each
operating environment and transportation mode, not one-size-fits-all solutions. To be
successful in this endeavor, I intend to incorporate intelligence to inform our strategy and
operations, as well as to expand and strengthen TSA’s existing partnerships with
stakeholders for greater information sharing and unity of effort.

Second, we are also mindful of our interactions with millions of travelers each day, and
to that end, must place an emphasis on professionalism and accountability while we recruit and
retain a skilled and highly-trained workforce. Further, our officers must be constantly trained,
developed, and supported in their efforts. This training should incorporate the ideas of a culture
of adaptation, where our workforce constantly questions assumptions, plans, and processes, and
is able to adapt to new operating procedures, standards, and capabilities. Our workforce must be
highly capable and well-trained, with a strong career path for growth and development.
Effectiveness is a direct result of consistent training, recognition, and accountability. As such,
my expectations for the workforce include a strong emphasis on values, high standards of
performance, and accountability. The traveling public expects efficient and effective screening,
and to be treated with dignity and respect. We must continually reinforce this message of dignity
and respect in training for the frontline workforce and management alike to ingrain these
principles into agency culture. Delivering an effective security system requires that we have the
confidence of the traveling public; we earn that through competence, disciplined performance,
and professionalism.

Finally, TSA must pursue advanced and effective capabilities in the development,
acquisition, and deployment of our technology, as well as our strategies for checkpoint screening
procedures. We must employ a strategic systems focused approach to ensure we are evolving in
our capabilities and ability to detect and disrupt the latest threat streams. We will leverage our




team’s experience in acquisition and innovative sourcing to lead TSA in the next phase of the
agency’s development. This focus will help TSA to invest its resources to systemically reduce
vulnerabilities and mitigate risks.

Improving Screening Operations

TSA faces a number of challenges, which I plan to address by evaluating screening
operations and meeting the standards the American people expect. First among these efforts will
be addressing the recent covert testing of TSA’s checkpoint operations and technology
conducted by the Department of Homeland Security (DHS) Office of Inspector General (OIG). I
am greatly disturbed by TSA’s failure rate on these tests, and have held numerous briefings and
meetings to better understand the nature of the failures, the root causes, and the scope of the
corrective actions needed. I am committed to working with senior leaders at TSA and DHS to
formulate solutions that will enhance our effectiveness at checkpoint operations — and then to test
those enhancements.

To that end, I am carrying out DHS Secretary Johnson’s ten-step plan as follows:

e Brief all Federal Security Directors at airports nationwide on the OIG’s preliminary test
results. This was completed in May.

e Train every TSO to address the specific vulnerabilities identified by the OIG tests. We
are now implementing this in a phased approach, which began May 29, 2015 and is to be
completed by the end of September 2015.

¢ Increase manual screening measures, including reintroducing hand-held metal detectors

to resolve alarms at the checkpoint. This has been underway since mid-June.

Increase use of random explosives trace detection, also started in mid-June.

Test and evaluate screening equipment to measure current performance standards.

Assess areas where screening technology equipment can be enhanced.

Evaluate the current practice of including non-vetted populations in expedited screening.
Revise TSA’s standard operating procedures to include using TSA supervisors to help
resolve situations at security checkpoints. On June 26, 2015, TSA began field testing new
standard operating procedures at six airports. Lessons learned will be incorporated and
deployed nation-wide.

e Continue covert testing to assess the effectiveness of these new actions. For each test,
there must be a same-day debrief with the workforce of what did or did not work along
with immediate remediation actions.

e We have responded vigorously to establish a team of TSA and other DHS officials to
monitor implementation of these measures and report to the Secretary and Administrator
every two weeks.

While these immediate actions address specific vulnerabilities identified by the OIG tests,
our systemic review over the coming weeks to identify vulnerabilities across the aviation
security system will be invaluable. The assessments are designed to determine the proximate root
causes of these failures and provide effective system-wide solutions.

Responding to the Insider Threat
The December 2014 incident involving an alleged gun smuggling ring at Hartsfield-
Jackson Atlanta International Airport highlighted the potential for airport and airline employees
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to use their access for illicit purposes. In January 2015, Secretary Johnson and TSA consulted the
Aviation Security Advisory Committee (ASAC) to review the issues associated with insider
threats and asked for their recommendations to improve airport employee access control at our
Nation’s airports. The ASAC completed its 90-day review in April of this year, and delivered its
28 recommendations to TSA.

TSA immediately implemented five initial action items recommended by the ASAC,
which include: a requirement for airports and airlines to conduct fingerprint-based Criminal
History Records Checks (CHRC) every two years for all airport and airline employee badge
holders until an automated recurrent vetting solution is complete; a reinforcement of existing
requirements that employees traveling as passengers be screened by TSA; a reduction in the
number of access points to secured areas to an operational minimum; increased random
employee screening; and a joint effort with our stakeholder partners to leverage the DHS “If You
See Something, Say Something™” initiative to encourage reporting of insider threat activity.

In addition to those immediate steps, we began a phased implementation of the Federal
Bureau of Investigation (FBI) criminal history monitoring program, Rap Back, with an aviation
pilot beginning at Dallas Fort Worth International Airport and Boston Logan International
Airport, and with Delta Air Lines. The program ensures real time criminal history monitoring of
the aviation worker population. Rap Back is part of the FBI’s Next Generation Identification
Program, introduced in September 2014.

TSA fully concurs with 26 and partially concurs with the other two recommendations of
the ASAC report. Statutory limitations in one instance and the need to conduct a detailed cost-
benefit analysis locally in another are the reasons for the partial acceptance of two
recommendations.

We are acting on the ASAC recommendations and have set a definitive schedule for
assessing and reporting the results on actions taken based on the recommendations.

Advancing Risk-Based Security (RBS) and Expedited Screening

I am a strong proponent of a risk-based approach to security. The vast majority of
people, goods and services moving through our transportation systems are legitimate and pose
minimal risk. The first necessary effort in pursuing risk-based security is to identify the low-risk
majority so that we are not forced to apply our scarce resource capabilities to known or unknown
threats. The drawbacks of a single approach are clear - severely limiting effectiveness and
efficiency while perhaps introducing vulnerabilities and opportunities for harm. If we can
understand the threats and identify the vulnerabilities of our systems, then we can design our
security system to reduce the risk and close vulnerabilities.

I hear and understand the concerns raised by this Committee and the OIG about the
current application of TSA’s Risk Based Strategy (RBS) approach. Expedited screening should
be available to fully vetted populations. We are reviewing the procedures for expedited
screening and an evaluation of the appropriateness and effectiveness of the various security tools
currently in use.

I am committed to refining and enhancing our expedited screening procedures, including
TSA Prev ®. One of the major ways for us to expand the number of known and trusted travelers
eligible for expedited screening will be through the expansion of the TSA Prev ® Application
Program. I look forward to efforts such as expanding participation to additional U.S. and foreign




airlines, exploring potential opportunities to leverage private sector capabilities and expertise in
the TSA Prev ® application process, and offering additional opportunities for enrollment in TSA

Prev/ ® to increase the number of vetted enrollees. These opportunities present important
opportunities for changing the dynamic of checkpoint screening nationwide, and most
importantly present us with an opportunity to focus on those passengers about whom we are
most concerned — or those about whom we know less — to ensure maximum security for the
traveling public. These efforts will make entry into the aviation security system for those who
are interested in sharing more about themselves more accessible and available. The goal is to
move towards a known and vetted population.

Conclusion

Chairman McCaul, Ranking Member Thompson, and members of the Committee,
thank you for the opportunity to testify before you today. I am honored to serve in this
capacity and I look forward to your questions.



