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FITARA 12.0

Wednesday, July 28, 2021

HOUSE OF REPRESENTATIVES
COMMITTEE ON OVERSIGHT AND REFORM
SUBCOMMITTEE ON GOVERNMENT OPERATIONS
Washington, D.C.

The subcommittee met, pursuant to notice, at 2:13 p.m., 2154
Rayburn House Office Building, Hon. Gerald Connolly (chairman of
the subcommittee) presiding.

Present: Representatives Connolly, Norton, Davis, Lynch,
Khanna, Porter, Comer, Hice, Keller, Biggs, and LaTurner.

Also present: Representative Issa.

Mr. CoNNOLLY. Welcome, everybody, to today’s hybrid hearing.
Pursuant to House rules, some members will appear in person.
Others will appear remotely on Zoom.

Since some members or witnesses are appearing in person, let
me first remind everyone that pursuant to the latest guidance from
the House attending physician, all individuals attending this hear-
ing in person are expected to wear a face mask in the hearing
room, regardless of their vaccination status.

Members or witnesses may remove their masks when recognized
by the chair to speak, and then kindly put the mask back on after-
wards. Members who are not wearing a face mask risk not being
recognized.

In addition, because we have a mix of vaccinated and
unvaccinated people in the hearing room, we must maintain
distancing to protect those who are not vaccinated.

Let me also state a few reminders for those members who are ap-
pearing in person. You will only see members and witnesses ap-
pearing remotely in the monitor in front of you when they are
speaking in what is known as speaker view.

A timer is visible in the room directly in front of you. For mem-
bers appearing remotely, I know you are all familiar with Zoom by
now, but let me remind everyone of a few points.

First, you will be able to see each person speaking during the
hearing, whether they are in person or remote. If you have Zoom
set to speaker view or if you have questions about this, please con-
tact committee staff immediately.

Second, we have a timer that should be visible on your screen
when you are in the speaker view. Members who wish to pin the
timer to their screen should contact committee staff for assistance.

Third, the House rules require we see you. So, please have your
cameras turned on.
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Fourth, members who are appearing remotely who are not recog-
nized should remain muted so that we can minimize background
noise and feedback and hear the person recognized to speak.

And fifth, I will recognize members verbally but members retain
the right to seek recognition verbally. In regular order, members
will be recognized in seniority for questions.

Last, if you want to be recognized outside of regular order, you
may identify that in one of several ways. You can use the chat
function to send a request, you may send an email to the majority
staff, or you may unmute your mic to seek recognition.

Obviously, we don’t want people talking over each other. So, my
preference would be that members use the chat function or email
our staff to facilitate formal recognition, and we will do the best we
can to get back to you expeditiously.

We will begin the hearing in just a moment, and meanwhile, the
chair would ask unanimous consent to recognize our colleague, the
former chairman of the full committee, Darrell Issa, to be able to
participate fully in this hearing.

Without objection, it is so ordered.

Committee will come to order. Without objection, the chair is au-
thorized to declare a recess of the committee at any time. I now
recognize myself for an opening statement.

For the past six years, this subcommittee has maintained a
steady and bipartisan oversight of agency implementation of the
Federal Information Technology Acquisition Reform Act in addition
to other critical IT laws incorporated into the biannual FITARA
scorecard.

The scorecard holds agencies accountable for improving their IT
postures. In practice, the scorecard is a tool for Congress and the
public to ensure better cybersecurity, reduce wasteful spending,
and make government service to the Nation more effective.

Throughout this pandemic, we have come to realize how vital
agile IT and strong IT governance are to the success of the Federal
Government in meeting the needs of the people we all serve.

Today’s hearing will discuss the results of the twelfth iteration
of the FITARA scorecard. This hearing will also focus on how Con-
gress and the administration can work together to improve services
to this Nation.

We will examine how we can effectively modernize IT across the
Federal Government, including making changes to administration
guidance and adding new oversight metrics to the scorecard itself
in order to hold agencies accountable for transforming how govern-
ment does business.

Today, we will also hear for the first time from the new Federal
CIO, Clare Martorana, about the administration’s Federal IT prior-
ities, including how it plans to administer the recent $1 billion
technology modernization fund approved by Congress.

And, additionally, we will hear how she plans to prioritize
projects to retire legacy Federal IT systems to accelerate agencies’
transition to emerging technologies, improve Federal cybersecurity,
and to implement actions from lessons learned from the pandemic.

The fact that Ms. Martorana is—am I pronouncing that right,
Martorana—is here today is a clear indication of the Biden admin-
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istration’s commitment and recognition of the significance of
FITARA and Federal IT investments themselves.

Since the December 2020 scorecard four agencies’ FITARA score-
card grades increased, two decreased, and 18 remained unchanged.
Nearly all agencies received a passing grade.

Unfortunately for some agencies and in some categories, progress
has slowed. I hope to hear from our witnesses and OMB about
transcending the hurdles to improved IT and to ensure efficient IT
acquisition and management practices.

We must continue to strive for the dividends reaped from mod-
ernizing legacy IT systems, migrating to the cloud, and maintain-
ing a strong and robust and protective cyber posture.

Despite some backsliding, the scorecard demonstrates continued
improvements in many categories. Since the scorecard’s inception
in 2015, agencies have made substantial positive strides in improv-
ing their information technology practices.

For example, historically, agencies have reported that poor-per-
forming projects are often broadly scoped and aim to deliver
functionality several years after initiation. FITARA, however, re-
quires agency CIOs to ensure that IT investments are adequately
implementing incremental development practices and that
functionality is timely.

Since 2015, the portion of agencies’ IT projects implemented in-
crementally has risen from 58 percent to 78 percent. Among the
FITARA scorecard categories with the greatest impact on taxpayer
savings is the IT portfolio review process known as PortfolioStat.

Since 2015, the amount of money agencies have reportedly saved,
including the costs they have avoided as a result of their
PortfolioStat effort, has risen from $3.4 billion to $23.5 billion.

This increase includes $1.3 billion related to eliminating duplica-
tive software licenses and about $7 billion in savings on data cen-
ter consolidation. I might add, parenthetically, this committee will
insist that the law be complied with in full.

The law circumscribes how data center consolidation is to occur
and we will not suffer any delusion in the idea of data center con-
solidation or in the metric surrounding it.

We will insist the law be complied with and, if necessary, on a
bipartisan basis I believe we are prepared to pass additional legis-
lation for clarification if that is needed. Hopefully, it won’t be.

I look forward to hearing from our witnesses on how they can
continue to save taxpayer dollars while also ensuring agencies im-
prove and fortify their IT infrastructures to better serve the public.

In addition to modernizing and acquiring the right technology,
agencies must fill the skills gap in IT positions across the Federal
Government, a big challenge.

Our Federal IT work force is rapidly aging into retirement. As
of March 2021, 3.3 percent of the Federal Government’s full time
IT employees were under the age of 30—3.3 percent. Fifty-two-
point-five percent were over the age of 50.

Federal agencies must focus on recruiting and hiring young IT
professionals with the knowledge and skills needed to address the
technology challenges of tomorrow.
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At the very first FITARA hearing, former Department of Trans-
portation CIO Richard McKinney stated, “IT is no longer just the
business of the CIO. It is everybody’s business.”

Never has this been truer or clearer than in the wake of the
coronavirus pandemic, where IT saved thousands of lives by ena-
bling telework and keeping the government and the economy run-
ning.

We have seen firsthand how the agencies that continued to use
outdated IT during the pandemic struggled to serve the very people
who rely on them.

Some agencies remained mired in backlogs, including the Na-
tional Archives and Records Administration, which failed to digitize
critical veterans’ records, and we are now paying a price for that.

The archives now reports a years-long backlog in providing vet-
erans’ access to records that qualify them for medical treatment,
unemployment assistance, home loans, and student loans.

That is why I joined the ranking member, Mr. Hice, in urging
the national archivist to apply for IT modernization funds so gov-
ernment can keep its commitments to our Nation’s veterans.

Unfortunately, NARA is not the only Federal agency plagued by
legacy IT systems. Congress and the administration must work to-
gether to prioritize IT modernization across the Federal Govern-
ment.

With the Delta variant on the rise across the country and vac-
cinations flat lining, the stakes for effectively implementing
FITARA are higher than ever.

When executed well, government IT modernization can ensure
the efficient delivery of critical services. It can improve the govern-
ment’s knowledge and decision-making and save lives.

When executed poorly, it leads to outright failures in serving the
American people when they need their government the most, and
we have seen that too in the pandemic.

Simply put, the fate of the world’s largest economy actually rises
and falls in part with the ability of the government IT systems to
deliver in an emergency.

The importance of Federal agencies’ effective use of IT is too
great to ignore, and this subcommittee won’t waver in its continued
oversight of agencies’ IT acquisition and management.

And I might say, this is our twelfth scorecard hearing. I don’t be-
lieve there is another committee in Congress that can match this
record on a single piece of legislation in terms of oversight.

That is how committed we are and have been on a bipartisan
basis throughout the years. And, of course, the co-author of
FITARA, Mr. Issa, will be joining us a little bit later in the sub-
committee hearing, and we are very pleased to have him back.

So, with that, the chair recognizes the distinguished ranking
member, Mr. Hice from Georgia, for his opening statement.

Mr. Hic. Thank you, Mr. Chairman. I appreciate you holding
this hearing.

And first of all, I do want to welcome Clare Martorana for joining
us today and for your first time as the role of the Federal chief in-
formation officer. We welcome you here today.

Given your experience as an agency CIO, I really am interested
to get your perspective on the FITARA scorecard and the IT dash-
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board and, for that matter, actually, to help agencies’ CIOs manage
their portfolios and help OMB with its own government-wide over-
sight efforts or if these are just big reporting exercises. I look for-
ward to hearing your perspective on all of that.

As the chairman said, this is the twelfth time that we have had
a FITARA scorecard. I know it has changed over time. But to me,
the overriding question is and always will be are we spending Fed-
eral IT dollars well.

I mean, at the end of the day, that is the issue. And, you know,
are projects coming in on time? Are they on budget? Do they do
what they are supposed to do? Why or why not?

I mean, these are just basic questions that we need to face and
that we need answers for, and that we need to keep a pulse on as
we go through all of this.

These are important questions, and the answers to these ques-
tions shine the light on pretty much everything else, whether it is
procurement, work force, organizational structure, culture, and on
and on. So, the score card has evolved in the past.

Frankly, I think it is time that we take a fresh look at the whole
FITARA process through the lens that I have just described, with
any reported metrics reflecting measurable legislation or executive
branch policies. We have got to be objective and quantifiable, and
it needs to be reported in a matter that is comparable agency to
agency.

So, I get it that all of that is probably easier said than done. I
mean, I know that. But nothing around this place is easy. But I
would like to take a good look at these type of things, frankly, be-
fore we move on to FITARA 13 and 14.

I also think the subcommittee needs to take a good look at a few
other issues, Mr. Chairman, and I would put this out there. What
is the state of IT modernization, generally speaking? I know Con-
gress passed the MGT Act and now there is billion of dollars, real-
ly, in technology modernization. Those funds are to be spread
around.

But what is its impact? What are we really getting in relation
to modernization? Is it happening? Is it having the impact that it
is going to point toward the kinds of modernization experiences
that you have described in your testimony, Ms. Martorana?

Second, are our systems safe? This is an issue that has come up
time and again in hearings. As much as any system can be safe,
are our systems safe?

In its testimony, the GAQ’s top concern revolve around cyber
issues. It is an issue we have got to deal with, and I believe the
scorecard needs to hone in on those types of questions.

Given the critical nature of the topic, is it enough just to have
it to be a subcomponent of the broader scorecard? Or is it time to
figure out a way to shine the spotlight on this area without tipping
off the bad guys of our vulnerabilities? I think we have got to ad-
dress this.

And then, finally, how well are the American people being
served? I think the scorecard needs to reflect this. At the end of
the day, the Federal Government is here to serve the American
people, and we need to know how effective we are doing in that.
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How easy is it to access government services and benefits
through digital means? In the private sector, you don’t survive for
long if you don’t excel in this area, and I believe we need to take
a look at it on the Federal perspective as well.

And, Ms. Martorana, again, in your testimony we share the view
that you said, quote, “The Federal Government is fundamentally in
the service business.” I totally agree with you on that. In fact, I
couldn’t agree more.

So, all of the items that I have mentioned here are important.
But I would like to specifically ask my colleague from Virginia,
Chairman Connolly, if we could look at some of these issues, going
forward.

I think these are worthy not only of attention, but of fine tuning
the scorecard as a whole. I will put that out there. I am not fin-
ished but——

Mr. CoNNoOLLY. I will respond to my colleague, of course, and, in
fact, I definitely see the FITARA scorecard as always a work in
progress.

Mr. HicE. Right.

Mr. CONNOLLY. And the only caution is, as you can see from the
grades in front of us, we have not yet succeeded in full implemen-
tation.

So, we don’t want to lose our sight of that. But we also always
want to be capturing other dynamics as we learn and as we see
performance in the Federal Government.

So, I couldn’t agree with you more.

Mr. Hick. I thank you, Chairman.

Mr. CONNOLLY. And, absolutely, we will work with you.

Mr. Hict. Thank you, Mr. Chairman.

And the last point I will make is this. I have made clear the
focus of the administration. They should be having Federal employ-
ees return to their offices. But I am concerned that the emphasis
instead appears to be on institutionalizing expanded telework.

So, I am glad that we are joined by the CIO of the Social Secu-
rity Administration today as well. So, this is one of the agencies
facing the greatest challenge in providing the American people with
services that they need, and if SSA is not going to reopen more rap-
idly then I will be interested to learn how improved IT can help
improve citizens’ experience.

So in closing, again, I want to thank our witnesses for being
here. I am eager to hear the insight and the suggestions as we
move on to FITARA 13 and 14 and beyond. I look forward to hear-
ing our discussion today.

And with that, Mr. Chairman, I yield back. Thank you.

Mr. CoNNOLLY. I thank the ranking member, and I thank him
for his cooperation in this and other endeavors.

I see we have been joined by the ranking member of the full com-
mittee. Does he wish to make any statement?

OK. Welcome, Mr. Comer. Glad to have you.

With that, let me introduce our witnesses. We have four wit-
nesses today, and I am going to swear them in. But, first, let me
introduce them.
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Our first witness is Clare Martorana, who is the Federal Chief
Information Officer, finally, at the Office of Management and Budg-
et. We are so glad to have you today.

Then we are going to hear from Keith Bluestein, Chief Informa-
tion Officer at the Small Business Administration.

Third, we will hear from Sean Brune, Chief Information Officer
of the Social Security Administration.

And finally, we will hear from our long partner, Carol Harris, Di-
rector of Information Technology and Cybersecurity at the GAO,
the Government Accountability Office, which actually helped de-
sign and continues to help us update and modify the scorecard.

If all of our witnesses could stand and raise their right hand to
be sworn in, which is the custom of this committee and sub-
committee.

Do you swear to affirm that the testimony you are about to give
is the truth, the whole truth, and nothing but the truth, so help
you God?

[Witnesses are sworn.]

Mr. BLUESTEIN. I do.

Mr. CONNOLLY. Mr. Brune?

Mr. BRUNE. Yes.

Mr. CoNNOLLY. Yes. OK. Let the record show all four of our wit-
nesses have answered in the affirmative. You may be seated.
Thank you.

With that, Ms. Martorana, you are recognized for your opening
statement. We will ask all of our witnesses, if you could, your full
statement will be entered into the record as written. We would ask
you to try to summarize your testimony in a five-minute opening
statement.

Ms. Martorana?

STATEMENT OF CLARE MARTORANA, FEDERAL CHIEF INFOR-
MATION OFFICER, OFFICE OF MANAGEMENT AND BUDGET

Ms. MARTORANA. Chairman Connolly, Ranking Member Hice,
and members of the subcommittee, thank you for the invitation to
testify about the twelfth FITARA scorecard.

Technology enables mission delivery. It is FITARA that gives
every CIO a seat at the table to make the best IT decisions to de-
liver for our citizens, and it is enterprise collaboration that will be
key to making it all happen.

I would like to thank the committee for your leadership pro-
moting modernization. I believe we must take on this challenge to-
gether to secure Federal IT and deliver transformational services
to the American people.

I would also like to acknowledge Sean, Keith, and fellow—my fel-
low CIOs and the entire IT work force across our government for
their hard work to achieve the grades on this scorecard.

Imagine the day when a citizen can use their mobile phone to
sign in and see everything that they have in flight with our govern-
ment—a small business loan application, the status of their tax re-
fund.

Imagine the process is easy, understandable, convenient, secure,
and fast, just like the experiences we have with online banking and
food delivery.
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With the amount of information we collect across the Federal
Government and the enormous investment of taxpayer dollars in
Federal IT, this vision is not only possible, it is an expectation in
the 21st century.

For over 20 years in the private sector and the past five years
in government, I have used innovative technology and human-cen-
tered design to improve people’s lives. As Federal CIO, I will use
my expertise to scale these successes across the Federal enterprise.

Federal employees are counting on us and, more importantly,
your constituents, the American people, are not only counting on
us, they are asking us to move faster.

We can get there by focusing on three priorities that I address,
thg long term goals and urgent circumstances we find ourselves in
today.

First, cybersecurity is our immediate priority in Federal IT. Cy-
bersecurity is a national priority. I am committed to ensuring every
agency is ready for today’s threats.

The cyber executive order puts us on a good path to faster inci-
dent response and stronger protective measures. By working rap-
idly and seamlessly, we can achieve results and we must. Our ad-
versaries are on the move and they are aggressive.

Second, I am committed to modernizing Federal IT. The $1 bil-
lion appropriation to the Technology Modernization Fund, or TMF,
is an important start to improving the government’s IT systems.

But it is just a down payment on the multi-year technology mod-
ernization projects Federal agencies have identified. The TMF
board has received 108 proposals in our accelerated model, totaling
$2.1 billion since the rollout of the funding provided by the Amer-
ican Rescue Plan.

And third, we must focus on service delivery to the American
public. It is not our citizens’ job to figure out how to navigate
across a department or agency silos to gather the services they de-
serve.

That is our job. By transitioning agencies to a product mindset
organized around users, we can deliver modern efficient tools and
technology, reduce administrative burden, and spend more time on
high-value services to the public.

These challenges have highlighted our need to rethink our ap-
proach to Federal IT. We must identify new ways of working across
government, such as developing playbooks that build on what we
know already works, collaborate more frequently with key stake-
holders to focus oversight on the work being done today, and re-
thinking how we are working in the office of the Federal CIO, such
as pairing technologists with our policy experts at the beginning of
the process to develop innovative technology solutions within our
laws, rules, and regulations.

Finally, we must optimize for results, not optics. We need to
show, not tell, and deliver on our mission. As we begin this new
chapter of Federal IT modernization, we are building on a strong
foundation.

I am excited to enable the government’s diverse missions as Fed-
eral CIO, and I look forward to partnering with Congress.

Thank you for the opportunity to testify today and I am happy
to take your questions.
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Mr. CoNNOLLY. Wow. That is a pro. You had 11 seconds left. I
am impressed. Great start, and we look forward to working with
you as well.

Mr. Bluestein—is it pronounced Bluestein or Bluestein?

Mr. BLUESTEIN. Bluestein.

Mr. ConNOLLY. Mr. Bluestein. Excuse me.

Welcome.

STATEMENT OF KEITH A. BLUESTEIN, CHIEF INFORMATION
OFFICER, SMALL BUSINESS ADMINISTRATION

Mr. BLUESTEIN. Good afternoon, sir.

Chairman Connolly, Ranking Member Hice, subcommittee mem-
bers, thank you for the opportunity to discuss the Small Business
Administration’s implementation of FITARA.

Much has changed since the last time we talked to you about
FITARA in 2017. To the great benefit of SBA and America’s small
businesses, FITARA has provided the critical structure in tools for
SBA to optimize, modernize, and innovate while investing in the IT
work force of tomorrow.

I would also like to add some other benefits that SBA has en-
joyed, courtesy of the Modernizing Government Technology Act of
2017, or the MGT Act.

This modernization foundation was vital in enabling exponential
scaling of SBA’s operations to deliver the Nation’s largest ever eco-
nomic recovery initiative in a very short period of time.

Just to recall the scale, by October 2020, SBA’s disaster program
approved and disbursed more than three times as many funds for
the COVID-19 EIDL program as we had for all disasters combined
in the agency’s 67-year history.

On the capital-access side, SBA issued more loans in 14 days
than they had in 14 years. The scaling challenge was daunting,
and while there were some hiccups along the way, SBA’s IT infra-
structure proved to be resilient, scalable, and adaptable to the
changed business requirements, such as transitioning to the max-
imum telework model.

When I rejoined SBA in June 2020 as the CIO, SBA had already
adapted to the changed conditions due to the COVID-19 global
pandemic.

The flagship economic recovery programs, EIDL and PPP, were
already in high gear, and the SBA work force was rapidly surging
up after smoothly transitioning to remote work.

An accelerated deployment of online collaboration tools and
training had helped the SBA staff to continue to be productive and
not miss a beat while maintaining a robust security posture.

FITARA had solidified the coordination and collaboration be-
tween the CIO and the chief human capital officer and the chief
procurement officer. These two relationships and the supporting in-
frastructure that resulted were the key underpinning foundation
that enabled the SBA surge for the pandemic response.

We tend to focus on technology with CIO-related activities. But
FITARA took a much broader approach to how the CIO becomes
a valued mission partner in the agency. The pandemic relief and,
more specifically, the CARES Act, brought into clear relief how im-
portant these relationships are.
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Had they not existed prior to the passage of the CARES Act,
there is likely no way SBA could have responded with the speed
that we did. SBA surged from approximately 5,000 employees to
over 18,000 in only a couple of months.

Hiring on that scale was unheard of prior to the pandemic, but
the personnel relationships that had developed and cultivated were
crucial to this rapid expansion.

Similarly, the need for immediate increase in technical support
for the agency’s systems and employees called for acquiring huge
volumes of laptops for remote work servers, cloud services, software
licenses, and contracted support teams.

This was a testament to the great team that procurement organi-
zation had in place. The ability to surge to the level that was need-
ed to support all the CARES Act activity was enabled by the tight
nexus that had been formed with the CIO and CFO through
FITARA.

Looking back now, it is hard to imagine how SBA would have
been able to support the CARES Act activities successfully without
the prior work that had been prescribed by FITARA.

I would like to highlight other legislation as well. One of the
many IT modernization tools you provided government agency is
the IT Working Capital Fund, provided for under the MGT Act.

We have taken full advantage of this capability that afforded
great flexibilities to CIOs, especially in agencies like ours where we
deal primarily with one-year appropriations.

The Working Capital Fund allows SBA to have a long-term vi-
sion for modernization with a managed resource pool to ensure that
that vision is realized.

This tool helped bolster FITARA by strengthening the collabo-
rative bond the CIO has with the CFO to execute the agency’s mis-
sion. MGT was a welcome adjunct to FITARA and has allowed SBA
to better plan and resource expenditures on a multi-year horizon.

A sampling of some of these projects included modernizing SBA’s
infrastructure, unifying and enhancing the customer experience,
updating support for all small business certification programs, and
improving systems that manage entrepreneurial development, to
name just a few.

I want to circle back on FITARA, though, to highlight that none
of the success comes without the critical support of the adminis-
trator and our immediate leadership team.

FITARA is very clear about the importance of the relationship
between the department or agency head and the CIO. That impor-
tance cannot be overstated, but I don’t know that a solid line in an
organization chart always captures the level of support that the
CIO receives. I understand that scoring and the FITARA scorecard
reflects less favorably for SBA and other CIOs without a solid-line
relationship.

But I can tell you, personally, that I have unmitigated and total
support from both the former and current administrators. While
that is a feature envisioned in FITARA, I know this may not al-
ways manifest itself the same way in every agency.

I am fortunate. SBA’s top leadership always ensures the CIO has
direct access and has a seat at the table and their voice is heard.
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The visibility and inclusion helps to ensure that the decisions do
not get made in a vacuum or in a siloed fashion, and that such re-
sources are allocated such that the maximum benefit is realized
across the agency.

In closing, it bears repeating that the extensive improvement in
SBA operations is a direct result of the implementation of FITARA.

Thank you for the opportunity to share SBA’s progress on
FITARA implementation, and we look forward to answering any
questions you may have.

Mr. CoNNOLLY. Thank you, Mr. Bluestein.

Mr. Brune, you are recognized for your five-minute summary tes-
timony.

STATEMENT OF SEAN BRUNE, CHIEF INFORMATION OFFICER,
SOCIAL SECURITY ADMINISTRATION

Mr. BRUNE. Thank you.

Chairman Connolly, Ranking Member Hice, and members of the
subcommittee, I am Sean Brune, Social Security Administration’s
Deputy Commissioner for Systems and Chief Information Officer.

Thank you for inviting me to discuss the role of information tech-
nology and the Federal Information Technology Acquisition Reform
Act, or FITARA, in delivering Social Security services to the public.

As a former regional commissioner, I know how vital modern
technology is to carrying out our mission. I also appreciate the im-
portance of managing and monitoring information technology in-
vestments, a key tenet of FITARA.

Effective use of technology is mission essential. Our employees
use technology to collect and store information, pay benefits, and
identify and prevent fraud and improper payments.

We have known for years that we must modernize our IT and we
are well on our way, phasing out legacy systems and aligning our
IT infrastructure with FITARA requirements. We began modern-
izing our IT framework by building a virtual private network, or
VPN, nearly two decades ago.

Since then, we have continued these efforts. In 2015, we began
replacing desktop computers with laptops. In 2017, we released an
initial comprehensive five-year IT modernization plan, and in 2019,
we converted to cell phones for improved mobility and established
the role of the Chief Business Officer to partner with the CIO and
ensure our IT investments are customer focused.

Our initial 2017 IT modernization plan focused on replacing
aging systems and improving service through technology. In 2020,
we updated this plan to accelerate delivery of modern software and
expand self-service options.

The 2020 update 1s our current roadmap, and we will continue
to update it and prioritize IT initiatives as needed to align with the
agency’s strategic goals.

The pandemic underscored the importance of IT to our mission
and highlighted the success of our modernization efforts.

Last March, when we shifted to telework to keep everyone safe,
our secure VPN, laptops and cell phones helped us transition over
90 percent of Social Security employees and thousands of state em-
ployees who make medical determinations to telework within a few
weeks.
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Technology has allowed us to continue to serve the public
through online and telephone services, while we limited in-person
service to critical situations.

The pandemic also emphasized the need to further expand elec-
tronic self-service options for the public and to restructure outdated
work processes.

To meet our customers’ needs, we quickly implemented new elec-
tronic signature options, modern processes for submitting forms on-
line, and increased their use of video to conduct disability hearings.

This year, we began rolling out a modern unified communications
platform to improve customer service when people call us. We are
also revamping our public-facing website, socialsecurity.gov, to
streamline content and redesign the homepage. We plan to fully
implement the new website next year.

Technology supports improving public service. FITARA and this
committee’s scorecard help us assess our progress in managing our
IT infrastructure and provide guideposts for improvement.

In accordance with FITARA, we make informed funding decisions
on IT investments by leveraging some commercial off-the-shelf
products and executing incremental product deployment.

As a result, we have maximized resources, expanded digital serv-
ices on our online channel, My Social Security, and ensured the se-
curity and stability of these new service options.

Moving forward, we will offer more streamlined and automated
self-service options and enhance in-office service for people who
need them while maintaining a robust cybersecurity program.

We appreciate President Biden’s Fiscal Year 2022 discretionary
request of $14.2 billion, which will help us continue to build the se-
cure, efficient, customer-centric IT infrastructure of tomorrow.

In closing, I want to thank our Social Security employees for
their resilience and dedication to our mission during this chal-
lenging time.

I appreciate the opportunity to be here today to update you on
SSA’s progress and I look forward to answering any questions you
may have.

Mr. CoNNoOLLY. Thank you, Mr. Brune. Right on time. And we
join you in thanking all of our dedicated public servants in all of
our Federal agencies who have continued to function and serve the
American public during this unprecedented pandemic. Thank you.

Ms. Harris, welcome back. What do we need to know?

Ms. HARRIS. Thank you.

Mr. CoNNOLLY. You are recognized.

STATEMENT OF CAROL C. HARRIS, DIRECTOR, INFORMATION
TECHNOLOGY AND CYBERSECURITY, GOVERNMENT AC-
COUNTABILITY OFFICE

Ms. HARRIS. Chairman Connolly, Ranking Member Hice, and
members of the subcommittee, I want to thank you and your excel-
lent staff for your continued oversight of Federal IT management
and cybersecurity with this twelfth set of grades.

Your scorecard continues to serve as a key barometer for meas-
uring FITARA implementation as well as other essential IT reform
initiatives.
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Since the December 2020 scorecard, progress made by the agen-
cies to implement FITARA has slowed a bit, with 18 agencies’ over-
all grades unchanged, two with decreases, and only four with in-
creased grades.

Most agencies receiving a pass—most agencies received a passing
C or higher grade, with DOJ receiving the only D. GSA was the
only agency to receive an A for this iteration. I will now share some
key highlights from this twelfth scorecard.

First, cybersecurity continues to be an area of struggle for the
agencies. One-third of them have a D or F and another third are
getting by with a C.

This is also consistent with our body of work in Federal cyberse-
curity. We have reported on the agencies’ need to address informa-
tion security program weaknesses, including establishing an enter-
prise-wide cyber risk management program.

For example, in July 2019, we found that while the 23 civilian
agencies almost always designated a risk executive, they had not
fully incorporated other key risk management practices, such as
setting up a process for assessing agency-wide cybersecurity risks.

Having mature cyber risk management programs would help
agencies improve in the areas that the IGs are looking at and, in
turn, increase their cyber grades on the scorecard.

As another example, in December 2020, we found that few civil-
ian agencies had implemented foundational practices to mitigate
global IT supply chain risks.

In the wake of the SolarWinds incident, which involved a soft-
ware supply chain compromise, the need for robust and comprehen-
sive supply chain risk management program is essential.

We have, roughly, 950 open recommendations to the agencies in
OMB, covering a range of cyber-related issues, and actions are
needed to—are needed on these to help improve our Nation’s cyber-
security posture.

Now to my second point. About half of the agencies have an MGT
Working Capital Fund or have plans to set one up by 2022. These
funding vehicles, along with the Technology Modernization Fund,
are intended to help agencies tackle their legacy IT problem.

At least 60 percent of the Federal Government’s IT spend each
year goes toward maintaining aging systems. Only 13 percent is
spent on modernization projects.

Establishing these funds are critical so that savings from data
center optimization and PortfolioStat efforts can be reinvested in
agency IT modernization priorities, and the recent gains by the
agencies in this area would not have been possible without your
persistent leadership. So, thank you very much there.

I will now turn my comments to SBA and SSA. These agencies,
collectively, plan to spend $2.1 billion on IT this year. SBA spends
about 80 percent of its IT budget maintaining legacy systems while
SSA’s is about 60 percent.

SBA has an overall C+ grade, which is a slight decrease from its
solid B+ performance in years past. SSA has made some note-
worthy progress from its D grade on the first scorecard back in
2015 to a B+ today.
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Some positive areas to highlight for both, they have achieved
their data center closure goals as well as completed most of their
optimization and savings goals for the fiscal year.

The SBA and SSA CIOs also report directly to the heads of their
agencies. For SBA, progress in the area of IT portfolio review con-
tinues to be lacking. Its savings ratio was ranked 21st among the
agencies with $14 million in reported savings and cost avoidances
since 2012. For SSA, the level of transparency in its evaluation of
major IT investments could be improved.

The agency spent $177 million on major IT in Fiscal Year 2021
and did not rate any of those investments as red, leaving SSA
ranked 20th among the agencies in risk transparency.

Mr. Chairman, that concludes my comments on the overall score-
card and the results for these two agencies, and I look forward to
your questions.

Mr. ConNoOLLY. Thank you very much.

I just, editorially, want to remind everyone, the word Mr. Issa
and I wrote into the law is consolidation, not optimization, and it
is a legal requirement to consolidate data centers.

When we began that effort, Mr. Vivek Kundra, then your—well,
I guess he was CTO. But he estimated, I want to say, and this is
2009, that the Federal Government overall had something like
1,800 data centers and he proposed we cut them in half.

And in our law, we basically said we will cut that in half again.
You know, get them down to 450 or something like that.

Well, when we had our first hearing on how are we doing, we not
only didn’t make any progress in consolidation, the only progress
we made was in identifying the fact that we had a lot more data
centers than we thought, and I want—I want to say it was some-
thing ridiculous like 12,000 or something like that, the first
iteration. So, we got really good at identifying, well, there is one,
there is another one.

But our point was it is inefficient and there are savings to be had
and we have to do that. And so you inherit this slight contretemps
from OMB that has sought, from our point of view, to dilute what
the law stipulates. And it is not just that we are being critical.

We, honestly, think it is a worthy goal to urge people to consoli-
date and move to the cloud. So, we want to work with you. And
that is just an editorial comment, not a question, but we can get
into that later.

The chair now recognizes the distinguished Congresswoman from
the District of Columbia, our friend, Ms. Norton for her five min-
utes of questions.

Ms. Norton?

Ms. NORTON. I thank my good friend and regional partner, Mr.
Connolly, for this hearing.

And I want to—I want to ask questions about how outdated our
legacy systems are and what we can do to modernize them.

We saw examples of that during the pandemic, which is why I
want to raise this issue, because they prevented continuity of agen-
cy operations in some critical cases.

Let me start with Ms. Martorana, because I appreciate your re-
marks on the importance of modernizing Federal IT.
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Now, I want to recognize the complexity of that process, which,
unfortunately, gets oversimplified by thinking about certain sys-
tems as either legacy or modern.

So, Ms. Martorana, can you talk about how to look at the mod-
ernization process and the prioritization of Federal IT moderniza-
tion efforts?

Ms. MARTORANA. Thank you for that question. I appreciate it.

I think you hit on a key point, which is modernization is a con-
tinuous process. Every system is at a different stage of needing
modernization, and we have a complex set of environmental chal-
lenges with both end-of-life systems that we have to modernize
across the Federal enterprise, and also innovative and evolving
technology that we would like to continue to support, like the
CloudSmart Initiative and continuing to move our Federal work
force and our IT posture into the safest, most secure disposition
that we possibly can.

So, I think that the opportunity to utilize programs like TMF are
really a significant movement forward in our ability to actually
deal with the IT modernization challenges in front of the govern-
ment.

Ms. NORTON. Thank you.

Let me go to Mr. Brune because of how far Social Security may
be. In 2017, Social Security spoke of a five-year IT modernization
plan. I would like to know how this plan has helped Social Security
prioritize the retirement of legacy systems.

Mr. BRUNE. Thank you, Congresswoman, for the question.

We are in the tail end of the fourth year of our five-year mod-
ernization plan. That plan has focused on addressing older legacy
core mission systems, the systems that are used to pay retirement
insurance benefits, disability insurance benefits, and to issue Social
Security number cards.

We are on track, on schedule, and on budget with our plan. We
appreciate that Congress has appropriated dedicated appropria-
tions to support our multi-year plan, which has allowed us to plan
and execute development and procurement across fiscal years.

Some of the results of our plan are increased use of our online
channel. We have over 60 million persons across the Nation who
have a My Social Security account, a secure portal where they can
see, as the Federal CIO said in her opening statement, what the
status of their Social Security benefits is.

If they are still working and planning for future retirement, they
can get an online estimate of their personalized retirement at any
point in time. If they filed a claim they can check on their—on the
website or on their phone what the status of their claim is.

We have also improved our use of the online channel and the
phone channel for handling work during the pandemic by allowing
scheduled appointments and by increasing our use of video service.

Ms. NORTON. I see my time has expired. Thank you, Mr. Chair-
man.

Mr. ConNOLLY. Thank you, Ms. Norton.

And I would just add, Mr. Brune, to your list of impressive
achievements I have been impressed with your ability to flag fraud
or attempted fraud, which I think is really a protection for the
American consumer and beneficiary of Social Security.
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I don’t know quite how you do it, but I was almost a victim my-
self and it was Social Security that caught it and had a solution
for it.

So, I was personally really impressed. If you are doing that
across the board that is a great use of technology to protect the
American people.

Mr. Hice is recognized for his five minutes of questions.

Mr. Hice. Thank you very much, Mr. Chairman.

Ms. Harris, let me begin with you. You brought up in your testi-
mony that some of the top items, in fact, really the top item, I be-
lieve, was your wording, that GAO lists for action deals with cyber-
security, and I certainly agree with you on that.

But looking at the current scorecard that we have makes me just
wonder a couple things. First of all, is cyber, in your opinion,
weighed heavily enough in the FITARA scorecard?

Ms. HARris. Well, I think that is certainly—you know, I am al-
ways happy to have my team work with you and your staff to make
sure that the purpose of the scorecard is meeting your oversight
needs, first and foremost.

When it comes to cybersecurity, I think that there—it is multi-
dimensional and, certainly, with the FISMA grade itself as it—as
it is shown on the scorecard, I mean, that is measuring one dimen-
sion of cybersecurity, but there are certainly others.

So, again, you know, when we take a look at the scorecard, it
is—it is really ensuring that it is fulfilling the purposes of your
committee and as far as oversight is concerned.

So, we are happy to take a look and evolve that at—you know,
at your direction.

Mr. Hicte. Well, based on that, then would you be in favor or do
you think it would be wise for us as a subcommittee to consider cy-
bersecurity as an independent issue? Should there be a scorecard
that focuses specifically on cyber?

Ms. HARRIS. We would be happy to entertain that and see what
can be done. I think one of the challenges that we have as far as
either expanding the current FITARA scorecard to include addi-
tional areas of cybersecurity or having a stand-alone cyber score-
card is the availability of public data because, certainly, we don’t
want to put agencies at greater risk in identifying those and point-
ing out those vulnerabilities publicly.

So, I think that is the greatest challenge that we face.

Mr. HiCE. Yes, no doubt. That is—that is a challenge, and we
have got to be very careful with that. At the same time to have ap-
propriate oversight as it relates to cyber issues, we need some sort
of, within this context of this hearing, a scorecard to determine how
are we doing on the cyber issues.

So, you would be willing to work with us on trying to figure out
some sort of plan? And when I say us, it would be me and the
chairman as well. I mean, let us try to deal with this.

Let me ask you this, and this is a question I have had for a long
time and I think you are the one to ask.

In previous FITARA hearings, it was stated that over $22 billion
have been saved, attributed directly to FITARA. I can’t figure out
where that figure comes from. What is the—what is the metric?
How is that figure determined?
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Ms. HARRIS. It is agency-reported data, and that is coming out
of data center consolidation as well as PortfolioStat efforts.

And we have not taken a systematic look at the savings that are
being reported by the agencies in terms of how they are reinvesting
that—well, first of all, collecting and reporting the total savings
that they are getting from these initiatives as well as how they are
reinvesting it.

So, but I can tell you, though, that what you just cited right
there comes from data center consolidation and PortfolioStat initia-
tives.

Mr. HicE. But we are not looking into it to see if it is accurate.
Is that what I am hearing you say?

Ms. HARRIS. Well, we have not, but we are, certainly, happy to
take a deeper look into that. I think that that would be a very in-
sightful review that we would be happy to do for you.

Mr. Hick. Yes, I think it would be very insightful, too, and, you
know, obviously, we don’t have the same—I don’t have access to
the same information you have in looking at all this.

But I see those numbers thrown out there and I am just curious.
I mean, that is a great number, if it is accurate, but I want to know
where does this come from and what is the accuracy of it, and it
sounds like you really have the same kind of questions because you
have not been able to dig deep to see just—OK.

b All{I right. Well, with that, Mr. Chairman, I will—I will yield
ack.

Mr. ConNoOLLY. I thank the chair—I thank the ranking member
and I would just caution, let us verify that number right after our
elections.

[Laughter.]

Mr. CoNNoOLLY. All right. The incredible gentleman from Massa-
chuse}zltts, who represents my family back home in Boston, Mr.
Lynch.

Welcome, and you are recognized for your questioning.

Mr. LyNcH. Well, thank you very much, Mr. Chairman, and
thank you for this very, very important hearing.

You know, I would like to just offer this out for the witnesses.
You know, there is such a gap in IT talent, generally, but espe-
cially in the Federal Government, because we—we have got this
turnover.

We all have bright young people that come to work for us and
when they gain a certain amount of ability and technical skill, they
move on because of higher salaries that we cannot offer them.

But, generally, in the IT work force across the Federal Govern-
ment, there is a real skills gap. I think right now we have got
about—a little more than three percent of the IT workers in the
Federal Government are under 30 years of age and half of the IT
work force is over 50. So, we got about—we got to think about play-
ing the long game here.

You know, China does this. They think in terms of decades, and
one of the—one of the solutions, I think, is really to have Federal
resources. You know, encourage and build incentives for young peo-
ple to get into STEM-related professions.

So, I found that in Boston I founded a charter school based on
STEM. Basically, we did—we took the curriculum that the regular
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public schools has in Boston and then we tripled the amount of
math and science that these kids are exposed to over their—over
their, you know, grammar school and high school lives.

So, we are having great results, and that is without incentives,
right. That is just offering that school, and it is a lottery. We have
probably one of the most diverse populations in that school—you
know, kids of every race, ethnicity, you know. It is—it is a model
to behold.

But we need to do more on a bigger scale, and I am just won-
dering, do we have any programs that, let us say, offer these young
people help with their student loans or are there any programs
where we actually support schools like my charter school that focus
on, you know, STEM education so that we create this work force
of the future?

There is such a huge gap right now. We can’t close it in the short
term, not under the existing circumstances. But over time, you
know, we can—we can close this gap, but only if we take deliberate
action and we stick to it.

And I am just wondering, on that skills gap issue if any of our
witnesses have any recommendations or any examples that provide
best practices on how to—how to fill that gap and how to—how to
put the right people in the right positions to move the country for-
ward and to protect us.

Mr. CoNNOLLY. Ms. Martorana, I think you are best positioned
to begin to answer that question.

Ms. MARTORANA. Thank you very much for the question.

The administration is focused on building a world-class team of
professionals with skills in these critical technology areas. We have
an enormous resource in our Federal Government with our Federal
employees.

I really encourage us to continue to look at re-skilling and up-
skilling opportunities in our government with our own Federal
work force.

In addition to that, there are numerous programs that are going
on across the Federal Government: the United States Digital Serv-
ice, 18F, the Civic Fellows Program. So, there is a lot of effort in
this area and I think that we have a great opportunity because
people have a desire to serve our country, and there are many dif-
ferent channels that we can plug into to make that opportunity
available.

I am a great example of someone who came to do a tour of serv-
ice and wound up being so inspired by the mission that I felt the
need to stay and continue to work in this environment.

So, I think that there are opportunities. I know the administra-
tion is focused on making sure that our work force looks like our
country and that we have opportunities to recruit cyber talent, IT
talent, and other subject matter experts across our government.

Mr. LYNcH. I appreciate that, Ms. Martorana. But it is a dif-
ferent—well, first of all, it is a very—it is a smaller pool of people
when you just look at our Federal employees, and I personally
know some Federal employees that are still walking around with
flip phones.

So, what we are trying to do is increase that pool of talent. It
will not only help the Federal Government, it will help private in-
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dustry, and first of all, it will help those kids because, you know,
we have found that regardless of background, if you have a pro-
gram of total immersion with these young people, and you have a
12-year runway of their education, you can really make a big im-
pact on increasing the pool of talent and the quality of that talent,
going forward.

So, if we are—you know, if we are training somebody who is 50
years old, you know, there is a limited horizon for that worker be-
tween investing, training, and then they are off into retirement.

So, what I am suggesting is to lengthen out that runway and
populate it with a much larger population that we could train. But
maybe that is something I need to work on in terms of, you know,
a scholarship program or something like that that would be avail-
able to these grammar schools.

It does fit very neatly with the president’s initiative to offer uni-
versal Pre-K where we get kids in at that early age and we provide
them with, you know, the rudimentary beginnings of an education
in STEM.

So, with that, Mr. Chairman, I thank you for your kindness. I
thank you for all the great work that you do. I want to thank our
witnesses. Very important issue.

And I yield back. Thank you.

Mr. CoNNOLLY. Thank you, Mr. Lynch, and you really raise a
good point about the need to recruit and retain the work force of
the next generation, and I would love to work with you, Mr. Lynch.

I have a bill I am developing on using the Federal—a Federal in-
ternship program to populate the vacancies we are projecting for
the future.

We do a lousy job of Federal interns compared to the private sec-
tor, and so it is something ripe for improvement that could actually
be a huge part of the solution, including in the IT sector itself.

So, I look forward to working with you, Mr. Lynch, on that.

Mr. LYNCH. Happy to do that. Thank you, Mr. Chairman.

Mr. ConNoOLLY. Thank you, Mr. Lynch.

Mr. Keller is recognized for his five minutes.

Mr. KELLER. Thank you, Chairman Connolly and Ranking Mem-
ber Hice, for having this hearing. Also, thank you to our witnesses
for participating and joining us this afternoon.

The FITARA scorecard remains a valuable tool in assessing the
modernization of the Federal Government’s IT system and cyberse-
curity infrastructure. Strengthening our Nation’s IT infrastructure
and cyber grid is a goal we can all work toward.

The Federal Government spends, roughly, $100 billion on cyber-
security and IT investments annually, yet we still face challenges
securing some of our Nation’s most sensitive IT systems.

These challenges have been highlighted by the recent events
such as the Colonial Pipeline and SolarWind’s cyber attacks. Con-
gress and the administration must now look at cost-effective strate-
gies to improve our Nation’s IT systems and cyber readiness.

Ms. Martorana, I have concerns regarding the cost of imple-
menting technological changes. In December 2019, Congress appro-
priated about $125 million to the Technology Modernization Fund.

However, agencies encountered financial problems with moni-
toring the fund. As of June 2021, approximately $89 million of the
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fund has been awarded to 11 projects across seven Federal agen-
cies. Not even 10 percent of the money allocated for these—in this
fund.

What tools can Congress provide to OMB to improve cost esti-
mating practices?

Ms. MARTORANA. Thank you very much for that question.

It is—OMB is committed to full transparency in Federal IT
spending and performance data. So, we would welcome feedback
and continued collaboration on making sure that we are completely
transparent on those numbers.

With relation to the Technology Modernization Fund, I can’t
speak very in detail about what happened prior to me joining. But
I can tell you a little bit about how we are utilizing the Technology
Modernization Fund since we have been appropriated the addi-
tional $1 billion under the American Rescue Plan.

We have—as I said in my opening statement, we have 108
projects that have come in from 43 different agencies, and I think
it really represents the market demand for flexible IT moderniza-
tion funding and our ability to work collaboratively to continue on
the IT modernization journey that most agencies have a pretty sig-
nificant backlog in their own portfolio for these projects.

Mr. KELLER. You had mentioned that you couldn’t speak before
you came into the agency. Are some of the same people in the agen-
cy today that were in when we had appropriated the money before
with this new money that you referenced in the—in the American
Rescue Plan?

Ms. MARTORANA. I am sure that there are some OMB employees
that are—have been in tenure during the length of TMF being
stood up.

But I can really tell you since I have joined there is a real com-
mitment not only to the TMF and the IT Modernization Fund, but
we are having very active conversations with all of the staff at
OMB about agencies’ needs, focused on cybersecurity as a primary,
but IT modernization goes hand in hand with cybersecurity.

Mr. KELLER. So, you have taken proactive steps to make sure the
same thing doesn’t happen with this money as happened with the
previous money that you can’t tell us about? I mean, that you can’t
reference since you weren’t there?

Ms. MARTORANA. Yes, we are working kind of on a two-pronged
strategy. One is when we identified the payment flexibility for TMF
under the American Rescue Plan, we asked—put out a call to agen-
cies saying, come and tell us in four category areas where you need
the most investment, and that was high-value assets that need to
be modernized, cybersecurity, public-facing digital services that
were identified through the COVID pandemic, and shared services
where multiple agencies could benefit.

And so under that framework agencies came to us with this 108
project proposals and they are still coming on a rolling basis. We
also, as a board, want to take a top-down look as well to see where
we can have the greatest impact across the greatest number of
agencies.

So, take an area like cybersecurity. We don’t start from a blank
piece of paper, right. Any of the—my fellow CIOs would probably
attest to the same. We are all trying to solve the same problems
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whether we have legacy IT, end-of-life systems, or systems that are
a little bit more modern but could benefit from innovation that is
going on in the private sector.

So, we are looking from a top-down perspective as well as really
trying to source from agencies’ need directly.

Mr. KELLER. But no specific tools that Congress needs to provide
at this point in time to OMB to improve cost estimating practices?
I mean

Ms. MARTORANA. I think I would look forward to working with
y}(l)u and your staff and continuing to have a conversation about
that.

Mr. KELLER. OK. Thank you. I yield back.

Mr. ConNoOLLY. Thank you, Mr. Keller.

I would just observe that the witness said something I think that
is really important that goes to part of your question, and what Mr.
Hice was getting at earlier.

Cybersecurity is not a separate topic compartmentalized from the
IT system in place. If you are working on a legacy system, many
of them were developed long before encryption was developed and
they aren’t adaptable or not easily adaptable. They are vulnerable
systems.

That is why our effort here at modernizing IT is directly related
to cyber capability. They are not separate subjects, and I think
your question gets at that. And I really appreciate the answer the
CIO of the Federal Government, because that often gets over-
looked. Thank you so much.

The gentlelady, our vice chair for this subcommittee, Ms. Porter,
is recognized for her five minutes. Welcome.

Ms. PORTER. Thank you very much.

In June 2019, about two years ago, the Office of Management
and Budget issued a memorandum that updated the reporting re-
quirements for Federal data centers. Among other things, this
guidance redefined the data center as a purpose-built physically
separate dedicated space that meets certain criteria.

And as a result, agencies have excluded about 4,500 data centers
from their inventories.

Ms. Harris, is OMB’s current guidance on Federal data centers
in compliance with FITARA?

Ms. HARRIS. The short answer is no.

Ms. PORTER. I will take the short answer, Ms. Harris, because
I get them so infrequently in Congress. Is OMB’s current guidance
a good practice from a cybersecurity standpoint?

Ms. HARris. Well, I mean, I think that from a cybersecurity
standpoint, there are other vehicles in place that may be able to
address the cybersecurity risk exposure on the data centers.

So, I think the larger concern that we have in terms of dropping
the non-tier data centers is our ability to have transparency and
be able to track these centers and be able to stay aggressive in con-
solidation efforts, because there is still money that we are leaving
on the table here.

So, from that perspective and also an optimization perspective,
too, ensuring that these centers are fully optimized. We are not
able to get that if we don’t have a better idea of what is in the in-
ventory.
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Ms. PORTER. And following this subcommittee’s FITARA 10.0
hearing, OMB submitted responses to the chairman’s questions for
the record on this data center guidance, and in its response to the
question about this change in the data center definition, OMB stat-
ed that they, quote, “removed requirements and reporting to align
with industry standards, while also reducing the reporting burden
that was time consuming and expensive.”

OMB also said to focus on data centers deemed to be key mission
facilities.

Ms. Harris, in GAO’s work, have you seen non-tier data centers
that are key mission facilities?

Ms. HARRIS. Well, we certainly want to—I think that there is a
middle ground here. I think the pendulum has swung a little too
far in terms of what we have omitted in the data center inven-
tory—or the data center definition.

But we don’t necessarily want or need to track individual
desktops. I think that from a reporting perspective, that is burden-
some to the agencies. But we also

Ms. PORTER. Reclaiming my time, Ms. Harris.

I think you are exactly right. So, I want to point out some of
what is being left out. Since OMB issued its guidance, the State
Department data center reporting has dropped by more than half.

And you are right, we don’t need to track every laptop. But, for
example, State Department no longer reports on two 10,000-plus-
square-foot facilities.

The Social Security Administration, Mr. Brune, has seven facili-
ties between 4,500 and 9,600 square feet that are no longer subject
to these reporting requirements.

You mentioned the value of transparency. Why is transparency
so important when we are talking about these significantly sized
facilities?

Ms. Harris?

Ms. HARRIS. I agree with you. I think that is—the examples that
you just mentioned are reasons why we should be reevaluating the
definition of what constitutes a data center because we do want to
keep track of some of the non-tier data centers, particularly the
fairly big ones that you just identified, and make sure that they
are, you know, following the requirements of the DCOI initiative
and are subject to the—you know, the reporting requirements asso-
ciated with that initiative.

Ms. PORTER. Thank you very much, Ms. Harris.

I think that is extremely helpful.

Having heard what you have to say, Ms. Martorana, will you
commit to working with this subcommittee to ensure proper over-
sight and transparency into these significantly sized, mission-crit-
ical, non-tiered data centers?

Ms. MARTORANA. Thank you very much for that and I will
make—give you another easy answer. Yes, I will commit to con-
tinuing to have that conversation and working——

Ms. PORTER. This my lucky day. I rarely get two yes and no’s in
the same hearing. I feel very, very blessed to be participating in
this today.

I think it is really important that the American public under-
stand that the lack of transparency makes it impossible to fully
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protect taxpayer money and ensure that agencies are tracking all
potential security vulnerabilities.

So, I really appreciate OMB stepping up here and committing to
doing what they can to not leave money on the table, to not leave
us exposed to cyber attacks, because agencies simply find it dif-
ficult sometimes to follow best practices and the law.

Thank you very much, and with that, Mr. Chair, I yield back.

Mr. CoNNOLLY. Ms. Porter, thank you for your questioning, and
let me just say you are a person after my own heart. Before you
joined us, this was the subject I focused on and made it very clear
that this subcommittee is going to insist on the letter of the law
being complied with.

And I would say to Ms. Harris while we are not unsympathetic
with the need for some latitude in exercising judgment, the idea of
it is a burden to an agency to comply with the law you will find
us most unsympathetic to that and we would expect your agency
to be similarly unsympathetic to that.

When we pass a law, we expect it to be complied with. The time
to argue is while we are debating that draft legislation, not after
it becomes law.

And Ms. Porter is absolutely right. Transparency is affected.
Compliance with the law is affected. And I can just tell you, the
fact that we have had 12 hearings on this subject all about compli-
ance with the law—no other committee in Congress that I am
aware of has ever done that—I hope demonstrates our determina-
tion to insist that this happen.

We see ourselves as your partner, but we are going to insist that
the various components of FITARA that Mr. Issa and I wrote be
complied with, and we are prepared to pass more legislation on a
bipartisan basis, if necessary.

So, Ms. Porter’s points are very well taken. There is a difference
between some latitude and a desire to circumvent the law. Those
are two different things. And we are—I said at the outset of this
hearing we are concerned about that word, optimization, because
it is a euphemism, we fear, for circumventing the requirement of
the law, and that we are not going to go along with it. And that
is not a new message from this subcommittee on a bipartisan basis.

So, Ms. Porter, thank you. You have made the point and very
well, and we really appreciate the commitment coming out of OMB
as we move forward.

Mr. Issa, you are recognized. Welcome back.

Mr. IssA. Thank you, Mr. Chairman. And as you said, this is an
area where you and I had the opportunity to work together for
multiple years.

And if I can pick up where you just left off, Chairman, where Ms.
Porter just left off, the intent—what you worked in a bulldog type
way for years on was to reduce the total number of distinct facili-
ties that had to be managed, many of them having the basic prob-
lem of telling us they weren’t large enough to be managed properly.

But in a cloud world, there is only one server farm because every
farm is connected. If there is only one server farm, that—as Ms.
Porter said, that 4,500-square-foot facility that is not reporting
could, in fact, be the weak link within a single cloud that has doz-
ens or hundreds of locations.
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But at the end of the day, the bad guys only have to make a
cyber penetration in one place. So, the very existence of those small
facilities and then a claim that they cannot have the same level of
transparency and perhaps not the same level of professionalism
begs the question, why do they exist at all?

And I want to commend the committee for continuing to work on
that and for holding this hearing today.

Ms. Harris, I have got a longer reaching one, a question you were
not probably prepared for. But as Congressman Connolly and my-
self envisioned modernization under FITARA, we created the very
positions or at least gave them real strength of these CIOs.

They were created and given power and a direct link to, essen-
tially, their cabinet head or agency head because of a history of not
having the kind of professionalism overseeing $100 billion-plus in
expenditures and, ultimately, the $4 or $5 trillion of government
spending that depend on it, and then at the end of the day, $22
or $23 trillion of the American economy that, as we know, can shut
down if portions of the government become inoperative.

Therefore, the question I have for you as our agency is, isn’t it
time for us to consider looking at stringing together this network
of CIOs and, particularly, as to cyber into a single point of account-
ability, similarly to the Office of Personnel Management, the Office
of Management and Budget, or any other cabinet head?

Isn’t it time that the government accountability and the govern-
ment ops, which is our committee, Mr. Connolly’s committee now,
isn’t it time that we look at a reorganization that takes that $100
billion plus dollars and creates at least one person accountable di-
rectly to the president who has the expertise to—and the vision to
bring together these disparate entities that are spread across the
government?

Ms. HARRIS. Yes, I think that is a—that is what is needed, be-
cause when you look across the agencies with, you know, the pro-
liferation of CIOs, it dilutes accountability.

And so having a single point of accountability is absolutely a
great idea and I think would go a long way in improving IT man-
agement.

Mr. IssA. Well, I am going to give each of the CIOs an oppor-
tunity to weigh in on some of their frustrations. But I would ask
the chairman to consider tasking the Government Accountability
Office with some further study on that to help the committee.

But if any of the CIOs want to weigh in on some of the frustra-
tions they see by not having a higher level of person who has the
kind of expertise that each of you has.

And maybe we start off with the Office of Management and
Budget.

Ms. MARTORANA. It is an interesting question to ponder. I have
not really given this an enormous amount of thought prior to the
question. But I think that we are making an enormous amount of
progress working across the Federal CIO community in an incred-
ibly collaborative way.

We are working on several projects together that are enterprise
in mindset so that we are not learning, you know, each one start-
ing from a blank piece of paper.
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You know, this is—we think, as Federal CIOs, of cybersecurity
and IT modernization is a team sport. This is not an endeavor that
any of us takes on in a silo, thinking only of our own agency. We
think about our fellow colleagues.

I know when I was a—an agency CIO, I was greatly benefited
during the beginning of COVID by other CIOs who had gone on a
journey well in advance of where my technology part—my tech-
nology team and infrastructure was.

So, I think this is a team sport. We are all working very collabo-
ratively as CIOs. But I would look forward to continuing to work
together on this

Mr. CoNNOLLY. Brief—thank you. Briefly, because the gentle-
man’s time has expired, I want to give Mr. Bluestein and Mr.
Brune an opportunity to respond briefly.

Mr. BLUESTEIN. Sir, I appreciate the opportunity to respond to
that. I echo Ms. Martorana’s commentary. First of all, the environ-
ment amongst the CIO Council—the government CIOs has been
very collaborative and there are certain things we are trying to
break down some of these barriers.

I think that that goes right to Congressman Issa’s point about
collaboration in cybersecurity, having—whether it is some cyber en-
tity that oversees all that but can kind of break through some of
those barriers.

FITARA has been realized in my agency. So, I don’t want for
those kinds of things, if you will, in my organization. But as we col-
laborate with other agencies, it would be nice in some cases if we
could break down those silos while making sure that we are secure.

Mr. CONNOLLY. Mr. Brune, did you want to comment?

Mr. BRUNE. Thank you, Chairman, and thank you, Congressman,
for the question.

I would say that the enterprise focus is growing. Recently, the
Social Security Administration joined partnership with the General
Service Administration and other agencies on registration authen-
tication for secure online accounts.

The GSA administers a program, login.gov. We use that. So, it
is done on behalf of the public and we can use—build it once, use
it multiple times. That is just one example where the collaboration
that the Federal CIO mentioned is occurring, and I see it growing.

Mr. IssA. Thank you, Mr. Chairman. This has been a great, great
pleasure, and I appreciate your indulgence for the extra minutes.

Mr. CoNNOLLY. Thank you so much, Mr. Issa.

And I would just editorialize as a final thought, and it goes back
to a comment you made, Mr. Bluestein, about, you know, the org
chart and solid line versus dotted line and all that.

But Mr. Issa will remember that when we wrote FITARA, among
24 Federal agencies there were 250 people with the title of CIO.

Now, there is no private entity that would tolerate that. And
even in writing the bill, we chose not to do it by fiat. We chose to
hope that there would be an evolution, that somebody would
emerge as the primus inter pares.

And the reason we have emphasized the solid line is because of
this proliferation. Someone has got to be in charge. Someone has
got to be designated as the responsible and accountable person who
is empowered to make decisions.
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And in bureaucracies if you do not report to the boss, especially
public sector bureaucracies, everybody knows anything you have to
say is ad referendum. I am using some Latin today. I am sorry.
And that is what we are trying to get at, and if there is a better
way to do it we would love to hear it.

But I think both Mr. Issa and I reflect on a private sector experi-
ence and look at the Federal Government and say this is a system
that can’t possibly work with that many people with that title.

So, that is—that is what we are trying to get at. I think you
would concur, Mr. Issa. Yes. Thank you very much.

Mr. LaTurner, thank you for your patience. You are recognized.

Mr. LATURNER. Thank you, Mr. Chairman.

Ms. Martorana, I would like to visit with you just a little bit
about the Technology Modernization Fund. As you know, it was es-
tablished by Congress in 2017 to provide agencies additional ways
to fund IT projects in a timely manner.

Has the fund adequately lived up to its purpose?

Ms. MARTORANA. Thank you, Congressman, for that question.

I am so bullish on the Technology Modernization Fund, not only
in the way that it has managed IT projects that it did during its
kind of 1.0 phase. Now that we are in a 2.0 phase with the $1 bil-
lion in the American Rescue Plan funding. I have—I see just enor-
mous possibility.

So, a couple things that really stand out to me is, one is the
board of TMF are all government officials that are real subject
matter experts. They take their responsibility as board members
very seriously.

We are spending about 10 hours a week meeting and reviewing
proposals currently. We have brought subject matter experts in
where we feel that we might have an opportunity, as I mentioned
earlier, to have a little more of a top-down view across the port-
folio. So, that is making me incredibly optimistic about this oppor-
tunity.

The second is, the repayment flexibility that has been extended
to agencies under the American Rescue Plan is having a meaning-
ful impact on agencies’ ability to participate in this, right.

Not all agencies have working capital funds. We know that that
is continuing to evolve. But it was really a barrier of entry for peo-
ple being able to participate in TMF. With the repayment flexibility
loosened a bit, that has made all the difference in the world, and
we know that this will continue to have an impact.

The third reason that I am really optimistic about TMF is we are
using best practices in how we are reviewing projects, awarding
proposals to move forward, and managing them.

There is quarterly meetings with the TMF board to review
progress. We only give out funds on an incremental basis based on
accomplishments, milestones being met.

And we are also taking corrective actions when we see that a
project is not fulfilling where milestones or where we think it
should be.

We are bringing in subject matter experts, again, to partner with
those agencies on corrective actions and we are willing to stop
funding should we not believe that an agency is going to be suc-
cessful.
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So, we believe that TMF is going to have improved outcomes in
the IT projects that we are funding and we hope to be able to con-
tinue to demonstrate that to the committee and to Congress.

Mr. LATURNER. I appreciate that. I have some additional ques-
tions on that but I am going to run out of time. Specifically, that
my understanding is that there is $10 billion of the $60 billion for
Fiscal Year 1922 in the request that has been earmarked for cyber-
security.

Could you drill down into that a little bit in the time that we
have left and talk about how those funds will be allocated and
spent to strengthen our cybersecurity?

Ms. MARTORANA. Yes. Out of—I can speak specifically to the
TMF proposals that had a primary, secondary, or tertiary cyberse-
curity component.

We asked agencies to self-identify when they were submitting a
proposal. Forty-two percent of the proposals are modernizing high-
priority systems, and that is—those are oftentimes mission-critical
systems that are operating our Federal Government.

So, 42 percent are focused on upgrading, updating, and increas-
ing the cybersecurity posture of high-value systems.

The next are squarely cybersecurity requests, agencies that are
coming to us and saying that they would like to begin on the road
to more modern security practices like zero trust, which is a frame-
work for not trusting anything inside your environment and mak-
ing sure that you are rigorously interrogating everything within
your boundaries.

It is actually eliminating boundaries. I won’t get too technical.
But we are focused on that, and so about 75 percent of all requests
into TMF through the American Rescue Plan are focused on cyber-
security.

Mr. LATURNER. I appreciate that. It is such an important subject
that I would love to spend more time on. But my time has expired.

Thank you, Mr. Chairman. I yield back.

Mr. CoNNOLLY. Mr. LaTurner, thank you, and let me invite you,
if you do have followup questions please get them to my staff and
we will forward them to the appropriate witness.

Mr. LATURNER. Thank you, Mr. Chairman.

Mr. ConNNoOLLY. There is that opportunity, if we can do it within
five days, and we ask our witnesses to be as expeditious as possible
but as thorough as possible in responding to written questions, be-
cause, obviously, we can’t ask everything in the hearing. So happy
to do that, Mr. LaTurner. Thank you.

And if I can close out this hearing with some questions of my
own, but I want to—Mr. Bluestein, I want to focus on you for a
minute because I think you joined the agency in June, but the ava-
lanche for SBA occurred in April and May.

So, we signed the CARES Act, big bipartisan bill. A lot of money
for it. It was starting a new program, the PPP, and what we did
that, I think, put a burden on SBA, and you rightfully pointed out
the magnitude of scale.

So, I think your annual loan portfolio is something like $20 bil-
lion a year. We gave you $600 billion in one month. We also less-
ened the requirements for eligibility. We really streamlined them.
We reduced paperwork.
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We reduced documentation requirements because we were pan-
icked, right. We wanted to get help to Main Street mom-and-pops
as quickly as possible so they didn’t go under. A noble goal.

And we also had a—that program had a provision that allowed
loans to be converted to grants fairly easily.

Now, in doing all that with great intentions, we were relying, in
a sense, on the SBA IT system e-TRAN.

And what happened in the first few weeks—oh, we added—I am
sorry. One other change, which was a big one, we broadened the
financial institutions eligible to manage the portfolios. We wanted
to get into communities, including communities we were tar-
geting—low income, communities of color—and that meant we had
to look at community-based financial institutions, not the normal
financial institutions that normally are the go-to managers of
SBA’s portfolio.

And what we found was that your IT system could not handle
that. It couldn’t—it had trouble programming the changes. It had
trouble managing a huge avalanche of new money in a new pro-
gram and it was overwhelmed by the demand.

And I am not citing that to criticize SBA. I cite it as an example
of why IT is so important, because no one could have foreseen these
circumstances. But our whole mission up here was shared by your
agency, which was rush aid—run, don’t walk to get aid to these
small businesses so we are saving them and they are not going
under, and while at the same time, we will have a condition keep
people on the payroll. That is the goal here. We want to keep you
open and we want to keep those people on payroll so we are not
adding to the massive unemployment, which we were experiencing
in April 2020.

But if you don’t invest in the IT system to have the agility and
the flexibility for these kinds of changes, how can you be surprised
that it is overwhelmed and your mission is defeated? Not by some
nefarious, you know, person or persons wanting to muck up the
works, but because the IT system can’t do it.

How often do we have to be reminded how critical and integral
the IT system is to the mission? And we see that in unemployment
insurance systems across the country, in the 50 state unemploy-
ment insurance systems.

We see it at the IRS in getting payments. We are changing the
IRS mission, in a sense, or broadening it, from a tax collector to,
you know, a benefit agency, and we are a little surprised that it
has some trouble and its IT systems are older and more
multiplicitous than yours.

I just want to give you a chance to kind of—because you came
in June after all that happened and you were kind of in the clean-
up operation. But I am sure you have some reflections about the
good, the bad, and the ugly and what we have learned from that
kind of experience.

And then I will be done.

Mr. BLUESTEIN. Thank you for the opportunity to comment on
that, sir.

I did come in after the fact. One of the first things we did was
we took a look at the entire ecosystem, because they were different
systems that handled the PPP loans and the EIDL loans, and they
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were—while they were somewhat disconnected, they still ran
through the same system of systems that managed the capital ac-
cess process.

So, one of the first things we did is say let us take a look at this
end to end. How do you streamline all of this so it operates on
some kind of plane, and let me diverge for just a second.

When all of this happened last year and there was a Presidential
tweet that said sba.gov, our website that normally handled about
600 to 700 concurrent users went to 93,000 in a matter of minutes.

Now, that was all set on a modern platform that immediately
scaled to handle from about one terabyte a day of data to about 25
terabytes a day. So, it was built to scale.

And we want to bring that same technology into these financial
systems. Unfortunately, a lot of times in risk management until we
actually realize the risk—people talk about it, but they won’t take
necessarily the measures to fix that.

Now we have been in a situation where we saw the consequence,
and especially with all the different things that have happened
subsequent to that—different requirements, how do we slice and
dice some of these things to discreetly identify either communities
of interest, other things that we want to do in the system—that
technology is available out there.

We are going through the process now of figuring out, OK, what
do we do with the system that we have? We have e-TRAN, which
has been there. It is legacy code. We know it.

And the next step is, OK, how do we move beyond that. We are
working very, very closely with the capital access folks to work
through that.

Mr. ConNOLLY. Thank you so much, and I look forward to having
further discussion with you about what happened and what we can
take away, sir, because I think all of us benefit from that experi-
ence in terms of—and I would commend to you, Ms. Martorana, on
your agenda many things to get done.

But I really would look at lessons learned from the pandemic in
terms of IT because I think we could really, all of us, benefit from
that. There were some great things. There were some things that
didn’t work, some things that were disasters, and some things we
could have done better.

The TMF is in that context, I think, as you were saying earlier
in terms of how we might use it to help upgrade, to help people
make other investments, better investments. But I do think there
are some very critical lessons to be learned from this experience,
and you might very well want to take the lead on that.

And I think Mr. Issa suggested, Ms. Harris, that I might want
to join him in urging you to look at a couple of issues, and Mr. Hice
also, and I gladly nod yes to add to your plate.

Mr. Hice, anything for the good of the order you want to add?

Mr. Hice. I don’t. I am——

Mr. CONNOLLY. Yes, no problem. You are going to mischief.

[Laughter.]

Mr. ConNoOLLY. All right.

I want to thank our witnesses, and again, any member wishing
to add—to submit written questions for the record, we will be glad
to provide them to our witnesses.
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I think this has been a thoughtful dialog. Really appreciate the
work of everybody involved. I think you can see our commitment.
I know it is not the sexiest topic in the world.

But to me, IT undergirds everything we are trying to do in the
mission, and the mission is jeopardized if the IT doesn’t work. And
we have the added layer of being really concerned about cyber and
how do we protect ourselves.

And as Ms. Martorana, I think, astutely observed, the two are
linked. If you have got an old clunky antique legacy system that
cannot be encrypted or cannot easily be encrypted, you are asking
for trouble, and that is why making smart investments that are
cyber protected and that also take advantage of the most advanced
technology better serve our constituents and protect their privacy
and their interests and the national security, while we are at it.

With that, this hearing is adjourned.

[Whereupon, at 3:52 p.m., the subcommittee was adjourned.]
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