The White Swan Imperative: Navigating the Quantum Threat with Strategic Foresight
l. The Era of Retroactive Insecurity

For decades, organizations have focused on defending against immediate threats, but today’s
real danger lies in what has already transpired. We live in an era of retroactive insecurity,
where encrypted data intercepted now can be decrypted later once quantum computers
surpass a known threshold. The “Harvest Now, Decrypt Later” (HNDL) methodology, a tactic
dating back to the Cold War, involves accumulating encrypted communications to decrypt
them once quantum technology has matured sufficiently. The result is that theft prevention
alone is insufficient, and what matters is ensuring that stolen data remains unreadable
indefinitely. The recent revelation that nine of our largest telecom backbone networks were
compromised by China (Salt Typhoon) is proof of their pervasive access to these remote
collection channels, including the FBI's FISA authority monitoring infrastructure.

Il. From Black Swan to White Swan

Contrary to the notion that a cryptographically relevant quantum computer (CRQC) is an NSA-
described Black Swan event - rare and unforeseeable with extreme consequences - it is more
accurately a White Swan: a broadly predictable outcome with only its precise timing in debate.
Governments and corporations worldwide have poured tens of billions into quantum research,
and breakthroughs in error correction are reducing the qubit overhead needed for meaningful
computations. The threshold for a cybersecurity White Swan event is roughly 4,000 logical
qubits; given current investment and trajectory, it is not a matter of if but when. We are
demonstrably in a global technological arms race.

Delay is irrational because it assumes predictable progress in a field that has become very
secretive in development and is prone to sudden breakthroughs. A nonlinear advance in
quantum computing would instantly render today's encryption obsolete. When facing
catastrophic failure, even a low probability of such an event makes waiting unacceptable,
especially when the potential damage already exceeds the cost of prevention.

lll. Shaky Foundations

A dangerous complacency permeates the cybersecurity industry. Too many organizations treat
quantum as “the next guy’s problem” and rely on check-the-box compliance rather than
genuine, durable resilience. Meanwhile, our existing defenses have repeatedly failed for
preventable reasons:

¢ FLAME exploited MD5 weaknesses to lurk and collect undetected for years with
firmware-level implants.

e Storm-0558 saw Microsoft’s master signing key stolen, which compromised nearly all
federal agency accounts; yet, its root cause remains elusive, despite extensive CISA
analysis and research.

These examples reveal the futility of purely reactive security models. Legacy algorithms persist
in production, while standards-based backdoors (like TETRA, CryptoAG) remain in place for
decades, and modern paradigms like Zero Trust crumble under supply-chain and hardware
exploits. The operating assumption must be that networks are compromised as the baseline
rather than the exception, which requires an evolution in our security tactics.



IV. The Incomplete Cryptographic Transition

The industry’s last major upgrade, which phased out deprecated algorithms decades ago,
remains unfinished and began when the internet and global digital infrastructure were in their
infancy. Legacy systems still utilize MD5, SHA-1, and flawed random number generators (RNGs)
like Dual_LEC_DRBG. Congress held hearings on such vulnerabilities only after they were
exposed “in the wild,” yet many organizations continue to operate on these unstable
foundations. The next transition to PQC will demand far greater urgency and strategic planning
because global digital infrastructure is growing at an almost unimaginable rate. The cloud,
virtual networks, exascale supercomputers, Al, and quantum computers did not exist two
decades ago, so there is no historical precedent for the PQC transition, implying it will take
much longer than the 2035 deadline for federal systems.

Breaches of core encryption systems grant attackers undetected, large-scale access to
sensitive data and are notoriously hard to remediate. Because these deep compromises are
complex and less visible than phishing attacks, they rarely draw the urgent public attention
they deserve, despite being far more damaging and insidious. By default, sophisticated
intelligence services will protect these sources and methods above all collection requirements.
As such, they often operate for many years before the tools to detect and eradicate them are
available.

V. Lessons from PQC Standardization

The NIST PQC standardization process itself offers a sobering lesson: even thoroughly vetted
candidates can fail in unexpected ways after years of scrutiny. In August 2022, Belgian
researchers broke SIKE, a third-round PQC candidate close to being standardized, on an old
basic laptop in just over an hour. This late-stage collapse of SIKE underscores that no
algorithm, whether classical or post-quantum, is invulnerable, and that our worst-case
scenarios often emerge from the most trusted sources (e.g. Heartbleed, Log4j, Crowdstrike,
etc). Updating to PQC standards is merely table stakes; it does not alone secure us against
future breakthroughs or novel attacks. We must rethink our architectures, moving beyond the
legacy internet model built for data monetization and content delivery toward systems explicitly
designed for the protection of high-value assets, such as intellectual property and national
security networks. The tools and protocols that suffice for everyday internet traffic cannot be
our bulwark against the quantum threat. In the absence of a formal mathematical proof, PQC
can only be regarded as presumed quantum-safe, not quantum-secure.

VI. Convergence of Quantum and Al

Quantum and Al, each transformative on its own, amplify one another’s risks when combined.
Decades ago, NSA-level scientists were the dominant researchers discovering zero-day
exploits and cryptographic flaws, but today, these are published continuously by
nongovernmental entities at conferences like Black Hat. As Al and quantum computing
resources combine to accelerate discovery and deploy new attacks in real-time, the cycle of
patching and upgrading will become an ineffective model for restoring security. They must not
be viewed as independent issues:

1. Accelerated Cryptanalysis: Shor’s algorithm on a CRQC can factor keys; Al can then
direct and refine automated large-scale attacks, but the real issue is discovering
surprising and novel cryptanalytic techniques. More powerful cryptographic attacks



with smaller quantum computers are likely to be found once they become available on
a larger scale.

2. Data Poisoning in Transit: Cloud-based Al training and inference pipelines expose
massive data sets in motion, ripe for interception or subtle corruption that biases
models in undetectable ways. Quantum-powered adversaries can cause catastrophic
failures in decision-making systems, especially those operating in real-time for smart
vehicles, smart cities, and critical infrastructure.

3. Stealthy Stuxnet-Style Campaigns: Future malware will embed malicious logic at
firmware or Al model-training stages, yielding persistent, near-invisible threats. Just as
Stuxnet blindsided “experts”, the next wave of cyber-espionage tools will emerge from
left field, and it’s naive to assume we can forecast their design today, but we can be
better prepared.

As Al becomes core to business operations, adversaries will exploit both the transit of sensitive
data and the quantum threat to decrypt it, turning Al-powered systems into unwitting
participants in their own compromise.

VII. Strategic Imperatives: The Path Forward

To withstand the combined quantum-Al threat, organizations must enact a fundamental shift
from reactive to proactive cybersecurity design:

1. Embrace Crypto-Agility
o Architect systems so that cryptographic algorithms can be updated or replaced
seamlessly when vulnerabilities are discovered, including PQC.
o Treat crypto-agility as the baseline requirement, not an optional enhancement.
2. Eliminate Single Points of Failure, including any PQC algorithm
o Abandon one-size-fits-all architectures, segment and tailor security by asset
criticality.
o Leverage distributed, redundant designs that prevent any one compromise from
cascading system-wide.
3. Investin True Redundancy
o Build multiple, independent security layers - diverse vendors, distinct algorithms,
separate verification paths.
o Avoid security theater (e.g., stacking factors on a single device) in favor of
distributed defenses.

VIIl. A New Cybersecurity Mandate

The PQC transition presents an opportunity to integrate security into the core design of our
digital infrastructure, rather than an afterthought. By adopting agile, redundant, and anticipatory
architectures today, we secure our digital future against the White Swan event of quantum
computing and the Al-accelerated threats that accompany it. The internet is effectively the
same communications model as the 1970s telecoms, where a single copper wire channel and a
handful of switches connected users. The cloud, with massively redundant and resilient
networks, is an opportunity to diverge from this archaic model to a more durable security
foundation. The internet was purpose-built for data monetization, which enabled the vast
growth and scaling of the supporting technologies, but the cost in stolen IP, compromised
privacy and other strategic impact is unsustainable.



Widespread PQC adoption is vital, but history shows every cryptographic transition brings
unforeseen flaws. Critical systems must therefore layer in advanced defenses and be prepared
to replace even newly standardized PQC algorithms quickly. The HNDL risk doesn’t vanish with
a PQC cutover; exploitable weaknesses in PQC libraries are inevitable and must be anticipated
now. Protecting our most sensitive data requires security architectures far more robust than
those used for ordinary websites, not just meaningless buzzwords.

Our national economic security and prosperity hinge on decisive, strategic cybersecurity
foresight, including a clear, government-led mandate. As the “Fortune 0” world’s largest
customer, the U.S. government can drive industry-wide change simply by refusing to procure or
interact with any system that isn’t PQC-compliant. Such a directive would instantly galvanize
vendors to deliver truly quantum-era security solutions.



