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For more than 30 years, a major focus of his research and scholarship has 
concerned the protection of modern communications infrastructure against the 
growing threat of eavesdropping and tampering by malicious actors, a broad 
category that can include everything from casual pranksters, to organized 
criminals, to well-funded industrial rivals, to domestic and international terrorists, 
and to hostile state actors. Much of this work has concerned the risks and 
tradeoffs introduced by so-called “lawful access” systems that are intended to 
facilitate court-authorized surveillance, but that inadvertently might expose our 
nation to illegal wiretaps or espionage.


