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Previous administrations were wary of the messaging app Signal.
Trumpworld has embraced it

Amid the furor over the use of a commercial messaging app to discuss a military strike, the Trump administration has insisted that
using Signal is routine and authorized. But former and current officials disagree. Andrew Feinberg reports
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hen White House National Security Adviser Mike Waltz created a group chat using Signal to discuss
planning for airstrikes on Iran-backed Houthi rebels in Yemen, it wasn’t the first time Trump
administration officials had used the popular messaging app for communications with colleagues.
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Signalgate latest: The Atlantic releases new messages detailing Yemen 'war plans'

0:000:000:00

d i i h li h i h h d d i h d h h i d l i h h i '

W

Menu
Support Now

NEWS SPORTS VOICES CULTURE LIFESTYLE TRAVEL CLIMATE PREMIUM

https://www.independent.co.uk/
https://www.independent.co.uk/news/world
https://www.independent.co.uk/news/world/americas
https://www.independent.co.uk/news/world/americas/us-politics
https://www.independent.co.uk/author/andrew-feinberg
https://www.independent.co.uk/donate
https://www.independent.co.uk/topic/signal
https://www.independent.co.uk/topic/houthi
https://www.independent.co.uk/topic/yemen
https://www.facebook.com/sharer/sharer.php?u=https://www.independent.co.uk/news/world/americas/us-politics/signal-scandal-trump-waltz-hegseth-biden-b2722055.html&quote=Previous%20administrations%20were%20wary%20of%20Signal.%20Trumpworld%20has%20embraced%20it
https://twitter.com/intent/tweet?text=Previous%20administrations%20were%20wary%20of%20Signal.%20Trumpworld%20has%20embraced%20it%20https://www.independent.co.uk/news/world/americas/us-politics/signal-scandal-trump-waltz-hegseth-biden-b2722055.html
https://api.whatsapp.com/send?text=Previous%20administrations%20were%20wary%20of%20Signal.%20Trumpworld%20has%20embraced%20it%20-%20https://www.independent.co.uk/news/world/americas/us-politics/signal-scandal-trump-waltz-hegseth-biden-b2722055.html
mailto:?subject=Previous%20administrations%20were%20wary%20of%20Signal.%20Trumpworld%20has%20embraced%20it&body=https://www.independent.co.uk/news/world/americas/us-politics/signal-scandal-trump-waltz-hegseth-biden-b2722055.html
https://www.independent.co.uk/
https://www.independent.co.uk/us
https://www.independent.co.uk/sport
https://www.independent.co.uk/us/voices
https://www.independent.co.uk/arts-entertainment
https://www.independent.co.uk/life-style
https://www.independent.co.uk/us/travel
https://www.independent.co.uk/climate-change
https://www.independent.co.uk/independentpremium


The encrypted messaging program has been popular in Trumpworld since long before President Donald Trump
returned to the White House in January, according to sources familiar with the operations of Trump’s 2024
presidential campaign, his transition, and his first tumultuous months in the White House.

Trump’s transition team, headed by now-Commerce Secretary Howard Lutnick and Education Secretary Linda
McMahon, was notable among modern presidential transition efforts because it deliberately eschewed federal
resources — including technology — that had been used by incoming administrations for decades.

The decision to refuse government IT help during the months before Trump returned to office was made in part
to avoid the mandatory record-keeping that comes with using official resources, according to a source familiar
with Trump’s thinking at the time. The Independent understands, according to this source, that Trump’s
decision was driven by his memory of how emails sent and received by his 2016-2017 transition team were later
released to groups that made Freedom of Information Act requests for them, and to Department of Justice
investigators under the command of then-special counsel Robert Mueller during the probe into alleged ties
between the president’s 2016 campaign and the Russian government.

https://www.independent.co.uk/topic/donald-trump
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During the transition this time around, staffers and incoming officials would frequently communicate on their
personal devices, often on Signal, a source familiar with the transition effort told The Independent. The Trump
transition source said the number of informal group chats among incoming officials grew as the transition
effort went on and more people were recruited to join the incoming administration.

The encrypted messaging program has reportedly been popular among Trump figures for a while (REUTERS)
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The use of Signal took a shocking turn this week when The Atlantic’s top editor, Jeffrey Goldberg, reported that
he’d been invited — accidentally — to a group chat with a slew of senior Trump White House and cabinet
officials by Waltz.

The magazine on Wednesday published the bombshell text messages, which included a detailed timeline of the
Houthi airstrikes, leading to White House Press Secretary Karoline Leavitt announcing that the National
Security Council and the White House Counsel’s office would be probing the shocking breach with the aid of
Elon Musk, the SpaceX founder and GOP mega donor who has been a constant presence at Trump’s side since
he was sworn in nearly 70 days ago.
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"Elon Musk has offered to put his technical experts on this, to figure out how this number was inadvertently
added to the chat — again, to take responsibility and ensure this can never happen again," Leavitt said. Musk
himself has been reported to be a prolific Signal user.

An analysis by The Independent has found that many Trump administration officials, like Musk, have active
Signal accounts affiliated with their personal phone numbers. They include top national security personnel in
the bombshell group chat reported on by The Atlantic in recent days, like National Security Adviser Mike Waltz,
White House Chief of Staff Susie Wiles, Deputy Chief of Staff for Policy Stephen Miller, Deputy National
Security Adviser Alex Wong, and Secretary of State Marco Rubio.

Tulsi Gabbard refuses to say if she was on group chat during Senate grilling
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Under the Presidential Records Act, as well as other laws governing the treatment of sensitive and national
defense-related information, the use of personal devices for official communications among incoming White
House aides is supposed to stop when staffers have access to government IT systems. But sources tell The
Independent that never fully happened, in part because the Signal group chats established during the transition
period continued, with more set up as needed.

The White House has described the continued use of Signal as routine and authorized by the administration’s
own legal team. Director of National Intelligence Tulsi Gabbard ducked questions about whether she was on
her personal or government device when she was included in the group chat about military strikes in Yemen.
She claimed that the encrypted app is “pre-installed on government devices” as a way of enabling officials to
communicate on “fast-moving” matters during testimony before the House Intelligence Committee on
Wednesday morning..

https://www.independent.co.uk/topic/tulsi-gabbard


John Ratcliffe, the CIA director, also said the application is widely used by officials and staff at CIA’s Virginia
headquarters. He told the House panel: "One of the first things that happened when I was confirmed as CIA
director was Signal was loaded onto my computer at the CIA as it is for most CIA officers.”

These Trump administration officials — (left to right top) Defense Secretary Pete Hegseth, Vice President JD Vance, CIA Director John Ratcliffe, (left to
right bottom) National Security Adviser Mike Waltz, Deputy Chief of Staff Stephen Miller and Secretary of State Marco Rubio — participated in a Signal
group chat that has become the focus of the administration's first major scandal (AFP via Getty Images)
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Another White House ally, Senator Tom Cotton of Arkansas, claimed during a recent appearance on Fox News
that the Biden administration had “authorized Signal as a means of communication that was consistent with
presidential record-keeping requirements for its administration” and said that practice had “continued into the
Trump administration.”

And on Wednesday, White House Press Secretary Karoline Leavitt said in a post on X (formerly Twitter) that
Signal was just one of “a number of different platforms for President Trump’s top officials to communicate as
safely and efficiently as possible” by the White House Counsel’s Office.



But multiple people familiar with White House operations say that the encrypted application is not compliant
with record-keeping requirements on White House or National Security Council information or
communications systems. This is because the program’s “disappearing messages” feature is incompatible with
laws like the Presidential Records Act that require that all communications by and among White House staff be
archived.

Karoline Leavitt
@PressSec · Follow
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A former Biden administration official who spoke to The Independent explained that most White House
staffers’ phones were delivered with all text messaging capabilities disabled, with only a limited few staffers in
the press office getting the ability to text on a limited basis and only with strict controls linked to PRA
compliance.

Two other sources, both of whom worked at the National Security Council during previous administrations,
said they cannot recall ever seeing Signal installed on the Apple iPhone devices issued to them during the
onboarding process at the White House.

One of the former NSC officials conceded that Signal might be permitted at other agencies as Gabbard and
Ratcliffe stated in their House testimony on Wednesday. But they said their experience was that to the extent
that text messaging had been allowed on White House phones it was limited to basic functions to comply with
PRA record-keeping requirements.
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A third source who currently works in the Trump White House also told The Independent that Signal was not
pre-installed on their government-issued phone. They said the only way they could communicate with anyone
on Signal is to use their personal device.

According to a fourth source — a person deeply familiar with White House communications infrastructure —
the lack of access to Signal on White House devices is by design.

The phones issued to White House officials are managed by the Presidential Information Technology
Community, an umbrella organization established during the Obama administration to encompass “the entities
that provide information resources and information systems to the President, Vice President, and the Executive
Office of the President” including the National Security Council, the White House’s Office of Administration,
the Secret Service, the White House Military Office and the White House Communications Agency.

This source told The Independent that the iPhones issued to White House and NSC personnel are highly
customized for security purposes, without access to the iOS App Store from which normal iPhone users can
install applications.

Marco Rubio admits 'someone made a mistake' in Signal group chat scandal



Instead, the source said users can only choose from a curated group of applications that have been pre-
approved by the PITC for installation on White House-issued devices.

“Signal is not listed as an app to be installed, so it’s definitely not pre-installed on those devices,” they said.

Asked about a Cybersecurity and Infrastructure Security Agency guidance warning of Chinese espionage efforts
and recommending Signal for “secure communications,” they replied that the CISA document was encouraging
use of “free messaging applications” on personal devices and again stressed that Signal has never been
approved for official use on government-owned devices issued by the White House or Pentagon.

While Signal’s popularity as a messaging solution has grown in recent years, the government has warned
employees that despite the encryption built into the program it is still vulnerable to some forms of attacks.



A Defense Department memorandum issued on March 13 said Russian hackers could use the “linked device”
feature of the application — which allows a user to send and receive messages from a laptop or desktop
computer — to “spy on encrypted communications.”

“The hacking groups embed malicious QR codes in phishing pages or conceal them in group invite links. After
gaining access via the malicious code, the groups add their own devices as a linked device, This allows the
group to view every message sent by the unwitting user in real time, bypassing the end-to-end encryption,” the
memorandum said.

A former Pentagon official who worked in the office of former Defense Secretary Lloyd Austin and on former
president Joe Biden’s 2020 campaign said the Signal application was used by some administration personnel —
but never for official communications.

“It was actually used very scantly and always, always informally for things like: ‘Are you coming in today?’
Other than that level of personal discussions, it was never, ever, ever used — I don’t know how much more
strongly I can say that,” they said.
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That former official’s account was confirmed by a second ex-Defense Department official — a veteran of the
Biden and Obama administrations who served in multiple senior national security roles. They told The
Independent that Signal use was never at any time authorized in the Pentagon “in any official capacity” on any
government-issued device, even if there might have been some “de minimus” use in some very limited instance
on staffers’ personal devices.

He said anyone who would suggest that Signal was officially endorsed by the Defense Department for internal
use was not delivering an accurate rendering of events.

“I don't know if they're intentionally lying, but they are certainly not speaking the truth,” he said.

The Independent has contacted the White House for comment.
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| OKITA NAIL FUNGUS LIGHT

Man Fights Nail Fungus for 15 Years…Until He Found This Device
Use this LLLT device for 15 minutes daily to help clear fungus and promote healthy nails.
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| HEALTH INSIGHT JOURNAL

Neuropathy Breakthrough: U.S. Experts Baffled
Find out how this brand-new device is helping millions find fast, effective relief from Neuropathy
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| STOP TINNITUS

This Natural Spray Relieves Tinnitus Within Minutes
Recommended by Doctors: This simple spray naturally eases tinnitus fast!

Learn More

Sleeper Train Vacations at Unbeatable Prices (Take a Look)

Sponsored

| ROUNDHOUSE PROVISIONS

Chuck Norris Says: Do This Daily For More Energy, Even If You're 80
Action star Chuck Norris reveals his key to getting more energy later on in life. He does one simple thing every day at 84 years old.
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SNL issues rare apology to Aimee Lou Wood following ‘mean’ White Lotus sketch

CULTURE

Southern Charm star announces surprise exit after five years
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Empty Antarctica Cruises Cost Almost Nothing (Take A Look)
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Exhausted and burnt out: How a five-day de-stress programme helped me recover
All the symptoms of burning out were there and Lucie Grace had tried taking a break but nothing seemed to calm her racing mind. Until...
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