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TESTING THE LIMITS: IRAN’S BALLISTIC
MISSILE PROGRAM, SANCTIONS, AND THE
ISLAMIC REVOLUTIONARY GUARD CORPS

WEDNESDAY, MARCH 29, 2017

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON THE MIDDLE EAST AND NORTH AFRICA,
COMMITTEE ON FOREIGN AFFAIRS,
Washington, DC.

The subcommittee met, pursuant to notice, at 2:05 p.m., in room
2172, Rayburn House Office Building, Hon. Ileana Ros-Lehtinen
(chairman of the subcommittee) presiding.

Ms. ROS-LEHTINEN. The subcommittee will come to order. After
recognizing myself and Ranking Member Deutch for 5 minutes
each for our opening statements, I will then recognize other mem-
bers seeking recognition for 1 minute or longer. We will then hear
from our witnesses.

Without objection, witnesses, your prepared statements will be
made a part of the record. Members may have 5 days in which to
insert statements and questions for the record subject to the length
limitation in the rules.

The Chair now recognizes herself for 5 minutes.

In the nearly 2 years since the United Nations Security Council
adopted Resolution 2231, approving the Joint Comprehensive Plan
of Action, JCPOA, and lifting sanctions on Iran, one thing has been
abundantly clear: The notion that Iran would now modify its be-
havior and become a responsible member of the international com-
munity has proven to be completely and utterly false.

Many of us knew that the Iranian regime would not moderate its
behavior, but that it would amplify its illicit activity using the nu-
clear deal as leverage. Sure enough, since the JCPOA was signed,
we have seen an Iran that has taken U.S. citizens hostages and de-
manded, and unfortunately, received ransom for their return. As a
result, Iran has since held additional U.S. citizens and permanent
U.S. residents with the expectation of receiving more ransom pay-
ments.

The regime continues to support the Assad regime with money,
supplies, weapons, fighters, and is doing the same in Yemen with
the Houthis. Iran’s ships have made dozens of provocative actions
toward U.S. ships in the Strait of Hormuz and the Persian Gulf,
with the regime playing a dangerous game and harassing our ves-
sels.
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Iran continues to support terror around the world, most notably
through its support of the terror group Hezbollah. This has allowed
Hezbollah to increase its stockpiled rockets and missiles to 150,000
or more and add more sophisticated missiles to its arsenal, putting
our friend and ally, the democratic Jewish state of Israel, under
greater threat.

All of these activities have seen an uptick since the JCPOA and
all are indeed very troubling, but perhaps the most egregious and
troubling is Iran’s continued pursuit of a viable ballistic missile
program. Why? Because history has shown us, and as one witness
before this panel previously stated, that nuclear weapons and bal-
listic missile programs go hand in glove.

Over time, the correlation between a country’s nuclear program
and a corresponding ballistic missile program has proved to be ab-
solute: That countries that sustain indigenous medium and long-
range ballistic missiles always aspire to possess nuclear weapons.

Since the signing of the JCPOA, Iran has tested, according to
some sources, at least 15 ballistic missiles, and it has done so in
open defiance of Resolution 2231.

It came as a shock to so many of us that a final concession to
Iran was given when the U.S. agreed to lift the arms embargo as
part of the nuclear deal, especially when we were told repeatedly
that the deal was only on the nuclear program. That is why the
Trump administration needs to follow through on some of its prom-
ises and reevaluate the JCPOA and the 2231 resolution.

We are seeing an uptick in these ballistic missile tests and Iran’s
aspiration for an ICBM program, precisely because the regime
wants to be ready to be able to deliver a nuclear payload when the
terms of the JCPOA expire and we will have walked them right
into it.

We simply cannot allow the regime to continue with these provo-
cations. We need to go back to the Security Council and find a way
to make sure that there can be no ambiguity. Any ballistic missile
testing, any attempt to acquire ballistic missile technology or ex-
pertise, and any attempt to proliferate from the regime must be
stopped and sanctioned.

The original intent of the nuclear sanctions was to put so much
pressure on the regime that it would be forced to end all enrich-
ment and completely dismantle its nuclear program and infrastruc-
ture. That needs to be our approach on the regime’s missile pro-
gram, while also revisiting the JCPOA and all of its flaws.

We already have important tools for the President to use now,
like the Iran, North Korea, and Syria Nonproliferation Act. Sadly
as this subcommittee learned last Congress, the State Department
and the previous administration sat on these important reports and
sanctions, oftentimes for years, in order to not upset the regime
during these sensitive negotiations. The latest round of sanctions,
on March 21, is a good step, but this report came 9 months after
the previous report and only covered activities that took place in
the year 2014. So we still have a very serious backlog.

The new administration needs to step up its Iran, North Korea,
and Syria nonproliferation activities and it needs to use the other
tools available to it. One tool should be Chairman Royce and Rank-
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ing Member Engel’s new bill, of which I am proud to be a cospon-
sor, that specifically targets Iran’s ballistic missiles.

We need Iran and those that seek to supply it with the tech-
nology or know-how to know that we will bring down sanctions so
crippling on them that they will have to think twice about devel-
oping its ballistic missile program. We need to fully and vigorously
enforce our current sanctions and then strengthen and expand
them to ensure maximum pressure is exerted because Iran only re-
sponds to strength and pressure.

With that, I am pleased to yield to the ranking member, Mr.
Deutch, for his opening statement.

Mr. DEUuTCH. Thank you, Madam Chairman. Thanks for calling
today’s very timely hearing.

Iran is not a new subject for the subcommittee. We have explored
its nuclear program, the threat it poses to Israel, its relationships
with North Korea and Hezbollah, and the realities that it hopes to
exploit under the JCPOA.

Today we will focus on Iran’s nonnuclear behavior, its ballistic
missile program and its dangerous Revolutionary Guard Corps. I
know that you and I share the belief that this Congress can still
move resolutely against Iran’s continued pursuit of ballistic mis-
siles. I want to thank our witnesses for being here to answer our
questions and help us frame our conversation, and I look forward
to what I know will be a healthy exchanges of ideas.

Despite the nuclear deal, Iran’s behavior has not changed. Now
freed from many of the sanctions that once isolated it, Iran is look-
ing to integrate itself into the global economy and to normalize its
relations with the Western countries. Unsurprisingly, this hope has
been undermined by Iran’s continued support for the murderous
Assad regime in Syria, funding of Hezbollah in Lebanon, calls for
the destruction of Israel, and insistence on sowing instability be-
yond its borders.

In many areas of conventional military power, Iran lags far be-
hind its neighbors. To make up for these deficiencies, Iran now has
the Middle East’s largest arsenal of ballistic missiles and is devel-
oping the know-how to produce increasingly complex missile com-
ponents on its own. Thanks to the Russians, Iran now has the S-
300 missile defense system. And in a matter of a few years, the Ira-
nian space program claims it will be able to create rockets that can
drop a warhead anywhere in the world.

It is clear that left unhindered, the scale and the sophistication
of the Iranian missile program will only grow, and it is incumbent
on this Congress to act decisively to halt its progress. However
Members may have felt about the nuclear deal, we can all agree
that the JCPOA does not prevent us from responding to reckless
behavior from Iran and that U.N. Security Council Resolution 2231
forbids the Iranians from testing or developing ballistic missiles.

Despite that resolution, the Iranian Revolutionary Guard Corps,
which oversees the missile program, has conducted test after test
of these weapons in defiance of the will of the international com-
munity. The fact that an organization like the IRGC, which sup-
ports terrorist organizations like Hamas and Hezbollah, is also in
charge of dangerous missile technologies should send a chill down
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the spine of anyone working for peace and stability in the Middle
East.

The United States has an obligation to stand against the IRGC’s
repeated provocations by raising the issue of missile tests in the
Security Council at every opportunity. We also need to use our in-
fluence at the U.N. to encourage allies to do the same, even at a
time when our new President seems intent on abdicating America’s
role as a leader in international diplomacy.

In addition to robust engagement at the Security Council, we can
take a number of concrete steps to box in the Iranians.

First, we need to pass the bipartisan H.R. 1698, which I am
proud to cosponsor. The bill would sanction countries like Russia
that sell missile technology to Iran, the financial institutions that
make those sales possible, and the Iranian entities that contribute
to the country’s domestic missile industry.

Second, we have to support full and vigorous enforcement of the
JCPOA, which means ensuring that the IAEA has the resources
that it needs to carry out its monitoring, and, importantly, embrac-
iinglEurope’s renewed interest in tightening implementation of the

eal.

Finally, we should encourage GCC states to adopt a coordinated
missile defense system that will act as a deterrent to Iranian ag-
gression in the Gulf.

I don’t pretend that this list is exhaustive, and I am glad we
have the opportunity today to discuss all of our options. Whatever
path we take, it is clear that we must act together and that we
must act quickly. The danger that Iran continues to pose through
its funding of terrorist organizations, its meddling in regional af-
fairs, and its pursuit of ever more deadly ballistic technologies de-
{nands continued engagement from the United States and our al-
ies.

We have seen that international coordination against the threat
from Iran is possible, and we know that there is strong bipartisan
support in Congress for decisive action of this kind. I welcome a
thoughtful discussion today about the tools we have at our dis-
posal, and I encourage my colleagues to remain united against
Iran’s violations of international law and its clear refusal to live in
peace with its neighbors.

And I will yield back the balance of my time. Thank you, Madam
Chairman.

Ms. Ros-LEHTINEN. Thank you very much, Mr. Deutch.

And now we will turn to our members for their opening state-
ments, starting with Mr. DeSantis of Florida.

Mr. DESANTIS. Thank you, Madam Chairman.

We have been on this committee years talking about Iran, talk-
ing about the Iran deal. We were told at the time this deal would
help bring Iran into the community of nations, it would improve
their behavior if we just let our boot off their neck and released all
these sanctions. That hasn’t happened here. We are talking about
now their belligerence, what they are doing with ballistic missiles.

Go back to this deal. The Obama administration conceded at the
outset on the ballistic missile issue, which was a major mistake to
begin with. We see Iran has been emboldened by this deal, their
belligerent conduct throughout the Middle East in places like
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Syria, Lebanon, Yemen, has demonstrated that they are very much
a malevolent force.

And T think I join both my colleagues in supporting the need for
us to move very swiftly on tough sanctions, both again Iran’s bal-
listic missile program and against the Revolutionary Guard Corps.

And I yield back the balance of my time.

Ms. ROs-LEHTINEN. Thank you very much, Mr. DeSantis.

Mr. Boyle of Pennsylvania.

Mr. BoYyLE. Thank you, and I will be brief. Some of this will be
a little bit repetitive from what Mr. Deutch was saying.

Essentially the intelligence community has assessed that Iran
has the largest inventory of ballistic missiles in the Middle East.
U.N. Security Council Resolution 2231 calls upon Iran—and let me
quote it specifically, because I think this is sometimes confused by
some, “not to undertake any activity related to ballistic missiles de-
signed to be capable of delivering nuclear weapons, including
launches using ballistic missiles technology.”

Despite that, we know now there have been some 15 illegal tests
since 2231 came into force. So I look forward to this hearing and
specifically discussing ways we can move forward on this matter
that do not in any way conflict with the JCPOA, but live up to the
letter of the law of 2231.

Thank you. I yield back.

Ms. Ros-LEHTINEN. Thank you Mr. Boyle.

Mr. Mast of Florida.

Mr. MAST. Thank you, Chairman.

You know, as we speak about this issue, I just ask that we al-
ways keep into perspective what we have allowed to become very
cliche, in that we constantly point to Iran using the phrase “the
largest state sponsor of terror,” and ask ourselves, what does that
really mean?

For those of us that have spent time on our Nation’s battlefields
in modern history, we know exactly that that looks like. It was Ira-
nian hands that produced improvised explosive devices that lit-
erally killed thousands of our servicemembers in Iraq. It was Ira-
nian hands that packed improvised explosive devises with nuts and
screws and bolts and other pieces of shrapnel so that they would
put so many holes in our servicemembers that we couldn’t plug
each and every one of them before they would hemorrhage out.
That’s the enemy that we are dealing with. As my colleague, Mr.
Deutch, put it, the group that is sowing instability. That is how
they sow that instability. And I ask that we keep that in perspec-
tive as we move forward in this dialogue.

Thank you.

Ms. Ros-LEHTINEN. Thank you, sir, for your service.

Mr. Schneider of Illinois.

Mr. SCHNEIDER. Thank you, Madam Chairman. I want to thank
you and the ranking member for calling this very important hear-
ing}.ll thank the witnesses for sharing their perspectives and in-
sights.

Iran obviously remains a significant threat in the region, around
the world, to our allies and to our interests. And while a nuclear
Iran is without question one of the greatest threats we could face,
Iran continues to, through its ballistic missile development,
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through its shipment of conventional arms, through its nefarious
activities in the region, in the world, and as well as its violations
of human rights, to remain a very bad actor.

As the ranking member said, the JCPOA does not preclude us
from taking actions to thwart Iran’s ballistic missile program or to
address their other nefarious actions around the world and in the
region. I would take it a step further in fact: I believe we have a
moral obligation to do just that. And I look forward to have this
hearing to talk about how we can push back on Iran’s behavior.

Thank you, and I yield back.

Ms. Ros-LEHTINEN. Thank you, sir.

Mr. Fitzpatrick of Pennsylvania.

Mr. FitzPATRICK. Thank you, Madam Chairman.

As a former FBI agent dealing with counterterrorism matters, it
was often our job to find the nexus between terrorists and their
state sponsors. And since the 1980s, the largest and most adept
state sponsor of terrorism has been the Islamic Republic of Iran.
Americans first became aware of this somber fact back in 1983
when an Iranian-sponsored terrorist group, Hezbollah, bombed the
Marine barracks in Beirut, Lebanon.

Since then, Iran has continued to support groups that target
Americans abroad. From 1982 to 1992, Iranian-backed Hezbollah
kidnapped and held captive some 104 hostages in Lebanon, includ-
ing the CIA’s Beirut station chief, William Buckley. After the inva-
sions of Afghanistan and Iraq, Iranian intelligence and Revolu-
tionary Guard Corps operatives provided training, arms, IED mate-
rials to insurgents.

In recent years, the Iranian Revolutionary Guard Corps, specifi-
cally the shadowy Quds Force group, has attempted to sow contin-
ued instability throughout the Middle East. In Syria, the IRGC ad-
Xiser(sl have fought and died alongside of the forces of Bashar al-

ssad.

In Iraq, the commander of the Quds Force has been seen advis-
ing and assisting local Iraqi Shiite militias. Some of these militias,
such as the Badr organization, have been accused of heinous
human rights abuses. These militias have worsened the already
heightened sectarianism between the Sunnis and Shiites in Iraq.

Unfortunately, Iran’s treachery has not been met with any in-
creased sanctions or diplomatic pressure. Rather in recent years
they have been awarded over $1 billion in frozen assets to Iran as
part of the Joint Comprehensive Plan of Action, otherwise known
as the JCPOA.

The JCPOA has not only upset America’s Sunni Arab allies, it
has also emboldened Iran. Iran still continues to test ballistic mis-
siles and continues to sow discord and sectarianism throughout the
region. While it is important to continue the fight against ISIS in
Iraq and Syria, we must remain vigilant and prevent Iran from es-
tablishing a crescent of influence throughout the region.

I yield back, Madam Chairman.

Ms. Ros-LEHTINEN. Thank you, sir.

Mr. Cicilline.

Mr. CiciLLINE. Thank you, Chairman Ros-Lehtinen and Ranking
Member Deutch, for holding this important hearing on Iran’s bal-
listic missile program.
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Without question, Iran’s continued efforts to develop short-range
and medium-range ballistic missiles and its ambition to develop
intercontinental ballistic missiles pose a significant challenge to the
United States and our allies. Development of these capabilities
pose significant risks to U.S. forces and interests in the region, and
it is also places Israel and our allies in the Persian Gulf in danger.

Iran cannot be allowed to define international agreements and
create increased uncertainty and disorder in the Middle East. At
the same time, I believe it is essential that our response to Iran’s
defiance of international agreements not undermine the progress
made under the Joint Comprehensive Plan of Action to curb Iran’s
nuclear program.

It is my hope that the Trump administration will continue to
work closely with our partners and allies to address the mutual
challenges posed by Iran. I look forward to hearing from today’s
witnesses and hearing their insights on how to best respond to
Iran’s continued development of its ballistic missile program while
ensuring that we do not move backwards in the international effort
to prevent Iran from obtaining nuclear weapons.

And with that, I thank the gentlelady and yield back.

Ms. Ros-LEHTINEN. Thank Mr. Cicilline.

And now we turn to Mrs. Wagner of Missouri.

Mrs. WAGNER. Thank you, Madam Chairman.

Last month a senior member of the Iranian Parliament’s Na-
tional Security and Foreign Policy Commission warned us that had
the U.S. Army’s Fifth Fleet in Bahrain will be, and I quote, “razed
to the ground if the enemy,” the United States, “makes a mistake.”
These comments are particularly threatening in light of Iranian’s
denial of confrontations between its fast attack boats and U.S.
ships in the Gulf last week.

It is clear that Iran interprets reality, their own reality, however,
as it chooses, and future incidents could easily end in shots fired.
Iran is one of the United States’ most severe security threats and
the JCPOA—or, as we would call it, the Iran deal—has done little
to mitigate dangerous conflict.

I look forward to discussing this afternoon how we can best re-
duce tensions in the region and hold Iran accountable for its ac-
tions.

And I thank you, Madam Chairman.

Ms. Ros-LEHTINEN. Thank you for an excellent statement.

And now I am pleased to introduce our witnesses this afternoon.

First, we are delighted to welcome back Dr. Kenneth Katzman,
who serves as the senior Middle East analyst for the Congressional
Research Service. He is a specialist on Iran, on the Persian Gulf
states, and Afghanistan. Dr. Katzman is also an expert on Iran’s
Islamic Revolutionary Guard Corps, the IRGC, and he has written
one of the preeminent books on the subject and is an expert on Ira-
nian-backed groups operating in the Middle East. Prior to this, he
was an analyst at the CIA. He is a foremost expert on Iran’s Revo-
lutionary Guard.

We look forward once again to your testimony, Dr. Katzman.
Welcome back.

Next, we want to also welcome back Mr. Michael Eisenstadt. He
is the director of the Military and Securities Study Program at the
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Washington Institute for Near East Policy. Prior to joining the in-
stitute, he served for 26 years as an officer in the U.S. Army Re-
serve.

Thank you for your service, sir, and we look forward to your tes-
timony, Mr. Eisenstadt.

Finally, we would like to welcome Elizabeth Rosenberg, director
of the Energy, Economics and Security Program at the Center for
a New American Security. She served as a senior adviser to the
U.S. Department of the Treasury, to the assistant secretary for ter-
rorist financing and financial crimes, and then to the under sec-
retary for terrorism financial intelligence. In these roles she has
worked on tightening global sanctions on Iran.

Welcome to our subcommittee, Ms. Rosenberg.

And as I stated in my opening statement, your full statements
will be made a part of the record. Please feel free to synthesize.
Thank you.

Dr. Katzman, we will begin with you while I clean up here.

STATEMENT OF KENNETH KATZMAN, PH.D., SPECIALIST IN
MIDDLE EASTERN AFFAIRS, CONGRESSIONAL RESEARCH
SERVICE

Mr. KATZMAN. Thank you, Madam Chairwoman. And thank you,
Mr. Deutch, for inviting CRS to testify today. I will summarize my
statement. I ask that my full statement, which was cleared by the
CRS review process, be included in the record.

First, I will talk a little about what are Iran’s objectives in its
ballistic missile program. We think it is multifaceted: Iran’s long-
standing national identity, Iran’s ideology, a response to perceived
threats, and domestic political dynamics in Iran.

In terms of national prestige and pride, developing a large so-
phisticated missile arsenal enhances Iran’s prestige and inter-
national reputation.

Ideologically, the transfer by the Quds Force, as was mentioned,
the IRGC Quds Force, of shorter-range missiles and rockets to
forces in the region, such as Hezbollah, Hamas, the Houthis in
Yemen, appears to be aimed at boosting movements that share
Iran’s ideology, which is ultimately to overturn a power structure
in the region that Iran’s leaders feel was established by and serves
the United States, Israel, and Saudi Arabia.

Strategically, Iran’s missile program can be interpreted as an
equalizer to address Iran’s conventional military weaknesses rel-
ative to the United States or any other regional power. Iran’s sup-
ply of short-range missiles to Hezbollah, for example, gives Iran
and Hezbollah the option to attack Israel. Iran’s shipments to the
Houthis in Yemen, which they have used on several occasions, posi-
tion Iran to project power not only in the Gulf, where it tradition-
ally projects power, but also now on the southern coast of the Ara-
bian Peninsula.

In terms of Iranian politics, Iran’s President Hassan Rouhani
might perceive that because he was the architect on the Iranian
side of the JCPOA, he might be vulnerable to hardline elements
who might ask him, “Well, you have given up Iran’s nuclear deter-
rent potential, how do you plan to defend the country?” And mis-
siles could be seen as his answer to that challenge.
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On the IRGC, the ballistic missile program, as was noted, is run
by the IRGC Air Force. The IRGC Air Force originally was de-
signed to become an air force, but Iran quickly learned that it was
too expensive and too time consuming to develop another air force
alongside the regular air force, so they assigned the IRGC Air
Force to handle Iran’s ballistic missile program.

The Quds Force, as was noted, is a key instrument in Iran’s at-
tempts to reshape regional politics to its advantage through these
weapons transfers of cruise short-range missiles.

The IRGC also, because its charter is to defend the revolution,
it interprets its mission as justifying its involvement in Iranian pol-
itics, which is really unique to militaries around the world. It is
one of the only—I haven’t studied all of the militaries in the
world—Dbut it is one of the only militaries that says its mission is
to involve itself in politics.

The IRGC Navy is amply supplied with cruise and coastal de-
fense missiles, mostly purchased from outside suppliers. The IRGC
Navy and the regular navy, again two navies, IRGC Navy and a
regular navy, use these missiles to try to control Iran’s territorial
waters.

Sanctions and others options. The JCPOA imposes no restrictions
on Iran’s missile program. U.N. Security Council Resolution 2231
calls upon Iran to refrain for a maximum of 8 years from devel-
oping ballistic missiles designed to be capable of delivering nuclear
weapons. And that is 8 years from October 2015, so we are now
really 6% years until that restriction expires.

There are a number of options available to the Trump adminis-
tration to counter Iran’s ballistic missile program. One option is ad-
ditional sanctions. At their height in 2012-2013, sanctions had sig-
nificant effect on Iran’s economy and clearly contributed to its ac-
ceptance of the JCPOA. Yet, Iran continued to expand its nuclear
and missile programs.

One problem is the JCPOA essentially walls off Iran’s main eco-
nomic sectors from new sanctions, because there is language that
Iran would consider it a breach if sanctions are reimposed, the ones
that were lifted are reimposed, which makes it difficult, we think,
to impose new proliferation-related sanctions, which would not
touch the main economic sectors. If you don’t touch Iran’s main eco-
nomic sectors, it might be hard to be effective in changing Iran’s
calculations.

Another option would be to designate the IRGC as a foreign ter-
rorist organization. It is difficult, however, to see how much addi-
tional actual pressure this would add on the IRGC that is not al-
ready imposed under existing sanctions, which are extensive on the
IRGC.

Other options could be enhancing U.S. and regional missile de-
fense. And as far as military options, President Trump has said
that all options are on the table, but he has not specified criteria
or circumstances that could trigger potential U.S. military action
on Iran.

I look forward to your questions. Thank you.

[The prepared statement of Mr. Katzman follows:]
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1 thank the chairpersons and ranking Members of the subcommittee for inviting CRS to provide testimony
for today’s hearing. I will summarize my statement and ask that my full statement be included in the
record.

T have been asked to testify today on the objectives of Iran’s missile programs and systems, and related
Revolutionary Guard and sanctions issucs. 1 will confine my testimony to thosc issucs, and not address
the highly technical issucs of Iran’s missile systems and rclated U.S. and other countermeasurcs that
might determine whether Tran’s missile programs are capable of achieving Tran’s objectives.

U.S. Policy Context for Considering Iran’s Missile Program

The first few months of the Trump Administration provide a lens through which to asscss the objectives
of Tran’s missile program. The new Administration has reverted to the U.S. characterization of Tran that
has prevailed for most of the time since the 1979 revolution — Iran as an adversary that is incligible to
become a partner in resolving regional conflicts. Trump Administration officials do not articulate a futurc
relationship with Tran in which U.S.-Tran animosity and hostility is put aside in favor of a constructive
relationship. On February 1, the Trump Administration announced that it was “officially putting Iran on
notice” for recent actions that “threaten U.S. fiiends and allies in the region,” including the January 29
test of a ballistic missile and “weapons transfers [to groups such as the Houthi rebels in Yemen], support
for torrorism, and other violations of intcrnational norms.”'

Another significant considcration for cvaluating Iran’s missile program is the July 2015 multilateral
nuclear agreement with Iran, the Joint Comprehensive Plan of Action (JCPOA), does not restrict Tran’s
ballistic missile programs. UN. Security Council Resolution 2231,7 which endorses the JCPOA and
supersedces all previous Lran resolutions, prohibits Lran from exporting weaponry and “call|s| upon™ - but
doces not require - Iran “not to undertake any activity related to ballistic missiles designed to be capable of
delivering nuclear weapons, including launches....” Yet, Tran has conducted several ballistic missile tests
since JCPOA “Implementation Day™ on January 16, 2016—the day Resolution 2231 formally took cffoet.

Objectives of Iran’s Missile Programs

U S. officials assert that Iran has a growing and increasingly sophisticated arsenal of missiles of varied
ranges and types. These missiles appear to posc a potential threat to U.S. allics in the region, including
Israel, as well as to U.S. ships, armed forces, and allies in the Persian Gulf. To varying degrees, Iran is at
odds with the six Gulf states that are run by Sunni Arab-led monarchies who are allied in the Gulf
Cooperation Council (GCC)”

Iran’s decision to develop missilcs of cver larger numbcr and sophistication is the product of many, and
sometimes competing, factors: Iran’s long-standing Iranian national interests; the ideology of Tran’s
Islamic revolution; as a response to Iranian leaders” perceived threats to the regime and to the country;
and intcraction among the Iranian regime’s domgstic political dvnamics.

! The text of then-National Security Adviser Michael Flynn’s statement on Iran can be found at:
https://www.whitehouse. gov/the-press-office/2017/02/01/statement-national-security-advisor

2'Ihe text of the Tesolution can be found at: hitp:/Avww. un.org/en/gafscarchiview_doc.asp?symbol=S/RES/2231%282015%29

% The GCC consist of: Saudi Arabia, Kuwail, United Arab Emirates, Qatar, Bahrain, and Oman.
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Long-standing National Identity

Tranian leaders assert that Tran’s long Persian Gulf coastline entitles the country to a major say in Gulf
security arrangements. Iran’s leaders argue that Iran has an ancient, historical civilization, often
contrasting its past with that of the smaller Gulf states, most of which regained independence only in the
1960s or 1970s. Iran’s asscrtions of a right to a significant “'scat at the table” in the Gulf are similar, in
many respects, to those made by the Shah of Tran, who was toppled by the 1979 revolution. The Shah was
aclose U.S. ally and his attempts to dominate the Persian Gulf region were largely supported by, or at the
very least not vigorously opposcd by, the United States. In large part because of the nearly 40 vears of
U.S -Iran animosity, even policies of the current regime that are sumilar to those of the Shah are key
factors in U.S. criticism of Tranian policy.

Tran’s development of an advanced missile arsenal grew out of a plan to respond to Traqi missile attacks
on Lranian citics during the 1980-88 Iran-Iraq War, and now supports Iran’s asscrtions of gcographic and
historical primacy in the region. Developing a sophisticated missile arsenal might enhance Iran’s
international prestige and contributes to the regime’s efforts to restore a sense of “greatness” reminiscent
of past Persian empires or ruling dynasties. Lran might also see its missile program as enhancing its
reputation as a growing advanced industrial power. In particular, Iran’s space launch and satellite
programs might be intended to serve the above objectives.

Ideology

Tranian leaders routinely assert that the existing power structure in the Middle East has been established
by - and favors - the United Statcs, Isracl, and Saudi Arabia. Iranian Icadcrs asscrt that thesc powers and
their allics, in an cffort to remain dominant in the rogion, marginalize Shiite Muslims and Islamist
movements that might seek to challenge incumbent regimes or U.S. influence in the region. Furthermore,
Saudi Arabia, in particular, through such actions as intervening militarily in Yemen against the Houthis
and supporting Sunni rebels in Yemen, is instigating sectarian tonsions and trying to significantly curtail
Iran’s regional influence.

The reported transfer by Tran of shorter-range missiles and rockets to forces in the region such as
Hezbollah, Hamas, and the Houthis in Yomen appcears to be aimed at cnhancing Iran’s ability to protect
allics that sharc and can help Iran implement its regional policics. In virtually all cascs, factions to which
Iran provides rockets and short-range missiles oppose Israel, Saudi Arabia and the other Gulf states, and
the United States.

Tranian leaders also assert a sense of “victimhood,” which serves as a further possible explanation for
Iran’s cxtensive missile development cfforts. Somc analysts consider Iran’s missile program as “Iran’s
answer to the legacy of Saddam Hussein’s missiles raining down on Iranian cities during a brutal eight
year war with Traq (Fran — Traq War).”Iranian leaders also repeatedly cite that their country was a victim
of the usc of chemical weapons use by Iraq during that war,

Response to Perceived Threats

Iran’s ballistic missilc programs can be interpreted primarily as a strategic deterrent—an attempt to wicld
countervailing power should the United States or any other country invade Iran or try to mtimidate it or to
change its regime. Tranian missile attacks against U.S. bases, while not likely to be militarily decisive,
could disrupt or complicate (but not halt) base operations. Tran’s Supreme Leader, Grand Ayatollah Ali
Khamenc’i, cxpressed Iran’s motivation for developing ballistic missilcs as follows:

4 Bharath Gopalaswamy and Amir 1landjani. “Get Real on Iran’s Missile Program.” War on the Rocks, March 15, 2017.
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10 the Tslamic establishment sccks technology and negotiations but docs not have defensive powecr,
it will have to back down in the face of any petty country that appears as a threat.”

Further. following a ballistic missile test in 2016, the head of Iran’s missilc programs stated that the test
was intcnded “to show Iran’s deterrent power and also the Islamic Republic’s ability to confront any
threat against the [Tslamic] Revolution, the state and the sovereignty of the country.”

Iranian leaders appear to see ballistic missiles as an “equalizer™—a means of addressing Iran’s
conventional military weaknesses against the United States. And because U.N. Sceurity Council
Resolution 2231 — which I will discuss further below - continued a virtual ban, for up to five vears, on
importation by Iran of conventional arms, Tran has few means to maintain its military capability against
neighbors that spend far more on defense than does Iran and which are supplied with modern, advanced
weapons systems by the United States and other major weapons supplicrs.”

Iran’s short-range missile systems and acquisitions also appear intended, at least in part, for battlefield
and tactical military purposes, including supporting Iran’s efforts to control—or deny adversaries access
to—the waterwavs around Iran. Successive National Defense Authorization Acts (NDAAs) have required
an annual report on Iran’s military power. The unclassificd summary of the latest available report, dated
January 2016, states that “Tran continues to develop capabilities to defend its homeland and to control
avenues of approach, to include the Strait of Hormuz, in the event of a military conflict.™

Iran also equips Hezbollah with short-range missilcs to provide additional options to respond to any
attack on Iran’s nuclear facilities or other assets. As part of any Iranian response, Hezbollah, either
directed by Tehran or independently, could inflict significant casualties on Israel. Iran’s missile-wielding
regional partners are also positioned to help Tehran internationalize any U.S. - Iran, Saudi — Iran, or other
bilateral conflict with Iran.

Iran’s apparent transfers of anti-ship missiles to the Houthis in Yemen - which the Houthis have used on
several occasions against U.S. and Gulf state ships — could position Iran to try to project power into the
key maritime chokepoint on the southern coast of the Arabian Peninsula. U.S. officials have stated that
Iran supplics arms to the Houthis but there is debate about the degree of influcnce Tehran has on Houthi
operations.” The Houthi missile deployments in Yemen cannot, therefore, necessarily be interpreted as
power projected by Tehran.

Domestic Political Dynamics

Tran’s domestic politics might also be a factor in Tran’s decisions about its missile program. Tran’s
President Hassan Rouhani, who faces a re-clection vote in May, is extensively identitied with the JCPOA,
in which Tran pledged to never seek to develop a nuclear weapon in exchange for sanctions relief.
Rouhani might perceive that he could be politically vulnerable to hardline elements who charge that after
foregoing lran’s potential to develop a nuclear deterrent, the country should at least have an alternative
deterrent strategy. The hardline camp includes not only the Supreme Leader but also the Islamic
Revolutionary Guard Corps (IRGC, discussed further below). Rouhani might see the development of a
sophisticated and large missile arsenal as satisfying that political requirement. Supporting continued

* “Gupreme 1.eader: Tran Should Strengthen Capabilities for Defense.” Fars News Agency, March 30, 3016.

° Reuters, March 9, 2016. http:/Avww.reuters.com/article/us-iran-missiles-id USKCNOWAQTTY

7 #(3et Real on [ran’s Missile Program.” op.cit.

# Department of Defense. Unclassitied Executive Summary. “*Annual Report on Military Power of Iran.” January 2016. The
FY2016 NDAA (P.1.. 114-92) extended the annual DO reporting requirement until the end of 2025.

¥ Marieke Transfeld. “Iran’s Small Hand in Yemen.” Carnegie Endowment, February 14, 2017.
http://carnegieendowment.org/sada/6 7988
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missilc development might also help Rouhani parry recent criticism from hardliners that the JCPOA has
produccd cconomic benefits that arc far morc modest than what was anticipated.

The Revolutionary Guard and Iran’s Missile Programs

An asscssment of Iran’s objcetives in developing ballistic missile technology is linked to how the ballistic
missile program is run and how that program relates to Tran’s political hierarchy. Tran’s ballistic missile
program is Tun by a sub- unit of the politically powerful TRGC."""" The IRGC is the force that was formed
from armed clements that overthrew the Shah’s government in 1979. It plays a key role in virtually all of
the regime’s foreign policy and in maintaining internal security. The IRGC’s role, direct and indirect, in
Tran’s economy has grown significantly over the past twenty years as former IRGC officers have used
their connections to regime Icaders to win contracts and cxpand corporate entitics in many diffcrent
industries. The IRGC not only runs Tran’s missile development program, but also transfers short-range
ballistic missiles to Tran’s regional allies and proxies.

Organizationally, the IRGC is part of a broader Tranian armed forces structure that assigns functions to
different forecs as appropriate to their roles. The IRGC’s formal mission, assigned to the foree when it
was established in 1979, is to defend the revolution—a role its commanders interpret as defending the
regime from any threat, external or intemal. As part of that overall charter, the TRGC also has a national
defensc role alongside the regular military (Arfesh), the national army that cxisted undcr the former Shah.
Both the IRGC and the regular military report to a joint headquarters headed since June 2016 by IRGC
Major General Mohammad Hossein Bagheri. The fact that the joint headquarters is headed by an IRGC
senior officer demonstrates the paramount role the regime assigns to the IRGC in comparison to the
regular military. Since its establishment, the IRGC has established subunits, including ground forces, a
navy, and an air force, that generally parallel similar services of the regular military. Public sources
indicate that the IRGC has approximately 125,000 personnel, but that figure does not include the Basij
militia that it controls.

IRGC Internal Security and Political Role

The IRGC has broader functions than national defensc. The IRGC controls the Basij (Mobilization of the
Oppressed and Disabled) volunteer militia that has been the main instrument for repressing domestic
dissent. When fully mobilized—and it tends to fully mobilize on an as-needed basis—the Basij might
ficld scveral hundred thousand personncl. The regular military, deploved mainly at bascs outside major
cities, does not have a mandate to undertake political action such as suppressing unrest and public
demonstrations, and its leadership has repeatedly stated that it would not engage in internal security
activities even if directed to do so by the regime.

IRGC scnior lcadcers asscrt that the IRGC’s mission of defending the revolution justifics cxpressing its
views on national decisions and national politics. The IRGC, largely through the Basij militia, was widely
reported to have orchestrated support for former President Mahmoud Ahmadinejad in the 2005 and 2009
clections, the latter of which sparked more than a vear of major protests against regime fraud in that
election. The IRGC, acting through its command of the Basij, plaved the leading role in suppressing the
demonstrations and containing and ultimately crushing the uprising. Apparently concerned that the IRGC

1% For an extensive discussion of the TRGC and its missions, see Katzman, Kenneth, “The Warriors of Tslam: Tran’s Revolutionary
Guard,” Westview Press, 1993,

" Ihe [RGC is known in Persian language as the Sepah-e-Pasdaran Linghelab Islami).
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and Basij might again interfere on behalf of hardline opponents in the May 19, 2017 presidential clection,
President Rouhani stated:

We all have to be careful that government resources are not used in favor of one individual or
party. This is a sin. By government, I mean the executive, the judiciary, the armed [orces. 1 mean
all the organizations that use public funds. No one has a right to use a public platform, public
media, newspaper or website that uses public funds in the election.

In mid-March 2017, the Commander-in Chief of the IRGC, TRGC Major General Mohammad Ali Jafari,
appeared to join other hardline criticism of President Rouhani, saying that “manv officials... governing the
country now... have a Western, liberal, and un-revolutionary viewpoint." This statement raises concerns
that the TRGC might, as it did in the 2005 and 2009 elections, intervene on behalf of hardline challengers
in the upcoming clection, despitc Rouhani’s warning.

The IRGC Foreign Policy Role: the Qods Force

The IRGC also has a foreign policy role that the regular military does not. The IRGC has a unit, the
IRGC-Qods Force (IRGC-QF, Qods mecans Jerusalem), whosc task is to provide matcrial support to pro-
Iranian movements and governments in the region. In performing that mission, the IRGC-QF is a key
Tranian government instrument in its attempts to reshape regional politics to Iran’s advantage. The IRGC-
QF, which has an cstimated 20,000 personnel serving in various locations in the region as well as further
afield, is headed by IRGC Major General Qasem Soleimani, who reports directly to Khamene’i.'* TRGC
leaders have on numerous occasions publicly acknowledged these activities; on August 20, 2016, an
IRGC-QF commandecr in Syria told an Iranian ncwspaper that Iran had formed a “Liberation Army”
consisting of local, mostly Shiitc, fighters that support Iran’s intcrcsts in various Arab countrics.'” Much
of the weaponry Tran supplies to its allies include specialized anti-tank systems, artillery rockets, mortars,
and short-range missiles.'® Close tics between the IRGC-QF and some Shiitc militia forecs in Irag
complicates U.S. policy dceisions in that country.

Until recently, we had not seen reports of the regular military operating outside Iran’s borders. However,
apparently as part of Tran’s push to help Syrian President Bashar Al Asad recapture rebel-held parts of
Aleppo, some regular ground torecs (Islamic Republic of Iran Ground Forces, IRIGF) were deployed to
Syria. The IRGC-QF most likely asscssed that the IRIGF cxpertise in conventional warfarc would be
useful in helping Syrian army forces.

The IRGC Air Force’s Role in Iran’s Missile Program

As part of its efforts to develop services at least equal in capability to those of the regular militarv, the
IRGC established its Air Force in the late 1980s. However, establishing a new air force is capital
intensive, including acquisition of aircraft, training of pilots, and development of maintenance facilitics.
Several years after establishing the IRGC Air Force, the IRGC and Iran’s civilian leadership largely

'2 “Iran’s Rouhani Warns Military Not to Intervene in Elections.” Al Monitor. February 27, 2017. http://www.al-
monitor.com/pulse/originals/2017/02/iran-rouhani-criticism-electoral-interference-conservatives. html

13 Comments by Jafari in Fars News, translated by American Enterprise Institute “Critical Threats Project”™ Published by AEI on
March 17, 2017. http:/Avww. farsnews.com/13951225000340

" Dexter Filkins. “Ihe Shadow Commander,” 7he New Yorker, Scptember 30, 2013, http:/www.newyorker. com/reporting/2013/
09/30/130930fa_fact_filking?printable=truc&currentPage=all.

1* Al Tazeera. Angust 20, 2016.

18 Farzin Nadimi. “How Iran’s Revived Weapons Exports Could Boost its Proxies.” Washington Institute for Near East Policy,
Aungust 17, 2015,
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discontinucd the IRGC Air Foree's cfforts to build out a scparatc conventional air capability, and instcad
assigned the foree to run Iran’s missile programs.

The commander of the IRGC Air Force, an officer who often comments on Iran’s missile tests and
development programs, is IRGC Brigadier General Amir Ali Hajizadeh. He is widely considered a
hardlincr who opposcs ncgotiations with the United States on regional issucs and who argucs against
limiting Iran’s missilc development in responsc to U.S. threats or sanctions.'” According to the
Department of the Treasury, the TRGC Air Force entity that has operational control over Tran’s missile
program is the Al Ghadir Missilc Command.'® The missile command was first designated, and subjceted
to sanctions, as a “prolifcration supporting cntity” by the Treasury Department in 2010, under Exccutive
Order 13382. (The TIRGC itself was designated under that Order in 2007.) Also identified under that
Order, is the Shahid Hemmat Industrial Group (SHIG), a key contractor to Iran’s missile program.
Numerous entitics affiliated with or performing work for SHIG have been designated under the Order.

On November 12, 2011, the senior IRGC Air Force commandcr of a ballistic missilc basc outside Tehran
was killed by a large explosion that destroyed the entire base. Iranian leaders blamed mishandling of
missilc fucl for the cxplosion, denying reports of internal subterfuge. The explosion temporarily sct back
Iran’s missilc development program.

The IRGC Navy’s Role in the Missile Program

The IRGC Navy, headed since 2010 by IRGC Rear Admiral Ali Fadavi, has emerged as onc of the
IRGC’s most potent units. It has been amply supplied with cruise and coastal defense missiles, some
developed by Tran but most purchased from outside suppliers. According to the U.S. Office of Naval
Intelligence, both the IRGC Navy and the Islamic Republic of Iran Navy (IRIN, regular navy) are ficlding
a growing arscnal of cruisc and short range ballistic missiles in order to “control Iran’s maritime
environment,”*

One missile in the arsenal is the China-supplied C-802 sea-skimming cruise missile, which has also
reportedly been transferred to Iran’s regional allics. Iran bought large numbers of these missiles in the
early 1990s to outfit patrol boats it bought from China as well as other small boats operated by the IRGC
Navy. The IRGC-QF reportedly re-transferred some of these missiles to Hezbollah, which used the
weapon against an Israeli ship in the 2006 Israel-Hezbollah war, causing severe damage to the vessel.*
The Houthi rebels i Yemen might also be a recipient of C-802 re-transfers; the Houthis reportedly usced
the weapon in attacks on a UAE and a U.S. ship in the Red Sea in late 2016. The attacks damaged the
UAE ship but, apparently because of U.S. countermeasures, did not damage the U.S. ship. ™'

The IRGC Navy appears to be a pivotal component of Tchran’s strategy to assert its power i the Persian
Gulf and fully intends to defend what it considers its territorial waters. Over the past fow years, and as
recently as early March 2017, the IRGC Navy has conducted so-called “high speed intercepts” of U.S.
naval vessels in the Gulf. In some cases, the United States has responded by firing “warning shots™ that
causcd the Iranian vesscls to break off the encounter. No actual hostilitics have resulted from these

' Translations of Hajizadeh comments quoted in American Enterprise Institute “Iran Tracker.” March 10, 2017.
1S hitps: /fwww. treasury. gov/press-center/press-releases/Pages/jl0395 aspx

" Office of Naval Intelligence. “Iranian Naval Forees: A Tale of Twe Navies ” Released March 1,2017

htp/Awww.oninavy. mil/Porlals/12/Inlel%20agencies/iran/[ran%2002221 78 pd[?ver=2017-02-28-082613-220

20 “Arming of Hezbollah Reveals U.S. and Israeli Blind Spots.” New York Times, July 19, 2006.
http/faww.nytimes.com/2006/07/19/world/middleeast/1 9missile.html

2! Sam Legrone. “U.8.S. Mason Fired 3 Missiles to Defend From Yemen Cruise Missile Attack. TISNI (U.S. Naval Institute)
News, Cetober 11, 2016. https:/news.usni.org/2016/10/11/uss-mason-fired-3-missiles-to-defend-from-vemen-cruise-missiles-
attack
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incidents, although in January 2016, the IRGC Navy took into custody and held for one day ten U.S.
Navy personncl that strayed off course into what Iran called its territorial waters. U S. officials have
called the high speed intercepts “unprofessional” and “unsafe.”* U.S. officials have also said that Iran
claims as its territorial watcrs arcas that the United States regards as international watcrs under
international maritime law.

U.S. Responses, Options, and Sanctions Issues

The options availablc to the Administration to counter Iran’s missilc program and the regional activitics
carried out by the IRGC-QF are, to some extent, constrained by the JCPOA and the relaxation of U.N.
restrictions on Iran’s missile program that accompanied the JCPOA. The JCPOA itself contains no
specific requirements or restrictions on Iran with respeet to ballistic or any other missile programs, U.N.
Security Council Resolution 2231, which took effect on Implementation Day and supersedes all previous
Tran-related resolutions, “calls upon™ (but does not require) Iran to refrain from developing or testing
ballistic missiles “designed to be capable of delivering nuclear weapons™ until the earlier of: October
2023, or when the International Atomic Energy Agency (IAEA) reaches a “Broader Conclusion” that
Iran’s nuclear activities can only be used for purely peaceful purposes.

The essentially voluntary nature of Resolution 2231 contrasts with language in Resolution 1929 of June
2010, which Resolution 2231 supcerseded. Resolution 1929 provided for a mandatory ban on Iran’s
development of ballistic missiles. stating that the UN. Security Council:

Decides that Iran shall not undertake any activity related to ballistic missiles capable of delivering
nuclear weapons, including launches using ballistic missile technology (cmphasis added)...

Neither Resolution 2231 nor the JCPOA contains any specific limitations or commitments with respect to
the TRGC’s regional actions and operations; however, Resolution 2231 continued provisions, placed on
Iran in previous Resolutions (1737 and 1747), barring Iran from cxporting arms or importing
conventional weapons systems.

Resolution 223 1 requircs that, for five vears from Adoption Day (until October 2020). or until a Broader
Conclusion is reached, any Tranian importation or exportation of arms requires Security Council approval.
Nevertheless, because the United States has a veto on the UN. Security Council, such arms transactions
by Iran arc cssentially prohibited, because U.S. officials have stated consistent opposition to new
purchases of arms by Tran. And yet, the expiration of the restriction means that, three and half years from
now, Iran will be able to import or export arms without violating any Iran-rclated U.N. requirement.

Iran Placed “On Notice”

On February 1, 2017, subsequent to Iran’s January 29, 2017 test of a ballistic missile—the first ballistic
missile test Iran conducted since the new Administration took office—the Trump Administration
announced that it was “officially putting Iran on notice™ for recent actions that “threaten U.S. friends and
allies in the region,” including the missile test and “weapons transfers [to groups such as Houthi rebels in
Yemen |, support for terrorism, and other violations of intcrnational norms.”* Administration officials said
the Administration was undertaking a “deliberative process™ to formulate responscs to such Iranian
actions.”* Trump Administration officials stated that the U.S. response to Tran’s missile test and its

2 ABC News, September 6, 2016. http://abenews. go comv/Intcrational/iranian-boats-harass-navy-ship-gulf/story?id=418963528
3 The text of then-National Security Adviser Michael Flynn's statement on Iran can be found at:

https://www.whitehouse. gov/the-press-oftice/2017/02/0 1 /statement-national-security-advisor

4 “White House in ‘Deliberative Process’ to Form Response to Iran Missile Test.” Washington Examiner, February 1, 2017.
http:/Avww washingtonexaminer.com/white-house-in-deliberative-process-to-form-response-to-iran-missile-test/article/26 1 3634
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regional “malign activitics™ would be scparate from and not in conflict with U.S. commitments in the
JCPOA.

The Administration characterized the Iranian missile test in terms similar to those used by the Obama
Administration in 2016 (after Resolution 2231 took effect) as being “in defiance of” Resolution 2231 and
as “destabilizing and provocative,” but not a “violation™ of Resolution 2231. The post-Implementation
Day tests might not be considered a violation because of Resolution 22317°s characterization of the
restriction on Tranian missile development as voluntary. For their part, Tranian leaders have argued that
their recent missile tests arc consistent with Resolution 2231 becausc Iran, in the JCPOA, commits to not
devcloping a nuclear weapon. Therefore, according to the Iranian argument, Iran would not have intent to
design a missile to carry a nuclear payload.

In terms of an international response, the Trump Administration followed a process at the United Nations
similar to that used by the Obama Administration following Iran’s March 2016 missile tests. The Trump
Administration called for a UN. Sceurity Council mecting to determine whether the tests violated
Resolution 2231 and the Council, as it did in 2016, referred the issue to its sanctions committee.

Sanctions Implementation and Options

U.N. resolutions and U.S. and international sanctions have had little observable effect on Tran’s missile
program or its regional interventions. U.S. secondary sanctions and multilateral sanctions imposed on Iran
during 2010-2013 had a significant ettect on Iran’s economy and, by most accounts, contributed
significantly to Iran’s decision to negotiate the JCPOA. However, even during this period, Iran
significantly expanded and enhanced its nuclear program’s capabilities. Similarly, Tran was able to
devclop its ballistic missilc programs, although the sanctions—coupled with multilateral calculations
about the risks of helping Iran’s strategic programs—may have causcd some countrics to refrain from
selling Tran missile systems and conventional weapons. Iranian leaders assert that Tran’s missile and space
launches will continuc no mattcr how the United States, United Nations, or any other nations respond.

The JCPOA did not commit the United States to litt or suspend sanctions against Iranian proliferation
activities, and several U.S. laws and Executive Orders authorize U.S. sanctions against foreign entities
that support Tran’s missile program, and other strategic weapons programs. However, the JCPOA states:

Iran has stated that it will treat such a re-introduction or re-imposition of the sanctions specified in
Amnex I (those sanctions the U.S. has lifted or waived), or such an imposition of new nuclear-
related sanctions, as grounds to ceasc performing its commitments under this JCPOA in wholc or
in part.

The interpretation of the JCPOA statement among experts and U.S. and other officials is that [ran’s core
economic sectors—including energy, banking, shipping, shipping msurance, manufacturing, auto
production, and others—are essentially “walled off” from new or re-imposed U.S. secondary sanctions. It
can be argued that this restriction limits the U.S. ability to impose any new sanctions on Iran that would
have significant effect in compelling Iran to agree to limits to its missile program, regional activities, or
other behaviors. Sanctions that have been effective on Iran, to date, have generally targeted those key
sectors by forcing third country firms to choose between doing business in Iran and doing business in the
U.S. market.

Al Jazeera News Network. January 31, 2017, http://www.aljazeera.com/news/2017/01 Airan-missile-tests-violation-nuclear-
deal-170131103418904. html
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Executive Orders 13382 and 13224

One tool that recent Administrations, including the Trump Administration, have utilized to counter Iran’s
nuissile program has been to impose sanctions in accordance with Executive Order 13382, Under that
order, entities or individuals designated by the Administration as “profiferation-supporting” are subject to
sanctions, including impoundment of any U.S.-bascd asscts. U.S. persons arc prohibited from conducting
any transactions with designated entities. Furthermore, under the Comprehensive Iran Sanctions,
Accountability, and Divestment Act of 2010 (CISADA, PL. 111-195), any foreign bank that conducts
transactions with designated cntitics is subject to being barred from operating in the United Statcs. The
Order 1s not specific to Iran, and hundreds of entities having nothing to do with Iran-related proliferation
are designated under the Order. Nevertheless, the effect of these Orders has been unclear, largely because
in virtually all cases the entities sanctioned have not had any U.S.-based assets or depended on or entered
into transactions with U.S. firms.

The Trump Administration used the Order within days of Iran’s January 29 missile test. On February 3,
2017, the Treasury Department designated 17 individuals and entities based in Iran, China, and the
Persian Gulf for sanctions under Executive Order 13382, On March 21, 2017, eleven entities were
sanctioned under the Iran, North Korea, and Syria Nonproliferation Act, which I discuss further below. A
few of them were those sanctioned on February 3 under Executive Order 13382,

Executive Order is 13324, issued a day after the September 11, 2001 terronist attacks on the United States,
imposcs the same sanctions as docs 13382, but on catitics or individuals determined to be supporting acts
of international terrorism. Executive Order 13224 is also not specific to Iran, and a great many entities
designated under that Order are related to Al Qaeda, the Islamic State, and other organizations that Iran
does not support. On February 3, under Executive Order 13224, the Treasury Department designated as
terrorism-supporting entities eight individuals and companies linked to the IRGC-QF. The Treasury
Department action cited the entities as providers of funds and other support to Lebanese Hezbollah and as
procurers of aviation spare parts for the IRGC-QF.

Sanctions on the IRGC

A broad range of sanctions arc in place in an cffort to limit the IRGC’s military capabilitics as wcll as the
IRGC-QF’s rcgional “malign activitics.” The JCPOA docs not require the United Statcs to cease applying
any sanctions on the IRGC, its affiliates, or on entities determined to be conducting transactions with the

IRGC or its affiliates.

The TRGC is designated as a proliferation-supporting entity under Executive Order 13382, as an entity
that has abusecd the human rights of Iranian citizens under Exceutive Order 13533 (samce penaltics as for
13382). The IRGC’s cyber unit has been designated as contributing to the repression of the Iranian people
through cyber activities under Executive Order 13606 (same penalties as under the other two Orders).
The IRGC-QF is designated as a terrorism-supporting catity under Exceutive Order 13224 as an cntity
that has supported Tranian proliferation under the Tran, North Korea, and Syria Nonproliferation Act (see
below); and as an entity that has contributed to the repression of the Syrian people under Executive Order
13572 (same penalties as the Orders above). Numerous corporate affiliates and entities assisting the IRGC
and IRGC-QF are also designated under these Orders, including technology and weapons suppliers,
financial institutions that generate funds or help the IRGC and IRGC-QF move money, air transportation
services, trading houses, and many other types of entities. Nevertheless, as was mentioned above,
virtually nonc of these entitics has been found to have U.S.-bascd asscts or appreciable U.S.-based
business transactions.

U.S. secondary sanctions still apply as well. Under CISADA, which was not required to be waived by the
JCPOA, foreign banks that deal with such sanctioned [ranian entities are subject to being barred trom the
U.S. financial industry. However, in all likelihood, foreign banks that deal with the IRGC or its affiliates
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neither have nor scek any presence in the United States, meaning that the applicable provision of the
CISADA law would likely have little cffect. Similarly, the Iran Threat Reduction and Syria Human Rights
Act of 2012 (ITRSHA, P.L. 112-158) authonzes the application of sanctions enumerated in the Tran
Sanctions Act (P.L.. 104-172, as amcndcd) to centitics or persons that transact business with the IRGC or its
affiliates. ITRSHA also authorizes certain sanctions (a ban on U.S. assistance or credits, on U.S. defense-
related exports, or exports of controlled technology) to foreign countries determined to have provided
financial or tcchnical support, or goods and scrvices, to members and affiliates of the IRGC.

Foreign Terrorist Organization Designations and the IRGC.*® The “Anti-Terrorism and Effective Death
Pcnalty Act of 1996 (P.L. 104-132) authorizes sanctions on organizations that the Statc Department
determines:

e engages in, or has engaged in, terrorist activity as designated by the Secretary of State,
after consultation with the Sceretary of the Treasury, and

o the organization’s terrorism activities threaten the security of United States citizens,
national sceurity, forcign policy, or the cconomy of the United States.

Organizations determined to meet those criteria are to be designated as Foreign Terrorist Organizations
(FTOs). The sanctions/penalties imposed on an FTO include denial of admission to the United States for
its members, a ban on transactions with that organization or its members, and potential prosecution of a
U.S -bascd person that provides “material support”™ to the FTO.

Press reports indicatc that the Trump Administration is considering designating the IRGC as an FTO.”
Currently, 61 groups are designated by the State Department as FTOs. None of the designated
organizations designated is a dulv-constituted armed force of any government, whereas the IRGC is such
an official armed force. The government of Iran has been designated as a state sponsor of international
terrorism since January 1984, and sanctions imposed on Iran because of that designation apply to
components of the Iranian government, including the IRGC.

Designating the IRGC as an FTO could arguably provoke an Iranian diplomatic backlash, with the
potential for a violent responsc against the United States or its personnel in the region or clsewhere, by
the IRGC or any group or government to which the IRGC-QF is providing material support. Alternately,
Iran’s protests of the designation could be limited to diplomatic and rhetorical means. Designating the
IRGC as an FTO would not necessarily add much, it any, material pressure on the IRGC that is not
already imposed by existing sanctions.

The Iran, North Korea, and Syria Nonproliferation Act (INKSNA) and the Iran-Irag
Arms Non-Proliferation Act

One Iran-related anti-proliferation law that remains in force—and that has been used to try to hinder
Iran’s devclopment of ballistic missiles—is the Iran, North Korca, and Syria Nonproliferation Act
(INKSNA), as amended (P.L. 106-178; 50 U.S.C. 1701 note). This law authorizes, but does not require,
the President to impose sanctions on foreign entities or persons that the executive branch has determined,
in a mandated report to Congress, has transferred to any of the three countries cquipment or matcrial that
is restricted for sale by various nonproliferation conventions (Nuclear Supplicrs Group, Missile
Technology Control Reginie, and others). The sanctions remain in effect “for such time as [the president]

6 See also: CRS In Focus IF10613, Foreign Terrorist Organization (FT0), by John W. Rollins,

¥ “Defense, Intelligence Officials Caution White ITouse on Terrorist Designation for Iran's Revolutionary Guard.” Washington
Post, February 8, 2017. https:/Awww. washingtonpost.com/world/national-security/defense-intel ligence-officials-caution-white-
house-on-terrorist-designation-for-irans-revolutionary-guards/2017/02/08/22 Bateda-ee2 8-1 1e6-b4ff-
ac2ef50%efes_storv.html?utm_term=.cblc2a7617ac
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may determine”—a period that has been determined by successive administrations to be two vears, in
gcencral conformity with other statutes related to non-prolifcration.

The JCPOA does not require any specific sections of the Act to be waived, but the agreement (Section
4.9.1) appears to commit the United States not to impose sanctions on foreign entities that supply goods
to the aspeets of Iran’s nuclcar program that arc permissible under the JCPOA. The scetion commits the
United States to casc “nuclear proliferation-related™ sanctions “under the Iran, North Korca, and Syria
Nonproliferation Act on the acquisition of nuclear-related commodities and services for nuclear activities
contemplated in the JCPOA, to be consistent with the U.S. approach to other non-nuclcar-weapons statcs
under the |Nuclear Nonproliferation Treaty].”

Succcessive administrations have imposcd sanctions on numcrous catitics under INKSNA. In most cascs,
the application period has expired. However, several significant entities and individuals remain
sanctioned under INKSNA, including several sanctioned on August 28, 2015 and June 28, 2016: the
IRGC-QF. IRGC-QF Commandcr IRGC Maj. Gen. Qascm Solcimani, Lebanese Hezbollah, two Iran-
backed Shia militias in Traq (Asaib Ahl al Hag and Kata’ib Hezbollah), and several Tran-based industrial
cntitics.

Another anti-proliferation law that is country-specific is the Iran-Iraq Arms Non-Proliferation Act of
1992, as amended (Title XVI of PL. 102-484). That law authorizes sanctions, for a period of two years,
on foreign firms or governments that contribute to efforts by Iran (or Traq) to acquire chemical, biological,
or nuclear weapons or “destabilizing numbers and types” of advanced conventional weapons. The law’s
definition of advanced conventional weapons specifically mcludes cruise missiles. The JCPOA docs not
require this law to be waived, and it remains in force. Nevertheless, entities have been sanctioned under
this law on only a few occasions, and not since 2003, suggesting that successive administrations might
have found other laws or Orders morc cffective against Iranian proliferation.

Missile Defense

Considering that the Trump Administration has characterized Iran as a significant national sceurity threat,
it is possible that the Administration might seek to enhance the missile defense capabilities of U.S. allies
in the region. Virtually all U.S. allies in the region possess at least some ballistic missile defense
capability, developed or acquired at least in part to defend against Iran’s ballistic missile capabilities and
ambitions. The United States has long assisted Isracl’s efforts to cstablish a multilayered defense with
some capability not only of countering Tran’s ballistic missile arsenal, but also the rockets and short-range
ballistic missiles that Iran supplics to Hezbollah and Hamas. The GCC states have purchased and
deployed versions of the U.S.-made Patriot anti-missilc system, and some GCC states arc upgrading or
considering upgrading to the Theater High Altitude Air Defense (THAAD) system. For over a decade,
U.S. officials have sought, with mixed results, to persuade the GCC states to develop a coordinated and
intcgrated ballistic missile defense capability. Apparently, cach GCC state has been reluctant to forfeit the
degree of control of its own systems or procurement plans that might be required to forge a coordinated
regional system.

Further, the U.S. Navy maintains regular deployments of ballistic missile defense (BMD)-capable ships in
Europcan watcrs to defend Europe from potential ballistic missile attacks from countrics such as [ran.
BMD-capable Aegis ships also operate in the Persian Gulf to provide regional defense against potential
ballistic missilc attacks from Iran.™

¥ See also: CRS Report RL33745, Navy Aegis Ballistic Missile Defense (BML) Program: Background and Issues for Congress,
by Ronald O'Rourle.
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Military Options

The actions taken by the Trump Administration in response to Iran’s activities to date might not represent
the extent of actions the Administration is considering against Iran. President Trump has stated that “all
options are open” to respond to Iran’s ballistic missile program or malign regional activities. * That
policy statcment is usually intcrpreted to include the potential for military action. It is a formulation
similar to that used by the Obama Administration and by other previous administrations in discussions of
Iran policy and potential U.S. options. The Administration has not, to date, publicly specified criteria or
circumstanccs that could potentially trigger military action against Iran. The universe of potential military
action against Iran is broad, particularly insofar as any such action could potentially be directed at Iran’s
regional allies and proxies, and not necessarily at Iran or its forces themselves.

In conclusion, Madame Chairwoman, as T hope my testimony made apparent, the actions of Tran’s regime
are often difficult to interpret, and not at all casy to counter without potential conscquences for the United
States and the region.

T appreciate your invitation to testify and I look forward to your questions.

* President Irump comments on options on lran. https:/www.youtube.com/watch?v=8117rudxDvés
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Ms. RoOs-LEHTINEN. Excellent testimony. Thank you, Mr.
Katzman.

We have been joined by Mr. Chabot and Ms. Gabbard. So before
we move to the witnesses, I wanted to see if they had an opening
statement or anything that is on their mind.

Mr. CHABOT. Thank you for offering, but I think I will pass at
this time.

Ms. Ros-LEHTINEN. Thank you. And I know you are on Judiciary
that has a markup right now.

Ms. Gabbard? Okay, thank you.

So, Mr. Eisenstadt, you are up. It is still going on. Thank you,
sir.

STATEMENT OF MR. MICHAEL EISENSTADT, KAHN FELLOW,
DIRECTOR OF MILITARY AND SECURITY STUDIES PROGRAM,
THE WASHINGTON INSTITUTE FOR NEAR EAST POLICY

Mr. EISENSTADT. Chairperson Ros-Lehtinen, Ranking Member
Deutch, committee members, thank you for inviting me to address
your committee today.

As stated by several committee members in their opening state-
ments, Iran has the largest missile force in the Middle East, con-
sisting of thousands of short- and medium-range ballistic missiles
and possibly land-attack cruise missiles. Although its missiles are
conventionally armed, many could deliver a nuclear weapon if Iran
were ever to acquire such a capability in violation of its NPT obli-
gations and JCPOA commitments.

While the recent nuclear accord with Iran will likely defer such
a possibility, it did not impose new constraints on Iran’s missile
program. On the contrary, Security Council Resolution 2231, which
gave international legal force to the nuclear accord, loosened them
and included provisions for the lifting of these constraints in 8
years, if not sooner.

Missiles and rockets are central to Iran’s way of war and that of
its proxies. Missiles permit quick, flexible responses during rapidly
moving crises. Missile salvos can generate greater cumulative ef-
fects on enemy morale and staying power in a shorter period of
time than can terrorist attacks. For these reasons, Iran’s missile
forces are the backbone of its deterrent and warfighting capabili-
ties.

The United States and its regional partners have been investing
significant resources in missile defenses in recent decades. How-
ever, the continued growth in size and accuracy of Iran’s missile
force raise concerns that it could saturate and overwhelm missile
defenses in the Gulf and Israel.

This problem will only increase with the passage of time. At cur-
rent production rates, Iran’s missile force could more than double
in size by the time the major limits imposed by the JCPOA are lift-
ed in the year 2030.

Iran’s growing missile force, in tandem with its growing offensive
cyber capabilities, will enable it to target the critical infrastructure
and missile defenses of our partners with a powerful one-two punch
in the physical and virtual domains, while putting American mili-
tary bases and forces in the region, including our carrier strike
groups, at risk.
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An Iranian nuclear missile force would be highly destabilizing.
Short missile flight times between Iran and Israel, the lack of reli-
able crisis communication channels, and the impossibility of know-
ing whether incoming Iranian missiles are conventional or nuclear
could spur Israel and any other regional nuclear states that might
emerge in the interim to adopt a launch-on-warning posture, un-
dermining the prospect for a stable nuclear deterrent balance in
the region.

So what can be done to deal with this threat? Sanctions, to the
degree that they complicate Tehran’s ability to procure equipment
and special materials for its missile program, to include cruise mis-
siles, are helpful and underscore Washington’s commitment to ad-
dressing the threat. They are an important element of U.S. policy.

Washington should also continue to press allies, partners, and
others, especially states that are members of the Missile Tech-
nology Control Regime, to tighten enforcement of export controls to
prevent Iran from acquiring technology, equipment, and special
materials that are essential to its missile program.

The U.S. also needs to further strengthen its deterrent posture.
To this end, it should continue to build up coalition missile de-
fenses in the Middle East. After all, Iran’s missile force is a prob-
lem to which there is a viable solution, albeit an extremely costly
one. And it should continue to strengthen the ability of U.S. and
partner nations to deliver long-range precision fires and conduct
aerial strikes against Iranian missile bases and launchers to attrite
Iran’s missile forces “left of launch.”

These capabilities also ensure that the U.S. and its partners
have the ability to respond in kind to Iranian missile strikes.

But the U.S. response must go beyond missiles. The United
States needs a comprehensive strategy toward Iran that pushes
back against destabilizing Iranian regional activities, strengthens
the JCPOA, and deters Iran from building an industrial-scale nu-
cleag infrastructure or attempting a nuclear breakout down the
road.

To this end, the United States should respond in a more asser-
tive fashion to Iranian naval harassment in the Gulf, increase ef-
forts to interdict Iranian arms transfers to regional proxies and
partners, ramp up support for non-Salafist opposition groups in
Syria, and commit to a long term defense partnership with Iraq.

The intent of these steps would be to restore Washington’s credi-
bility in Tehran and alter Iran’s cost-benefit calculus vis—vis the
United States, inducing it to greater caution in areas where the
possibility of a conflict with the United States exists.

As for the nuclear deal, it would be a mistake to tear it up. This
would isolate the United States, further complicate the reimposi-
tion of sanctions should it prove necessary, and provide Iran with
a pretext to resume formerly proscribed nuclear activities.

Rather, the U.S. should strictly enforce the JCPOA, try to ad-
dress its shortcomings, and maximize the productive use of the dec-
ade-plus bought by the agreement.

One of the main flaws of U.S. policy toward Iran is that it pur-
sued a time-buying approach, the JCPOA, without a strategy for
how to use the time gained. The United States needs to put to-
gether such a strategy now by, first, addressing loopholes and
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shortcomings in the existing nonproliferation and safeguards re-
gime; assembling a broad coalition to persuade Iran to forgo its op-
tion to build an industrial-scale nuclear infrastructure once
JCPOA-mandated restrictions are lifted after 15 years; and per-
haps most importantly, leveraging the credibility conferred by its
pushback against destabilizing Iranian regional policies to alter
Tehran’s nuclear risk calculus, thereby bolstering America’s ability
to deter a future Iranian nuclear breakout.

I look forward to discussing these matters with you. Thank you.

[The prepared statement of Mr. Eisenstadt follows:]
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Iran has the largest missile force in the Middle East, consisting of thousands of short- and medi-
um-range ballistic missiles, and possibly land-attack cruisc missilcs.! Although its missilcs arc
conventionally armed, many could deliver a nuclear weapon if Tran were to ever acquire such a
capability. While the nuclear accord with Iran—the Joint Comprehensive Plan of Action
(JCPOA), which was given international legal force by UN Security Council Resolution 2231—
will likely defer such an cventuality, it did not imposc new constraints on Iran’s missilc program.
On the contrary, UNSCR 2231 looscned them—and included provisions for their lifting in cight
vears, if not sooner.”

At current production rates, Iran’s missile force could more than double in size by the time the
major limits imposed by the nuclear deal are lifted at the fifteen year mark—in 2030. By then,
Iran’s growing missilc and cyber capabilitics could posc major challenges to regional missile de-
fenses, military and critical infrastructure targets, and civilian population centers. This could
make preventive action by Israel or the United States, in the event of an attempted Iranian nuclear
breakout, much more costly.

Finally, an Iranian nuclear missile force would be highly destabilizing. Short missile flight times
between Iran and Israel, the lack of reliable crisis communication channels, and the impossibility
of knowing whether incoming Iranian missiles are conventional or nuclear could someday spur
Isracl—and any additional regional nuclear states that might emerge in the interim—to adopt a
launch-on-warning posture, undermining the prospects for a stable nuclear deterrent balance in
the region.

DETERRENCE, WARFIGHTING, PROPAGANDA

The Iran-Iraq War (1980-88) convinced Tehran that a strong, capable missile force is critical to
the country’s security.” Missiles played an important role throughout that war, especially during
the February—April 1988 “War of the Cities,” when Iraq was able to hit Tehran with extended-
range missiles for the first time. Iranian morale was devastated: more than a quarter of Tehran’s
population fled the city, contributing to the Icadership’s decision to end the war.*

Since then, missiles have been central to Iran’s “way of war,” which cmphasizes the need to
avoid or deter conventional conflict while advancing an anti-status quo agenda via shaping ac-
tivities—particularly propaganda, psvchological warfare, and proxy operations. Iran’s deter-
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rent/warfighting triad rests on its ability to: (1) threaten navigation through the Strait of Hormuz,
(2) conduct unilateral and proxy direct action and terrorist attacks on multiple continents, and (3)
launch long-range strikes using its own missiles, or by way of long-range rockets and short-range
missilcs in the hands of proxies such as Hezbollah.” Iran’s growing cyber capabilitics may cven-
tually become a fourth Ieg of this deterrent/warfighting triad, cnabling it to strike at adversarics
and to project power globally, instantaneously, and on a sustained basis, in ways it cannot in the
physical domain .’

Each leg of the triad has distinct advantages and drawbacks. Efforts to close the strait could roil
global financial markets but would be a last resort for Iran because nearly all of its imports and oil
exports pass through this route. And even a temporary disruption of traffic through the strait
would alienate countries in Europe and Asia that depend on Gulf oil. Moreover, Tehran’s ability
to wage terrorism has atrophied in recent vears—as demonstrated by the ill-conceived plan to
assassinatc the Saudi ambassador to the United States (2011) and a scrics of bungled attacks on
Isracli targets in Asia (2012). Iran cannot be surc that planned terrorist operations will succeed.”

Iran can mass missile fircs against population centers to undermine cnemy moralce, though only a
small number of its missiles currently have the accuracy to precisely strike military targets or crit-
ical infrastructure; these are largely short-range systems such as the Fateh-110 and its derivatives,
and perhaps the longer-range Emad. Longer-range systems such as the Qiam, Shahab-3, and
Ghadr (see Table 1) could disrupt enemy operations at much greater ranges, though they lack the
accuracy to inflict significant damage on military or civilian installations. With increased accura-
cy, Iran could effectively target military facilities and critical infrastructure, and greatly stress
cnemy missile defenscs

as ncarly cvery incoming missile would posc a threat and would necd to
. 5 . . .

be intereepted.” Increased accuracy may be important cven if Iran cventually acquires nuclear
weapons, given that first- and second-generation devices might provide relatively small yields.

Although terrorist attacks afford Iran a degree of standoff and deniability, follow-on attacks might
take weeks or months to plan, and could be difficult to implement against an alerted enemy. By
contrast, missiles permit quick, flexible responses during rapidly moving crises. Missile salvos
can also gencerate greater cumulative effects on enemy morale and staying power in a shorter pe-
riod than can terrorist attacks. For these reasons, Iran’s missile force constitutes the backbone of
its strategic deterrent.

Tranian officials have often discussed their missile force using terms borrowed from classic deter-
rence theory. Thus. shortly after the first test launch of the Shahab-3 missile in July 1998, then
defense minister Ali Shamkhani explained that to bolster Iran’s deterrent capability,

we have prepared oursclves to absorb the first strike so that it inflicts the lcast
damage on us. We have, however, prepared a second strike which can decisively
avenge the first one while preventing a third strike against us.’

Iran has likewise threatened to respond to an American or Israeli attack on Iran with a “crushing
response,”’’ the destruction of the Israeli cities of Tel Aviv and Haifa,"" and strikes against U.S.
bascs throughout the region.' Missiles would likely play a central rolc in any major military con-
tingency that Iran is involved in, at least until its still-nascent offensive cyber capabilities mature,
at which point cyber may augment missiles as the mainstay of Iran’s strategic forces.'”

Missiles are also ideally suited to Iran’s “resistance doctrine,” which posits that victory comes
through the demoralization of one’s enemies by terrorizing their civilians, bleeding their armies,
and denying them success on the battleficld.'* In this regard, the way in which proxies such as
Hezbollah and partners such as Hamas used rockets in recent wars with Israel provides a useful
template for understanding the role of conventionally armed missiles in Iran’s warfighting doc-
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trine."” Moreover, as terror weapons, rockets and missiles are equally effective, given that civil-
ians are indifferent to whether they are killed by unguided or guided systems.

Missiles are also Iran’s most potent propaganda weapon. They are a central fixture of just about
every regime military parade, where they are often dressed with banners calling for “death to
Amcrica” and for lsracl to be “wiped off the map.”'® They arc uscd as symbols of Iran’s growing
military power and rcach, and as symbolic surrogatcs for the nuclcar arscnal it has ostensibly
foresworn. (Many observers will subliminally link missiles and nuclear weapons, since missiles
are the delivery system of choice of every nuclear weapons state.) For Iran, missiles are a key
psychological warfare prop, and play a central role in its emerging doctrine of nuclear ambiguity
and possible long-term efforts to create a recessed or “virtual” nuclear deterrent."”

Finally, whilc most nuclcar weapons states created missile forees vears after testing their first nu-
clear weapon and joining the “nuclear club™ (due to the significant R&D challenges involved in
building missiles), Iran will have a sophisticated missile force and infrastructure in place if it
cventually abandons its nuclear nonprolifcration commitments. Thus, an Iranian nuclear breakout
would producc a more rapid and dramatic transformation in its military capabilitics than that typi-
cally experienced by new nuclear weapons states, potentially exacerbating the conflict-prone
tendencies observed in many new proliferators.’®

IRAN’S MISSILE INVENTORY

As previously noted, Iran has a large, diverse, highly capable missile force consisting of very ac-
curate short-range solid fucl missilcs, less accurate but longer-range liquid-fucl Shahab-type mis-
siles, and land-attack cruisc missilcs. Its short-range ballistic missiles (SRBMs) arc for usc
against near enemies in the Gulf and include the Fateh-110 (with a claimed range of 300 km),
Shahab-1 (300 km), Shahab-2 (500 km), Fateh-313 (500 km), Zulfigar (700 km), and Qiam (800
km). Its medium-range ballistic missiles (MRBMs) are for use against Israel and include the Sha-
hab-3 (1,000 km), Ghadr (1,600 km), and Emad (1,700 km)." (See Table 1 and Figure 1) These
are believed to be conventionally armed with unitary high-explosive or submunition (cluster)
warheads.” The aforementioned MRBMs have sufficient excess range to be launched against
Isracl and the Gulf statcs from the heart of Iran, where they would be Iess vulnerable to preemp-
tion, and somc may have the ability to fly depressed or lofted trajectorics, thereby complicating
the task of missile defenses.

Iran has also tested a two-stage solid fuel missile, the Sejjil-2, whose range of over 2,000 km
would allow it to target southeastern Europe—though it is apparently still not operational.* In
June 2011, IRGC Acrospace Force commander Brig. Gen. Amir Ali Hajizadeh announced that
[ran was capping the range of its missiles at 2,000 km (sufficient to rcach Isracl but not Western
Europe). He stated that “there is no threat from any country to us other than the U.S. and the Zi-
onist regime™ and that “the range of our missiles has been designed on the basis of the distance to
the Zionist regime and the U.S. bases in the Persian Gulf region.” He added that while Iran “pos-
scsses the technology...we have no intention to produce such missiles,” implicitly eschewing the
development of intercontinental ballistic missiles (ICBMs) in a presumed bid to deflect U.S. and
European concerns.” However, Iranian defense minister Brig. Gen. Hossein Dehgan stated in
August 2016 that “we don’t have any limit for the range of liquid- or solid-fuel ballistic missiles,”
apparently indicating the lifting of the provious sclf-imposed limit.** Accordingly, Iran is reported
to have recently tested, unsuccessfully, a version of the North Korean BM-25 Musudan interme-
diate-range ballistic missile (IRBM), which may have a maximum effective range of 2,500 km.**
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[ran’s Safir spacc launch vchicle (SLV), which has put four satcllitcs into orbit since 2009, could
provide the experience and know-how needed to build an ICBM. Some assessments suggest that
the Safir struggled to put a very small satellite into low-earth orbit and has therefore probably
reached the outer limits of its performance envelope—and could not serve as an ICBM.” In 2010,
Tran displaved a full-size mockup of a larger two-stage SLV, the Simorgh, which it first tested in
April 2016.*° It would seem that Iran is keeping its options open for developing an ICBM.” In-
deed, U.S. intelligence reports indicate that Iran and North Korea are collaborating on the devel-
opment of a large rocket motor suitable for use in an SLV or ICBM—which may have been the
engine tested by North Korea in September 2016 and again in March 20177

Tehran has also claimed an antiship ballistic missile capability for potential use against U.S. car-
rier strike groups: the Khalij-e Fars electro-optically guided missile, and its derivatives, the Hor-
muz-1 antiradiation missile and Hormuz-2 active radar homing missile, each with a claimed range
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of 300 km. Tt is not clear that these systems are yet sufficiently accurate or effective to pose a se-
rious threat to U.S. naval surface elements in the Gulf.™

As for land-attack cruise missiles, Iran claims to have produced two: the 700-km range air-
launched Ya Ali, and the 2,500-3,000 km range ground launched Soumar—which appears to be
bascd on the Russian Raduga Kh-55 missilcs obtained some years ago from Ukraine.*® The Kh-35
was the Sovict air force’s primary nuclear-delivery system. It is not clear that cither system is op-
erational.

Iran also fields a very large number of rocket systems used by allies, such as Hezbollah, for stra-
tegic bombardment. These include the Fajr-3 and 5 (with claimed ranges of 45 and 75 km) and
the Zelzal-3 (300 km). During the Iran-Iraq War, rockets played a major role in bombarding lIraqi
citics along the border, and they are central to the “way of war” of Hezbollah and Hamas.

Hezbollah is believed to have reccived relatively small numbers of M-600, SS-21, and Scud-type
SRBMs from Syrian stocks, and up to 150,000 short-range rockets from Syria and Iran. In a fu-
ture war with Isracl, Hezbollah could use its highly accurate M-600 missiles (Syrian versions of
the Iranian Fateh-110) to hit strategic targets—e.g., military headquarters in Tel Aviv, power sta-
tions, Israel’s offshore natural gas production facilitics, Ben Gurion Intemational Airport, and its
nuclear reactor at Dimona—and could attempt to suppress Israeli missile defenses with massive
rocket and missile salvos from Lebanon to facilitate the penetration of its own SRBMs, or
MRBMs launched by Iran.

Whilc many of Iran’s missilcs arc mounted on mobilc launchers (some of which arc configured to
look like civilian vehicles), others are deployed in large numbers of austere “onctime-use” silos™
and massive underground launch complexes.” These launch complexes consist of tunnel systems
that service underground missile halls built under mountains as well as pre-surveved launch sites
adjacent to these mountains. Most of Iran’s silo fields and launch complexes are located in the
country’s northwest, toward the frontier with lraq, and in the vicinity of the Persian Gulf* The
use of mobile launchers and underground facilities would greatly complicate preventive or
preemptive targeting of its missile force. It would enable Iran to undertake prolonged pre-launch
preparations for liquid-fucl missiles and to conduct mass fircs from protceted positions without
fear of interdiction or distuption by the enemy. The usc of underground facilitics could also shicld
preparations for a surprise strike.**

Iran will likely continue producing SRBMs and MRBMs and may introduce IRBMs in the com-
ing years. UNSCR Resolution 2231, which “called upon [Iran] not to undertake any activity relat-
ed to ballistic missiles designed to be capable of delivering nuclear weapon,” has not proved a
hindrance in this regard, and at any ratc, Iran has pledged to ignore it.** Assuming Iran continucs
its current production rate of fifty-plus MRBMs a vear,’® in fifteen to twenty years, when most of
the restrictions imposed by the nuclear accord are lifted, it will have more than doubled its missile
inventory. This will further stress regional missile defenses and dramatically increase the poten-
tial weight of Iranian missile strikes in a future conflict.

The United States and its Israeli and Gulf Arab allies have been investing significant resources in
missile defense in recent decades—while Isracl has been investing in rocket defenses as well.
America and its Gulf partners, however, still face major challenges: insufficient numbers of inter-
ceptors to deal with Iranian saturation tactics, gaps in the coverage of currently deployed missile
defenses, and the lack of an integrated missile defense architecture in the Gulf3" The continued
growth in size and accuracy of Iran’s missile force ensures its ability to saturate and overwhelm
missile defenses in the Gulf and Isracl. Morcover, the improving accuracy of its missile force, in
tandem with its growing offensive cyber capabilities, will enable it to target enemy critical infra-
structure and missile defenses with a powerful one-two punch in the physical and virtual do-



32

mains. This will likely render an American or Israeli preventive strike much more costly, and
hence less likely, should Iran attempt a nuclear breakout.

Fig. 10 IRAN'S MIBSILE BEACH
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NUCLEAR LINKAGES—POLICY IMPLICATIONS

The International Atomic Energy Agency’s “final assessment” of outstanding issues regarding
Iran’s nuclear program, published in December 2015, confirmed the existence of a number of
activities dating to 2002-3 “related to the development of a nuclear payload for a missile,” in-
cluding the intcgration of a spherical payload (presumably a nuclear implosion device) into a
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Shahab-3 reentry vehicle (RV) and a fusing, arming, and firing system for the spherical payload
to ensure it remained safe until the RV reached its designated target.”

Moreover, in 2004, Iran began deploying triconic, or “baby bottle,” RVs—a design almost exclu-
sively associated with nuclear-armed missiles—on its Shahab variants (e.g., the Qiam and
Ghadr). Some analysts belicve that Iran may have deployed the triconic RV to enhance the accu-
racy of its conventional warhcads and achicve higher terminal velocitics to defeat missile defens-
es.”” But Iran’s experience in designing, testing, and operating triconic RVs could also expedite
deployment of a miniaturized nuclear device. The discovery that members of the A. Q. Khan nu-
clear smuggling network possessed plans for smaller. more advanced nuclear weapon designs that
might have found their way to Tran, have strengthened these concerns.*

As mentioned previously, the ability to place a first generation nuclear device atop a missile—an
achievement that took a decade for most nuclear weapons states—could magnify the destabilizing
impact of an Iranian nuclear breakout. Moreover, short flight times and the absence of crisis hot-
lincs might causc Isracl—and any other regional nuclear states that cmerge in the interim—to
cventually respond to an Iranian nuclear breakout by adopting nuclear force postures that include
launch-on-warning or pre-delegation of missile launch authority to military commanders. Such
measures could increase the risks of accidental or unauthorized use of nuclear weapons.* These
potential outcomes may increase the incentive for prevention or proliferation by regional states
able to do so.

[ran’s creation of a hybrid missilc force capable of delivering conventional or nuclcar warhcads
would add another destabilizing element to the mix. In a crisis or war, for instance, Israel might
not be able to discern whether incoming Iranian missiles are conventional or nuclear, confronting
it with the dilemma of absorbing what might be a devastating nuclear first strike—as some mis-
siles will almost certainly get through its defenses—or launching a nuclear counterstrike in re-
sponse to what might be a conventional attack.™ In such circumstances, Isracl’s nuclear forces
might be kept on hair-trigger alert. Reckless Iranian rhetoric, moreover, including ritual calls for
Israel’s destruction, might incline Israeli decisionmakers to interpret Iranian actions in the darkest
possiblc light. ™

[sracl’s missile defenses reduce the risk posed by this scenario by ensuring the survival of the
country’s nuclear second-strike capability** (consisting of strike aircraft, and land- and sea-based
missiles) and its ability to unleash a devastating counterstrike against Iran.* But should Iran con-
tinue to build large numbers of increasingly accurate missiles and start employing penetration
aids and countermceasurcs (simplc decoys, a modcst terminal-phasc mancuver capability, chaff, or
low-power electronic countermeasures), the efficacy of Israel’s missile defenses could come into
question, with negative implications for its margin of security and the potential for miscalculation
during a crisis.*® Risk, however, cuts both ways, and Tehran has to consider the potential for such
a catastrophic miscalculation, which could jeopardize Iran’s very survival. This should be a major
theme of Washington’s quiet and public diplomacy to shape the Islamic Republic’s future nuclear
choices.

Finally, while there is no evidence that Iran’s leaders adhere to a “messianic, apocalyptic” ide-
ology or that they view mutual assured destruction as “an inducement™ and “not a constraint,” in
the words of Middlc East historian Bemard Lewis,*” neither should much credence be given to
facile claims that because deterrence worked during the Cold War, it would also work with Iran.*®
Such claims are based on a superficial and selective reading of the Islamic Republic’s strategic
conduct.*® For while Iran’s leadership has shown that it is “rational” and generally risk averse, it
is also occasionally pronc to rcckless behavior and to overrcach—tendencics that its grandiose
ambitions tend to amplify. (Examples of such behavior include the Beirut Marine barracks bomb-
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ing in 1983, the Khobar Towers bombing in 1996, and the plot to assassinate the Saudi ambassa-
dor to the United States in 2011.)™

Indeed, Tehran’s resistance doctrine raises the possibility that under certain circumstances, Irani-
an decisionmakers might follow a path that could inadvertently lead to a conflict with Israel or the
United States, or that they might welcome a limited conflict to achicve certain policy objectives.™
Indced, the resistance doctrine has alrcady propelled Hezbollah and Hamas into four destructive
wars with Israel (one involving Hezbollah, three involving Hamas). And Iran has responded to its
perceived “victory” in its nuclear negotiations by testing to see what kinds of activities it can get
away with without jeopardizing sanctions relief and foreign investment. Thus, it has continued
with the covert procurement of technology for its missile programs,™ engaged in aggressive be-
havior in the Persian Gulf,” increased the pace of missile tests and exercises in defiance of UN-
SCR 2231 (holding one missile launch “event” in the 20 months prior to the announcement of the
interim Joint Plan of Action in November 2013, onc missile launch cvent in the 20 months during
which the JCPOA was ncgotiated, and cight missile launch cvents in the 20 months since the
conclusion of the ICPOA in July 2015),™ and transferred arms to proxies and allies in Syria, Irag,
and Yemen,” in violation of the spirit, if not the letter, of the nuclear accord and UN Security
Council Resolution 2231.

Table 2: Iranian Missile Launch Events by Year

1998 2
1999 0
2000 2
2001 0
2002 2
2003 1
2004 2
2005 0
2006 4
2007 1
2008 3
2000 4
2010 1
2011 3
2012 1
2013 0
2014 1
2015 2
2016 5
2017 1 (includes only the first three months of the year)

Methodology: ‘This table tallies the number of days in which publicized MRBM tests or launches occurred, and may include individual

or multiple launches on the same day. MRBMs include the Shahab-3 and its variants (Qiam, Ghadr, and Emad) and the Sejjil. It is
worth noting that Iran publicized one missile launch event in the 20 months prior o the announcement of the interim Joint Plan of
Action in November 2013, one launch event in the 20 months during which the JCPOA was negotiated, and ¢ight launch events in the

20 months since the conclusion of the JCPOA in July 2013,

Sources: Greg Thielmann, Zranian Missiles and the Comprehensive Nuclear Deal, Arms Control Association Iran Nuclear Brief, May

7. 2014, hitpsyiwww armacontrol.org/files/Tran Brict Tranian Missiles Comprehensive Nuelcar Doal pdfi Behnam Ben Talcblu,
Iranian Ballistic Missile Tests Since the Nuclear Deal, Foundation for Defense of Democracies, February 9, 2017,

http:/www.defenddemocracy.org/contentuploads/documents/ 2091 7_Behnam_BallisticMissile.pdf; Iranian and oreign media.
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A country’s leaders do not have to be irrational to take irresponsible risks with potentially cata-
strophic consequences. By reducing the margin of error for regional decisionmakers, Iran’s grow-
ing missile force could increase the potential for miscalculation and complicate efforts to create a
stable deterrent balance with a potential nuclear Iran. The failure to ctfectively address Iran’s
missile program was thercfore a major shortcoming of the nuclear deal and Sceurity Resolution
2231. Tran’s missile program should be an integral part of any future efforts to renegotiate aspects
of the nuclear deal’™ in order to rectify its shortcomings and defuse a potential crisis should the
Islamic Republic: (1) withdraw from the JCPOA becausc its high expectations were not met; (2)
restart clandestine nuclear activitics in the JCPOA's out-ycars, when many of its intrusive moni-
toring provisions disappear; or (3) opt to build an industrial-scale nuclear infrastructure, as per-
mitted by the JCPOA, once limits on the size of its program are lifted fifteen vears from now,
potentially reducing its breakout time to a matter of weeks.”

In the meantime, Washington should do what it can to strengthen the enforcement of export con-
trols by allics, partners, and othcrs—cspecially states that have joined the Missile Technology
Control Regime (MTCR)—to prevent Iran from acquiring equipment and special materials need-
ed for its missile program. It should likewise do what it can to devalue the utility of the missile
component of Tehran’s deterrence/warfighting triad, into which Iran has invested billions of dol-
lars and massive human and matcrial resources, by strengthening Amecrica’s ability to deter by
denial, as well as punishment.™ Thus, the United States should continue to build up coalition mis-
sile defenses and efforts to create an integrated missile defense architecture in the Middle East;
after all, Iran’s missile force is a problem to which there is a viable solution—albeit an extremely
costly onc. It should also continuc to strengthen U.S. and partner nation forces capable of deliver-
ing long-range precision fires and conducting aerial strikes against Iranian missile bases and
launchers, to attrite Iran’s missile force on the ground and thereby reduce the burden on coalition
missile defenses.®® These forces also provide the United States and its partners with an ability to
respond in-kind to Iranian missiles strikes, should they desire to do so.

Finally, thc United Statcs should cnsurc that coalition missile defenscs arc hardencd against
cvberattacks by Iran and its proxies. It should encourage its Gulf Arab partners to improve their
civil defenses (Israel’s capabilities in this area are already fairly robust). And it should counter
Iranian missile propaganda and psychological warfare with a strategic communication campaign
that highlights the extremely capable missile defenses of the United States and its allics, and cm-
phasizes that Tranian missiles strikes would prompt an overwhelming response in-kind by coali-
tion air and missile forces.

BEYOND MISSILES: THE NEED FOR A COMPREHENSIVE IRAN STRATEGY

The U.S. response to Iran’s growing missile capabilities needs to be nested in a comprehensive
policy toward Iran that pushes back against destabilizing Iranian regional activities, strengthens
the JCPOA, and in the long run—deters Iran from building an industrial scalc nuclcar infrastruc-
ture or attempting a nuclear breakout. To succeed in all these areas, however, the United States
needs to restore American credibility. Iran has learned that it can seize embassies and violate oth-
er diplomatic norms, wage proxy warfare against the United States and other enemies, and violate
its non-prolifcration commitments by building covert nuclear facilitics, without incurring cxccs-
sive risk of a military response. To reverse this trend, the U.S. must demonstrate—by word and
deed—that it is no longer willing to accept what it accepted in the past. To this end, it should
push back against destabilizing Iranian activitics by:

» Responding in a more assertive fashion to Iranian harassment of U.S. naval forces in
. 60
the Persian Gulf:®®
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¢ Interdicting more vigorously Iranian arms transfers to its partners and proxies and
supporting the activities of allies (such as Israel and the UAE) engaged in such activi-
Pt
ties;

e  Ramping-up support for non-Salafist rebel groups in Syria (but only after the defeat
of Islamic State forees in Iraq, so as not to complicate the counter-1S campaign
there). Support for non-Salafist opposition groups might help consolidate cease-fires
in some places and reduce refugee flows from these areas. And it could impose costs
on the Assad regime and its allies (Hezbollah, Iran, and its Shiite foreign legions) in
areas where the former are not observing a ceasefire, potentially miring them in an
open-ended conflict that could limit their troublemaking potential elsewhere in the
region;

o Committing to a long-term security assistance relationship with Iraq to counter Irani-
an influence there, prevent Iraq from becoming an Iranian client state, and complicate
Iranian cfforts to build a land bridge to the Levant.

The intent of these measures would be to alter Tehran’s cost/benefit calculus vis-a-vis Wash-
ington and induce greater caution on its part in areas where the possibility of a conflict with
the United States exists.

As for the nuclear deal, it would be a mistake to tear it up; this would isolate the United States,
further complicate the re-imposition of sanctions should it prove necessary, and provide Iran with
a pretext to resume formerly proscribed nuclear activitics. Rather, the U.S. should strictly enforee
the JCPOA, try to redress its shortcomings, and maximize the productive usc of the decade-plus
bought by the agreement. One of the main flaws of U.S. policy toward Iran is that it pursued a
time-buying agreement—the JCPOA—without a strategy for how to use the time gained. The
United States needs to put together such as strategy now.

To redress the JCPOA's most critical shortcomings, Washington might consider a bilateral “morc
for morce™ agreement with Tehran in which the U.S. would agree to go bevond what is required of
it by the JCPOA with respect, for instance, to encouraging investment in Iran, if Tran would agree
to go beyond what is required of it by the JCPOA. These could include, inter alia, Iran accepting
constraints on centrifuge R&D and production as well as missile R&D and testing, and forgoing
its option for an industrial-scalc nuclcar infrastructurc. Such a bilateral agreement would not re-
quire amendment of the JCPOA or the assent of the other members of the EU3+3. The main
drawback of such an agreement is that it could provide Iran with economic benefits that would
enable it to intensify its destabilizing regional activities, and to build up its conventional military.

Howecver, it is hard to belicve that Iran would agree to new limits on its nuclcar and missile pro-
grams now that thc most oncrous sanctions on it have been lifted. In fact, there are no signs that
Tehran is interested in a “more for more” agreement with the United States at this time—
particularly one that would require it to accept constraints on its centrifuge R&D and missile pro-
grams, or forego the option of an industrial-scale nuclear program. Nor is it clear that the benefits
to Washington of a “morc for morc™ agrecment would offsct the costs—cspecially sincc Wash-
ington would have to pay up-front for a commitment by Tehran to forego its option to build an
industrial scale nuclear infrastructure, which the Islamic Republic could always renege on at a
later date, after having pocketed cconomic benefits for more than a decade. (It is not clear that
Iran is committed to such a course of action anyhow, and its intentions in this regard may not be-
come clear for years to come.) Still, as long is Tehran continues to complain about the terms of
the nuclear agreement, the possibilities offered by a “more for more™ deal in all its various per-
mutations, should be examined.
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Finally, the U.S. should use the time gained by the JCPOA to act along four lines of effort. Spe-
cifically, it should:

¢ Address loopholes and shortcomings in the existing nuclear non-proliferation and safe-
guards regime (to include the Additional Protocol, which will remain in effect indefinite-
ly once the monitoring arrangements cstablished by the JCPOA arc lifted after 15-25
years), and scck support for applying some of the innovative aspects of the JCPOA more
broadly, in other countries, so that Iran may be encouraged to abide by kev aspects of the
agreement indefinitely;"

e Assemble a broad coalition to convince Iran to forego its option under the JCPOA to
build an industrial-scalc nuclear infrastructurc once restrictions on its program arc lifted
after 15 years. In particular, it should work with countrics that have a vested interest
(economic or otherwise) in Tehran not developing an independent fuel cycle (such as
Russia, which is Iran’s main supplier of reactor fuel) to discourage, or at least not abet
such a development;

e Launch a long-term information campaign to convince both the people and the regime of
the dangers of nuclear fuel cycle facilities such as nuclear reactors, in the event of a ma-
Jjor earthquake (nearly all of Iran is an active seismic zone) or in wartime—when they
may be targeted by terrorists or neighboring states;™

o Leverage the credibility conferred by its pushback against destabilizing Iranian regional
policies to bolster deterrence vis-a-vis an Iranian nuclear breakout, cmphasizing that tra-
ditional intelligence methods and novel cyber capabilitics cnsure that the United States
will almost certainly detect an attempted Iranian nuclear breakout, and that it will use all
means at its disposal to prevent such an eventuality.**

To support this last line of effort and preserve its options for dealing with future nuclear prolifera-
tors, the United States should continue work on conventional penctrator munitions and other ca-
pabilitics that will be necessary to deal with the hardened, deeply buried targets of the future.
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Ms. Ros-LEHTINEN. Thank you, sir.
Ms. Rosenberg.

STATEMENT OF MS. ELIZABETH ROSENBERG, SENIOR FELLOW
AND DIRECTOR, ENERGY, ECONOMICS AND SECURITY PRO-
GRAM, CENTER FOR A NEW AMERICAN SECURITY

Ms. ROSENBERG. Thank you, Chair Ros-Lehtinen, Ranking Mem-
ber Deutch, distinguished members of the committee. I appreciate
the opportunity to testify today on the topic of Iran ballistic missile
and IRGC sanctions.

International sanctions on Iran’s ballistic missile activities and
the IRGC are an integral component to the broad-ranging and pow-
erful financial measures that target and isolate Iran for its nefar-
ious activities. They are at the heart of U.S. sanctions on Iran and
set an appropriately aggressive tone for Washington to pursue its
interests with this destabilizing regime.

Congress has provided critical leadership in this effort to target
Iran’s missile activity and the IRGC, and I applaud this important
work. I encourage you to continue this attention to make it clear
to Iran that while the international community has entered into a
strong agreement with Iran over its nuclear program, U.S. policy
leaders will aggressively hold Iran accountable for its threatening
nonnuclear activities.

The United States has imposed sanctions on the IRGC and Iran’s
ballistic missile activities specifically to highlight Iran’s weapons
proliferation, human rights abuses, including through cyber-en-
abled means, and in the case of the IRGC Quds Force, its support
for terrorism.

Even after the nuclear deal, of course, many sanctions on Iran’s
ballistic missiles development and the IRGC remain firmly in
place. U.S. sanctions on Iran’s ballistic missile activity seek to ex-
pose and counter the agencies and the entities that develop and de-
ploy Iran’s missile program. Along with regional missile defense ca-
pabilities and the U.S. military’s significant presence in the Middle
East, as has been mentioned, they are an integral part of the
United States effort to deter Iran from using missiles to threaten
its neighbors and to protect U.S. interests in the region.

The Iranian missile arsenal is the largest and most lethal in the
Middle East, and it is fundamental to the Iranian strategy to
project power and influence.

Iran continues its dangerous and provocative missile tests, as
you mentioned in your statement, in a show of force. However, the
greatest threat that this arsenal presents is the potential for mis-
siles to serve as delivery systems for nuclear weapons, of course.

Financial sanctions imposed by the United States on the IRGC
more broadly than just on its missile program target this prolifera-
tion activity and its human rights abuse, and in the case of the
Quds Force, as I mentioned, its support for terrorism. These var-
ious sanctions are important, given the political prominence of the
IRGC in Iran and in the Middle East, and its extensive role in a
host of Iranian commercial sectors.

However, they have a limited financial impact given the rel-
atively limited links between the U.S. and the Iranian economies
and the broad avoidance by Iranians of the U.S. dollar as a means
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to limit their sanctions exposure. Indeed, the IRGC has been able
to function during the last several years of most severe inter-
national sanctions pressure on Iran before and leading up to imple-
mentation day for the nuclear deal.

The United States has a variety of options to expand sanctions
pressure on Iran’s ballistic missile activities and the destabilizing
and threatening role of the IRGC.

First, the administration should aggressively go after imple-
menting existing sanctions authorities, targeting Iran’s ballistic
missile procurement networks and the agencies responsible for de-
velopment and deployment of the missile program.

Second, the administration should immediately embark on a con-
certed and broad-ranging sanctions campaign to expose and target
the dangerous and insidious activities of the IRGC within and be-
yond the borders of Iran, including exposing the financial activity
and holdings of the IRGC, its agents, and instrumentalities and re-
gional terrorist proxies wherever feasible.

The strongest and most successful approach to countering Ira-
nian threats is through continued multilateral action. Where Euro-
pean sanctions on Iranian ballistic missiles and the IRGC do not
match those of the United States, U.S. policymakers should strong-
ly urge EU counterparts to align their financial measures.

U.S. leaders should also work with U.N. member states to add
new arms or missile proliferators to sanctions lists where there is
sufficient information.

Congressional leaders are well placed to outline the contours of
such a strategy and to urge aggressive administration implementa-
tion. And congressional members can also set the right expecta-
tions for successful multilateral engagement, including renewed
sanctions pressure, and also a fresh look at force posture arrange-
ments and intelligence and covert activities.

Thank you very much for the opportunity to speak with you
today, and I look forward to your questions.

[The prepared statement of Ms. Rosenberg follows:]
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Chair Ros-Lehtinen, Ranking Member Deutch, distinguished members of the committee, thank you
for the opportunity to testify today on the topic of IRGC and Iran ballistic missile sanctions.

International sanctions on Iran’s ballistic missile activitics and the Islamic Revolutionary Guard
Corps (IRGC) are an integral component to the broad-ranging and powertul financial measures that
target and isolate Iran for its nefarious activitics. They are at the heart of the U.S. sanctions on lran,
and set an impactful and appropriately aggressive tone for Washington to pursue its interests with
this destabilizing regime. Congress has provided eritical leadership in the effort to expose and target
Iran’s missile activity and the threatening activities of the IRGC. This includes important oversight
of executive branch activitics enforcement of existing financial sanctions authoritics. 1 applaud your
leadership and this important wark, and urge your continued attention to make it clear to Tran that
while the mternational community has entered nto a strong agreement with Iran over its nuclear
program, policy leaders, including those in Congress, will aggressively seek to hold Iran to account
for its threatening ballistic missile activity, continued support for terrorism, and regional
destabilization.

Current U.S. Sanctions on Iran’s Baliistic Missile Activities and the IRGC

The United States has imposed sanctions on the TRGC and Tran’s ballistic missile activities, which
are supported and controlled by the IRGC,! pursuant to a variety of legal authoritics. ‘These various
designations highlight the TRGC’s weapons proliferation, human tight abuses, including through
cyber-enabled means, and, in the case of the IRGC’s Qods Torce, its support for terrorism. While
the nuclear agreement with Tran, the Joint Comprehensive Plan of Action JCPOA), rolled back
many sanctions on Iran related to its nuclear activitics, financial restrictions on entitics involved in
Tran’s ballistic missile development and the TRGC remain firmly in place. As recently as March 21,

1 Greg Bruno, |ayshree Bajoria, and Jonathan Master, “lran’s Revolutionary Guard,” Council on Foreign Relations, June
: ans-revolutionary-guards/p14324,
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2017, the Trump administration sanctioned a group of entities and individuals for involvement in
the transfer of sensitive items for the country’s ballistic missile program.” Sanctions such as these
prevent U.8. companies and individuals from doing business with Iranian ballistic mussile-linked
entities or the IRGC. Importantly, remaining sccondary sanctions also specifically prevent forcign
companies and individuals from doing business in the United States it they do significant business

with the IRGC.
Ballistic Missile Sanctions

Sanctions on Iran’s ballistic missilc activitics seck to exposc and counter the agencics and entitics
that develap and deploy Tran’s ballistic missile program. Along with regional missile defense
capabilities and the U.S. military’s significant presence in the Middle Tast, they are an integral part of
the United States’ efforts to deter Tran from using missiles to threaten its neighbors and protect U.S.
interests in the region. This Iranian missile arscnal is the largest and most lethal in the Middle Hast,
and is fundamental to the Tranian strategy to project power and influence. Perhaps the greatest
threat it presents, however, is the potential for these missiles to serve as delivery systems for nuclear
weapans. With the JCPOA 1n place, Tran has agreed to dramatically limit its nuclear enrichment for a
number of years. ‘Lhis relegates the most serious concerns about an Iranian nuclear ballistic missile
capability to the medium- to longer-term, when provisions in the JCPOA begin to roll off. TTowever,
now and in the near term, Iran’s missile program presents a threat to U.S. interests and regional
stability.

A variety of UN sanctions on Tranian WMD procurement netwaorks and weapons exports remain in
place following the JCPOA, but the international body is not aggressively targeting Iran’s continuing
ballistic missile activities. United Nations Security Council Resolution 2231, the resolution which
endorsed the JCPOA and succeeded a series of prior resolutions dealing with Iran’s threatening
nuclear activities, calls upon Tran “not to undertake any activity related to ballistic missiles designed
to be capable of delivering nuclear weapons,” for eight years.” While an important signifier of
international concern over Tran’s missile program, it does not require Tran to refrain from ballistic
missile activitics and is not a ban. Additionally, if lran claims that it is not working toward nuclear
weapaonization, then Tran can claim that no ballistic missile activity could be desighed to be capable
of delivering nuclear weapons. Therefore, some will interpret this to mean that Iran will never be in
contravention of this provision of the resalution. Ultimately, this will undermine any serious effort
by the Security Council to review or deny any transfer to Iran of goods or technology that could
contribute to nuclear weapons delivery systems.

Particulatly because the UN’s response to Tran’s threatening ballistic missile program in Resolution
2231 is relatively limited, many U.S. policymakers seck an aggressive use of national-level sanctions
to target Tran’s missile proliferation. By imposing U.S. sanctions, leaders in Washington can lead
allies in signaling to Iran an international intolerance of Tran’s ballistic missile threats. Also, if U.S.
policymakers continuausly update missile sanctions, regularly adding new designees to U.S.

2 “lran, North Korea, and Syda Nonproliferation Act Sancdons,” U.S. Department of State, media note, March 24,
2017, hups:/ /www.slale.gov/t/pa/prs /ps/2017/03/269084. him.

3 United Nations Securily Council (8C), Resolution 2231, |uly 20, 2013,

hup://www.un.org/en/ga/search /view_doc.aspPsymbol=8/RES/2231(2015), 99.



46

sanctions’ lists, they can have a meaningtul effect on hampering Trantan missile procurement and
financing channels. Without this maintenance, it 1s casy for Iran to form shell companies or front
companies to evade sanctions.

IRGC Sanctions

Financial sanctions mposed by the United States on the IRGC are far ranging and incude targeting
ofits ballistic missile proliferation activity," its involvement in human rights abuse,” and the support
of the IRGC-Qods Force for terrorism and regional destabilization.” These various sanctions are
important given the political prominence of the TRGC and its extensive role in a hast of commercial
scctors.” However they have a limited financial impact, given the relatively limited links between the
U.S. and the Iranian economy, and the broad avoidance by Iranians of the U.S. dollar as a means to
limit sanctions exposure. Indeed, the IRGC has been able to function during the last several years
despite severe international sanctions placed on Tran resulting in powertul economic pressure.

The IRGC is a powerful organization with control over significant interests in Iran’s formal and
informal economy. The Treasury Department has called it Iran’s “most powerful economic actor.””
The TRGC may contral hetween 25-60 percent of the tormal economy, including assets held directly
and those in which it has a stake.” The group holds approximately 20 percent of Lchran’s Stock
Exchange with significant estimated holdings in hundreds of non-publicly traded entities.' Its

" Exceutive Order 13382 of Junce 28, 2005, Blocking Property of Weapons ol Mass Destruction Proliferators and Their
Supporters, Code of Hederal Regulations Lide 3 (2005): 38567-38579,

hups:/ /www.slate.gov/documents/organization/ 135435.pd[.

3 Executive Order 13553 of September 28, 2010, Blocking Property of Certain Persons with Respect 1o Serious Human
Rights Abuses by the Government of Iran and L'aking

Certain Other Actions, Code of Hederal Regulations Litle 3 (2010): 60567-60571, https:/ /www.treasury.gov/resource-
center/sanctions/Documents/ 13533, pdf; Executive Order 13606 of April 22, 2012, Blocking the Property and
Suspending Tintry into the United States of Certain Persons With Respect to Grave TTuman Rights Abuses by the
Governments of Tran and Syria Via Information Technology, Code of Tiederal Regulations Title 3 (2012): 24571-24574,
htips:/ /www.treasury.gov/ resource-center/sanctions/Programs /Documents / 1 3606.pdf.

6 Txeeutive Order 13224 of September 23, 2001, Blocking Property and Prohibiting Transactions with Persons Who

Commit, Threaten To Commit, or Support Terrorism,
Code of Tlederal Regulations Title 3 (2001): 49079-49083, huips:/ /www.lreasury.gov/ resource-
cenler/sanctions/Documents/ 13224, pdf.

7 Alircza Nader, “The Revolutionary Guards,” The Iran Prmer, United States Institute of Peace, updated August 2015,
accessed March 27, 2017, http:/ /iranprimer.usip.org/ resource /revolution ary-guards.

8 “Tregsury Submits Report to Congress On NIOC And NITC,” 1S, Department of the Treasury, press release,
September 24, 2012, https:/ /www.treasury.gov/press-center/ press-releases /Pages/tgl 718.aspx.

9 Mark Gregory, “Bxpanding business empire of Iran's Revolutionary Guards,” BBC News, July 28, 2010,

http:/ /www.bbe.com/news /world-middle-east-10743580; Abbas Milani, “Taking Tehran’s Temperature: One Year
Om,” transcript, (Carnegie Endowment for Tnternational Peace, June 8, 2010),

http:/ /carnegieendowment.org/files /0609carnegie-tehran.pdf, 5.

2 Emanuele Ottolenghi, Foundation for Defense of Democracies Center on Sanctions and Tlhicit Tinance, “The Tran
Nuclear Deal and its Impact on lran’s Islamic Revolutionary Guards Corps,” Hearing before the House Commitice on
Horcign Affairs Middle East and North Africa Subcommitiee, Seplember 17, 2015,

hup://docs.house.gov /meetings/FA/HA13/20150917/103958 /HHRG-114-FAL3-Wstale-Otolenghi E-20150917.pdL,
6.
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annual income is estimated to be as high as $12 billion per year, about one sixth of the country’s

GbhpPM

"The IRGC’s ecconomic influence is likely cven greater than its market capitalization. ‘Lhis is duc to
the deference that non-TRGC business leaders must pay to the organization," its influential status in
the rural economy thanks to its numecrous public-works projects,” and the IRGC’s role in an
informal or underground economy, estimated to account for between 6-36 percent of the country’s
GDP.* Furthermore, the IRGC’s close ties o the Iranian Supreme Leader and the cconomically
powerful foundations he cantrols create a dynamic of patronage within and around the TRGC,
which vastly ecnhances the influence of the group.

It is difficult to discern the beneficial owners of many lranian businesses and commercial entitics
due to relatively limited, or unentorced, Tranian requirements for disclosure in this jurisdiction. This
situation creates an cnabling environment for money laundening, tax evasion, corruption, and
terrorist financing, which are indeed features of the Iranian economy‘.‘5 Dot these reasons, Iran has
been repeatedly recognized by the Financial Action ‘Lask Force,' ‘Iransparency International,” and
the World Bank,” among others, for egregious tinancial sector risks and for the ditticulty of doing
business m this junisdiction.

In addition to navigating commercial risks, forcign businesses must contend with the difficulty of
discerning whether their Tranian business partners are owned or controlled by the TRGC. Only some
such entitics appear on U.S. or Buropean sanctions lists. However, given the broad reach of the
IRGC in the Iranian economy it is likely that many more companies and commercial entities are
linked to the IRGC. 1t is expensive for forcign companics to conduct rigorous duc diligence to
ascertain whether they are not doing business with the TRGC. Therefore, the expensive legal and
reputational risk of violating sanctions often keeps otherwise interested foreign business away.

1 Parisa Hafezi and Louis Charbonneau, “Iranian Nuclear Deal Set o Make Hardline Revolutionary Guards Richer,”
Resters, July 6, 2015, http:/ /www.reute rs.com/article /us-iran-nuclear-economy-insight-1dUSKCNOPG 1XV20150706.
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The Effects of Sanctions

Ultimately, sanctions on Tran’s ballistic missile activities and on the TRGC may be judged to be most
successtul for their signaling value rather than as a set of measures to strong arm Iranian regime
behavior. Tn periods of sanctions-induced Trantan econamic hardship, leaders in Tehran have
ensured that its ballistic missile program and the IRGC remain sufficiently well financed to project
power and constitute a true threat to regional stability. Domestic Tranian leaders also see value in
building this arsenal as a source of national pride. The robust existence and perseverance of these
institutions is arguably tied to regime stability.

In the wake of the nuclear deal Tran has expanded its ballistic missile tests in a show of strength and
projection of influence.”” This suggests an Iranian defiance of sanctions and likely constitutes a test
of whether U.8. leaders will escalate counter-pressure through expanded sanctions and other means.
If the United States docs increase sanctions pressure, responding to Iran’s recently escalating missile
tests, it may have a practical impact in hindering missile pracurement activities or some TRGC
operations. However, Iran is unlikely to make concessions to reduce the lethality and power of its
missile program ot the TRGC. Nevertheless, sanctions do have an important place in a strategy to
cxposc and confront Iranian activitics of concern and the advancement of U.S. interests in the
Middle Fast.

Options for Expanding Sanctions Pressure on Iran

The United States has a variety of options to expand pressure on Tran pursuant to concerns about
Iran’s ballistic missile activities and the destabilizing and threatening role of the IRGC. First, the
administration should aggressively implement its existing sanctions authoritics to go after ballistic
missile procurement networks and the agencies responsible for development and deployment of the
missile program. Second, the administration should immediately embark on a concerted and broad-
ranging sanctions campaign to expose and target the dangerous and insidious activities of the IRGC
within and beyond the borders of Iran, including exposing the financial activity and holdings of the
TRGC, its agents and instrumentalities, and regional terrorist proxies, wherever feasible.

One strategy that 1s reportedly under consideration by the administration, and 1s the subject of
currently proposed congressional legislation, is an expansion of sanctions on the IRGC under
terrorism authorities. The administration already has broad authorities to target the TRGC with
sanctions and punishing tinancial measures. So, while new terrorism designations specific to Tran
would not create any new practical legal or financial effect, it would send a powerful message to lran
and the international community. Forcign allics are not likely to join in such an cffort with
independent national-level sanctions. However even unilateral U.S. sanctions, and if paired with a
strategy to identify and expose TRGC front companies and affiliates, designating the TRGC under
terrorism authorities would represent a meaningful new level of rigor to sanctions implementation
on Iran.

2 “Iran's Khamenei: Missiles Are Part of the Huture,” BBC Newy, March 30, 2016, hup:/ /www.bbe.com/news/world-
middle-east-35925324,
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Such new sanctions on the TRGC, ot new ballistic missile sanctions, need not—and should not—
violate the JCPOA. Deal supporters in Iran and internationally may sce a tougher ULS. approach to
Iranian ballistic missile activity and support for terrorism as undermining the spirit of the deal.
Ilowevcr, this should not be a deterrent for U.S. policy leaders to take strong but calculated action
to address Tranian threats and activities. Also, U.S. diplomats should reach out to allies to encourage
them to join, rather than reject, a more aggressive approach to targeting Iran’s support for terrorism
and threatening missile activities. It will be important to underscore to close allies, particulary those
also party to the JOPOA, that pushing back on lran’s regional destabilization and support for
terrarism can be consistent with tough but continued implementation of the nuclear deal.

The strongest and most successtul approach to countering Iranian threats is through continued
multilateral action, involving close sanctions coordination between the United States and allics in
Turope and Asia. U.S. policy leaders in Congress and in the administration must not lose sight ot
how mmportant Buropean allics are to suceessfully countering Iran; actions that weaken the LS.
relationship with Europe will undermine the effort to pressure Iran. Where Duropean sanctions on
the Iranian missile program and activitics of the IRGC, or its regional proxics including 1Iezbollah,
do not match those of the United States, U.S. palicymakers should urge TWU counterparts to align
their financial measures. The United States should also work with other UN member states to add
new arms or missile proliferators to sanctions lists where there is sufficient information and enforce
UN travel bans on Qods Force-affiliated individuals. Additionally, LS. policy leaders should also
work with allies in Tlurope and the Gulf to ensure that the response to Tranian missile provocations
1s holistic, including a fresh look at sanctions options, force posture arrangements, intelligence and
covert activities.

There are some risks associated with adopting new sanctions on Tran’s mussile program or the IRGC
that policymakers should factor mto any decision to cxpand financial pressure. Some analysts have
expressed the fear that Iran could retaliate against new missile or IRGC sanctions, attacking or
sabotaging U.S. forces in Iraq, with which they share the goal of combatting the Islamic State of Iraq
and Syria, or in the Persian Gulf.* Some suggest that Tran would use such designations as an excuse
to walk away from the JCPOA, laying the blame for its failure at the feet of the United States
sanctions crafters. This scenario would likely split U.S. and European allies and make further
coordinated action on Iran’s nuclear threat, or perhaps on other Iranian activitics of concern,
extremely difficult. Additionally, others believe that labeling the TRGC a terrorist arganization with
new sanctions would provoke an even more hostile and escalatory Iranian response and enflame
regional tensions.”

These are possibilities. However, Tran still has a lot to gain trom pursuing the nuclear agreement,
mecluding in the realm of slow-moving cconomic recovery. Iranian leaders also do not seck an
aggressive confrontation of military forces with U.S. troops in the Middle East. These reasons
diminish the likclihood of an overtly hostile Iranian retaliation for new non-nuclear sanctions. What
does seem likely, however, is a hostile political respanse in Tran that will strengthen hard liners,

2 Anthony J. Blinken, “Why the Tran Nuclear Deal Must Stand,” The New York Times, February 17, 2017,

hups:/ /ww slimes.com/2017/02/17/ opinion/why-the-ran-nuclear-deal-must-stand html?_r=1.

21 Seyed Hossein Mousavian, “Designating lran’s Revolutionary Guards as L'errorists Will Have Dire Conscquences,”
“The World Post, February 16, 2017, hup:/ /www.hullinglonposL.com/enlry/dire-consequences-o[-a-terrorisL-
designation-for-irans_us_58a620063e4b0fal49(9ac 391,
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whether or not that serves to unseat pro-JCPOA Tranian President Rouhani in the upcoming
national clection.

Conclusion

"The new administration and Congress have an opportunity to work together to develop and
articulate a renewed focus and strategy to address Iran’s non-nuclear activitics of concern, while
preserving the nuclear arms control gains of the JCPOA. The core of this strategy should be a
strong U.S. and international response to Tran’s escalating ballistic mussile tests and the destabilizing
role that the IRGC and its terronst proxies play in the region. Congressional leaders are well placed
to outline a U.S, strategy for the sanctions component of such a renewed policy focus, and to urge
the administration to aggressively implement authorities in this domain. This strategy should also
embrace the principle of multlateralism, with Turopean allies in particular, and involve close
coordination between the U.S. Congress and the administration to maximize the credibality, clarity,
and cffectiveness of Iran policy and regional engagement.
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Ms. Ros-LEHTINEN. Thank you to the three of you. Excellent tes-
timony.

Dr. Katzman, I will begin with you. You stated in your written
testimony that some are interpreting the JCPOA as essentially
walling off core economic sectors in Iran, like energy, banking,
manufacturing, from new sanctions. I believe that Iran’s core eco-
nomic sectors are absolutely eligible for impact by nonnuclear-re-
lated sanctions under the JCPOA because the IRGC is in control
of Iran’s ballistic missile programs, as well as so much of Iran’s
economy. Any effective sanctions targeting the missile program will
by necessity impact these core economic sectors.

So do you believe that these economic sectors are walled off from
nonnuclear sanctions?

Mr. KaTZMAN. Thank you, Congresswoman.

The sanctions that were lifted basically were secondary U.S.
sanctions that force major foreign corporations to choose between
doing business in Iran with its major economic sectors or doing
business in the United States. Those sanctions were lifted in con-
cert with the JCPOA, and we have seen foreign corporations now
return.

Some of the big energy majors have returned and are talking
about drilling for oil again. Iran’s ships are patrolling the seas
again, delivering oil. Iran’s oil exports are back to where we were
in 2011. Iran is back into the international banking system. It has
been relinked to the SWIFT electronic payment system. So the Ira-
nian economy has grown, possibly as high as 6 percent in the 1
year since the sanctions were lifted.

So if those sanctions cannot be reimposed like that, it may be dif-
ficult to cause Iran to make the calculations on missiles or human
rights or terrorism like was made when they accepted the JCPOA.
Their economy was hurting so badly that they felt they had to ac-
cept the JCPOA. If you cannot reimpose those sanctions at that ex-
tensive level, they might not think twice about some of these other
activities, yeah.

Ms. Ros-LEHTINEN. Thank you, sir.

And, Mr. Eisenstadt, can you please outline for us the IRGC’s in-
volvement in Iran’s economy? Which sectors does it have a stake
in? And how are they connected to Iran’s ballistic missile program?
And how can our sanctions against the IRGC and Iran’s missile
program be more effective?

Mr. EISENSTADT. Madam Chairperson, this is not an area that I
am really a specialist in, so I will defer for the most part, except
to say my understanding is that the IRGC has involvement
throughout just about every sector of the economy. They either
have full ownership or partial ownership of firms throughout the
economy. Many of them are in sectors that are important, that
have a potential contribution to make to the missile program,
whether it be related to heavy industry, mining, production of ma-
terials that are important potentially for the missile program.

But showing the connection between those industries and the
missile program, I think at least in the public domain, is the miss-
ing link. And I think therefore any new sanctions regarding the
missile program that mandates reporting that exposes these con-
nections would be very helpful.
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So let me just say, my approach to sanctions on the missiles,
Iran’s missile program, is to look at how we can disrupt their abil-
ity to acquire special materials, technology, and the like from over-
seas. And we see in pictures that they continue to publish of mis-
sile production facilities that they are getting production tech-
nology that they should not be getting under the MTCR, Missile
Technology Control Regime. So clearly some of our allies have more
work to do in terms of tightening their export controls. So there is
more work to be done in that area.

Ms. Ros-LEHTINEN. Thank you.

I don’t know if Ms. Rosenberg or Dr. Katzman wanted

Ms. ROSENBERG. I would be happy to speak to this question, as
well as to the question you posed to Mr. Katzman.

Ms. Ros-LEHTINEN. Yes, please.

Ms. ROSENBERG. I would like to affirm your interpretation of the
JCPOA, which I also agree does not preclude the United States
from pursuing sanctions pursuant to nonnuclear areas of its con-
cern with regard to Iranian behavior. So should there be an entity
that is engaged in significant acts of support for terrorism or re-
gional destabilization, the United States can and should pursue
sanctions against such an entity. That is different from going after
sectors of the Iranian economy which were broadly delisted in the
nuclear agreement.

Speaking to the areas of the economy in which the IRGC is in-
volved, they are reported to be quite extensive: Heavy industry, en-
gineering, construction, energy, and shipping. However, as was
mentioned, it is difficult to trace the beneficial ownership link be-
tween the IRGC and many of its entities in the Iranian economy
for various reasons, but such legal requirements for disclosure of
this corporate information are not very good in Iran. In fact, that
has been pointed out by professional institutions in the financial
services sector.

One of the most effective ways that the United States can go
after the IRGC for its concerns relating to the IRGC have to do
with identifying further agents, entities, companies, fronts, com-
manders, and business executives in these companies in the econ-
omy that work on behalf of the IRGC.

Ms. Ros-LEHTINEN. Thank you, Ms. Rosenberg.

Dr. Katzman, you wanted to comment on that?

Mr. KATZMAN. I would just comment, one of the biggest construc-
tion companies in Iran is called Khatam al-Anbiya, which means
seal of the prophet. It is called GHORB. It is a designated sanc-
tioned entity. It is very large, thousands of employees. It was start-
ed by the IRGC. In fact, it grew out of the IRGC’s—like their Army
Corps of Engineers. It was the IRGC’s construction wing during the
Iran-Iraq war, and then it was spun off as essentially a construc-
tion company. It is very large and it is a designated entity and it
is sanctioned, yes.

Ms. Ros-LEHTINEN. Thank you very much.

Mr. Deutch.

Mr. DEuTCH. Thanks, Madam Chairman.

Dr. Katzman, do you want to just continue with that? So it is al-
ready sanctioned and so what more can be done with a huge entity
like that.
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Mr. KATZMAN. Well, I mean, I think the point is, when the
JCPOA was implemented last January, 2016, hundreds of entities
were delisted from U.S. sanctions. In other words, they were no
longer subject to U.S. sanctions. But these were mainly, again, as
I mentioned, energy companies, shipping, shipping insurance,
banks, the Central Bank, Iran Air—Iran’s civilian economy,
delisted.

The IRGC-related companies, like GHORB, other IRGC affiliates,
missile entities, anything to do with terrorism, IRGC commanders,
I mean, hundreds of entities remain designated for sanctions, and
it is in these areas, proliferation, terrorism, human rights. But the
civilian economy, Iran’s civilian economy, the energy sector, bank-
ing, what I mentioned, transportation, sanctions were lifted.

And under the JCPOA, Iran has said that if the sanctions that
were lifted are reimposed, Iran would consider that a breach and
it would cease implementing its commitment. So, for example, if
Iran’s Central Bank were again sanctioned to the extent that it
was cut off from the international banking system, I think I have
a lot of confidence in saying Iran would say the deal is finished.

Mr. DEUTCH. Even if the sanctions had nothing to do with pro-
liferation activity?

Mr. KaTzMAN. Correct. The language in the JCPOA is sanctions
that were lifted cannot be reimposed for other justifications, non-
nuclear. In other words, terrorism, human rights, these other
things, cannot be reimposed under other justifications, right.

Mr. DEUTCH. I wanted to just follow up on the concept of multi-
lateral sanctions, which are still I think the best approach, and the
frustration of the Security Council to act against the ballistic mis-
sile tests. This has now gone on in two administrations. And we
raised the tests at the Council and Russia and China played lawyer
for Iran and argued that the tests aren’t prohibited under 2231.

So if U.N. sanctions aren’t an option, what about the EU? And
what is the best argument for our EU allies that adopting strong
sanctions, ballistic missile sanctions, aren’t just of paramount im-
portance to international security, but that they also don’t violate
the deal—at a time, we should point out, when the EU is interested
in vigorously enforcing the deal at least to ensure that the deal re-
mains in place?

Ms. Rosenberg.

Ms. ROSENBERG. Thank you for the question.

I think there is a lot of running room for the United States to
work with the EU on sanctions and on further sanctions concerning
the IRGC, for example. The EU targets the IRGC under its own
sanctions and some of those remain in place still.

It is difficult for the U.N. Security Council, for a number of rea-
sons mentioned already this afternoon, to go after these Iranian
missile tests and call them a violation. It doesn’t meet the test of
the language in the U.N. Security Council resolution and further-
more to the extent that Iran has——

Mr. DEUTCH. They argue that it doesn’t meet the test, that is the
role they play.

Ms. ROSENBERG. Correct. So if it is difficult to find a violation at
that level, then surely the United States and Europe can move for-
ward further here.
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I think for the United States offering leadership by designating
additional fronts in the network, the procurement network related
to the ballistic missile program and working with the EU to share
information and asking them to match the sanctions in the EU, by
the EU Commission, is a perfectly viable, reasonable, and impor-
tant strategy for the U.S. to take.

Mr. DEUTCH. Thank you.

Mr. Eisenstadt.

Mr. E1SENSTADT. If I could just add, the Islamic Republic has
itself said that the U.N. Security Council resolution is something
separate than the nuclear deal and they don’t consider it binding.

We should say, well, if we are trying to argue for our allies to
join us on sanctions related to the missiles, we should say that,
look, the Islamic Republic itself says that this is not part of the
deal and, therefore, there should not be consideration with regard
to our allies. And also we share concern with regard to freedom of
navigation in the Gulf and the security of the Gulf and this im-
pinges on that. So I think we have a good argument to make with
regard to our European partners.

Mr. DEUTCH. And, Madam Chairman, if I could ask just one
other question, and that is in order to weaken the IRGC’s involve-
ment in terrorism we have to cut off their access to Hezbollah. And
the concern that I know we all share is that as long as Russia con-
tinues to turn a blind eye to what Iran is doing in Syria, it makes
that really difficult.

Rouhani was just in Moscow this week. Russia, it seems, has ac-
complished its goal in Syria, being firmly entrenched now in the
Middle East. It continues to aid Iran, not just in Syria, but in the
uranium sale, the S-300 sale, for reasons that appear to be only to
séerve their own self-interest or being bulwarks against the United

tates.

The question I would just put out to you is, if the United States,
as the President has now told us repeatedly, wants closer coopera-
tion with Russia, how do we get tough with Iran at the same time?
I didn’t mean to stump you.

Yes, Ms. Rosenberg.

Ms. ROSENBERG. I don’t think that these necessarily must be in-
consistent. And whether you appreciate or not the example of the
previous administration, there was a demonstration of, on the one
hand, working in coordination with Russia and the U.N. process
around the nuclear deal, and working aggressively with Russia
when it came to application of new sanctions with regard to its ac-
tivities in Ukraine.

There is no reason why there cannot similarly be a variegated
strategy under this administration which could seek to coordinate
with Russia as appropriate, perhaps on Syria-related issues, and
push back more firmly in this case with regard to support for Iran’s
ballistic missile program.

Mr. DEUTCH. And Iran’s support of Hezbollah and Syria.

Ms. ROSENBERG. Absolutely.

Mr. EI1SENSTADT. If I could just add to that. I mean, we have
worked productively in the past with regard to, say, for instance,
the S-300 missiles, delaying the delivery of those for quite some
time.
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The problem is, I think, given the current trajectory of U.S.-Rus-
sian relations—and the fact that there is probably some daylight
between Russia’s position toward the conflict in Syria and Iran’s
position—but given the general trajectory of U.S.-Russian relations,
I think it will be increasingly difficult in the future because of all
of the stuff that is going on with regard to hacking and Ukraine
and the like, it will be increasingly difficult to find areas to cooper-
ate on. But in principle it is a possibility.

Mr. KATZMAN. If I can just add. In my assessment, it is going to
be extremely difficult to get Iran and Hezbollah to be separated.
Iran sees Hezbollah as the most prominent outgrowth of the Is-
lamic revolution of 1979. Iran will do anything to defend Hezbollah.

I would argue Iran is in Syria in a big way because it wants to
protect that weapons channel to Hezbollah. The IRGC created
Hezbollah’s military wing. The Quds Force grew out of the IRGC’s
contingent that went to Lebanon to create Hezbollah’s military
wing.

The connection between Iran and Hezbollah is organic. It would
take a tremendous heavy lift to separate these two entities, in my
estimation.

Ms. ROS-LEHTINEN. Great questions. Thank you so much, Mr.
Deutch.

Mr. Mast of Florida.

Mr. MasT. Mr. Eisenstadt, you spoke in your written testimony
about the way Hamas and Hezbollah use their rockets against
Israel and that is a useful template for what could happen in the
future. And I wanted to start with something backing up a little
bit before that.

To what would you attribute this? You know, the United States
of America mastered this ballistic technology in the 1950s, 1960s,
China did as well, you know, Russia, 1950s, 1960s, 1970s. What
would you provide the greatest attribution to, to say this far in the
future, 2017, Iran still hasn’t mastered that? Why would you say
they still haven’t mastered that?

Mr. EISENSTADT. One thing that we, I think, often underestimate
is exactly how hard it is to even create technologies that we devel-
oped in the 1940s and the 1950s for many developing countries
today. And so, many proliferators are in some ways along the—if
you look at it in terms of proliferation timeline in terms of their
capabilities, they are still in the 1940s in many ways.

But you know what, to use a term that my friend Peter Zimmer-
man coined, while pursuing “bronze medal technology,” from their
point of view and in terms of their needs it is good enough, because
we have seen time and again that even Hamas, with rockets made
in home, kind of garage workshops, until the Israelis deployed the
Iron Dome, were able to terrorize populations in southern Israel
and to harass these people and cause casualties.

So now with the development of Israeli missile defenses, they
have developed the ability, at least in—well, in theory and in prac-
tice, to intercept these capabilities, but the Iranians are producing
them in such numbers and they are cheap relative to the price of
defenses, that they have the ability to saturate defenses.

And the Israelis are developing a layered approach, that they
have the low end capabilities now with Iron Dome, they have high
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end with the Arrow, in the middle range they are developing Da-
vid’s Sling and deploying it this year. But most of-

Mr. MaAsST. To pause you. Are you saying that it was basically
pure dumb luck or a lack of intelligence on their part that didn’t
get them to this point? What about what we have done in modern
history, prior to the JCPOA, has prevented them to getting to this
point? Prior to that, what prevented them from getting this?

Or even talking about proliferation. You know, the first nuclear
weapon, we didn’t even have to test Trinity. We knew if you fire
one piece of fissile material into another, you are going to get a
critical mass. We didn’t have to test it.

What has prevented them, previous to the JCPOA, to getting to
that point?

Mr. EISENSTADT. It is a combination of efforts to disrupt what
they were doing by us, arms control, export control regimes, efforts
to try to prevent the spread of this information, although now this
stuff is pretty much out there. But it is one thing to know it. It
is another thing to actually be able to apply in practice. And you
need to have a very large human manpower base, human capital
base that is capable of handling complex projects and integrating
all the different aspects of it.

We often under-estimate how difficult it. How many countries in
the world produce fighter jets or even cars? Iran does produce cars
now, but for many years it was kind of knock-down Kkits that they
imported from Peugeot or whatever.

So we often underestimate how difficult it is, these kind of com-
plex industrial tasks. So a lot of it is just that it is extremely hard.
We have been doing it for so long—we have what people call tacit
knowledge—because we have a lot of people who have learned how
to do this kind of thing. But if you are starting from scratch, it is
very difficult to be able to master the full range of capabilities
needed for a robust ballistic missile program.

Mr. MAST. Where would you say access to the world market puts
them in terms of advancing toward what they have yet been able
to master? That is China, Russia, U.S., a number of other coun-
tries.

Mr. EISENSTADT. Yes, it is very important, because in the 1990s
they benefited from Russian help in terms of individuals who were
formally associated with Russia’s missile programs. Their Shahab-
3 missile was based on the North Korean Nodong. So they have
gotten help from the North Koreans, the Russians, and also China
was involved in their solid fuel rocket program.

So they have benefited from foreign assistance and they probably
still do. Every program around the world has benefited from for-
eign assistance. But they have reached a point now where they
have in some ways surpassed their former teachers in North Korea
and they are generally considered to be more capable in this area
than the North Koreans in most areas in the missile realm.

But getting know-how and materials from abroad is still very im-
portant for their program, and there are some areas where I think
they will continue to benefit. For instance, penetration aids and
countermeasures, which as far as we know they don’t really put on
their missiles yet. That is the next step and that will make missile
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defense much harder if they are able to jam and put out counter-
measures to the missile defenses.

Mr. MasT. We didn’t get into MIRV or anything else, but my
time has expired.

Ms. Ros-LEHTINEN. Thank you, Mr. Mast.

I will follow up with some of your questions. Mr.——

Mr. Suozzl. Suozzi.

Ms. ROS-LEHTINEN. Suozzi.

Mr. Suozzi. You have got it.

Ms. Ros-LEHTINEN. I have got a really difficult name. So I hope
you don’t get insulted by Suozzi.

Mr. Su0zz1. Suozzi, in Italian.

Madam Chair, I want to thank you very much for your leader-
ship here, as well as the ranking member.

I want to thank the witnesses for their thoughtful insight and
analysis. It really is a great education that you are giving us here
today.

I think there is broad agreement in this room that there is a se-
rious problem with Iran’s ballistic missile program and that some-
thing has to be done. It is a question of, what is the proper author-
ity, and how are we going to do it, and who are our partners going
to be in that process? But I think that there is broad agreement.

I want to ask a question about timing. The elections are coming
up in Iran in May. I would like to just hear the benefit of your
analysis regarding the politics of Iran and how the President,
Rouhani, and the Supreme Leader and the IRGC and all the dif-
ferent players that are involved here—the regular military—just
tell me a little bit about the intersection of all them and then how
what we do could or could not affect that outcome.

Mr. KATZMAN. I will start with that. The regular military that
existed under the Shah, it is still there. It does not interfere in pol-
itics at all. In fact, during the uprising of 2009, the regular military
issued a letter saying, “Do not ask us to go repress these dem-
onstrators.” So they are not a factor.

Now the IRGC, as I said in my statement, is a factor.

Mr. Suozzi. Does the regular military report to the civilian Presi-
dent?

Mr. KATZMAN. It reports up to the general headquarters that re-
ports to the Supreme Leader, actually.

Mr. Suozzi. To the Supreme Leader. Okay.

Mr. KATZMAN. Yes. The Supreme Leader is technically the com-
mander in chief of the whole Armed Forces, right.

The IRGC does interfere in politics, and they have done so on
several occasions. In fact, it was widely reported, and there seems
to be agreement, that it did put Mr. Ahmadinejad over the top in
2005. He came out of nowhere. But the IRGC deployed the Basij.
They leafleted for him. They drove people to the polls. And they
view it as their mission to interfere in politics to defend the revolu-
tion.

Now, I think most experts—and I would say I am in this camp
too—think if it is a free and fair election, Mr. Rouhani is the favor-
ite. He ran on a platform of delivering Iran from its international
isolation. He negotiated the JCPOA. He did bring them, to some
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extent, out of their isolation. So the people that voted for him in
2013 seem to probably vote for him again.

Now, the issue is the hardliners. There was some thinking ear-
lier on that the hardliners would maybe just not even contest it so
much. But no. They seem to be organizing. They are trying to unify
around one conservative hardline candidate to oppose him.

Mr. Suozzi. Who is that?

Mr. KaTZMAN. Well, they are having some caucuses, for the first
time, they are actually having some meetings to try to vote on one
unified candidate. The issue is there is one particular figure who
the Supreme Leader favors a lot who they might choose. And that
would be significant because, if this individual runs, the regime
might be tempted to try to, let’s say, interfere on his behalf, to put
it mildly. He is the leader of the Quds Razavi Foundation in
Mashhad. Khamenei appointed him last summer. And Khamenei
appears to favor him as the next Supreme Leader. So engineering
him to the Presidency would give him an advantage to be the next
Supreme Leader.

Mr. E1SENSTADT. If I could take a——

Mr. Suozzi. I am sorry. Does it help or hurt for us to do some-
thing before May?

Mr. KATZMAN. You mean in terms of sanctions? Well, probably
the hardliners, the Supreme Leader, they have been criticizing
Rouhani to some extent that he—they are saying he has not deliv-
ered all the promises of sanctions relief. It is possible that new ac-
tion

Mr. Suozzi. I am running out of time.

Mr. Eisenstadt, go ahead.

Mr. EISENSTADT. I will just be quick. Iran’s domestic politics has
its own internal logic. And our ability to influence it in ways that
redounds to the benefit of American policy has generally worked
out, you know, just the opposite that we had hoped. And I would
just say we could probably do a lot to hurt things. But there is not
a lot we can do to help the people that we want to help.

You know, President Khatami, when he was elected in 1997, we
had hopes that this would herald a change. He was undercut by
his domestic opponents. President Bush wanted regime change, but
the people didn’t rise up. They rose up in 2009, when we had a
President who wanted to engage the regime there.

And with the JCPOA, we were hoping that the nuclear agree-
ment would lead to a broadened—you know, a general improve-
ment in the relations between the two countries. But what we have
seen is in fact it has probably emboldened those who are against
the improvement of relations. So our ability to game this in a way
to achieve—to advance our goals has been shown to be very lim-
ited, if nonexistent.

But there are things we can do that could harm things if we act
in a heavy-handed way sometimes. But often we can’t really help
the people we want to help usually.

Ms. ROSENBERG. I will just be very brief in responding to this.
I would like to agree with the comments just made by my col-
league, Dr. Eisenstadt, that in fact it is very difficult for U.S. pol-
icymakers to specifically engineer particular political outcomes in
Iran. We should be very humble about that.
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I don’t think that undertaking sanctions enforcement using exist-
ing authorities will meaningfully sway Iranian politics. It doesn’t
actually change the broader U.S. posture or the set of authorities
that are in place. Nevertheless, there is no specific need to do
something now versus 60 or 90 days from now, absent a particular
provocation against which the U.S. should push back.

There are plenty of opportunities. The United States has an abil-
ity to use them whenever it wants.

Mr. Suozzi. Thank you very much.

Ms. RoOS-LEHTINEN. Thank you very much, sir. Excellent ques-
tions and answers.

Now we turn to Mrs. Wagner—Ambassador Wagner.

Mrs. WAGNER. Thank you, Madam Chairman.

Mr. Eisenstadt, the rules of Iranian cyber warfare seem to devi-
ate I think from the codes that guide the world’s five cyber powers:
The U.S., UK., Russia, China, and Israel. Iranian hackers do not
just engage in espionage and gather intelligence; they try to do
harm. There were some reports last spring that there had been a
Iull in Iranian cyber activities since the nuclear deal. Can you dis-
cuss, to the best of your ability, how Iranian cyber strategy has
shifted in the wake of the nuclear deal and how Iran will use de-
structive cyber capabilities in the future?

Mr. E1SENSTADT. Yeah. A lot of this will be necessarily specula-
tive. My understanding is that, during the negotiation of the
JCPOA, they actually held in abeyance a lot of their offensive cyber
activities. After its conclusion, my understanding is that there
was—they resumed a lot of their net reconnaissance activities. In
other words, they were kind of snooping around to try to gather in-
formation about critical infrastructure in the United States and
elsewhere, both probably to send the signal that they have the ca-
pability to harm us in this domain in the future should relations
deteriorate and also to build up their cyber target folders.

And a lot of this also involved spear-phishing activities against
personnel involved in American Iran policy and the like.

There were also some attacks directed against Saudi Arabia over
the winter, which probably are related to the worsening or the
downturn in relations between Saudi Arabia and Iran.

So, from Iran’s point of view, a lot of their activities are in re-
sponse to aggressive action either by the United States and Israel,
for instance, with regard to Stuxnet, or other activities that were
done, for instance the sanctions against their financial sector; so
they attacked our financial sector with denials of service activities,
and, likewise, they engaged in attacks on Saudi Aramco and
Qatar’s RasGas in response to our sanctions on their oil industry
a few years ago.

So, from their point of view, a lot of it has been defensive thus
far, but I have no doubt that if there was a kind of deterioration
in relations with Iran—from their point of view, we live in a cyber
glass house. We have massive critical infrastructure which, right
now, we don’t have the ability to protect. Their capabilities are not
advanced; they are kind of a third-tier cyber power. But I think
they have great potential in this area. But this is an area which,
in the future, I think will be much more important for them. Right
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now, there is not probably—they could do some—they could be a
nuisance at this time, and perhaps more.

Mrs. WAGNER. I have great concerns about our future and where
we may be going with this.

Moving on, it seems that Erdogan has long been loath to criticize
Iranian ballistic missile and nuclear programs. The complicated re-
lationship between Turkey and Iran has become more concerning
with the Moscow Declaration and the trial of Turkish-Iranian sanc-
tions-buster Reza Zarrab in New York.

Ms. Rosenberg, given the arrest of Turkish sanctions-busters in
the U.S. and the information that courts may uncover, do you think
we will find that the Turkish elite have extensive Iranian ties?

Ms. ROSENBERG. Ties to Iran or ties to sanctions evasion?

Mrs. WAGNER. Yes.

Ms. ROSENBERG. That is a subject that has been of great concern
and focus for U.S. policy leaders and for the U.S. intelligence com-
munity. There has been quite a lot of investigation into this, appro-
priately so, given economic linkages and also political ties. I should
say that Turkey is not singled out in this category. There are other
jurisdictions where linkages between high-level officials and eco-
nomic linkages put——

Mrs. WAGNER. But you would say there are ties there?

Ms. ROSENBERG. There are links, and the concern is they may be
more insidious than merely political or commercial ties could sug-
gest.

Mrs. WAGNER. Interesting. Okay.

So, Mr. Eisenstadt, in my short time here—or others on the
panel—to what extent does Iranian money fund terror groups oper-
ating inside of Turkey?

Mr. E1SENSTADT. I will defer to my colleagues. I don’t follow Tur-
key very closely. So I will defer to others on this.

Mr. KATZMAN. You are talking about Kurdish groups?

Mrs. WAGNER. Yes.

Mr. KATZMAN. The IRGC has some relation with the Iraqi Kurds.
PKK—not sure—not really a close connection there.

Mrs. WAGNER. Ms. Rosenberg? I know my time is up.

Ms. ROSENBERG. I have nothing further to add.

Mrs. WAGNER. Thank you very much, Madam Chair. I yield back.

Ms. ROS-LEHTINEN. Thank you very much, Mrs. Wagner. You
make a valuable contribution to our subcommittee.

Mr. Kinzinger, thank you for your service also on our sub-
committee and to our Nation.

Mr. KINZINGER. It is good to be back. Thanks.

Thank you all for being here. Obviously, I think it comes as no
surprise I thought the JCPOA was a pretty bad deal. I think it
really just provides, as we look at it, a roadmap for a timeline on
how to acquire nuclear weapons eventually. And when it comes to
playing the long game, I think Iran is okay with saying, “We can
have weapons in 10 or 15 years,” or the threat of weapons is al-
most, in many cases, as good as having them.

But I also think now, obviously, we are in a situation where to
redevelop, despite the discussion of snapback provisions and sanc-
tions, which we knew would never happen, being able to develop
a coalition of people to reengage Iran through that would be dif-
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ficult. But I think we have to watch this JCPOA like a hawk and
be ready to fight back against any violations and push back against
ballistic missile technology.

I also think, when you look at Iran—and it is not just what is
happening in Yemen—I think what is extremely important is what
is happening in Syria. And you look at Bashar al-Assad, who I ac-
tually believe created ISIS, not necessarily by signing on the dotted
line somewhere, but by creating an environment where it is easy
to recruit into Daesh or ISIS from. So I believe that Iran bears
some responsibility for the existence of ISIS.

Now, I also want to say—I am co-chair of the Iraq Caucus and,
you know, obviously, an Iraq veteran myself. And when I was in
Iraq, we saw the role of Iran and Iraq very closely. We know that
hundreds of Americans died as a result of Iran’s involvement in
Iraq. And we know that, in fact, the incoming Iranian Ambassador
is a senior IRGC official. So we can only estimate what that means.
We cannot allow Iran to continue to destabilize Iragq.

So, in addition to sanctions, Mr. Eisenstadt, how would you ad-
vise the administration to counter Tehran’s influence in Iraq?

Mr. E1SENSTADT. First of all, the first thing I would recommend
is that we commit to make it clear to the Iraqis—let me just say
that the Iraqi Government, both the current government and even
the previous government under Nouri al-Maliki, has always wanted
to maintain a balance between the United States and Iran. And in-
dicating to them that we want to maintain a long-term security re-
lationship with them as well as a relationship in other areas will
make it clear to them that they will have the ability to continue
with that policy.

We have to recognize, because of proximity, they have to make
their peace with the Iranians and live with a certain degree of in-
fluence that many Iraqis feel uncomfortable with. Making it clear
that we want a long-term security relationship with them is the
first part of that. I think committing to a long-term training rela-
tionship with the Iraqi Armed Forces—I mean, one of the things
that has come through with this campaign in Mosul is that it
was—basically, while, in the early days after June 2014, the Pop-
ular Mobilization Forces were very important for breaking the ad-
vance of ISIL, the conventional military forces have been key to
pushing them back in most places. And I think we can make a very
convincing case to the Iraqi Government that you need to continue
building up your conventional security forces, and we are really the
ideal partner to do that. Iran can’t help you there.

So, basically, there are things we can do, I think, in this regard
to continue to ensure that Iraq knows that we want this relation-
ship, and they will be able to push back.

Mr. KINZINGER. That is important to know, too, is the Iraqi mili-
tary can be fully capable, but they need the American military to
stiffen their spine at least for now. And we see, obviously, that was
important in the fight against Daesh.

Ms. Rosenberg, I want to ask you about Syria. Again, 500,000
dead Syrians almost, 50,000 of which are children. You are watch-
ing Iran use, I think, money from sanctions relief to prop up that
regime. And, unfortunately, around the world, there is kind of this
belief now that it is either Bashar al-Assad or it is terrorism, and
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I don’t think people recognize that, in fact, Assad is creating the
next generation of terrorists right now—that we will end up having
to fight—by taking away opportunity and freedom for people.

But, specifically, when I talk about the sanctions relief and the
money, do you know if there is any way we can track how much
that money is being used in Iran? And if they are using that to
fund genocides, what kind of action can we take to punish them?

Ms. ROSENBERG. Thank you for the question. It is difficult, as I
think you are indicating, to track exactly where Iran’s money that
was unfrozen after the nuclear deal is going or is flowing specifi-
cally. That is true for a number of reasons. Two key ones are that,
if we are talking about state revenues, it goes into a state budget
and can be allocated under the design of the state. So there is not
a transaction chain to follow if it were going through independent
institutions that must use private banking channels, et cetera.

Another significant reason that it is difficult to understand ex-
actly where it is flowing is because Iran has ample reason to keep
that money outside of its own jurisdiction and not to repatriate it
and then to hand it over, in this instance, to President Assad in
terms of cash or material support, using this to defend its currency,
using it to balance international trade. Iran still struggles for ac-
cess to hard currency. So there is quite ample reason for it to use
this for what is essentially the civilian economy. There are great
needs there in order to deliver economic relief to the population,
which was a mandate, of course, of President Rouhani as part of
this deal and following on.

Mr. KINZINGER. Thank you.

With that, I will yield back.

Ms. Ros-LEHTINEN. Thank you so much, Mr. Kinzinger.

And Mr. Schneider of Illinois. Thank you.

Mr. SCHNEIDER. Thank you.

And, again, thank you to the witnesses for your testimony.

Dr. Katzman, in your opening statement, you talked a bit about
Iran’s calculus and trying to change their calculus. If I think about
math briefly, on the right-hand side of the equation are goals and
objectives for Iran. Broadly speaking, that is preserving the regime
and maintaining their influence. On the left-hand side of that
equation are factors they control and factors they don’t control—
hopefully we can. Now, ultimately, it is up to everybody. What are
the factors post or within the context of the JCPOA, within the
context of what is happening in Syria, in Yemen, and around the
region, with broad context of what is happening in our country and
around the world—what can we do to change that calculus? And
what do we have to understand about Iran’s thinking to know
which levers to pull or which buttons to push?

Mr. KaTzMAN. I would just start by saying Iran’s calculus is
multifaceted in the region. As I said in my statement, Iran views
the Middle East as controlled basically by the United States, Israel,
and Saudi Arabia. That is how they think, which is a power struc-
ture, in Iran’s view, that is weighted against Shia, against Islamist
parties, against anyone that is not part of the dominant elite. So
they have chosen to intervene in a number of places to protect na-
tional interests, to protect their allies, to protect favored parties.
And what is really needed is a multifaceted approach.
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Obviously, I think if all the conflicts we see going in Syria, in
Yemen, in Iraq were ended, then Iran might not have rationale to
be intervening as it is.

Mr. SCHNEIDER. I suspect they would find other rationales.

Mr. Eisenstadt, your thoughts?

Mr. EISENSTADT. I just want to build on Ken’s comments before
about Iran and Hezbollah. I agree that we probably can’t separate
Iran from Hezbollah, but we haven’t increased costs for Iran for its
involvement in Syria. Our train-and-equip program with the Syrian
opposition in the past was really not a serious effort. It may be too
late now for us to mount a serious effort. But I would argue that
we need to find people among the non-Salafist opposition to arm,
both in order to ensure that areas where there are ceasefires re-
main ceasefires—because if the regime is able to build up its
strength, it won’t keep these ceasefires over time—and in areas
where there aren’t ceasefires and the regime continues to fight, we
increase the costs for them and their allies, which includes the Ira-
nians. And if this becomes a long-term quagmire for Iran, which
this may be something which we don’t have the ability to do now,
but if we were able to do that, we might also be able to drive a
wedge between Iran and Russia because I don’t think—Russia has,
I think, different interests in Syria than the Iranians do.

But we need to have a cost-imposing strategy in Syria, which we
have not really tried until now. And I would hope this current ad-
ministration might consider that going forward.

Mr. SCHNEIDER. I will come to you, Ms. Rosenberg, in a second.

But, Mr. Eisenstadt, I need you to talk about Hezbollah. Is it fair
to say that HIFPA, the Hezbollah International Financing Preven-
tion Act, has had an impact on Hezbollah’s ability to act in the re-
gion, or are there more things we can do around that as well?

Mr. EISENSTADT. My understanding is it has had a major impact
but perhaps not on their ability to act in the region, because I
think, in terms of prioritizing moneys, from their point of view,
their activities in Syria and elsewhere is existential, from their
point of view, and if they have less money for social services and
to provide for their base, well, in terms of guns and butter, the
money goes to the guns and not the butter at this point. But in the
long term, that could have an impact in terms of how their domes-
}ic support base looks at them if they can’t benefit from this in the
uture.

Mr. SCHNEIDER. Ms. Rosenberg.

Ms. ROSENBERG. I would just add briefly to that, in addition to
raising the costs, I think that creating greater leverage for the
United States and other international allies can be cultivated by
exposing—further exposing—Iran’s dangerous activities or naked
violations of arms restrictions, for example. What I am talking
about here is using sanctions as a means to expose particular viola-
tions or circumvention activities, doing more public interdiction of
weapons for Houthis or to proxies, terrorist proxies, in the Middle
East, and again through possibly use U.S. force posture and protec-
tion in the Middle East by identifying instances where Iran is en-
gaged in threatening behavior, saber rattling in the Gulf and in the
straits.

Mr. SCHNEIDER. Thank you.
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With that, my time is all but expired. I will yield back.

Ms. Ros-LEHTINEN. Thank you very much, Mr. Schneider.

Now, Mr. Connolly of Virginia.

Mr. CoNNOLLY. Thank you, Madam Chairman, and thank you so
much for pulling this together.

Wonderful panel. I wish we had lots of time with each one of you
because I have enjoyed listening to the testimony and watching it.

I am going to go kind of rapid fire. Bear with me because I only
have got 5 minutes, and this chairman is tight.

Ms. Ros-LEHTINEN. No, no, no. Take all the time you want.

Mr. CoNNOLLY. Ms. Rosenberg, you answered Mr. Deutch’s ques-
tion about the apparent incompatibility of the Trump administra-
tion’s desire for a rapprochement with Russia with Iranian threats.
You said these don’t need to be inconsistent. And I want to give
you a chance to explain that because, to me, there is prima facie
evidence they are inherently inconsistent. I mean, their support for
Houthis, their support for Hezbollah, their support for Assad:
These are all goals antithetical to U.S. policy that has not changed
with the new administration—that I am aware of.

And what did you mean they don’t need to be inconsistent? How
could they be otherwise? I am not trying to challenge you. I want
to give you an opportunity to clarify.

Ms. ROSENBERG. Sure. What I meant was that on U.S. posture
toward Russia there could be both cooperation in certain domains
and a tough pushback in others.

Mr. ConNOLLY. Even where we disagree.

Ms. ROSENBERG. Correct.

Mr. CoNNOLLY. Got it. That is what you meant.

Ms. ROSENBERG. Yes.

Mr. ConNoLLY. Thank you.

Dr. Katzman, how important do you believe, in resolving all of
these issues ultimately—what is going on in Yemen, the civil war
in Syria, and other tensions in the region; I could go down the
laundry list—how important, at the end of the day, will diplomacy
be as part of the solution?

Mr. KaTzMAN. Well, actually——

Mr. CoNNOLLY. Could you speak up?

Mr. KATZMAN. It was tried. After the JCPOA, there was in fact
an effort to enlist Iran to try to get——

Mr. CoNNOLLY. No. I am talking about our diplomacy.

Mr. KaTtzMAN. Well, the U.S. tried to—we were talking with the
Iranians after the JCPOA was finalized to get them to be helpful
on Syria. It did not succeed. The JCPOA still went forward, but
that did not succeed because Iran’s interests were just completely
different. They need Assad there because he is allowing this chan-
nel for Iran to support Hezbollah, which is their most cherished
goal. So the Iranians did not cooperate. We tried diplomacy, and it
did not succeed in that particular example.

Mr. CoNNOLLY. Fair enough. But although that kind of goes back
to Ms. Rosenberg’s point—we agree on some things; we are going
to disagree on others—it really depends on what is in—perceived
national interest. Apparently Iran perceived that a nuclear agree-
ment was in its interests.

Mr. KaTZMAN. They absolutely did.
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Mr. CONNOLLY. As did we and the other world powers.

Mr. KATZMAN. The sanctions drove them into what we here, if it
had done that much damage to our economy, it was on the line of
the Great Depression here.

Mr. ConNOLLY. Thank you. Very good point.

And that allows me to segue to Mr. Eisenstadt, and you can com-
ment as well. How efficacious will sanctions be, can they be, on the
issue of ballistic missiles and other unacceptable behavior by Iran?
It seemed to work on the nuclear front. Can it, will it work here?

Mr. EISENSTADT. I think the case of the nuclear sanctions are
kind of sui generis at this point. And I think the best we could
hope for is kind of incremental benefits, disrupting their efforts to
acquire technology, know-how, and the like, small wins, if you will.
The JCPOA gave us, if it works as intended, perhaps 15 years of
respite in which we could use the time to perhaps change Iran’s
nuclear calculus. With the missiles, it is going to be an ongoing
kind of thing with small victories at best.

Mr. ConNOLLY. When you said “sui generis,” part of that is we
actually had, mirabile dictu, the cooperation of Russia and China
and France. On ballistic missiles and other behavior, we clearly
will not.

Mr. EISENSTADT. Yes. I agree, yes.

Mr. CoNNOLLY. Very good point. Either one of you, Ms. Rosen-
berg or Dr. Katzman, want to comment on that? This is very rel-
evant to us, as the chairman knows, because we are, as we speak,
looking at additional sanctions legislation.

Ms. ROSENBERG. Sure. I would add that

Mr. CoNNOLLY. If you can speak into that microphone like Dr.
Katzman did.

Ms. ROSENBERG. In addition to sanctions that can and should be
part of the strategy, I certainly agree that, as a kind of creation
of leverage or means to cultivate U.S.—for deterrence for Iran,
these are small by comparison to a conventional deterrence force,
which underscores the point that sanctions must be part of a
broader, more holistic strategy of alliance, politics, and operational
activities, as well as conventional defenses, not to mention cyber
activity, covert activity.

And this body, Congress, is well positioned to oversee not just
sanctions, of course, but other—these other realms as well, particu-
larly force structure and appropriations.

Mr. ConNoOLLY. Madam Chairman, if you would just allow Dr.
Katzman to respond, and then I will yield back. I thank the chair.

Mr. KaTZMAN. I would say that

Mr. CoNNOLLY. You have got to speak into the microphone again,
Dr. Katzman.

Mr. KATZMAN. I sort of lost my train of thought.

Mr. ConNOLLY. Sorry. “I would say,” you started to say.

Mr. KaTZMAN. What was the question again? I am sorry.

Mr. ConNoOLLY. I think were you about to say, “I would say that
was a brilliant question, Congressman Connolly, and God, I wish
this hearing had been having more like that,” something like that.
No? That wasn'’t it. I was trying to help you here.

Mr. KaTZMAN. I mean, I would say sanctions were effective in
getting the JCPOA because they affected Iran’s core economic—its
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economy, its entire civilian economy. To work at the margins, to
have other sanctions that are only going to nibble at the margins
of Iran’s economy are not likely to affect Iran’s calculations.

Mr. CoNNOLLY. Would you agree with Mr. Eisenstadt that in
some ways the sanctions with respect to the nuclear development
program were sui generis?

Mr. KATZMAN. Yes.

Mr. CoNNOLLY. And, therefore, unlikely to be replicated for any-
thing else?

Mr. KaTzZMAN. Well, if the new administration decides that it is
going to implement the JCPOA, Iran is very clear that if the sanc-
tions that were lifted are reimposed under other justifications, Iran
is going to walk away from the deal. Iran is very clear on that.

Mr. ConnoLLY. Well, let me just say: There are many of us up
here who support the JCPOA, who believe fervently the JCPOA is
working, that, as a matter of fact, the existential threat to Israel
was denial of JCPOA, not approval, and will not support sanctions
that encroach on—that we won’t do. I am more than willing to look
at sanctions in the other venues. But I always worry with respect
to sanctions about efficacy. And that is why I take what Mr.
Eisenstadt said seriously. It doesn’t mean don’t do it, but if we are
going to do it, it can’t just be a feel-good, symbolic kind of thing.
It has to be toward some end, a change in behavior. And that was
the nature of my question.

Mr. KATZMAN. Let me just give you—Iran was exporting 2.6 mil-
lion barrels a day of oil. When the sanctions kicked in, Iran was
reduced to 1 million barrels a day, 60 percent decrease. That is
what caused, that type of diminishment is what caused Iran to
make a new calculation. Unless you can replicate that, it is going
to be very difficult to get Iran to make a new calculus.

Mr. ConNOLLY. Excellent point. And we even got nations like
India to agree—think about this—to reduce Iran as a supplier of
something they don’t really produce. That is a big hardship. And
to get that level of cooperation takes a lot of diplomatic and other
skills. And I take Mr. Eisenstadt’s point: Not so easy to replicate
that for other things. We can try, but that is going to be a bigger
challenge.

Mr. Eisenstadt?

Mr. EISENSTADT. Can I make just one more point? Also, depend-
ing upon how U.S. relations with Russia and China evolve, even if
Iran was to violate its JCPOA commitments, I am not sure we
would even be able to snap back sanctions a few years from now.
The stars all aligned in the last couple years to enable JCPOA and
the sanctions. And politics might evolve in a certain way that it
may not be possible in the future even for nuclear violations.

Mr. CONNOLLY. Good point.

Madam Chairman, you have been very indulgent. And I really
appreciate it, but I think this is a really important discussion.
Thank you for putting this together.

Ms. ROS-LEHTINEN. You are right, especially in terms of new leg-
islation that is building up in Congress.

Thank you, Mr. Connolly, as always.

And thank you to our witnesses.

With that, our subcommittee is adjourned. Thank you.
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[Whereupon, at 3:37 p.m., the subcommittee was adjourned.]
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Statement for the Record
Submitted by Mr. Connolly of Virginia

Iran’s ballistic missile program poses a serious threat to the national security interests of the U.S.
and our closest allies. The Islamic Republic possesses the largest and most diverse ballistic
missile inventory in the Middle East, and it has built this deadly arsenal with the help of other
global bad actors, namely North Korea. Iran has distributed short-range missiles to regional
terrorist organizations that in turn use them against Israel. Tehran’s long-range missile systems
threaten to strike our NATO allies. Iran continues to conduct ballistic missile tests that imperil
U.S. ships, forces, and allies in the Persian Gulf.

The greatest and, potentially, existential threat posed by Iran’s ballistic missile program is the
development and deployment of a nuclear-armed ballistic missile. This is a threat the
international community has a shared interest in eliminating. To that end, through a combination
of concerted international diplomacy and pressure, the Obama Administration successfully
negotiated the Joint Comprehensive Plan of Action (JCPOA), which effectively blocks Iran’s
path to developing a nuclear weapon. And the good news is that the JCPOA is working, Iran is
meeting its obligations under the deal. However, the JCPOA is not, and never claimed to be, an
all-encompassing agreement that addresses each and every malign action of the government in
Tehran.

We must be clear that the United States takes seriously Iran’s destabilizing provocations and lay
out a strategic response that holds Iran accountable without violating U.S. obligations under the
Iran nuclear agreement. Iran’s repeated testing of ballistic missiles runs contrary to the United
Nations Security Council Resolution 2231, which calls upon Iran “not to undertake any activity
related to ballistic missiles designed to be capable of delivering nuclear weapons, including
launches using such ballistic missile technology.” Iran’s Islamic Revolution Guard Corps
(IRGC) continues to bankroll and arm regional terrorist organizations, including Hezbollah and
Hamas, that threaten our greatest ally in the Middle East, Israel. Iran further acts as a
destabilizing force in the region by supporting the Houthis in Yemen and Shia militias in Traq
and Syria. And on the home front, the Iranian regime engages in significant human rights abuses
to maintain its brutal stranglehold on the Iranian people.

House Foreign Affairs Committee Chairman Royce and Ranking Member Engel recently
introduced H.R. 1698, the Iran Ballistic Missiles and International Sanctions Enforcement Act,
which Twas glad to cosponsor. This bill strategically increases targeted pressure on those
responsible for furthering Iran’s development of ballistic missiles without mandating sanctions
on a sweeping range of activities that may or may not be indirectly related to the missile
program. In the interest of preventing that which we all can agree is an unacceptable outcome — a
nuclear-armed Iran — Congress must work in concert with the Administration to ensure that the
nuclear agreement is fully implemented and strictly enforced. That is why it is so important for

1
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H.R. 1698 to carefully tailor U.S. sanctions against lran in such a way that ensures compliance
with the JCPOA.

Ultimately, the United States cannot address Iran’s destabilizing behavior alone. The United
States has been the leader of an international coalition of countries that coalesced around the
shared goal of preventing Iran’s development of a nuclear weapon. The importance of
international unity to address Iran’s other malign actions cannot be understated. Unilateral U.S.
sanctions hold limited leverage when the United States barely registers on Iran’s radar of trading
partners, Furthermore, we cannot effectively address this issue if Russia continues to undermine
global efforts to reign in Tehran’s provocative behavior by reportedly supplying lran’s ballistic
missile program and thwarting action at the U.N. Security Council.

1look forward to hearing from our witnesses regarding how Congress can defuse the threats
posed by the Iranian regime, and maintain support for a robust international coalition.



