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AMENDMENT TO THE AMENDMENT IN THE
NATURE OF A SUBSTITUTE TO H.R. 9087

OFFERED BY MR. MOYLAN OF GUAM

At the appropriate place, insert the following:

1 SEC. . STRATEGY TO PREVENT FOREIGN INFLUENCE

2 ON NON-FEDERAL GOVERNMENTS.

3 (a) IN GENERAL.—The Secretary of State, in con-

4 sultation with the Attorney General and the Secretary of

5 Homeland Security, shall develop a strategy to eliminate

6 the ability of foreign adversaries to influence, pressure, or

7 threaten non-Federal governments.

8 (b) MATTERS TO BE INCLUDED.—The strategy re-

9 quired under subsection (a) shall include the following:

10 (1) An identification of events, statements, or

11 other actions undertaken by non-Federal govern-

12 ments, that foreign adversaries have condemned or

13 tried to influence.

14 (2) A description of methods that foreign adver-

15 saries have used to influence non-Federal govern-

16 ments.

17 (3) A description of past, ongoing, or planned

18 actions of the Department of State to conduct out-

19 reach to non-Federal governments relating to coun-
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1 tering the security threats posed to non-Federal gov-
2 ernments by foreign adversaries.

3 (4) Current mechanisms in place within the De-
4 partment of State and the private sector to detect,
5 prevent, suppress, investicate, mitigate, and respond
6 to any events, statements, or other actions referred
7 to in paragraph (1) affecting non-Federal govern-
8 ments.

9 (5) The resources required for the Department
10 of State to protect non-Federal governments from
11 acts of espionage, cybersecurity threats, or physical
12 damage or disruption, including vandalism, black-
13 mail, or related coercive threats by foreign adver-
14 saries.

15 (6) Recommendations for expanding operations
16 by the Department of State to protect non-Federal
17 covernments from acts of espionage, cybersecurity
18 threats, or physical damage or disruption, including
19 vandalism, blackmail, or related coercive threats by
20 foreign adversaries.
21 (7) Recommendations for the Department of
22 State, private sector partners, and other relevant
23 non-KFederal government agencies and partners to
24 jointly develop and establish standards, guidelines,
25 best practices, methodologies, procedures, or proc-
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1 esses to ensure the security, resiliency, and integrity
2 of non-Federal governments against foreign threats.
3 (8) The benefits and drawbacks, and associated
4 analysis, of designating the Department of State as
5 the lead Federal entity responsible for ensuring the
6 security, resiliency, and integrity of non-Federal gov-
7 ernments.

8 (¢) REPORT.—

9 (1) IN GENERAL.—Not later than 90 days after
10 the date of the enactment of this Act and annually
11 thereafter for 3 years, the Secretary of State shall
12 submit to the appropriate congressional committees
13 a report that contains the strategy required under
14 subsection (a).

15 (2) Form.—Each report required under this
16 subsection shall—

17 (A) be submitted in unclassified form, but
18 may contain a classified annex;

19 (B) be made available on a publicly acces-
20 sible Federal Government website; and
21 (C) be sent to non-Federal governments.
22 (d) NOTIFICATION.—Not later than 1 year after the

23 date of enactment of this Act, and annually thereafter for
24 3 years, the Secretary of State, shall submit to the appro-

25 priate congressional committees an unclassified notifica-
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I tion describing the results of actions taken pursuant to

2 this subsection in the preceding one-year period.

3 (e) DEFINITIONS.—In this section:

4 (1) NON-FEDERAL GOVERNMENT.—The term

5 “non-Federal government” means any State, local,

6 Tribal, or territorial government in the United

7 States.

8 (2) FOREIGN ADVERSARY.—The term ‘‘foreign

9 adversary’—

10 (A) has the meaning given such term in

11 section 8(¢) of the Secure and Trusted Commu-

12 nications Networks Act of 2019 (47 U.S.C.

13 1607(¢)); and

14 (B) includes the People’s Republic of

15 China.

16 (3) APPROPRIATE CONGRESSIONAL COMMIT-

17 TEES.—The term “appropriate congressional com-

18 mittees” means—

19 (A) the Committees on Foreign Affairs

20 and the Judiciary of the House of Representa-

21 tives; and

22 (B) the Committees on Foreign Relations

23 and the Judiciary of the Senate.
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Amendment to the Amendment in the Nature of a Substitute to H.R. 9087


Offered by Mr. Moylan of Guam


At the appropriate place, insert the following:


SEC. __. Strategy to prevent foreign influence on non-Federal governments.

(a) In general.—The Secretary of State, in consultation with the Attorney General and the Secretary of Homeland Security, shall develop a strategy to eliminate the ability of foreign adversaries to influence, pressure, or threaten non-Federal governments.


(b) Matters to be included.—The strategy required under subsection (a) shall include the following: 


(1) An identification of events, statements, or other actions undertaken by non-Federal governments, that foreign adversaries have condemned or tried to influence.


(2) A description of methods that foreign adversaries have used to influence non-Federal governments.


(3) A description of past, ongoing, or planned actions of the Department of State to conduct outreach to non-Federal governments relating to countering the security threats posed to non-Federal governments by foreign adversaries.


(4) Current mechanisms in place within the Department of State and the private sector to detect, prevent, suppress, investigate, mitigate, and respond to any events, statements, or other actions referred to in paragraph (1) affecting non-Federal governments.


(5) The resources required for the Department of State to protect non-Federal governments from acts of espionage, cybersecurity threats, or physical damage or disruption, including vandalism, blackmail, or related coercive threats by foreign adversaries.


(6) Recommendations for expanding operations by the Department of State to protect non-Federal governments from acts of espionage, cybersecurity threats, or physical damage or disruption, including vandalism, blackmail, or related coercive threats by foreign adversaries.


(7) Recommendations for the Department of State, private sector partners, and other relevant non-Federal government agencies and partners to jointly develop and establish standards, guidelines, best practices, methodologies, procedures, or processes to ensure the security, resiliency, and integrity of non-Federal governments against foreign threats.


(8) The benefits and drawbacks, and associated analysis, of designating the Department of State as the lead Federal entity responsible for ensuring the security, resiliency, and integrity of non-Federal governments.


(c) Report.— 


(1) IN GENERAL.—Not later than 90 days after the date of the enactment of this Act and annually thereafter for 3 years, the Secretary of State shall submit to the appropriate congressional committees a report that contains the strategy required under subsection (a).


(2) FORM.—Each report required under this subsection shall— 


(A) be submitted in unclassified form, but may contain a classified annex; 


(B) be made available on a publicly accessible Federal Government website; and


(C) be sent to non-Federal governments. 


(d) Notification.—Not later than 1 year after the date of enactment of this Act, and annually thereafter for 3 years, the Secretary of State, shall submit to the appropriate congressional committees an unclassified notification describing the results of actions taken pursuant to this subsection in the preceding one-year period.


(e) Definitions.—In this section: 


(1) NON-FEDERAL GOVERNMENT.—The term “non-Federal government” means any State, local, Tribal, or territorial government in the United States.


(2) FOREIGN ADVERSARY.—The term “foreign adversary”— 


(A) has the meaning given such term in section 8(c) of the Secure and Trusted Communications Networks Act of 2019 (47 U.S.C. 1607(c)); and


(B) includes the People’s Republic of China.


(3) APPROPRIATE CONGRESSIONAL COMMITTEES.—The term “appropriate congressional committees” means— 


(A) the Committees on Foreign Affairs and the Judiciary of the House of Representatives; and


(B) the Committees on Foreign Relations and the Judiciary of the Senate.
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  At the appropriate place, insert the following: 
  
  __. Strategy to prevent foreign influence on non-Federal governments 
  (a) In general The Secretary of State, in consultation with the Attorney General and the Secretary of Homeland Security, shall develop a strategy to eliminate the ability of foreign adversaries to influence, pressure, or threaten non-Federal governments. 
  (b) Matters to be included The strategy required under subsection (a) shall include the following: 
  (1) An identification of events, statements, or other actions undertaken by non-Federal governments, that foreign adversaries have condemned or tried to influence. 
  (2) A description of methods that foreign adversaries have used to influence non-Federal governments. 
  (3) A description of past, ongoing, or planned actions of the Department of State to conduct outreach to non-Federal governments relating to countering the security threats posed to non-Federal governments by foreign adversaries. 
  (4) Current mechanisms in place within the Department of State and the private sector to detect, prevent, suppress, investigate, mitigate, and respond to any events, statements, or other actions referred to in paragraph (1) affecting non-Federal governments. 
  (5) The resources required for the Department of State to protect non-Federal governments from acts of espionage, cybersecurity threats, or physical damage or disruption, including vandalism, blackmail, or related coercive threats by foreign adversaries. 
  (6) Recommendations for expanding operations by the Department of State to protect non-Federal governments from acts of espionage, cybersecurity threats, or physical damage or disruption, including vandalism, blackmail, or related coercive threats by foreign adversaries. 
  (7) Recommendations for the Department of State, private sector partners, and other relevant non-Federal government agencies and partners to jointly develop and establish standards, guidelines, best practices, methodologies, procedures, or processes to ensure the security, resiliency, and integrity of non-Federal governments against foreign threats. 
  (8) The benefits and drawbacks, and associated analysis, of designating the Department of State as the lead Federal entity responsible for ensuring the security, resiliency, and integrity of non-Federal governments. 
  (c) Report 
  (1) In general Not later than 90 days after the date of the enactment of this Act and annually thereafter for 3 years, the Secretary of State shall submit to the appropriate congressional committees a report that contains the strategy required under subsection (a). 
  (2) Form Each report required under this subsection shall— 
  (A) be submitted in unclassified form, but may contain a classified annex;  
  (B) be made available on a publicly accessible Federal Government website; and 
  (C) be sent to non-Federal governments.  
  (d) Notification Not later than 1 year after the date of enactment of this Act, and annually thereafter for 3 years, the Secretary of State, shall submit to the appropriate congressional committees an unclassified notification describing the results of actions taken pursuant to this subsection in the preceding one-year period. 
  (e) Definitions In this section: 
  (1) Non-Federal government The term  non-Federal government means any State, local, Tribal, or territorial government in the United States. 
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