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Mr. Chairman Thornberry, Ranking Member Mr. Smith, and distinguished members of the 
committee, it is an honor to appear again before you and speak on the threats facing our country.  
I thank you for this opportunity to participate and address the key challenges generated by the 
convergence of modes of warfare represented by hybrid threats and other forms of conflict.    

 
Our Joint forces must be ready and able to respond to challenges across the full spectrum 

of conflict.  The U.S. defense community faces global challengers, and must devote sufficient 
attention to the breadth of adversaries facing it and the many different forms that human conflict 
can take.  The first step is understanding both the range of conflicts we may face and then their 
changing character. Partially because of this two-part challenge, we are falling behind in our 
readiness for the future.  As the Chairman of the Joint Chiefs of Staff, General Joseph Dunford, 
has concluded “We’re already behind in adapting to the changed character of war today in so 
many ways.”1   

 
 American strategic culture is sometimes criticized for an emphasis, if not myopic focus, 

on conventional interstate war.  This emphasis was acknowledged in a major lessons learned 
project produced by the U.S. Joint Chiefs of Staff which observed that a “big war” paradigm 
clouded our understanding and delayed the adaptation required for U.S. forces to succeed in Iraq 
and Afghanistan.2  The tendency to ignore certain types of threats or forms of conflict has 
impeded U.S. strategic performance in the past, and will continue to do so until we grasp the full 
set of conflict types.  Without explicit recognition of conflict types in our strategy and doctrine, 
we remain in a perpetual state of reactive adaptation.3     
  
 Years ago, before this Committee, I explained the origins of the so-called hybrid threat as 
we saw it emerging in the early years of the last decade.  This threat was based on the expected 
convergence of irregular forces with advanced military capabilities.  The mixture of these both 
irregular methods and conventional tools was not a new form of warfare, but the toxic addition 
of catastrophic terrorism and criminal behavior was expected to present unique challenges for 
which we were not prepared.  The war between Israel and Hezbollah in the summer of 2006, the 
evolution of ISIS over the past several years, and the ongoing bloodshed in eastern Ukraine 
suggest that our forecast was not too far off the mark. 
                                                 
1 This statement reflects only the personal views of the author and does not necessarily represent 
the positions of the Defense of Defense or the U.S. Government.  
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 Hybrid Warfare.  Nearly 15 years ago, defense analysts at the Pentagon and at the 
Marine Corps’ Warfighting Lab identified trends and writings about deliberate efforts to blur and 
blend methods of war.  This forecast suggested that our prevailing technological dominance in 
the American-led Revolution in Military Affairs would produce a counter-revolution that would 
exploit the convergence of different modes of conflict.  This threat hypothesis evolved into a 
theory about hybrid threats.4  Just a few years later, the projection was born out in Southern 
Lebanon with Hezbollah’s example, and appears to be relevant to other conflicts as well.5  Three 
U.S. Secretaries of Defense, including the current DoD leadership, found the concept useful and 
have cited the emergence of hybrid adversaries.6   

 
A hybrid threat reflects more than a blend of regular and irregular tactics.  Over a decade 

ago, this mode of conflict was defined as an adversary that “simultaneously and adaptively 
employs a fused mix of conventional weapons, irregular tactics, catastrophic terrorism, and 
criminal behavior in the battlespace to obtain desired political objectives.”7  The convergence of 
criminal and “socially disruptive behavior,” along with the rise of mass terrorism was forecasted 
as a rising factor back in 2005.  The fusion of advanced capabilities with irregular forces and 
tactics is key, as borne out repeatedly over the last decade from Hezbollah to Russian campaigns 
in Georgia and Ukraine.8  It is important to note that the concept is not limited to landpower, and 
is equally applicable to the maritime domain.9 
            
 Hybrid threats can often be created by a state actor creating a proxy force.10 Sponsorship 
from a major power can generate hybrid threats more readily by the provision of advanced 
military capabilities to the proxy.  Proxy wars, appealing to some powers as ‘warfare on the 
cheap’ are historically ubiquitous but chronically understudied.  
 
 The hybrid threat captures the ongoing implications of globalization, the diffusion of 
military-related technologies, and the information revolution.   Hybrid threats are qualitatively 
different from less complex irregular or militia forces.  They, by and large, cannot be defeated 
simply by Western counter-terrorism tactics or protracted counterinsurgency techniques.  Hybrid 
threats are more lethal than irregular forces conducting simple ambushes and crude improvised 
explosive devices, but they are not necessarily unknown to Western forces, and may be defeated 
with sufficient combat power.  Hezbollah’s method of fighting Israel, as evidenced by their 
political leader Hassan Nasrallah, is an organic response to their security dilemma that is “not a 
conventional army and not a guerrilla force, it is something in between.”11  
 

Events in Crimea and eastern Ukraine have led European security officials to pay more 
attention to Russia’s assertive behavior and its ways of war.  For this reason, hybrid warfare is 
now an explicit discussion point at NATO and among NATO civilian leaders.12 In the Crimea, 
Russia demonstrated that it had learned from its performance in Georgia in 2008 and employed 
inherently conventional methods, but with better agility and illegal methods.13  This was hardly 
new or “ambiguous” but it was effective under circumstances that are not easily replicated 
elsewhere.  These are not novel, especially to Russia.  These are actually time-tested methods 
with which the U.S. security community has seen before.14    
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European military analysts, pushed by Russia’s example, have also embraced the hybrid 
evolution as a feature of contemporary conflict.15  Yet the NATO interpretation of hybrid 
warfare is much broader, depicting it as a mixture of military means with non-military tools 
including propaganda and cyber activity.  This interpretation is much closer to the issues raised 
in this country by scholars and senior U.S. military officials studying what they call gray zone 
conflicts.  The distinction between indirect gray zone conflicts and the violent methods posited 
by hybrid threats should be noted as a key distinction.16 
            
 Hybrid warfare as a mix of methods short of war has become a common interpretation 
and an alternative definition in Europe, where key leaders at NATO define hybrid threats as "a 
wide range of overt and covert military, paramilitary, and civilian measures are employed in a 
highly integrated design."17  The NATO version reflects a combination of methods, and 
emphasized an integrated and purposeful design.  This is a broad definition that could explain 
just about all wars, which usually contain combinations of military and non-military activity in 
an integrated plan.  In the context faced by NATO today, such activities are occurring short of 
armed conflict.  Thus, NATO’s perspective is closer conceptually to gray zone or what I call 
Measures Short of Armed Conflict.        
 

The Continuum of Conflict.  Understanding war as a holistic phenomenon is important, 
and so too is understanding the complexity and distinctions of various modes of warfare across 
the “continuum of conflict.”  To dissipate the fog of confusion in current terminology, a heuristic 
construct for conflict is presented below in Figure 1.       
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Figure 1 

 Measures Short of Armed Conflict.   The Joint Staff’s projected security environment 
forecasts a future in which adversaries will employ stratagems to gain influence and undermine 
U.S. interests with techniques well short of traditional armed conflict.18  During the Cold War, 
the United States faced persistent efforts to undermine order, weaken our alliances, and undercut 
our interests by activities that fell well short of military violence.  The Soviet Union had well-
established directorates in their intelligence organizations designed to sow discord, de-legitimize 
political opponents and weaken the resolve of the NATO alliance.19   
 
 More recently, non-violent coercion measures as a form of geopolitical competition have 
been occurring with regularity, suggesting that this history remains relevant.  China’s use of 
diplomatic assertions, deliberate use of fishery/maritime law enforcement forces, and aggressive 
seizures of disputed islands in the Pacific constitute a modern case study. 20   China’s assertive 
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behaviors in the South China Sea appear designed to erode the existing international order and 
change the norms of international behavior through acts of latent coercion.  China has used 
maritime militia forces to disrupt foreign survey, energy development, and commercial fishing 
operations and to extend and consolidate areas it views as Chinese territory with low risk of 
escalating to greater violence.21   
 
 Chinese conceptions of “quasi-war” and the “Three Warfares” which embrace legal, 
psychological, and information activities short of warfare, are relevant to this discussion. 22   
Recent research suggests a convergence of China and Russian tactics is occurring, emanating 
from Chinese interpretations of Russia’s actions in the Crimea and in the cyber domain.  We 
should expect Russia, in turn, to absorb lessons from the South China Sea, as well as other 
states.23  
 
 Cold War and recent experience with the Russians suggests that the admixture of 
political/economic/subversive activity remains an element of their operational art.24  Russia uses 
similar tactics in Ukraine and elsewhere, a form of “simmering borscht” that seeks to extend 
Moscow’s sphere of influence without triggering an armed response.  The Soviet Union 
frequently employed what it called “Active Measures” (Russian: активные мероприятия or 
 ak ti’vnyye mero priya’tniya) in the information domain, including false stories. 25  Russian 
interest and application of Active Measures does not seem to have abated, and perhaps has even 
been expanded via social media and fake news outlets in the last several years, particularly in 
Europe.26  Russia’s current leadership clique emerged from the state intelligence agencies and 
seems well-experienced in the use of covert approaches and the use of distortion, disinformation, 
subversion and propaganda.27  Much attention has recently been made of Russian meddling in 
U.S. electoral campaigns, but such influence efforts have routinely been part of their tradecraft 
for a long time.28  Its cyber efforts have garnered a lot of attention in Estonia, Georgia, Ukraine, 
and now in the United States. 29  However, its interference in European political parties, and its 
development of soft power “false front” organizations is also noteworthy.30 
 
 Belatedly, we are appreciating the need to compete with greater agility at lower levels 
short of war, against multi-functional or multi-dimensional threats.  This gap in our 
understanding of the competitive space between peace and war is a shortfall in U.S. strategic 
culture.31  More recently, a defense policy scholar has noted: “By failing to understand that the 
space between war and peace is not an empty one – but a landscape churning with political, 
economic, and security competitions that require constant attention – American foreign policy 
risks being reduced to a reactive and tactical emphasis on the military instrument by default.” 32 

 
 This suggests that U.S. security or policy community does not currently recognize the 
importance of competing in this arena.  An examination of any regional or theater commander’s 
engagement plans suggests this concern may be exaggerated.  Theater Security Cooperation 
plans, military to military engagement, military aid or support, exercises and various forms of 
engagement are routinely employed by our regional commands to compete for influence and 
signal U.S. commitment.  We may not coordinate these efforts well, or think of them as part of a 
collective competition against other major powers.  But the United States does employ what is 
best described as the constructive instruments of traditional statecraft, as shown below in Figure 
2.     
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 Traditional/Legitimate Forms of Statecraft and Influence 
Security Cooperation and Foreign Military Sales 

Economic Sanctions 

Public Diplomacy and Support for IGO/NGO 

Military Presence/Engagements/Exercises 

Foreign Internal Defense/Security Force Assistance 

Freedom of Navigation (maritmie or aerospace domains) 

Non-traditional/Illegitamate Forms of Statecraft and Influence 

Political Subversion, Penetration, False Front organizations 

Economic Corruption 

Coercive Threats 

Propaganda/Psychological Operations/Disinformation 

Cyber Intrusions/Cyber Corruption/Disruption 

   Figure 2.   Forms of Statecraft and Influence 

 Our adversaries, on the other hand, have mastered the more ambiguous and nontraditional 
instruments of statecraft, and have been criticized as nefarious or of questionable legitimacy.  
Kennan noted this decades ago when he observed that “The varieties of skullduggery which 
make up the repertoire of the totalitarian government are just about as unlimited as human 
ingenuity itself, and just about as unpleasant.” 33  While the challenge varies from region to 
region, we should recognize the need to orchestrate our traditional forms of statecraft, integrating 
the military and non-military elements, coherently as part of an integrated design.    
 
 Some Cold War scholars will recall George Kennan’s arguments for the 
institutionalization of Political Warfare by the United States to counter Russian activities.34  

Kennan defined Political Warfare as “the employment of all the means at a nation's command, 
short of war.”35  His understanding of the problem was informed by a deep understanding of 
Russia and its preference for indirect methods.  Covert Action (or activities) displaced the use of 
Political Warfare over time.  Kennan himself used “Measures Short of War” in his lectures at the 
National War College.   
  
 This conflict mode has recently drawn renewed interest as “Gray Zone Conflicts.”  These 
have been defined as actors “employing sequences of gradual steps to secure strategic leverage. 
The efforts remain below thresholds that would generate a powerful U.S. or international 
response, but nonetheless are forceful and deliberate, calculated to gain measurable traction over 
time.”36  These are admittedly not novel, but rather are more classical “salami-slicing” strategies, 
fortified with a range of unconventional techniques—from cyberattacks to information 
campaigns to energy diplomacy.  One scholar goes on to list numerous current relevant 
examples, including eastern Ukraine.  But Ukraine, particularly the fighting in Donbas, has 
blown past being an ambiguous no-man’s land, given the violent scope of the conflict (10,000 
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dead) and the overt use of advanced conventional power (armor, rockets, missiles).  This 
definition would lump together or 80 percent of the occurrences of conflict, including all forms 
of irregular or proxy war.     

 
Others argue that “The Gray Zone is characterized by intense political, economic, 

informational, and military competition more fervent in nature than normal steady-state 
diplomacy, yet short of conventional war.”37  These scholars note that such conflicts “involve 
some aggression or use of force, but in many ways their defining characteristic is ambiguity — 
about the ultimate objectives, the participants, whether international treaties and norms have 
been violated, and the role that military forces should play in response.”38  They go on to list 
Russia’s annexation of Crimea, its support of separatists in Donbas, Ukraine; the advances of 
Islamic State of Iraq and the Levant (ISIL); the murderous Boko Haram’s insurgency in Nigeria, 
as Gray Zone Conflicts.  That is a wide range of very different conflicts and asks a lot of the 
concept.  Their inclusion of the fighting in Donbas challenges their definition, as Russia’s war 
inside Ukraine has resulted in nearly 7,000 deaths and tens of thousands of other casualties -- 
hardly covert or ambiguous.  These are not gray or ambiguous acts.  Several of these conflicts 
are more accurately described as irregular or revolutionary movements.   

 
Thus, the definition of Gray Zone conflict remains expansive and elusive.  Instead, I 

think the better term is Measures Short of Armed Conflict.  Short of “armed conflict” puts it in 
the right place on the continuum and also outside of what we know and teach as war. 
   
Comparison   

 
The distinction between Hybrid warfare and Measures Short of Armed Conflict is important.  Both 

use combinations.  The latter seeks to gain advantage politically without the overt and explicit use of 
violence.  Actors employing Measures Short of Armed Conflict seek to avoid violence.   Hybrid threats also 
have combinations including the use of political warfare and narratives, but they combine it with violent 
force directed at both military and non-combatants.   

 
 An historical case study will illuminate the distinctions between the original usage of the 
concept of “hybrid threats” and its NATO interpretation.  Russia’s efforts to influence Kiev’s 
discussions about joining the EU constitute an example of a gray zone conflict, clearly intended 
to interfere with Ukraine’s realignment by indirect forms of influence including corruption and 
disinformation.  This is well short of traditional armed conflict.  However, the ongoing violence 
in eastern Ukraine is an archetypical form of hybrid warfare within an integrated design that has 
produced a costly conflict.39  The conflict has generated nearly 10,000 dead and over 22,000 
wounded.40  
  
 The fusion of the various forces or means employed in the Donetsk and Luhansk oblasts 
(combinations of separatists, Sestinas special forces, Russian regulars with advanced military 
capabilities Electronic Warfare, drones, rocket launchers, and some armor) is representative of  
hybrid warfare as originally defined in the United States and used by various Secretaries of 
Defense over the last decade.41  The employment of political repression, control over food 
supplies to control the local population, and the accidental catastrophic act of killing of 217 
passengers aboard MH-17 suggest a less conventional character in the middle of the conflict 
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spectrum, and all represent elements consistent with  hybrid threat methods.  The evidence of 
rampant corruption and suppression of employment and economic security evidence all the 
elements of a hybrid operational context within a deliberate design.42 
  
 The Russians under Mr. Putin’s leadership are not reinventing a new approach to warfare.  
What is clear is that a new generation of leaders, spawned within the KGB, are clearly applying 
longstanding Russian concepts of protracted conflict from the Cold War.43  Russia’s 
understanding of conflict constitutes a full spectrum approach, which means it can employ 
measures short of war or more violent hybrid approaches appropriate to the situation.44  It can 
also pose credible conventional combat capability, and project it at great distance, as shown 
several times in the Middle East.  NATO’s posture in Europe was indeed dangerously close to 
inviting aggression in the Baltics, and Congressional actions to reassure the Alliance and 
enhance conventional forces in the region has averted the crossing of a violent threshold.45  
  

The actions described as gray conflict or Measures Short of Armed Conflict are very 
significant to our security interests. This area has been highlighted by strategic assessments of 
the U.S. intelligence community and cannot be ignored.46  Some see the indirect approach, 
staying below the threshold of actual armed clashes, to be “a weapon of choice” for the future.  I 
think this assessment holds true only for one of our major geopolitical competitors.  Russia is 
likely to continue to employ more ambiguous and less kinetic efforts given both its past practices 
and its declining political, demographic and economic fortunes.  China on the other hand 
continues to grow both in economic and military indices, and has, by its actions, expressed an 
inclination to alter the existing rules set and international order.  While a physical confrontation 
is not inevitable, it appears to be a contingency that is increasingly more likely.  The combination 
of growing conventional power and national aspirations for regional control by China’s 
leadership portend a higher potential for military confrontation.  There will be many instances of 
“salami slicing tactics” in the South China Sea and cyber espionage.  These may produce a shift 
in the region.  But at the end of the day, hard power will be required to substantially reorder the 
balance of power and to dominate the region.   

 
 Our key challenge is recognizing the competition for influence that occurs in peacetime 
as part of Measures Short of Armed Conflict.  In both Europe and in Asia, we are competing 
with major revisionist powers for influence and for the retention of a rules based international 
order.  We are also competing for the retention of the coalition network and basing structures we 
have used for a generation to gain access to key regions of the world for power projection.  Our 
adversaries are using illegitimate instruments of statecraft (such as economic corruption, political 
intimidation, energy security threats, false front organizations and disinformation activities) to 
undermine our credibility, dilute the cohesion of our alliances, and prevent us from sustaining the 
international order and regional stability on which our economic prosperity has been based.   
  

We need to move past the lexicon debate and begin to improve our ability to counter the 
activities our adversaries employ to undercut our interests.47  Countering these subtle coercive 
techniques is the subject of new studies.48  The U.S. defense policy community and the military 
are now beginning to devote intellectual capital to this issue.49  But countering this method of 
conflict will require more than traditional military strategy responses and incorporate more than 
special operations forces.  We need to establish or reestablish a broader framework for conflict 
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short of violent warfare that incorporates a wider range of tools beyond traditional tools, and 
Special Forces or paramilitary operations.  I think we are prepared for the violence of the hybrid 
threat but we need to ask ourselves some harder questions about more indirect methods.  For 
example, how do we counter manipulation of elections and efforts to sow discord via cyber 
intrusions and the deliberate distribution of false information?50  How do we ensure that forms of 
subversion or disinformation, here and abroad, is neutralized?  Who designs and integrates our 
strategic approaches in Measures Short of Armed Conflict?  How should we organize ourselves 
to address this challenge?51 
 
Conclusion    
 
 When looking back at our engagements of the last 50 years and peering forward into the 
future, it is safe to say that the United States will continue to face challenges across the 
continuum of conflict.  As Professor Eliot Cohen has noted:  
 

The wars of the twenty-first century may take many forms.  Conventional conflict, 
including with China, most assuredly cannot be ruled out.  At the other end of the 
spectrum, terrorism will surely continue.  In between, what has been called hybrid war–
blending different forms of force with subversion, sabotage, and terror will also exist.52 
 

The prevailing black and white distinctions between Traditional War and Irregular War in 
U.S. strategic culture make for simple boxes but the real world is not so easily categorized.  
Some adversaries seek to exploit the institutional and cognitive seams that these over-
simplifications create.  They seek combinations, both multi-domain and multi-functional, to gain 
an advantage.  We must not underestimate them.  Instead we do need to conceptually understand 
them and become full spectrum capable ourselves.  
 

 

NOTES 

 

1 General Joseph Dunford, USMC, Remarks at NDU Graduation Ceremony, Ft. McNair, DC, June 10, 
2016.  Available at http://www.jcs.mil/Media/Speeches/Article/797847/gen-dunfords-remarks-at-the-
national-defense-university-graduation/.    
2 U.S. Joint Chiefs of Staff, Decade of War: Vol. 1: Enduring Lessons from the Last Decade of 
Operations, Suffolk, VA: Joint and Coalition Operational Analysis, June 15, 2012. 
3 Jan K. Gleiman, “The American Counterculture of War: Supporting Foreign Insurgencies and the 
American Discourse of War,” Special Operations Journal Vol. 1, no 1 (2015), 19–36. 
4 William. J. Nemeth, USMC, Future War and Chechnya: A Case for Hybrid Warfare, Monterrey, CA: 
Naval Postgraduate School, Master’s Thesis, June 2002; James N. Mattis and Frank Hoffman, “Hybrid 
Threats and the Four Block War,” Proceedings, September 2005; Frank Hoffman, “Hybrid Threats: 
Reconceptualizing the Evolving Character of Modern Conflict,” Strategic Forum 240, Washington, DC: 
Institute for National Strategic Studies, April 2009.     

                                                 

http://www.jcs.mil/Media/Speeches/Article/797847/gen-dunfords-remarks-at-the-national-defense-university-graduation/
http://www.jcs.mil/Media/Speeches/Article/797847/gen-dunfords-remarks-at-the-national-defense-university-graduation/


9 
 

                                                                                                                                                             
5 David Johnson, Military Capabilities for Hybrid War: Insights from the Israel Defense Forces in 
Lebanon and Gaza (Santa Monica, CA: RAND, 2010).  
6 Robert M. Gates "The National Defense Strategy: Striking the Right Balance," Joint Force Quarterly 
(1st Quarter 2009), 2–7; Leon Panetta, Remarks at the Woodrow Wilson Center, Washington, DC, 
October 11, 2011.  Accessed at http://www.defense.gov/transcripts/transcript.aspx?transcriptid=4903. 
7 Frank G. Hoffman, Conflict in the 21st Century: The Rise of Hybrid Wars (Arlington, VA: Potomac 
Institute for Policy Studies, 2007), 14, 58.  This version emphasized simultaneity and deliberate fusion of 
modes.  
8 Anders Fogh Rasmussen quoted in Mark Landler and Michael Gordon, “NATO Chief Warns of 
Duplicity by Putin on Ukraine,” The New York Times, July 8, 2014.  
9 James Stavridis, “Maritime Hybrid Warfare is Coming,” Naval Institute Proceedings, December, 2016, 
30–34.  
10 Andrew Mumford “Proxy Warfare and the Future of Conflict,” The RUSI Journal  Vol. 158, no. 2 
(2013), 40-46.  
11 Quoted in Matt Mathews, We Were Caught Unprepared, the 2006 Hezbollah-Israeli War, Ft. 
Leavenworth, KS: Combat Studies Institute Press, 2008.  
12 Anders Fogh Rasmussen quoted in Mark Landler and Michael Gordon, “NATO Chief Warns of 
Duplicity by Putin on Ukraine,” The New York Times, July 8, 2014. 
13 Sam Jones, “Ukraine: Russia’s new art of war,” FT.Com, August 28, 2014.  
14 Ben Connable, Jason H. Campbell, and Dan Madden, Stretching and Exploiting Thresholds for High-
Order War (Santa Monica, CA: RAND, 2016). 
15Strategic Survey 2014 (London: Institute for International Strategic Studies, 2014), 53–64; “Hybrid 
Warfare: Challenge and Response,” Military Balance (London: Institute for International Strategic 
Studies, 2015), 17–20. 
16 Mazarr, “Mastering the Gray Zone, 44–46; Michael Kofman and Matthew Rojansky. “A Closer Look at 
Russia's Hybrid War,” Kennan Cable No. 7, Washington, DC: Woodrow Wilson Center, April, 2015.   
17 Wales NATO Summit Communique, North Atlantic Treaty Organization, September 4, 2014, accessed 
at  http://www.nato.int/cps/en/natohq/official_texts_112964.htm?selectedLocale=en.  
18 Kevin Scott, Joint Operating Environment 2035, Washington, DC: Joint Chiefs of Staff/J7, July 14, 
2016, ii.    
19 Christopher Andrew and Vasili Mitrokhin, The Sword and the Shield: The Mitrokhin Archive and the 
Secret History of the KGB, (New York: Basic,1999).  
20 Andrew S. Erickson, Connor M. Kennedy, “Beware of China’s “Little Blue Men” in the South China 
Sea,” The National Interest, September 15, 2015, http://nationalinterest.org/blog/the-buzz/beware-chinas-
little-blue-men-the-south-china-sea-13846.  
21 Andrew S. Erickson and Connor M. Kennedy, “Countering China’s Third Sea Force: Unmask Maritime 
Militia before They’re Used Again,” The National Interest, July 6, 2016, 
http://nationalinterest.org/feature/countering-chinas-third-sea-force-unmask-maritime-militia-
16860?page=show. 
22 Alison A. Kaufman and Daniel M. Hartnett, Managing Conflict: Examining Recent PLA Writings on 
Escalation Control (Arlington, VA: CNA, February 2016), 26–28; Stephan Halper, “China: The Three 
Warfares,” May 2013, available at 
http://images.smh.com.au/file/2014/04/11/5343124/China_%2520The%2520three%2520warfares.pdf?ran

http://www.cgsc.army.mil/carl/scripts/goodbye3_2.asp?url=http://www.ndu.edu/inss/Press/jfq_pages/editions/i52/1.pdf
http://www.defense.gov/transcripts/transcript.aspx?transcriptid=4903
http://www.cgsc.army.mil/carl/scripts/goodbye3_2.asp?url=http://www.potomacinstitute.org/publications/Potomac_HybridWar_0108.pdf
http://www.tandfonline.com/author/Mumford%2C+Andrew
http://www.nato.int/cps/en/natohq/official_texts_112964.htm?selectedLocale=en
http://nationalinterest.org/blog/the-buzz/beware-chinas-little-blue-men-the-south-china-sea-13846
http://nationalinterest.org/blog/the-buzz/beware-chinas-little-blue-men-the-south-china-sea-13846
http://nationalinterest.org/feature/countering-chinas-third-sea-force-unmask-maritime-militia-16860?page=show
http://nationalinterest.org/feature/countering-chinas-third-sea-force-unmask-maritime-militia-16860?page=show
http://images.smh.com.au/file/2014/04/11/5343124/China_%2520The%2520three%2520warfares.pdf?rand=1397212645609


10 
 

                                                                                                                                                             
d=1397212645609.  See also Sangkuk Lee, “China’s Three Warfares, Origins, Applications and 
Organizations,” Journal of Strategic Studies, Vol. 37, no. 2 (April 2014), 198–220. 
23 Lora Sallman, “Little Grey Men: China and the Ukraine Crisis,” Survival Vol. 58, Issue 6 (2016), 135–
156. 
24 Victor Madeira, “Russian Subversion: Haven't We Been Here Before?,” July 30, 2014, available at 
http://www.statecraft.org.uk/research/russian-subversion-havent-we-been-here; David Maxwell, “Taking 
a Spoon to a Gunfight,” War on the Rocks, April 2, 2014; Steven Metz, “In Ukraine, Russia Reveals Its 
Mastery of Unrestricted Warfare,” World Politics Review, April 16, 2014.   
25 Vasily Mitrokhin, KGB Lexicon: The Soviet Intelligence Officer Handbook (London: Frank Cass, 
1992), 13.  See Richard H. Shultz and Roy Godson, Dezinformatsia: Active Measures in Soviet Strategy 
(McLean, VA: Pergamon-Brassey’s, 1984); News reports suggest that the Russians have continued their 
practices, see Craig Timberg, “Research ties ‘fake news’ to Russia,” The Washington Post, November 25, 
2016, A1, A15. 
26 Martin Kragh and Sebastian Asberg, “Russia’s Strategy for Influence through Public Diplomacy and 
Active Measures: The Swedish Case,” Journal of Strategic Studies, January 5, 2017, at 
http://dx.doi.org/10.1080/01402390.2016.1273830.  
27 Jolanta Darczewska, “The Anatomy of Russian Information Warfare, The Crimean Operation,” Point of 
View, Warsaw: Centre for Eastern Studies, May 2014.   
28 Mark Kramer, “The Soviet Roots of Meddling in U.S. Politics,” PONARS Eurasia Policy Memo # 452, 
Washington, DC, January, 2017, at  http://www.ponarseurasia.org/memo/soviet-roots-meddling-us-
politics. 
29 Michael Birnbaum, “Russian’s Tactics Roil Europe,” The Washington Post, August 14, 2016, 1;   
Helene Cooper, “Russia is Sternly Warned to Stay Out of U.S. Election,” The New York Times, 
September 8, 2016, A6.    
30 Orysia Lutsevych, Agents of the Russian World (Proxy Groups) (London: Royal United Services 
Institute, April 2016).   
31 See David Tucker and Christopher J. Lamb, “Peacetime Engagement” in Sam Sarkesian and Robert  
Connor, America’s Armed Forces, A Handbook of Current and Future Capabilities (Westport, CT: 
Greenwood Press, 1996). 
32 Nadia Schadlow, “Peace and War, the Space Between,” War on the Rocks, August 18, 2014, 
http://warontherocks.com/2014/08/peace-and-war-the-space-between/.  
33 Giles D. Harlow and George C. Maerz, eds., Measures Short of War: The George F. Kennan Lectures 
at the National War College, 1946-47 (Washington, DC: National Defense University Press, 1990), 6–8.  
He noted that “The varieties of skullduggery which make up the repertoire of the totalitarian government 
are just about as unlimited as human ingenuity itself, and just about as unpleasant.”    
34 Max Boot and Michael Doran, “Political Warfare: Changing America's Approach to the Middle East,” 
Brookings, June 28, 2013, available at http://www.brookings.edu/research/opinions/2013/06/28-political-
warfare-us-middle-east-counterterrorism-doran-boot.     
35 For Kennan’s policy memo promoting this initiative under the auspices of the State Department, see 
http://academic.brooklyn.cuny.edu/history/johnson/65ciafounding3.htm   
36 Michael Mazarr, “Mastering the Gray Zone,” Carlisle, PA: Strategic Studies Institute, 2015.   
37 General Joseph L. Votel, statement before the House Armed Services Committee Subcommittee on 
Emerging Threats and Capabilities, March 18, 2015; Captain Philip Kapusta, U.S. Special Operations 
Command (USSOCOM) white paper, “Defining Gray Zone Challenges,” April 2015. 

http://images.smh.com.au/file/2014/04/11/5343124/China_%2520The%2520three%2520warfares.pdf?rand=1397212645609
http://www.statecraft.org.uk/research/russian-subversion-havent-we-been-here
http://dx.doi.org/10.1080/01402390.2016.1273830
http://www.ponarseurasia.org/memo/soviet-roots-meddling-us-politics
http://www.ponarseurasia.org/memo/soviet-roots-meddling-us-politics
http://warontherocks.com/2014/08/peace-and-war-the-space-between/
http://www.brookings.edu/research/opinions/2013/06/28-political-warfare-us-middle-east-counterterrorism-doran-boot
http://www.brookings.edu/research/opinions/2013/06/28-political-warfare-us-middle-east-counterterrorism-doran-boot
http://academic.brooklyn.cuny.edu/history/johnson/65ciafounding3.htm


11 
 

                                                                                                                                                             
38 David Barno and Nora Bensahel, “Fighting and Winning in the ‘Gray Zone,’” War on the Rocks, May 
19, 2015. 
39 Philip A. Karber, “Lessons Learned from the Russo-Ukrainian War,” paper delivered at the Historical 
Lessons Learned Workshop, Laurel, MD: Johns Hopkins Applied Physics Laboratory, July 2015. 
40 UN statistics cited at http://euromaidanpress.com/2016/09/21/real-human-costs-of-russian-aggression-
in-ukraine-still-uncounted-un-says/.   
41 Phillip A. Karber, “Russian Style Hybrid Warfare,” McLean, VA: The Potomac Foundation, 2015.   
42 Vladimir Peshkov, “The Donbas: Back in the USSR,” European Council on Foreign Relations, 2014. 
Valentin Torba, “The great tragedy of little Luhansk,” European Council on Foreign Relations, January 
15, 2016, available at http://www.ecfr.eu/article/commentary_the_great_tragedy_of_little_luhansk.   
43 Robert Strauz-Hupe and William Kintner, Protracted Conflict, Philadelphia, PA: Foreign Policy 
Research Institute, 1959;  John Haines, “Putin’s ‘New” Warfare,” Philadelphia; Foreign Policy Research 
Institute, E Note,  May 2014. 
44 Oscar Jonsson and Robert Seely, “Russian Full-Spectrum Conflict: An Appraisal after Ukraine,”  Journal of Slavic 
Military Studies, Vol. 28, March 2015.   
45 Eric Edelman and Whitney M McNamara, “US Must Counter Putin, Push NATO to Rearm,” Breaking 
Defense March 8, 2017. 
46 Office of the Director of National Intelligence, Global Trends: Paradox of Progress (Washington, DC: 
National Intelligence Council, 2017). . 
47 Nadia Schadlow, “Welcome to the Competition,” War on the Rocks, January 26, 2017. 
48 For ideas about how to counter coercive activities by China in Asia, see Patrick Cronin and Andrew 
Sullivan, Preserving the Rules: Countering Coercion in Maritime Asia (Washington, DC: Center for a 
New American Century, March 2015). 
49 U.S. Army Special Operations Command, “Counter-Unconventional Warfare,” White Paper, Fort 
Bragg, NC, September 26, 2014.  See also Joseph L Votel, Charles, T. Cleveland, Charles T. Connett, and 
Will Irwin, “Unconventional Warfare in the Gray Zone,” Joint Force Quarterly Issue 80 (1st Quarter 
2016), 101–110. 
50 As noted in the recent claim by the U.S. government, available at 
https://www.dhs.gov/news/2016/10/07/joint-statement-department-homeland-security-and-office-
director-national.  
51 Robert R. Bowie and Richard H. Immerman, Waging Peace: How Eisenhower Shaped an Enduring 
Cold War Strategy (New York: Oxford University Press, 1998); James M. Ludes, A Consistency of 
Purpose: Political Warfare and the National Security Strategy of the Eisenhower Administration, 
unpublished PhD dissertation, Georgetown University, 2003.  On informational activities to counter 
Soviet influence efforts see Herbert Romerstein “The Interagency Active Measures Working Group,” in 
Michael Waller, ed., Strategic Influence, Public Diplomacy, Counterpropaganda, and Political Warfare 
(Washington, DC: Institute for World Politics, 2009). 
52 Eliot A. Cohen, The Big Stick: The Limits of Soft Power & the Necessity of Force (New York: Basic 
Books, 2016), 208–209.   

http://euromaidanpress.com/2016/09/21/real-human-costs-of-russian-aggression-in-ukraine-still-uncounted-un-says/
http://euromaidanpress.com/2016/09/21/real-human-costs-of-russian-aggression-in-ukraine-still-uncounted-un-says/
http://www.ecfr.eu/article/commentary_the_great_tragedy_of_little_luhansk
http://www.ecfr.eu/article/commentary_the_great_tragedy_of_little_luhansk
https://www.dhs.gov/news/2016/10/07/joint-statement-department-homeland-security-and-office-director-national
https://www.dhs.gov/news/2016/10/07/joint-statement-department-homeland-security-and-office-director-national

