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AMENDMENT NO. Calendar No.

Purpose: In the nature of a substitute.

IN THE SENATE OF THE UNITED STATES--113th Cong., 2d Sess.

H.R.4681

To authorize appropriations for fiscal years 2014 and 2015

for intelligence and intelligence-related activities of the
United States Government, the Community Management
Account, and the Central Intelligence Ageney Retivement
and Disability System, and for other purposes.

Referred to the Committee on and

ordered to be printed

Ordered to He on the table and to be printed

AMENDMENT IN THE NATURE OF A SUBSTITUTE intended

Viz:

to be proposed hy Mrs. FEINSTEIN

Strike all after the enacting elause and msert the fol-
lowing:
SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SITORT TITLE.—This Act may be cited as the
“Intelligence Authorization Act for Fiscal Year 20157,

(b) TABLE OF CoONTENTS.—The table of contents for
this Act is as follows:
See. 1. Short title; lable of contents,

Sec. 2. Definitions,
See. 3. Budgetary elfeels.

TITLE I—INTELLIGENCE ACTIVITIES

Sec. 101, Authorization of appropriations.
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See, 102, Classified Sehedule of Authorizations.
See. 103, Personnel ceiling adjustments,
See. 104, Intelligenee Community Management Aceount.

TITLE II—CENTRAL INTELLIGENCE AGENCY RETIREMENT AND
DISABILITY SYSTEL

See. 201, Authorization of appropriations.
TITLE TII-GENERAIL PROVISIONS
Subtitle A—General Matters

See. 301, Increase in employvee compensation and benefits authorized by law,

See, 302, Restrietion on vonduet of intelligence activitics.

See. 303, National intelligence strategy.

See. 304, Software licensing,

See, 305. Reporting of certiain emplovment activities by former intelligenee offi-
cers and employees.

See. 308. Inclusion of Predominantly Black Institutions in intelligenee officer
training program.

See. 307, Management and oversight of finaneial intelligenee.

See. 308, Analvsis of private seetor policies and procodures for countering in-
sider threats.

See. 309, Procedures lor the retention of incddentally acguired communications,

See, 310, Clavification of limitation of review to retaliatory security elearance
or aceess determinations.

See. 311, Feasibility study on consolidating classified databases of evber threat
indieators and makware samples.

See. 312, Sense of Congress on evberseeurity threat and evbererime coopevation
with Ukraine.

Hee. 313, Replavement of locally employved staff serving at United States diplo-
matie facilitios in the Russian Federation.

Bee. 314, Inclusion of Sensitive Compartmented  Information  Faetlities  in
United Btates diplomatie facilitios in the Russian Federation
and adjacent eountries.

Subtitle B—Reporting

See. 321, Report on deelassifieation process,

See, 322, Report on intelligenee community efficient spending tavgets,

See. 323, Aunual report on violations of law or exceutive order,

See. 324, Anmual report on intelligenee activities of the Departinent of Home-
fand Seeurity.

Bee. 325, Heport on political prison e¢amps in North Korea.

Bee. 326, Assessment of sceurity of domestie ol refineries and related il
transportation infrastrueture.

Bee. 327. Enhanced contractor level assessments for the intelligenee eommu-
nity.

Soe. 328, Assessment of the efficacy of memoranda of understanding to tacili-
tate intelligence-sharing.

See. 329, Report en foreign man-made eleetromaguetie pulse weapons.

Hee, 330, Report on United States eounterterrorvism strategy to disrupt, dis-
mantle, and defeat al-Gaeda and its affihated or assodated
Froups.

HBee. 331, Peasibilily study on retraining veterans in cyberseeurity.
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SEC. 2. DEFINITIONS.

In this Act:

(1) CONGRESSIONAL INTELLIGENCE COMMIT-
TEES.—The term ‘“‘congressional intelligence com-
mittees” means—

(A) the Select Committee on Intelligence of
the Senate; and
(B) the Permanent Select Committee on

Intelligence of the House of Rep1'osent.at.ives..

(2) INTELLIGENCE COMMUNITY.—The term
“intelligence community’’ has the meaning given
that term in section 3(4) of the National Securnity
Act of 1947 (50 U.8.C. 3003(4)).

SEC. 3. BUDGETARY EFFECTS.

The budgetary cffeets of this Aet, for the purposc of
complying with the Statutory Pay-As-You-Go-Act of 2010,
shall be determined by reference to the latest statement
titled “Budgetary Effeets of PAYGO Legislation’ for this
Act, submitted for printing in the Congressional Record
by the Chairman of the Senate Budeget Committee, pro-
vided that such statement has been submitted prior to the

vote on passage.
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TITLE I—INTELLIGENCE

ACTIVITIES

SEC. 101. AUTHORIZATION OF APPROPRIATIONS.

Funds are hereby authorized to be appropriated for
fiseal year 2015 for the conduct of the intelligence and
intelligence-related activities of the following clements of

the United States Government:

(1) The Office of the Direetor of National Intel-

ligenee.

(2) The Central Intelligence Agency.
(3) The Department of Defense.

(4) The Defense Intelligence Ageney.
(5) The National Security Agency.

{6) The Department of the Army, the Depart-

ment of the Navy, and the Department of the Air

Force.

(7) The Coast Guard.

(8) The Department of State.

(9) The Department of the Treasury.,

(10) The Department of Energy.

(11) The Department of Justice.

(12) The Federal Burcan of Investigation.
(13) The Drug Enforecement Administration.

(14) The National Reconnaissance Office,
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(15) The National Geospatial-Intelligence Agen-
cy.
(16) The Department of Homeland Security.
SEC, 102, CLASSIFIED SCHEDULE OF AUTHORIZATIONS.
(a} SPECIFICATIONS OF AMOUNTS AND PERSONNEL

LeEvELs.—The amounts authorized to bhe appropriated

under section 101 and, subject to section 103, the author-
1zed personnel ceilings as of September 30, 2015, for the
conduct of the intelligence activities of the clements listed
in paragraphs (1) through (16) of section 101, are those
gpecified in the classified Schedule of Authorizations pre-
pared to accompany the bill H.R. 4681 of the One Hun-
dred Thirteenth (‘ongress.

(h) AVAILABILITY OF CLASSIFIED SCIIEDULE OF AU-
TITORIZATIONS. —

(1) AvaArLABILITY.—The classified Schedule of
Authorizations referred to in subsection (a) shall be
made available to the Committee on Appropriations
of the Senate, the Committee on Appropriations of
the House of Representatives, and to the President.

(2) DISTRIBUTION BY TIIE PRESIDENT.—Sub-
jeet to paragraph (3), the President shall provide for
suitable distribution of the classificd Schedule of Au-
thorizations, or of appropriate portions of the Sched-

ule, within the executive branch.
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(3) LIMITS ON DISCLOSURE.—The President

shall not publiely disclose the classified Schedule of

Authorizations or any portion of such Schedule ex-

copt—

(A) as provided n section 601(a) of the
Implementing Recommendations of the 9/11
Commission Act of 2007 (50 U.S.C. 3306(a));

(B) to the extent necessary to implement
the budget; or

(1) as otherwise required by law.

SEC. 103. PERSONNEL CEILING ADJUSTMENTS.

(a) AUTITORITY FOR INCREASES.—The Director of
National Intelligenee may authorize employment of civil-
ian personnel in excess of the number authorized for fiscal
year 2015 by the classified Schedule of Authorizations re-
ferred to in section 102(a) if the Drrector of National In-
telligenee determines that such action is neecessary to the
performance of important intelligence functions, except
that the number of personnel emploved in exeess of the
number authorized under such section may not, for any
clement of the intelligence community, exceed 3 percent
of the mumber of civihian personnel authorized under such
Schedule for such clement.

(b) TREATMENT OF (CERTAIN PERSONNEL.—The Di-

rector of National Intelligence shall establish guidelines
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that govern, for each element of the intelligence ¢ommu-
nity, the treatment under the personnel levels authorized
under section 102(a), including any exemption from such
personnel levels, of employment or assignment in—
(1) a student program, trainee program, or
similar program;
(2) a reserve corps or as a reemployed anmu-
itant: or
(3) details, joint duty, or long term, full-time
training.

(¢) NoTICE TO CONGRESSIONAL INTELLIGENCE
Commrrrees—The Director of National Intelligence
shall notify the congressional intelligence committees in
writing at least 15 days prior to each exercise of an au-
thority deseribed in subsection (a).

SEC. 104. INTELLIGENCE COMMUNITY MANAGEMENT AC-
COUNT.

(a) AUTHORIZATION OF APPROPRIATIONS.—There is
authorized to be appropriated for the Intelligence Commu-
nity Management Account of the Director of National In-

- 507 490 ovo
telligence for fiscal year 2015 the sum of $516:543;866-
Within sueh amount, funds identified in the classified
Schedule of Authorizations referred to m section 102{a)
for advanced research and development shall remain avail-

able until September 30, 2016.
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(b) AUTHORIZED PERSONNEL LEVELS.—The ele-

ments within the Intelligence Community Management

Account of the Director of National Intelligence are au-

794

thorized = positions as of September 30, 2015. Per-
sonnel serving in such elements may be permanent em-
ployees of the Office of the Director of National Intel-
ligence or personnel detailed from other elements of the

United States Government.

(¢) CLASSIFIED AUTHORIZATIONS,—
(1) AUTHORIZATION OF APPROPRIATIONS.—In
addition to amounts authorized to be appropriated

for the Intelligence Community Management Ac-

count by subsection (a), there are authorized to be

appropriated for the Community Management Ag-
count for fiscal year 2015 such additional amounts
as are specified in the classified Schedule of Author-
izations referred to in section 102(a). Such addi-
tional amounts for advanced researeh and develop-
ment shall remain a,vaﬂable until September 30,
2016.

(2) AUTHORIZATION OF PERSONNEL.—In addi-

" tion to the personnel authorized by subsection (b)

for elements of the Intelligence Community Manage-
ment Account as of September 30, 2015, there are

authorized such additional personnel for the Com-
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munity Management Account as of that date as are
specified in the classified Schedule of Authorizations

referred to in section 102{a).

TITLE II—-CENTRAL INTEL-
LIGENCE AGENCY RETIRE-
MENT AND DISABILITY SYS-
TEM

SEC. 201. AUTHORIZATION OF APPROPRIATIONS.

There is authorized to be appropriated for the Cen-
tral Intelligenee Agency Retirement and Disability Ifund
for fiscal year 2015 the sum of $514,000,000.

TITLE III—-GENERAL
PROVISIONS
Subtitle A—General Matters
SEC. 201, INCREASE IN EMPLOYEE COMPENSATION AND
BENEFITS AUTHORIZED BY LAW,

Appropriations authorized by this Act for salary, pay,
retirement, and other benefits for Federal employees may
be mereased by such additional or supplemental amounts
as may be necessary for inereases in such compensation
or benefits authorized by law.

SEC. 302. RESTRICTION ON CONDUCT OF INTELLIGENCE

ACTIVITIES,
The authorization of appropriations by this Aet shall

not be deemed to constitute authority for the conduct of
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any intelligence aetivity which is not otherwise authorized
by the Constitution or the laws of the United States.
SEC. 303. NATIONAL INTELLIGENCE STRATEGY.

(a) In GENERAL.—Title I of the National Security
Act of 1947 (50 U.S.C. 3021 et seq.) is amended by in-
serting after section 108 the following:

“SEC. 108A. NATIONAL INTELLIGENCE STRATEGY,

“(a) IN GENERAL.—DBeginning in 2017, and once
every 4 vears thercafter, the Director of National Intel-
ligence shall develop a comprchensive national intelhgence
strategy to meet national security objectives for the fol-
lowing 4-year period, or a longer period, if appropriate.

“(b) REQUIREMENTS.—Each national intelligence
strategy required by subsection (a) shall—

“(1) delineate a national intelligence strategy
consistent with—

“{A) the wmost reecent national security
strategy report submitted pursuant to section
108;

“{B) the strategic plans of other relevant
departments and agenecies of the United States;
and

“(C) other relevant national-level plans;
“(2) address matters related to national and

military intelligence, including counterintelligence;
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“(3) identify the major national security mis-
sions that the mtelligence community is currently
pursuing and will pursue in the future to meet the
anticipated security environment,

“(4) deseribe how the intelligenee community
will utilize personnel, technologv, partnerships, and
other capabilities to pursue the major national secu-
rity missions identified in paragraph (3);

“(b) asscss cwrrent, emerging, and futurce
threats to the intelligence community, including
threats from forcign intelligence and security serv-
ices and nsider threats;

“(6) outline the organizational roles and mis-
sions of the elements of the intelligence community
as part of an integrated enterprise to meet customer
demands for intelligence products, services, and sup-
port;

“(7) identify sources of strategie, institutional,
programmatie, fiscal, and technological risk; and

“(8) analyze factors that may affect the intel-
ligence community’s performance in pursuing the
major national security missions identified in para-
eraph (3) during the following 10-year period.

“{e) SUBMISSION TO CoNgrRESS.—The Director of

25 National Intelligence shall submit to the congressional n-
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telligence committees a report on each national intel-
ligence strategy required by subsection (a) not later than
45 days after the date of the completion of such strat-
egy.”.
(b} TABLE OF CONTENTS AMENDMENTS.—The table
of contents in the first section of the National Security

Act of 1947 is amended by inserting after the item relat-

ing to section 108 the following new item:

"See. 108A. National intelligenee stratepy.”.
SEC. 304. SOFTWARE LICENSING.
Section 109 of the National Security Act of 1947 (50
1.8 3044) 1s amended—
(1) m subseetion (a)(2), by striking ‘“usage;
and” and mserting ‘“‘usage, inchuding—

“(A) inereasing the centralization of the
management of software licenses;

“(B) inercasing the vegular tracking and
maintaining of comprehensive inventories of
software leenses nsing automated discovery and
inventory tools and metrics;

“(C) analyzing software license data to in-
form investment decisions; and

' providing appropriate personnel with

“(D) providing appropriate personncl witl
sufficient software licenses management train-
: " "
ing; and’’;

{2} 1n subsection (h)—
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(A) m paragraph (1), by striking *“; and”
and inserting a semicolon;

(B} in paragraph (2), by striking ‘‘usage.”
and inserting “‘usage, including—

“(A) increasing the centralization of the
management of software licenses;

“{B) increasing the regular tracking and
maintaining of comprehensive inventories of
software licenses using automated diseovery and
inventory tools and metries;

“(C) analyzing software license data to in-
form investment decisions; and

“(D) providing appropriate personnel with
suffictent software heenses management train-
ing; and”; and

(C) by adding at the end the following new
paragraph:

“(3) based on the assessment required under
paragraph (2), make such recommendations with re-
speet to software proeurement and usage to the Di-
reetor of National Intelligence as the Chief Informa-
tion Officer considers appropriate.”’; and

{(3) by adding at the end the following new sub-

sectlon:
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“(d) IMPLEMENTATION OF RECOMMENDATIONS.—
Not later than 180 days after the date on which the Direc-
tor of National Intelligence recelves rceommendations
from the Chief Information Officer of the Intelligence
Community in accordance with subsection (1)(3), the Di-
rector of National Intelligence shall, to the extent prae-
ticable, 1ssue guidelines for the intelligence community on
software procurement and usage based on such ree-
ommendations.”.
SEC. 3053. REPORTING OF CERTAIN EMPLOYMENT ACTIVI-
TIES BY FORMER INTELLIGENCE OFFICERS
AND EMPLOYEES.
(a) ReEsTrICTION.—Title IIT of the National Security
Act of 1947 (50 U.S.C. 3071 et seq.) is amended by in-
serting after section 303 the following new seetion:
“SEC. 304. REPORTING OF CERTAIN EMPLOYMENT ACTIVI-
TIES BY FORMER INTELLIGENCE OFFICERS

AND EMPLOYEES.

“(a) INn GENERAL.—The head of each clement of the
intelligenee comnyunity shall issue regulations requiring
each employee of such element oceupying a covered posi-
tion to sign a written agreement requiring the regular re-

porting of covered employment to the head of such ele-

moent,
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“(b) AGREEMENT ELEMENTS.—The regulations re-

quired under subscetion (a) shall provide that an agree-
ment contain provisions requiring cach employee oceu-
pying a eovercd position to, during the two-year period be-
ginning on the date on which such emplovee ceases to oc-

cupy such eovered position—

“(1) report covered cmployment to the head of
the eclement of the mtelligence community that em-
ployed such emplovee in such covered position upon
aceepting such covered employment; and

“(2) annually {or more frequently if the head of
such element considers it appropriate) report cov-
ered employment to the head of such element.

“(¢}y DEFINITIONS.—In this section:

“(1) COVERED EMPLOYMENT.—The term ‘cov-
cred employment’ means direct emplovment by, rep-
resentation of, or the provision of adwice relating to
national sceurity to the government of a foreign
country or any person whose activities are directly or
indirectly supervised, dirceted, controlled, financed,
or subsidized, in whole or in major part, by any gov-
ernment of a foreign country.

“2) COVERED POSITION.—The term ‘covered
position’ means a position within an clement of the

intelligence community that, based on the level of
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access of a person occeupying such position to infor-
mation regarding sensitive intelligence sources or
methods or other exceptionally sensitive matters, the
head of such element determines should be subject
to the requirements of this section.
“(3) GOVERNMENT OF A FOREIGN COUNTRY.—
The term ‘government of a foreign country’ has the
mcaning given the term in section 1{c) of the For-
cien Agents Registration Act of 1938 (22 U.S.C.
611(c)).”.

(b) REGULATIONS AND CERTIFICATION.—

(1) REGULATIONS.—Not later than 90 days
after the date of the enactment of this Act, the head
of cach clement of the inteligence community shall
issuc the regulations required under section 304 of
the National Security Act of 1947, as added by sub-
sccetion (a) of this scetion.

(2) CERTIFICATION.—Not later than 180 days
after the date of the enactment of this Act, the Di-
rector of National Intelbgenee shall submit to the
congressional intelligence committees—

(A} a certification that cach head of an
element of the intelligence community has pre-

seribed the regulations required under seetion
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added by subscetion (a) of this scetion; or

(B) if the Director is unable to submit the
certification desertbed under subparagraph (A),
an explanation as to why the Director is unable
to submit such certification, including a des-
ignation of which heads of an element of the n-

telligenee eommunity have preseribed the regu-

R e o .t L 'S B W

lations required under such section 304 and

S
=

which have not.
11 {¢) TABLE OF CONTENTS AMENDMENTS.—The table
12 of contents in the first section of the National Security

13 Act of 1947 1s amended—

14 (1) by striking the sccond item relating to sec-
15 tion 302 (Under Secretaries and Assistant Secre-
16 taries) and the items relating to sections 304, 305,
17 and 306; and

18 (2) by inserting after the item relating to see-
19 tion 303 the following new item:

“Bee. 304, Reporting of certain emplovinent activities by former intelligence of-
fieers and employees.”.

20 SEC. 306. INCLUSION OF PREDOMINANTLY BLACK INSTITU-

21 TIONS IN INTELLIGENCE OFFICER TRAINING
22 PROGRAM.
23 Section 1024 of the National Sceurity Act of 1947

24 (50 U.8.C. 3224) is amended—
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(1) in subseetion (e}{(1), by inserting “and Pre-
dominantly Black Institutions™ after “universities’;
and
(2) in subsection {g)—
(A) by redesignating paragraph (4) as
paragraph (5); and
(B) by inscrting after paragraph (3) the
following new paragrapli:
“{4) PREDOMINANTLY BLACK INSTITUTION.—

The term ‘Predominantly Black Institution’ has the

meaning given the term in section 318 of the Higher

edueation Act of 1965 (20 U.S.C. 1059¢).”.
SEC. 307. MANAGEMENT AND OVERSIGHT OF FINANCIAL IN-
TELLIGENCE.

() REQUIREMENT FOR PrLan.—Not later than 90
days after the date of the enactment of this Act, the Dirce-
tor of National Intelligence shall prepare a plan for man-
agement of the elements of the intelligence community
that carry out financial intelligence activities.

(b) CONTENTS OF PLaN.—The plan required by sub-
scetion (a} shall establish a governanee framework, proee-
dures for sharing and harmonizing the acquisition and use
of finaneial analytic tools, standards for quality of analytic
products, procedures for oversight and evaluation of re-

source allocations associated with the joint development
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of information sharing cfforts and tools, and an cducation
and training modcl for elements of the mteiligence commu-
nity that earry out financial intelligenee activities.

(¢) BRIEFING TO CONGRESS.—Not later than 180
days after the date of the enactment of this Act, the Direc-
tor of National Intelligence shall brief the congressional
intelligence committees on the actions the Director pro-
poses to implement the plan required by subsection (a).
SEC. 308, ANALYSIS OF PRIVATE SECTOR POLICIES AND

PROCEDURES FOR COUNTERING INSIHDER

THREATS.

(a) ANALYSIS.—Not later than 180 days after the
date of the enactment of tlus Act, the Director of National
Intclligence, in consultation with the National Counter-
intelligenee Executive, shall submit to the congressional
intelligence eommittees an analvsis of private sector poli-

ctes and procedures for countering insider threats.

(b) CoxTENT.—The analysis required by subsection

{a) shall include
(1) a review of whether and how the intelligence
community could utilize private sector hiring and
human resources best practices to screen, vet, and
validate the eredentials, capahlities, and character

of applicants for positions involving trusted access to

sensitive information;
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(2) an analysis of private scetor policies for
holding supervisors and subordinates accountable for
violations of established security protoeols and
whether the intelligence community should adopt
similar policies for positions of trusted access to sen-
sitive information;

(3) an assessment of the feasibility and advis-
ability of applying mandatory leave policies, similar
to those endorsed by the Federal Deposit Insurance
Corporation and the Securities and Exchange Com-
migsion to identify fraud in the financial scrvices in-
dustry, to certain positions within the intelligence
community; and

{4) recommendations for how the intelhigence
community could utilize private sector risk imdiees,
such as eredit risk scores, to make determinations
about emplovee access to scuositive information.

309. PROCEDURES FOR THE RETENTION OF INCIDEN-
TALLY ACQUIRED COMMUNICATIONS.
(a) DEFINTTIONS —In this section:

(1) COVERED COMMUNICATION.—The  term
“eovered communieation’” mecans any nonpublic tele-
phone or clectronic communication acquired without

the consent of a person who is a party to the com-
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munication, including communications in electronic
storage.

{(2) HEAD OF AN EBLEMENT OF THE INTEL-
LIGENCE COMMUNITY.—The term “head of an ele-
ment, of the intelligenee community’”’ means, as ap-
propriate—

(A) the head of an clement of the intel-
ligence community; or

(B) the head of the department or ageney
containing such clement.

(3) UNITED STATES PERSON.—The term
“United States person” has the meaning given that
term in section 101 of the Foreign Intelhigence Sur-
veillanee Aet of 1978 (50 U.5.C. 1801).

(b) PROCEDURES FOR COVERED COMMUNICA-

(1) REQUIREMENT TO ADOPT.—Not later than
2 years after the date of the enactment of this Act
cach head of an clement of the intelligence commu-
nity shall adopt procedures approved by the Attor-
nev General for such element that ensare compliance

with the requirements of paragraph (3).

(2) COORDINATION AND APPROVAL.—The pro-

cedures required by paragraph (1) shall be—
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{A) prepared in coordination with the Di-
reetor of National Intelligence; and

{(B) approved by the Attorney General
prior to issuance.

(3) PROCEDURES.—

(A) APPLICATION.—The procedures re-
quired by paragraph (1) shall apply to any -
telligence colleetion activity not otherwise au-
thorized by court order (inchuding an order or
certification issued by a court established under
subsection (a) or (b) of section 103 of the For-
cign Intelligence Surveillance Act of 1978 (50
17.8.C. 1803)), subpoena, or similar legal proe-
ess that is reasonably anticipated to result in
the acquisition of a covered communication to
or from a United States person and shall per-
mit the aequisition, retention, and disscmina-
tion of covered commumications subject to the
limitation in subparagraph (B).

(B} LIMITATION ON RETENTION.—A cov-
ered communication shall not be retained in ex-
cess of 5 vears, unless—

(1} the communication has heen af-
firmatively determined, in whole or in part,

to constitute foreign intelligence or coun-
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terintelligenee or 13 necessary to under-
stand or assess foreign intelligence or
counterintelligenee;

(11) the communication is reasonably
helicved to constitute evidence of a crime
and 1s retained by a law enforcement agen-
¢y

(i) the eommunication is cneiphered
or reasonably belicved to lhave a secret
meaning;

(iv) all partics to the communication
arc reasonably believed to be non-United
States persons;

(v) retention is neecssary to proteet
against an imminent threat to human life,
in which case both the nature of the threat
and the information to be retained shall be
reported to the congressional intelligence
committees not later than 30 days after
the date such retention is extended under
this claunse;

(vi) retention is necessarv for tech-
nical assurance or compliance purposes, -
cluding a court order or discovery obliga-

tion, in which case aecccss to information
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retained for technical assurance or comph-
ance purposes shall be reported to the con-
gressional intelligence committees on an
annual basis; or
(vii) retention for a period in excess of
5 years is approved by the head of the cle-
ment of the intelligence community respon-
sible for such rctention, based on a dceter-
mination that retention is neecessary to
protect the national security of the United
States, it which ease the head of such ele-
ment shall provide to the congressional in-
telligence committces a  written eertifi-
cation describing—

(I) the reasons extended reten-
tion 18 necessary to protect the na-
tional security of the United States;

(II) the duration for which the
head of the element is authorizing re-
tention;

(III) the particular information
to be retained; and

(IV) the measures the clement of
the ntelligence community 1s taking

to protect the privacy interests of
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1 United States persons or persons lo-

2 cated ipside the United States.

3 SEC. 310. CLARIFICATION OF LIMITATION OF REVIEW TO

4 RETALIATORY SECURITY CLEARANCE OR AC-

5 CESS DETERMINATIONS.

6 Neetion 3001(b)(7) of the Intelligence Reform and

7 Terrorism Prevention Act of 2004 (50 17.8.C. 3341(b)(7))

8 is amended—

9 (1) in the matter preceding subparagraph {A),
10 by striking “2014—"" and inserting “2014, and con-
11 sistent with subsection (j)—"';

12 (2) 1n subparagraph (A}, by striking ““to appeal
13 a determination to suspend or revokce a seeurity
14 clearance or access to classified information” and -
15 serting “alleging reprisal for having made a pro-
16 tected disclosure (provided the individual does not
17 disclose classified information or other information
18 contrary to law) to appeal any action affecting an
19 employee’s access to classified information”; and

20 (3) in subparagraph {B), by striking ‘“‘informa-
21 tion,”’ inserting “information following a protected

22 disclosure,”.
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SEC. 311, FEASIBILITY STUDY ON CONSOLIDATING CLASSI-
FIED DATABASES OF CYBER THREAT INDICA-
TORS AND MALWARE SAMPLES.

(a) IN GENERAL.—Not later than 180 dayvs after the
date of the enactment of this Aet, the Director of National
Intelligence, in consultation with the Sceretary of Home-
land Seeurity, the Director of the National Security Agen-
ey, the Dircetor of the Central Intelligence Ageney, and
the Director of the Federal Bureau of Investigation, shall
conduct a feasibility study on consolidating classified data-
bases of ¢yber threat indicators and malware samples in
the intelligence community.

(b) ErEMENTs.—The feasibility study required by

subscetion (a) shall include the following:

(1) An inventory of classified databases of cyber
threat indicators and malware samples in the intel-
ligence community.

(2) An assessment of actions that could be car-
ried out to consolidate such databases to achieve the
greatest possible information sharing within the in-
telligence community and cost savings for the Fed-
eral Government.

{3) An assessment of any impediments to such

consolidation.
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(4) An assessment of whether the Intelligence
Community Information Technology Enterprise ean

support sueh consolidation.

(¢) REPORT T0O CONGRESS.—Not later than 30 days

after the datc on which the Director of National Intel-
ligence ecompletes the feasibility study required by sub-
scetion (a), the Director shall submit to the eongressional
intelligenee committees a written report that summarizes
the feasibility study, inchuding the information required
under subscction (b).

SEC. 312. SENSE OF CONGRESS ON CYBERSECURITY

THREAT AND CYBERCRIME COOPERATION
WITH UKRAINE.
It is the sense of Congress that—

(1) cooperation between the intelligence and law
enforeement agencies of the United States and
Ukraine should be increased to improve cybersecu-
rity policies between these two countrics;

(2) the United States should pursue improved
extradition proecdurcs among the Governments of
the United States, Ukraine, and other countries
from which eybereriminals target United States eiti-
zens and entities;

{3) the President should—
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(A) Initiate a round of formal United
States-Ukraine bilateral talks on evhersecurity
threat and cybercrime eooperation, with addi-
tional multilateral talks that include other law
enforecement partners such as EHuropol and
Interpol; and
{B) work to obtain a commitment from the
Government of Ukraine to end evbererime di-
rected at persons outside Ukraine and to work
with the United States and other allies to deter
and convict known cybereriminals;

(4} the President should establish a capacity

building program with the Government of Ukraine,

which could include—

(A) a joint cffort to improve cyber capacity
building, ineluding intelligence and law enforce-
ment services in Ukraine,

(B) sending (Inited States law enforcement
agents to ald law enforecment agencies 1n
Ukraine in investigating cyvbercrimes; and

(C) agreements to improve communications
networks to enhanee law enforecement coopera-
tion, such as a hotline directly conneceting law
enforcement agencies in the United States and

Ukraine; and
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(5) the President should establish and maintain
an intelhgenee and law cnforcement cooperation
seorecard with metries designed to measure the
number of instances that intelligence and law en-
forcement agencies in the United States request as-
sistance from intelligence and law enforcement agen-
ciecs 1 Ukraine and the number and type of re-
sponses received to such requests.

313. REPLACEMENT OF LOCALLY EMPLOYED STAFF
SERVING AT UNITED STATES DIPLOMATIC
FACILITTES IN THE RUSSIAN FEDERATION,

(2) EMPLOYMENT REQUIREMENT

(1) IN GENERAL.—The Seceretary of State shall
ensure that, not later than one year after the date
of the enactment of this Act, every supervisory posi-
tion at a United States diplomatie facility in the
Russian Federation shall be oecupied by a eitizen of
the United States who has passed, and shall be sub-
ject to, a thorough background check.

(2) BEXTENSION.—The Secretary of State may
extend the deadline under paragraph (1) for up to
one year by providing advance written notification
and justification of such extension to the appropriate

congressional committees.
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(3) PROGRESS REPORT.—Not later than 180
days after the date of the enactment of this Act, the

Seeretary of State shall submit to the appropriate

congressional committees a report on progress made

toward mecting the employment requirement under

paragraph (1).

(h) PraN FOR REDUCED USE oF LOCALLY E-
PLOYED STAFF.—Not later than 180 days after the date
of the enactment of this Aet, the Secretary of State, in
eoordination with other appropriate government agencies,
shall submit to the appropriate congressional committees
a plan to further reduce the reliance on locally employed
staff in United States diptomatie facilities in the Russian
Federation. The plan shall, at a minimum, include cost
estimates, timelines, and numbers of emplovees to be re-
plaeced.

(¢) APPROPRIATE CONGRESSIONAL COMMITTEES DE-
FINED.—In this section, the term ‘“appropriate congres-
sional committecs” means—

(1) the congressional intelligence committees;
(2) the Committee on Armed Services, the
Committee on Foreign Relations, and the Committee

on Appropriations of the Senate; and
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(3) the Committee on Armed Services, the

Committee on Foreipn Affairs, and the Committec

on Appropriations of the House of Representatives.

(d) RULE OF CONSTRUCTION.—Nothing in this see-
tion shall be econstrued to infringe on the power of the
President, by and with the advice and consent of the Sen-
ate, to appoint ambassadors, other public ministers, and
consuls.”

SEC. 314. INCLUSION OF SENSITIVE COMPARTMENTED IN-
FORMATION FACILITIES IN UNITED STATES
DIPLOMATIC FACILITIES IN THE RUSSIAN
FEDERATION AND ADJACENT COUNTRIES.

(a) SENSITIVE COMPARTMENTED INFORMATION A~
CILITY REQUIREMENT.—Hach United States diplomatic
facility that, after the date of the enactment of this Aet,
is constructed n, or undergoes a construction upgrade in,
the Russian Federation, any country that shares a land
border with the Russian Federation, or any country that
is a former member of the Soviet Union shall be con-
structed to include a Sensitive Compartmented Informa-
tion Facihty.

(b) NATIONAL SECURITY WAIVER.—The Secretary of
State may waive the requirement under subsection (a) if
the Sceretary determines that such waiver is In the na-

tional sceurity interest of the United States and submits
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a writtenn justification to the appropriate congressional
committees not later than 180 days before cxercising such
waiver,

{¢) APPROPRIATE CONGRESSIONAL COMMITTEES DE-
FINED.—In this section, the term “appropriate congres-
sional committees’” means—

(1) the congressional intelligence eommittees;

(2) the Committee on Armed Services, the
Committee on Forcign Relations, and the Committee
on Appropriations of the Senate; and

(3) the Committee on Armed Services, the
Committee on Forcign Affairs, and the Committee
on Appropriations of the House of Represcntatives.

Subtitle B—Reporting
SEC. 321, REPORT ON DECLASSIFICATION PROCESS.

Not later than December 31, 2016, the Director of
National Intelligence shall submit to Congress a report de-
sertbing—

(1) proposals to improve the declassification
proeess throughout the mtelbgenee commumnity; and
(2) steps the mtelligence community could take,
or legislation that may be necessary, to cnable the

National Declassification Center to better accom-

plish the missions assigned to the Center by Exeeu-

tive Order No. 13526 (75 Fed. Reg. 707).
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SEC. 322, REPORT ON INTELLIGENCE COMMUNITY EFFI-

CIENT SPENDING TARGETS,

{a) IN GENERAL.—Not later than April 1, 2016, and
April 1, 2017, the Director of National Intelligence shall
submit to the congressional intelligence committees a re-
port on the status and cffectivencss of cfforts to reduce
admmistrative costs for the imtelligence community during
the preceding year.

(b) ELEMENTS.—Ifach report under subsection {a)
shall include for cach eclement of the intelligence eommu-
nity the following:

(1) A deseription of the status and effeetivencss
of cfforts to devise alternatives to government travel
and promote efficient travel spending, such as tele-
conferencing and video conferencing.

(2) A description of the status and cffectiveness
of efforts to hmit costs related to hosting and at-
tending conferences.

(3) A deseription of the status and effectiveness
of efforts to assess information technology inven-
tories and usage, and establish eontrols; to reduce
costs related to underutilized information technology
equipment, software, or services.

{4) A deseription of the status and effectiveness
of efforts to limit the publication and printing of

hard eopy documents.
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{5) A deseription of the status and effectiveness
of efforts to improve the performance of IFedcral
flect motor vehicles and limit executive transpor-
tation.

(6) A deseription of the status and effectiveness
of efforts to limit the purchase of extraneous pro-
motional items, such as plagues, clothing, and com-
memorative items.

(7) A deseription of the status and effectiveness
of efforts to consolidate and streamline workforee
training programs to foeus on the highest priority
workforce and mission needs.

(8) Such other matters relating to cfforts to re-
duce intelligence community administrative costs as
the Director may speeify for purposes of this section.

SEC. 323. ANNUAL REPORT ON VIOLATIONS OF LAW OR EX-
ECUTIVE ORDER.
(a) IN GENERAL.—Title V of the National Security

Act of 1947 (50 11.8.C. 3091 et scq.) is amended by add-

ing at the end the following:
“SEC. 511. ANNUAL REPORT ON VIOLATIONS OF LLAW OR EX-
ECUTIVE ORDER.
“(a) ANNTAL REPORTS REQUIRED.—The Director of
National Intelligence shall annually submit to the congres-

sional intelligence committees a report on violations of law
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or executive order relating to infelligenee activitics by per-
sonnel of an clement of the intelligence ecommunity that

were identified during the previous calendar yvear.

“(b) ELEMENTS.—Each report submitted under sub-
section (a) shall, consistent with the need to prescrve on-
going criminal investigations, include a deseription of, and
any action taken in response to, any violation of law or
exceutive order (including Executive Order No. 12333 (50
T7.8.€. 3001 note)) relating to intelligence activities com-
mitted by personnel of an element of the intelligence com-
munity in the course of the employment of such personnel
that, during the previous calendar year, was—

“(1) determined by the director, head, or gen-
cral counsel of any element of the intelligence com-
munity to have occurred;

“(2) referred to the Department of Justice for
possible erimial prosceeution; or

“(3) substantiated by the inspector general of
any element of the wtelligence commuuity.”.

(b) INITIAL REPORT.—The first report required
under section 511 of the National Sccurity Act of 1947,
as added by subscetion (a), shall be submitted not later

than one year after the date of the enactment of this Act.

{¢) GUIDELINES.—Not later than 180 days after the

date of the enactment of this Act, the Director of National
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1 Intelligence, i consultation with the head of cach element
2 of the intelligence community, shall—
3 (1} issuc guidelines to carry out section 511 of
the National Security Act of 1947, as added by sub-

seetion (a); and

4
S
6 (2) submit such guidelines to the eongressional
7 intelligence committees.

g (d) TABLE OF CONTENTS AMENDMENT —The table
9 of seetions in the first section of the National Seenrity
10 Act of 1947 is amended by adding after the item relating

11 to section 510 the following new item:

“Hee, 211, Anoual report on violations of law or execative order.”.
12 () RULE 0F CONSTRUCTION.—Nothing in this scc-
13 tion or the amendnments made by this seetion shall be con-
14 strued to alter any requirement cxisting on the date of
15 the enactment of this Aet to submit a report under any
16 provision of law.

17 SEC. 324. ANNUAL REPORT ON INTELLIGENCE ACTIVITIES

18 OF THE DEPARTMENT OF HOMELAND SECU-
19 RITY.
20 (a) IN GENERAL.—For cach fiscal vear and along

21 with the budget materials submitted in support of the
22 budget of the Department of Homeland Secuarity pursuant
23 to section 1105(a) of title 31, United States Code, the
24 TUnder Secretary for Intelligence and Analysis of the De-

25 partment shall submit to the congressional intelligence
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1 committees a report for such fiscal year on each intel-

2 lhgence activity of each intelligence component of the De-

%)

partment, as designated by the Under Secretary, that in-

4 cludes the following:

=R e B o

10
11
12
13
14
15
16
17
18
19
20
21

(1) The amount of funding requested for each
such intelligence activity.

(2} The number of full-time employees funded
to perform each such intelligence activity.

(3) The number of full-time contractor employ-
ces (or the equivalent of full-time in the case of
part-time contractor cmployees) funded to perform
or i support of cach such intelligence activity.

(4) A determination as to whether cach such in-
telligence activity is predominantly in support of na-
tional intelligenee or departmental missions.

{5) The total number of analvsts of the Intel-
ligence Enterprise of the Department that per-
form—

(A) strategic analysis; or
(B) operational analysis.

(b) FEASIBILITY AND ADVISABILITY REPORT.—Not

22 later than 120 days after the date of the enactment of

23 this

Act, the Sceretarvy of Homeland Seeurity, acting

24 through the Under Secretary for Intelligence and Analysis,
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shall submit to the congressional intelligence committees
a report that—

(1) cxamines the feasibility and advisability of
including the budget request for all intelligence ae-
tivities of cach intelligence component of the Depait-
ment that predominantly support departmental mis-
sions, as designated by the Under Seeretary for In-
telligenee and Analysis, in the Homeland Security
Intelbgence Program; and

(2) includes a plan to enhance the coordination
of department-wide intelligence activities to achiceve
greater cfficiencies in the performance of the De-
partment of Homeland Security mtelligence fune-
tions.

{c) INTELLIGENCE (COMPONENT OF THE DEPART-
MENT.—In this section, the term ‘“‘intelhgenee eomponent
of the Department” has the meaning given that term in
section 2 of the Homeland Security Act of 2002 (6 U.S.C.
101).

SEC. 325. REPCRT ON POLITICAL PRISON CAMPS IN NORTH
KOREA.

(a) In GENERAL.—The Director of National Intel-
ligence, in consultation with the Seerctary of State, shall
submit to the congressional intelligence committees, the

Committee on Foreign Relations of the Senate, and the
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1 Committee on Foreign Affairs of the House of Representa-

2 tives a report on political prison eamps in North Korca.

3 {b) ELEMENTS.—The report required by subsection

4 (a) shall—

5 (1) deseribe the actions the United States is

6 taking to suapport implementation of the rec-

7 ommendations of the United Nations Commission of

8 Inquiry on Human Rights in the Democratic Peo-

9 ple’s Republic of Korca, including the eventunal es-

10 tablishment of a tribunal to hold individuals ac-

11 countable for abuses; and

12 (2) include, with respect to each political prison

13 camp in North Korca to the extent information is

14 available—

15 (A) the cstimated prisoner population of

16 cach such camp;

17 (B) the geographical coordinates of each

18 such camp;
19 ((!) the rcasons for confinement of the
20 prisoners at cach suel camyp;
21 (D) a deseription of the primary industries
22 and products made at each such camp, and the |
23 end users of any goods produced in such camp;
24 (E) mformation regarding involvement of :

25 any non-North Korean entity or individual in-
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volved in the operations of cach such camp, m-
cluding as an end user or source of any good
or products used in, or produced by, In such
eamjy

(1) mformation 1dentifving individuals and
agencies responsible for conditions in each such
camp at all levels of the Government of North
Korea;

() a description of the conditions under
which prisoners are confined, with respect to
the adegquacy of food, shelter, medical care,
working conditions, and reports of il-treatment
of prisoners, at cach such camp; and

(H) unclassifiecd Imagery, including sat-

cllite imagery, of cach such camp.

(¢} FORM.—The report required by subsection (a)

17 shall be submitted in an unclassified form and may inelude

18 a classified annex if necessary.

19 SEC. 326. ASSESSMENT OF SECURITY OF DOMESTIC OIL RE-

20
21
22

FINERIES AND RELATED RAIL TRANSPOR-

TATION INFRASTRUCTURE.

(a) AssEssMENT.—The Under Scerctary of Home-

23 land Security for Intelligence and Analysis shall eonduet

24 an infelligence assessment, of the seeurity of domestic oil

25 refineries and related rail transportation infrastructure,
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(b) SUBMISSION.—Not later than 180 days after the

date of the enactment of this Act, the Under Secretary
of Homeland Security for Intclligence and Analysis shall
submit to the congressional mtelligence committees—
(1) the results of the assessment required under
subseetion (a); and
{2) any recommendations with respect to intel-
Hgence sharing or intelligence collection to improve
the security of domestie oil refineries and related rail
transportation infrastructure to protect the commu-
nities surrounding such refineries or such infrastruce-
ture from potential harm that the Under Seerctary
considers appropriate.
SEC. 327. ENHANCED CONTRACTOR LEVEL ASSESSMENTS
FOR THE INTELLIGENCE COMMUNITY.
Section 506B(e) of the National Security Act of 1947
(50 17.8.C. 3098(¢e)) 1s amended—
{1) in paragraph (11), by striking “or econ-
tracted”;
(2) by redesignating paragraph {12) as para-
graph (13); and
(3) by mserting after paragraph (11) the fol-
lowing:
“(12) The best estimate of the number of intel-

hgenee collectors and analysts contracted by each
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element of the intelligence community and a descrip-

tion of the functions performed by such contrac-

tors.”.

SEC. 328. ASSESSMENT OF THE EFFICACY OF MEMORANDA
OF UNDERSTANDING TO FACHITATE INTEL-
LIGENCE-SHARING.

Not later than 90 days after the date of the enact-
ment of this Act, the Under Secretary of Homeland Secu-
rity for Intelligence and Analysis, in consultation with the
Director of the Iederal Bureau of Investigation and the
Program Manager of the Information Sharing Environ-
roent, shall submit to the congressional intelligence com-
mittees, the Committee on Homeland Security and Gov-
ernmental Affairs of the Senate, aardl the Cornmitw
Homeland Security of the House of Representativeaan as-
sessment of the efficacy of the memoranda of under-
standing signed between Federal, State, local, fribal, and
territorial agencles to facilitate intelligence-sharing within
and separate from the Joint Terrorism Task Force. Such
assessment shall ineludé—

(1) any language within such memoranda of un-
derstanding that prohibited or may be construed to
prohibit intelligence-sharing between Federal, State,

loeal, tribal, and territorial agencies; and
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(2) any recommoendations for memoranda of un-
derstanding to bhetter facilitate intelligence-sharing
between Federal, State, loeal, tribal, and territorial
agencies.
SEC. 329. REPORT ON FOREIGN MAN-MADE ELECTRO-
MAGNETIC PULSE WEAPONS.

(a) RerorT.—Not later than 180 days after the date
of the enactment of this .Act, the Director of National In-
telligence shall submit to the congressional intelligence
committees, the Committee on Armed Services of the Sen-
ate, and the Committee on Armed Services of the Housc
of Representatives a report on the threat posed by man-
made eleetromagnetic pulse weapons to United States in-
terests through 2025, including threats from foreign coun-
tries and foreign non-State actors.

{b} ForyM.—The report required under subsection {a)

shall be submitted in unclassified form, but may mclude
a classified annex.
SEC. 330. REPORT ON UNITED STATES COUNTERTER-
RORISM STRATEGY TO DISRUPT, DISMANTLE,
AND DEFEAT AL-QAEDA AND ITS AFFILIATED
OR ASSOCIATED GROUPS.
{a) REPORT.—

(1) IN GENERAL—Not later than 180 days

after the date of the enactment of this Aet, the Di-
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rector of National Intelligence shall submit to the
appropriate committees of Congress a comprehensive
report on the United States counterterrorism strat-
egy to disrupt, dismantle, and defeat al-Qacda and
its affiliated or associated groups.

(2) COORDINATION.—The report required by
paragraph (1) shall be prepared in eoordination with
the Secretary of State, the Secretary of the Treas-
ury, the Attorney General, and the Secretary of De-
fense, and the head of any other department or
ageney of the United States Government that has
responsibility for activities directed at combating al-
Qaeda and its affiliated or associated groups.

(3) ELEMENTS.—The report required by para-
graph (1) shall include the following:

{A) A definition of—

(1) al-Qaeda core, including a list of
which known individuals constitute al-
Qacda core;

(1) an affiliated group of al-Qaeda,
including a hist of which known groups
constitute an affiliate group of al-Qaeda;

(ili) an assoclated group of al-Qacda,

melading a hst of whichh known groups
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constitute an associated group of al-Qaeda;
and
(iv) a group aligned with al-Qacda, in-

cluding a description of what aetions a

group takes or statements it makes that

qualify it as a group aligned with al-Qaecda.

(B) A hst of any other group, including
the orgamgzation that calls itself the Islamic
State (also known as “ISIN” or “ISIL’), that
adheres to the core mission of al-Qacda, or who
espouses the same violent jihad idcology as al-
Qacda.

{"} An assessment of the relationship be-
tween al-Qaeda core and the groups referred to
in subparagraph (B).

(D) An assessment of the strengthening or
weakening of al-Qaeda and the groups referred
to In subparagraph (B) from January 1, 2010,
to the present, including a deseription of the
metrics that are used to assess strengthening or
weakening and an assessment of the relative in-
crease or decrease i violent attacks attributed
to such entities.

(E} An assessment of whether or not an

individual can be a member of al-Qaeda core if
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1 such imdividual 1s not located in Afehanistan or
2 Pakistan.
3 (I") An assessment of whether or not an
4 individual can be a member of al-Qaeda core as
5 well as a member of a group referred to in sub-
6 paragraph (B).
7 (G) A definition of defeat of core al-Qaeda.
8 (H) An assessment of the extent or coordi-

9 nation, command, and eontrol between core al-

10 Qacda and the groups referred to in subpara-

i1 oraph (B), specifically addressing cach suel

12 group.

13 (I) An assessment of the effectiveness of

14 counterterrorism operations against core al-

15 Qaeda and the groups referred to in subpara-

16 graph (B), and whether such operations have

17 had a sustained impact on the eapabilities and

18 effectiveness of core al-Qacda and such groups.

19 (4) ForM.—The report required by paragraph

20 (1) shall be submitted in unelassified form, but may

21 inchude a classified annex.

22 (b)Y APPROPRIATE COMMITTEERES OF (CONGRESS DE-

23 FINED.—In this seetion, the term “appropriate commit-

24 tees of Congress” means—

25 (1) the congressional intelligence committees;
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(2) the Committee on IForeign Relations and
the Committee on Armed Services of the Senate; and
(3) the Committee on Foreign Affairs and the
sommittee on Armed Serviees of the House of Rep-

resentatives.
SEC. 331. FEASIBILITY STUDY ON RETRAINING VETERANS

IN CYBERSECURITY.

Not later than 180 days after the date of the enact-
ment of this Aet, the Dircetor of National Intelligence, in
consultation with the Secretary of Defense, the Seerctary
of Veterans Affairs, and the Seeretary of ITomeland Secu-
rity, shall submit to Congress a feasibility study on re-
framing veterans and retired members of clements of the

intelhigence community in evbersecurity.




